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Router B
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tfc a® .ciu¥l e routable Ligild Jiis 130 3 clasiwl woss ol das wblsy pu ip JI kMo
Ay o 9 clasiwl Ge8s ol wleic 1918

ASA 9.X (165
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X.9 dwo a0 oS ol ASA JI J Jusuiwdl LD

(ASA Version 9.3(2

!

host nane ASA

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

names
|

.This 1is the configuration for the outside interface ---!

interface G gabitEthernet0/0

namei f out si de

security-level O

i p address 203.0.113.2 255.255.255.0

.This is the configuration for the inside interface ---!

interface G gabitEthernet0/1
namei f inside
security-level 100

ip address 192.168. 0.1 255. 255. 255.0
!

boot system di skO:/asa932-snmp-k8. bin

.This creates an object called OBJ_GENERIC ALL ---!

Any host IP address that does not already match another configured ---!
object will get PAT to the outside interface IP address ---!

.on the ASA (or 10.1.5.1), for Internet-bound traffic ---1!

object network OBJ GENERIC_ALL

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynamic interface

!

route inside 192.168.1.0 255.255.255.0 192.168.0.254 1

route outside 0.0.0.0 0.0.0.0 203.0.113.1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00 icnp 0:00:02

ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout sip-provisional-nmedia 0:02: 00 uauth 0: 05:00 absol ute

ti meout tcp-proxy-reassenbly 0:01: 00

dynami c- access-policy-record Dflt AccessPolicy

http server enable

http 192.168. 0.0 255. 255. 254.0 i nsi de

no snnp-server | ocation

no snmnp-server contact

snnp-server enabl e traps snnp authentication Iinkup Iinkdown col dstart
crypto i psec security-association lifetinme seconds 28800

crypto ipsec security-association lifetime kil obytes 4608000

tel net tineout 5

ssh timeout 5

consol e tineout O


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

threat-detection basic-threat
threat-detection statistics access-1list
no threat-detection statistics tcp-intercept
!

cl ass-map i nspection_defaul t

mat ch defaul t-inspection-traffic

!

!

pol i cy-map type inspect dns preset_dns_nap
par anet er s

nessage- | ength maxi mum client auto
nessage- | engt h maxi mum 512

pol i cy- map gl obal _policy

cl ass inspection_default

i nspect dns preset_dns_map

i nspect ftp

i nspect h323 h225

i nspect h323 ras

i nspect rsh

i nspect rtsp

i nspect esntp

i nspect sql net

i nspect skinny

i nspect sunrpc

i nspect xdntp

i nspect sip

i nspect netbi os

i nspect tftp

i nspect ip-options

!

servi ce-policy global _policy global
pronpt host nane cont ext

Crypt ochecksum 6f f f bd3dc9chb863f d71c71244a0ecc5f
end :
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1 auSaolip ]l
['_:—,I onitoring | | ] save (¥ Refresh | () Back | ) 2D Heb |
g Configuration > Firewall > NAT Rules m) _/ Addresses ] Services ]
*ﬂddvg E T#,E_.%I?i qQ Addresses
] Add - Edit Dedet Wihere Used Mok Used
Match Criteria: Original Packet * ||E i Tf Delete | Q WhereUsed Q o
Mk k Chiject, ..
Source Inkf Diest Intf Source D iﬂ"l. wer h]_at
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@ any
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2 o> 1w o (Jlall 13D 9 .d (Seoludl PAT 3629 ol sl Glaill/cavanll/aSuidl oSy o9
oig lginz )i (9 i Ll 63l duc,all ol ddas)l 0@ 1SS Loy a3l due el oSGl
48, ]l

= Add Network Object

MName: OB]_GEMERIC_ALL

Type: Metwork, w

IF Version: (#)IPvd () IPvE

IF Address: 0.0.0.0

Metrnask, 00,00 w

Description:

NAT >
| oIk | | Cancel | | Help |

38 W, vlsic p2n Jl ey (S alss (G383 8ac plgie JT wwiay JI cuaxd inat cialaslo
dg=loll Jio Laumo aiyoSs o5 (55 [l (9 Jackuy wld (soliayl 55 séi wad 3] .2y wlall yuSey



F= Add Network Object

Mame: QE]_GEMERIC_ALL
Type: Mebwork w
IP Yersion: () IPvd () IPvE
IP Address: 0.0.0.0
Metrnask: 0.0.0.0 W
Description:
MAT =
Add Aukomatic Address Translation Rules
Twpe: Crvnamic PAT (Hide)
Translated Addr: |outside E]

Use one-to-one address translation

PAT Paoal Translated Address:

Found Robin

Extend PAT uniqueness to per destination instead of per interface

Translate TCP and UDP ports inka flak range 1024-85535 Include range 1-1023
Fall through to inkerface PATdest inkf):

[ ] Use IPwé For interface PAT

Advanced.,.

Ik || Cancel || Help

A4 :Q_)Lé GJLCSJMQ OS> in order to PW aalnal



Interface

E= Advanced NAT Settings

[ ] Translate DNS replies For rule

Source Interface:

inside W

Deskination Interface:

autside

W

Ik

| | Cancel

da=all Ol 65621 o Lo,y WloiS 5,209 .o luill Gulail Bubas 999 a5l o5 (§9lgo (999 Lail .5

:NAT sxcl5 (ASDM)

[ Honitoring | () save Q¥ Refresh| () Back () D e
8  Configuration = Firewall > NAT Rules o
g add » @ 00 1 + 4+ J W@ - qQFind EJDiagram
Match Criteria: Original Packet Action: Translated P
Source Inkf Dest Intf Source Destination Service Source De

B “Metwork Object” MAT {Rule 1)

1 inside outside

4 OBJ_GENER... & any

@ any

B outside (P) =

B azsall (1955
B 4.>__9.nJ| u:sS.u (o)

...Building configuration

:Current configuration

!

version 12.4

service tinestanps debug uptine
service tinestanps |og uptinme
no service password-encryption



!
host nane Router B

!

!

usernane cisco password O cisco

i p subnet-zero

i p domai n- name ci sco.com
!

isdn voice-call-failure O
]

!
interface Ethernet0/0
ip address 192.168.1.1 255.255.255.0

no ip directed-broadcast
!

interface Ethernet0/1
.This assigns an IP address to the ASA-facing Ethernet interface ---!

ip address 192.168.0.254 255.255.255.0
no ip directed-broadcast

i p classless

This route instructs the inside router to forward all of the ---!
.non-local packets to the ASA ---!

ip route 0.0.0.0 0.0.0.0 192.168.0.1
no ip http server

]
!

line con O
exec-timeout 0 O
length O

transport input none
line aux 0O

line vty 0 4
password ww

| ogin

!

end

- " L').D - __"
oo S Jass ol oSl ol o il 9 Josie S5 o HTTP e s 2890 I Jswosll pd

ol 2all &9, oSay Jlas¥l 2z 131 1P 198.51.100.100 olgie 5 aidliaiw)] pi; ledgo Jliall 13D oy
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ASA(config)# show connection address 172.16.11.5

in use, 98 nost used 6

, TCP outside 198.51.100.100: 80 inside 192.168.1.5:58799, idle 0:00:06, bytes 937
flags U O

alaxdl e WS o 8,31 6,0 cusll @35 o 62512l 49,0l 4,3 plowd] a9 W 95 dla> la> o ASA
oo lisaan 39290 Jlasl $ullos il 19,0l 85, 2ol oz o]l 51a> Jlasl S (9 Yol 3ulley, oY
(ACL) ag=lgll JI Jsosll (3 pSxxidl dosld dlawls; lgeio 095 dlaxll s JUs

39>0all 198.51.100.100 Carinall, Jbasl clisl, a3l dg>loll e 390l Juaell o8  g:ludl 213V 8
IVl SloMe i . oles caw b30) Nols oS 389 TCP JoSei9 plasiwly Juasdl 138 el aiy dg>loll 2,15
JlasVl Iig) sl sl )

oo a0 e Joaxll (09leily JLasVl giaxi) ASA TCP Jlail wlede Cisco siiwe g>1) :da>No
JaiVl clbMe Jg> wloglsoll

le>Nol9 ellasVl BLiSiwl

Dlawol JiSuiss s in order to pud 13D (9 cawny ueSy ul dsgleall clasiwl

Syslogs

:syslogs Jl wadli in order to ol Jaw o)l alss

ASA(config)# show log | in 192.168.1.5

DApr 27 2014 11:31:23: %ASA-6-305011: Built dynamic TCP translation frominside
to outside:203.0.113.2/58799 192.168.1.5/58799

cApr 27 2014 11:31:23: %ASA-6-302013: Built outbound TCP connection 2921 for outside
(to inside:192.168.1.5/58799 (203.0.113.2/58799 (198.51.100.100/80) 198.51. 100. 100/ 80

955 Il bliwl sxo,30l §lail 9 syslogs $la; .solell J&u.u.” el syslog clisl ASA dlo> Hla> pgd
.Soiswo dvlogleall 9l (diw Sgimo w9 culy uoSs ol syslog olsl 2Vl saw . Szl

oz elisl o6 &laxdl oz ol Ll wis Jzuw dlw,y (D JoVl .oals syslog olil JUd Jlo 13D 9
olsic p i JI as well as 3ais9 wlsic jraall iy 58 .(PAT) &Ssolys TCP daz il azg leg
A B olgzlodl JI Ul o suss 5950 &S, Ol Loy (Ading

83330l 49,0l 8,3 a; Lol JLas¥l Joa 3 Jlasl elitsly o8 dylaxll ,la ol I sl syslog uing
13D clinl giay 31 Jole ol ol 1030 JLasVl dglxo oz dlaxl ,laz (ueSs i 13] . p35ls Jsasll o 04D

clis] JI 6Ll Jouw elinl dlaxdl 5z pody o8 (oSl L9 Uas &9a> Jlain] 9l 55lgall 508) JlasVl
Jlai¥l elinl gio sVl Jololl sl lad &Ll 91 JLas¥l (ad ) buw Joramn 68 el o Yaus . JlasV

&l pj>
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/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/113602-ptn-113602.html

ASA(confi g)# packet-tracer input inside tcp 192.168.1.5 1234 198.51.100.100 80

--Onitted--

" Resul t

input-interface: inside

i nput -status: up

i nput-line-status: up

out put-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

wilbglly clogxally wlslaxdl g Jo,e9 dslro doj> yaxis ASA e dojl i dadby Al pouws
2axiy 0985 Ol uaoll o BVl 03D plaziwl oLl H9,0 &S ,> ey oaic laxll )lax lgloSy il dalizall
65xal 5 dojl A plaiwly @ laxdl Hlaz WS (o 9,0lL Lg) 2lowd] Ly &l asies (il )9 0l a5, Jlio
wleall 038 gilles Jlasl dglxe 6lSxa) doj=dl wassi plackiw] piy ( galudl Jladl (9 .59 50)l 5,>

sl dgzlol J 6ol dosxll Juas

TCP o aolaziw| piy SVl JgSgi9
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1234 3aiall o B)0a0 G9Sy )90 4S,> Jrasdl Sy
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ASA# capture capin interface inside match tcp host 192.168.1.5 host 198.51.100.100
ASA# capture capout interface outside match tcp any host 198.51.100.100

ASA#show capture capin
packets captured 3

.S 780523448 :198.51.100.100.80 < 192.168.1.5.58799 11:31:23.432655 :1

<wi n 8192 <nss 1460, nop, wscal e 2, nop, nop, sackOK (0) 780523448

:S 2123396067 :192.168.1.5.58799 < 198.51.100.100.80 11:31:23.712518 :2
<ack 780523449 win 8192 <nss 1024, nop, nop, sackCK, nop, wscal e 8 (0)2123396067
ack 2123396068 . :198.51.100.100.80 < 192.168.1.5.58799 11:31:23.712884 :3
win 32768


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/admin_trouble.html#wp1092412
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ASA#show capture capout
packets captured 3

:S 1633080465 :198.51.100. 100.80 < 203.0.113.2.58799 11:31:23.432869 :1
<wi n 8192 <mss 1380, nop, wscal e 2, nop, nop, sackOK (0) 1633080465

:S 95714629 :203.0.113.2.58799 < 198.51.100.100.80 11:31:23.712472 :2

<ack 1633080466 wi n 8192 <mss 1024, nop, nop, sackOK, nop, wscal e 8 (0) 95714629
ack 95714630 . :198.51.100.100.80 < 203.0.113.2.58799 11:31:23.712914 :3
<wi n 32768/ pre
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