oJdosu wessu yvped LDAP eJs ASA J Secure
Client VPN

lJpzogsle

| 9300

lec b ol
polb Jolo ASA pi Cisco
pobJolo I gveds

obJolo |

lowedildd iz ble gl o, Jl>ol

weds ooz 2ble LDAP
>e lo ol VPN

lzgé 121z ¢ sz Llizble

|Jp 95006

SueWd o3l Idpwews odssy wessu uwps LDAP gJs Cisco ASA Jogssu uvsluwle pzpogs
VPN Iuouobl |Js pzesele Active Directory.

lJpolbdole

pulbdole ASA py Cisco
* ASA py Cisco IUss subgd luosh woulez pogse.
* 1Jyue9d IUbLs |Js zoly ASA.

pobdole IuvwJs

» pzlJ Active Directory (AD) 13 spdo 19009 [Us0 oo God ASA.

« LDAP g, SSL (LDAPS) &p <d9suo £ e AD (IJeeds 11 el o 636).



pulbdole lJgpsd
c op wowse Secure Client gJs Izoj6 1g psd.
lJpdsole IUp v ed
Jl odouo) Idpedsple 1Ugl)6 Bs o3l Idpuwows gds luosble wlpz 9pdsule plbss pesus.

op logvle I.JroE_J_Slolu |J_9IJ>o WO o3l IJpwews pu UIaoJo 1J 09296 WS wSiS6 pgpdso gluoo.
u.)lu CP'-SE IJlao_,o Iquuut.),oo -._95 o3l IJrouuuLp uu-J_9._sU ,o,ou.u_ga (IdUJluos) Bl

cbole IJodysy

lJglbeé 1. weasy uwsluwle 1Upzp9ed

w22 wog Iezeses IUsule 91J8s9> 1Jglues wpumetses VPN. Gp wlogible puslowle
IUpzesed IJuoi9)s8 IJos wuslsy pe pobdule IUsuosd 1Ugluos wpduuumed.

louble Gog preed Jdpuwedpsu ldpecprsu

group-policy VPN_User_Policy internal

group-policy VPN_User_Policy attributes
vpn-simultaneous-logins 3
split-tunnel-policy tunnelspecified
split-tunnel-network-Tist value SPLIT_TUNNEL_ACL
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group-policy No_Access_Policy internal
group-policy No_Access_Policy attributes
vpn-simultaneous-logins 0
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ldap attribute-map VPN_Access_Map
map-name memberOf Group-Policy
map-value memberOf "CN=VPN_Users,0U=Groups,DC=example,DC=com" VPN_User_Policy
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aaa-server AD_LDAP_Server protocol Tdap
aaa-server AD_LDAP_Server (inside) host 192.168.1.10
Tdap-base-dn dc=example,dc=com
Tdap-scope subtree
Tdap-naming-attribute sAMAccountName
Tdap-Togin-password &
Tdap-Togin-dn CN=ldap_bind_user,0U=Service Accounts,DC=example,DC=com
Tdap-over-ss1 enable
Tdap-attribute-map VPN_Access_Map
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tunnel-group VPN_Tunnel type remote-access

tunnel-group VPN_Tunnel general-attributes
address-pool VPN_Pool
authentication-server-group AD_LDAP_Server
default-group-policy No_Access_Policy

tunnel-group VPN_Tunnel webvpn-attributes
group-alias VPN_Tunnel enable
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show vpn-sessiondb anyconnect filter name
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debug ldap 255
debug aaa common 255
debug aaa shim 255
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undebug all
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