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L3vpn between PE1 and PE2

]I F1 ] 1
Locator= fol0:1080:0801:2/48 Locator = folQ: 1000008 02:2/148
LB 100 - e 00-1000:a801::1/128 LB 100 - fe00: 1000:a800:: 21 28

—

CE2
110.20.2

A
a
CE1 2 /
10.10.1.2 @
L]

o \
B
(& Uiaa
TG g ooy
Aor- & P|E1 S L) Locatar n:oumoo 8820:748
e LB 100 - 1600 1000:0822::221 28
LB100 - fcOo0: 1000:a211:211/128

Primary path Locator - r¢c-n 10-0@ aBh3: a8

l Secondary path LB 100 - Te00: 1000:a803:237125
wIdd 1. 1L ywe IJogbsbs Jduvods

IJodosu IJele

<#froot>

interface Loopbackl00
ipv6 address <>

interface <>
ipv6 enable

router isis <>

is-type level-2-only

net <>

address-family ipv6 unicast
metric-style wide
microloop avoidance segment-routing

## enabl es M crol oop avoi dance nmechani sm
microloop avoidance rib-update-delay <>

## specify the tine in ns



router-id Loopbackl100
segment-routing srvé
Tocator <>

interface Loopbackl00
address-family 1ipv6 unicast

interface <>
point-to-point
address-family ipv6 unicast
fast-reroute per-prefix
fast-reroute per-prefix ti-1fa

## enabl es topol ogy-i ndependent | oop-free alternates (Tl-LFA)

segment-routing
srveé
encapsulation

source-address <>
|

locators
locator <>
micro-segment behavior unode psp-usd

## enabl es SRv6 M cro-SIDs (uSIDs) the PSP-USD (Penulti mate Segnent Pop
- Utinmte Segment Pop

) flavor

prefix <configure the locator >

router bgp <>
vrf <>
address-family <> unicast
segment-routing srvé

## steering the packet using SRv6 uSID

locator <>

IS 2ldé puwed)s

ewpl Jl s css) B Iduvuds soe ldledlo g0 Iubods 10.10.1.0/24 sl wlbbs Provider
Edge 1 (PE1) gy w9939 IJe s 1Uz39356 (BGP) |J.s Provider Edge 2 (PE2). 9.5 lJle o
£o IJubods 10.10.20.0/24 L9l wlos PE2 |Jes PE1.

<tfroot>

RP/0/RP0O/CPUO:PEl#show bgp vrf mobility 10.10.1.0/24 detail
BGP routing table entry for 10.10.1.0/24, Route Distinguisher: 10.10.11.11:0

SRv6- VPN SI D: fc00: 1000: a810: e003: : / 64



Local
0.0.0.0 from 0.0.0.0 (10.10.11.11), if-handle 0x3c000090
Origin incomplete, metric 0, Tocalpref 100, weight 32768, valid, redistributed, best, group-best,
Received Path ID 0, Local Path ID 1, version 8
Extended community:

S
pdlzbbo: f¢00:1000:a810:€003::/64>> FC00:1000:a810 ## oz3> p99¢€ pu 9bs 90 PE1.
e003 ##.

<tfroot>

RP/0/RPO/CPUO: PEl#show bgp vrf mobility 10.10.20.0/24 detail
Local

fc00:1000:a822::22 (metric 2000) from fc00:1000:a822::22 (10.10.22.22), if-handle 0x00000000
Received Label

0xe0030

Origin incomplete, metric 0, localpref 100, valid, internal, best, group-best, import-candidate,
Received Path ID 0, Local Path ID 1, version 714

Ext ended conmuni ty:
PSI D- Type: L3, SubTLV Count:1, R 0xO00,
SubTLV:
T:1(Sid information), Sid:fc00:1000:a820::, F:0x00, R2:0x00, Behavior:63, R3:0x00, SS-TLV Count:
SubSubTLV:

T:1(Sid structure):

Length [ Loc-bl k, Loc-node, Func, Arg] : [ 32, 16, 16, 0], Tpose-len: 16, Tpose-offset: 48

Source AFI: VPNv4 Unicast, Source VRF: default, Source Route Distinguisher: 10.10.22.22:2

S

odlzbé: sop wdds 03l IJluesly 10.10.20.0/24 oo PE2 gJs PE1 g bl weass 1Je9 e
SID FC00:1000:A820: 991> 596 €0030.



<ffroot>

RP/0/RPO/CPUO: PEl#show route vrf mobiTlity 10.10.20.0/24 detail
Known via "bgp 100", distance 200, metric 0, type internal
Routing Descriptor Blocks

£c00:1000:a822::22, from fc00:1000:a822::22
<snip>

SRv6 Headend: H. Encaps.Red [f3216], SIDlist {fc00:1000: a820: e003::}

~
pdlebs: Vs z2lds elows sop huwld Idzie [Jpszes |Us CatalycmTomer Edge 2 (CE2)
IJs PE2 pg g09lu 9206 Hluw wy9w9dsd IUloe,ue [Jluesl) 6 (IPV6)
FCO00:1000:a820:e003..

IUz506 1 pyowds w9luwlos PE1 B 21Js puwad,s.

<tfroot>

Frame 2: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits)

Ethernet II, Src: Cisco_a7:8a:0d (c4:b2:39:a7:8a:0d), Dst: Cisco_ff:d4:16 (a0:b4:39:ff:d4:16)
Destination: Cisco_ff:d4:16 (a0:b4:39:ff:d4:16)
Source: Cisco_a7:8a:0d (c4:b2:39:a7:8a:0d)
Type: IPv6 (0x86dd)

Internet Protocol Version 6, Src: fc00:1000:a811::11, Dst: fc00:1000: a820: e003: :

0110 .... = Version: 6
<0110 .... = Version: 6 [This field makes the filter match on "ip.version == 6" possible]>
. 0000 0000 .... ... .... = Traffic Class: 0x00 (DSCP: CSO, ECN: Not-ECT)

. 0000 0000 0000 1110 1111 = Flow Label: 0x000ef
Payload Length: 82
Next Header: IPIP (4)
Hop Limit: 254
Source Address: fc00:1000:a811::11
<Source or Destination Address: fc00:1000:a811::11>
<[Source Host: fc00:1000:a811::11]>
<[Source or Destination Host: fc00:1000:a811::11]>
Destination Address: fc00:1000:a820:e003::
<Source or Destination Address: fc00:1000:a820:e003::>
<[Destination Host: fc00:1000:a820:e003::]>
<[Source or Destination Host: fc00:1000:a820:e003::]>

Internet Protocol Version 4, Src: 10.10.1.2, Dst: 10.10.20.2

0100 .... = Version: 4

. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: O0x00 (DSCP: CSO, ECN: Not-ECT)

S

ro.J|aJ'062



v f00:1000:a811:11>> Il wezle 100 po PE1 IJpgucgse Jeusle 1dpuos,.

e 58w o6 IJdwsle 1JJsdss wuwes Blisgs oudé 1000:1Jb,l5 A820:e003:
>> o235 p99e PE2: |Jgb W6,

o Sluw 0ldd IPVB. IJelJs o9 z09J8 IPVA.

punly luwlows 30wl lzoslbs JIJ puvle g pebb Es) puwedd - wasd ElJ po 1Jed$s (TI-
LFA).

<tfroot>

RP/0/RPO/CPUO:PE1#show cef ipv6 fc00:1000:a820::
via fe80::a2b4:39ff:feff:d416/128, TenGigE0/0/0/9, 11 dependencies, weight 0, class O,

backup (TI-LFA

) [flags 0xb00]
path-idx O NHID 0x0 [0x8ef0f2b0 0x0]
next hop fe80::a2b4:39ff:feff:d416/128, Repair Node(s): fc00:1000:a802::2
local adjacency

SRv6 H. Insert.Red SIDlist {fc00:1000:a802::}

via fe80::9eel:76ff:feca:e8a8/128, TenGigE0/0/0/8, 4 dependencies, weight 0, class 0, protected [fla
path-idx 1 bkup-idx 0 NHID Ox0 [0x8f2db710 0x0]
next hop fe80::9eel:76ff:feca:e8a8/128

cuwduvd IUizsle gusel wusd 1dslzos TenGigED/0/8 (IJ e wl,
IJlwlowes) s PE1

Locator = rcﬂ(]P11 0O0:a&01:/48 Ln-:n:nr-faﬂtl‘:?ﬂﬂﬂ:nﬁﬂ?::.’-l&
LB 100 - feOi:1000:a801=:1/1 28 LB 100 - fold: 1000:0802:22128
CE2
CE1 10.10.20.2
10.10.1.2 oo
o2 — Ll
-

Teng; PE2
PE1 EE
-1 1 g Wi
Lo emanen 08 s,
LB100 - fc00c1000:a811::111128 @ : - :

P3
Locator - fe00o1000:0803:2/48
LB 100 - fe00-1000:4803:: 3128

IJopdd 2- 2098 Ided) Jpovles Idoog,

Ws PET g lu@ble IULowlb 0/0/8. eds puwl)y IJouwg Idlzoslbs wso PE19 P11 swp



IJlgboule B 2298 pdd6 LoESI8 wd9p w90l woubgsd IUss veuw IJedds 1UsBsdé (MLA)
eJs PE1.

<#froot>

RP/0/RP0/CPUO: PE1#show Togging
RP/0/RP0O/CPUO:

Mar 21 08:30:10. 244

UTC: ifmgr[307]: %PKT_INFRA-LINK-5-CHANGED : Interface TenGigE0/0/0/8, changed state to Administrative

g pl 1J81L o TenGIgE0/0/0/8 gl Iuwd . l9d ould Lusse lels wozso zao (FRR): s huwde
296 09, eJs I TILFA pp,.

<tfroot>

RP/0/RPO/CPUO:PEl#show cef trace
Mar 21 08:30:10.244 fib/common/frr 0/RPO/CPUO 43# t5991 Common: FRR-ITF-EVENT: proto=3 type=0 1ifh=0x3c0
Mar 21 08:30:10.244 fib/common/frr 0/RPO/CPUO 13# t5991 IPv6: FRR-LOOKUP-DONE: evt=0, 1ifh=0x3c0000a0,

Mar 21 08:30:10.244 fib/comon/frr 0/ RPO/CPU0 12# t5991 | Pv6: FRR-ITF-EVENT: d obal Active; handl e: 0x3c(

Mar 21 08:30:10.244 fib/common/frr 0/RPO/CPUO 13# t5991 IPv6: FRR-ITF-EVENT: FRR Active; handle:0x3c000
Mar 21 08:30:10.244 fib/common/frr 0/RPO/CPUO 1# t5991 IPv6: FRR-EVENT: evt=0, notify protocol=1, ifh=0
Mar 21 08:30:10.244 fib/common/fast 0/RPO/CPUO 20# t5991 Common: PLAT-UPD-FAST: Proto=common, Obj[FIB_D

s 08:30:10:307. ool cely, IS-IS.

<#root>
RP/0/RPO/CPUO:PEl#show isis 1sp last 20

08: 30: 10: 307

1 Te0/0/0/8 DELAD]

WO 08:30:10:358. wp luvedlp puwly p2od Idouwess (LSP) 9o p zuvle Blodse IUoyuosd
luwedsle glpd Iduvdd Iduog s, (SFP) swp cugvshb o).

<#root>
RP/0/RP0O/CPUO:PEl#show isis spf-log detail

08: 30: 10: 358 FSPF 2 5 2 PE1. 00- 00 DELADJ LI NKBAD

Delay: 50ms (since first trigger)
46257ms (since end of Tast calculation)



Trigger Link: P3.00
Trigger Next Hop: P3

New LSP Arrivals: 0

SR ul oop: Li nk Down

5988 030 IJizsle Lpiss pu IJodluosd Bs woug 1S-IS. B 030 IJelJs: sJsu 98w wligs,
OzdSY Yless pedyple IJugzse (RIB) IJos we wdgsuoel 09: py 65535 pdds wluss |Js 65

Slusé.

<ffroot>

RP/0/RPO/CPUO:PEl#show isis trace all
Mar 21 08:30:10.308 isis/Mring_2801/std 0/RPO/CPUO t8712 isis_roca_event_schedule_result_debug:329
Mar 21 08:30:10.308 isis/Mring_2801/spf 0/RPO/CPUO0 t8712 disis_roca_spf_Tinkchanged_trigger:2609

Mar 21 08:

Mar 21 08:

Mar 21 08:

Mar 21 08:

Mar 21 08:

Mar 21 08:

30:

30:

30:

30:

30:

31:

10.

10.

10.

10.

10.

15.

358 isis/Ming _2801/std 0/ RPO/ CPUO 6669# t8712 isis_roca_event_start: 1541

358 isis/Ming _2801/sr_ 0/RPO/CPU0 t8712 isis_roca_sr_uloop_prep: 3069

358 1isis/Mring_2801/sr_ 0/RPO/CPUO 8451# t8712 -isis_roca_uloop_install_exp_path:3915

358 isis/Ming_2801/sr_ 0/ RPO/ CPUD t8712 i sis_roca_prefix_update_run: 1040

864 isis/Mring_2801/std 0/RPO/CPUO t8712 +isis_roca_frr_run:1538

893 isis/Ming _2801/sr_ 0/ RPO/CPUO t8712 isis_ip_rib_worker_del ayed_update_run: 2344

2lJo RIB W 1w 1U3s wdyy Wso MLA ¢ ivbs.

<tfroot>

RP/0/RPO/CPUO:PE1#show route ipv6 fc00:1000:a820:: detail
Routing entry for fc00:1000:a820::/48
Routing Descriptor Blocks
fe80::a2b4:39ff:feff:d416, from fc00:1000:a822::22, via TenGigE0/0/0/9
Route metric is 6000

<snip>

SRv6 Headend: H.Insert.Red [f3216], SID-1list {fc00:1000:a802::} ##

this locator of P2 is inserted before the SRH

2lde lele IJegzso Iduvyse Cisco Express Forwarding (CEF) Ws IJ9dw 1Uss wdyy WBso MLA

uuvlbo.

<ffroot>



RP/0/RPO/CPUO: PEl#show cef ipv6 fc00:1000:a820:: detail
Tocal adjacency to TenGigE0/0/0/9
<snip>
via fe80::a2b4:39ff:feff:d416/128, TenGigE0/0/0/9, 10 dependencies, weight 0, class 0 [flags 0xO0]
SRv6 H.Insert.Red SID-Tist {fc00:1000:a802::}

## P node (locator of P2)sid is inserted into the packet

Load distribution: 0 (refcount 9)
Hash OK Interface Address
0 Y TenGigE0/0/0/9 fe80::a2b4:39ff:feff:d416

CUp lelo wozso IJzjps IJos swpe lugilgel pou PE1 g0, P1 pg pg) pdlog P2S micro (uSID)
Jlod 9z06 uuvbs. guspl wuod Idgse6 [Js P20 Wl yud9d SRVE IUpyowl o USID suvgd WY
Jouwdo Hluw wozgso ldpldlbg (SRH) 9ue5 3JY wwp lghs wozso IJz)ps IUluodso |Js PE2
wew lehé wozso MLA.

P1 ez
Locator — feld:1000:0801:2/48 Locator - fe00: 1000:a802::/48
LB 100 - fe00:1000:3801: 17128 LB 100 - fe0d: 1000:a802:-2/128

e Q,VP@ 10. m 0.2
10.10.1.2 Packet sant from PE1 has.a SRH with active 1% destination as P2
) PR~ - ¢ —El
o H Ti N
PE2
Locatoe. f00:1000:0810::/48 L;ﬁwm;u?ms;gﬁziﬁa
LE100 - fc00:1000:a811::11/128 @

-

F3
Locator - fe00:1000:a803:/48
LB 100 - fe001 000 :a803: 3128

IJoiddd 3 - Idpowly 1Uss legs leole gpdst odsse IUlzoslzle 1dpsy s

1Uz506 1Jos opc lels wozsool wsluubos PE1 ¢ P1ieole MLA.

<tfroot>

Frame 1: 160 bytes on wire (1280 bits), 160 bytes captured (1280 bits)
Ethernet II, Src: Cisco_a7:8a:0d (c4:b2:39:a7:8a:0d), Dst: Cisco_ff:d4:16 (a0:b4:39:ff:d4:16)

Internet Protocol Version 6, Src: fc00:1000:a811::11, Dst: fc00:1000: a802:: >> during MA the 1st acti ve

0110 .... = Version: 6
<0110 .... = Version: 6 [This field makes the filter match on "ip.version == 6" possible]>
. 0000 0000 .... ... .... = Traffic Class: 0x00 (DSCP: CSO, ECN: Not-ECT)

. 0000 0000 0000 1110 1111 F1ow Label: 0x000ef
Payload Length: 106

Next Header: Routing Header for IPv6 (43) >> indicates the next header is a SRH

Hop Limit: 254

Source Address: fc00:1000:a811::11

<Source or Destination Address: fc00:1000:a811::11>
<[Source Host: fc00:1000:a811::11]>



<[Source or Destination Host: fc00:1000:a811::11]>
Destination Address: fc00:1000:a802::

<Source or Destination Address: fc00:1000:a802::>
<[Destination Host: fc00:1000:a802::]>

<[Source or Destination Host: fc00:1000:a802::]>

Routi ng Header for |Pv6 (Segment Routing) >>>>>>>>> SRH header which contains the orginal PE2 | ocator

Next Header: IPIP (4)
Length: 2

[Length: 24 bytes]

Type: Segment Routing (4)

Segnents Left: 1

Last Entry: O
Flags: 0x00
Tag: 0000

Address[0]: fc00:1000: a820: e003: : >>>>>>>>>>>>>>>> PE2 |ocator : function

Internet Protocol Version 4, Src: 10.10.1.2, Dst: 10.10.20.2
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)

o8> B IUdowds: sop buwld 1Uzie6 1Josddss wsluwlbos P2 9551 SRH L9l wlos P2 ieule
MLA.

<#froot>

Frame 1: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits)
Ethernet II, Src: Cisco_87:d8:58 (b0:a6:51:87:d8:58), Dst: Cisco_af:48:01 (c8:47:09:af:48:01)

Internet Protocol Version 6, Src: fc00:1000:a811::11, Dst: fc00:1000: a820: e003::

0110 .... = Version: 6
<0110 .... = Version: 6 [This field makes the filter match on "ip.version == 6" possible]>
. 0000 0000 .... ... .... = Traffic Class: 0x00 (DSCP: CSO, ECN: Not-ECT)

. 0000 0000 0000 1110 1111 = Flow Label: 0x000ef
Payload Length: 82
Next Header: IPIP (4)
Hop Limit: 252
Source Address: fc00:1000:a811::11
<Source or Destination Address: fc00:1000:a811::11>
<[Source Host: fc00:1000:a811::11]>
<[Source or Destination Host: fc00:1000:a811::11]>
Destination Address: fc00:1000:a820:e003::
<Source or Destination Address: fc00:1000:a820:e003::>
<[Destination Host: fc00:1000:a820:e003::]>
<[Source or Destination Host: fc00:1000:a820:e003::]>
Internet Protocol Version 4, Src: 10.10.1.2, Dst: 10.10.20.2
Data (62 bytes)



w83 IJIoBlE (wes pdle wlés) werse RIKB)‘ wwpe e SRH IU3s we I3)lzo 9swpe huwld 1Jz500
£ o 290999 gl 10512056 I ad Ipzees (IGP)

RP/0/RPO/CPUO: PEl#show cef ipv6 fc00:1000:a822::22/128
local adjacency to TenGigE0/0/0/9
Prefix Len 128, traffic index 0, precedence n/a, priority 1
via fe80::a2b4:39ff:feff:d416/128, TenGigE0/0/0/9, 9 dependencies, weight 0, class 0 [flags 0x0]
path-idx 0 NHID 0x0 [0x8ef0f2b0 0x0]
next hop fe80::a2b4:39ff:feff:d416/128
local adjacency

pdeue ldpebb 1Ujpus

lJ9 8w IJlg)le IJsé

Suivd IJboolb: ozasd 2296 pr9) Idoslole

08:30:10.244 05 oy Wer s Wt o o |s 1J Bls
2010- op luwodle LSP: wp 2wy 18005 puwl IsJ! Y

08:30:10:307 S e MLA (op IJoubésd)
20 op wlts) werse RIB 26 IUpis) wuwetse .

08:30:10.358 b5 A MLA (o)

lIJpowe S FIB odbe Jled

lJsub

S92z 03l ldpuwows wldowosd Jsdss >8p puwbhle SRVE USID IdesJu guol Wyl wlos 1S-IS
J MLA [&ole olbo Iduveds. pu gdld w)ps) 1dggoed Ibswsdogss |Jplbdwsd puluu,d s
Slispd pgrd Iisé 1Jeg)s (USID): sop wozso I w9 Iduslole oy cundund ez JJeds.
pel sSuoeu lehs IJugzse 1JElJss pu ldodl) zos B 2o wdyo puwlole oi9e9dsd IS-IS
SPF ¢ pouluwds psdel gw) Idubods.

loule IJodbo: wlgs IUgse 1Jebes po 1desgd PES cuvduwd USID 1dpzuusw puvedl sozols
lJe 9> P ldsuwsbs 90 lJlgwpels eds Ooble IGP IJeldssé 1Jgle,ys. suop0 uvdod gpdso [Jgle
lJJouwdo Vs u§bo IJuolss uSID 1Jpeg o006 IUluedld Idulbsed p)6 ié_,s IJs lgbo IJegzsoe
IIodiss wpe Iopld Idpdlbe Ipzes. sose o3l ldoled IJpser w298 wso codsele

puw s IJopde B Lble 9uvsb [Js wble suwvshb (IS-IS) suwdsdsle puwess Idoslole



9938l Jpgsl, SRVE |pdluss lghs IUwgzse wuvdd pussE 90220

ogpd ol 9ss wrgsue 1Usuesd (MLA) IJSlses gds wble IS-IS-SID gds w99s) 2d Sled
JJobss) 9099, JJussle sldogugsd suuvsb JJodbo 290 229¢ lsé pddle povloss
IJuog)e ppl Sszedol puluwed welel JJubodle 1ddos,d 1dos wige ©8uss SRVB 2o sdsu
pu IJuos9)s lebs IJogzso IJuwise 9u9zse s w9y Idoslule wuvdd prao.

NIEYPS;

¢ oluosd <prefix> pzo) weuw IJod,l, J #show Isis <> IPv6
* #show slg v



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
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