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Summary Dashboard Policy Operational Stats Health Faults History
Faulls Fault Couns Stats
T Healtry o © (] ol &
Deseription Code  Last Transition Lifecyeie

= Severit Acked Cause Craatian Tifme Affected Objec

v}

credir-healthgrp-down DO24-01-31T 10731 Faam 20F4-00-3NTIHN648. Raised

ks 1P SLA

IJg1096 2. o) perd 188 Lluwegsle pzeoes IJeelss B 2lJs luvsd

* VS APICCLL $p wouvésd Idle, moquery Lluwegsle ol ¢l F2911¢ F2833¢ F2992.

o spdod lu oss preses IJuoes LBL:LB-HealthGRP plo 926 J9,96 202 Lbs POD-2.

<#root>

MXS2- AP002# nmoquery -c faultlinst -f 'fault.lnst.code == "F2911""

# fault.Inst

code : F2911

ack : no

alert : no

annotation

cause : svcredir-healthgrp-down
changeSet : operSt (New: disabled), operStQual (New: healthgrp-service-down)
childAction

created : 2024-01-31T19:07:31.505-06:00
delegated : yes

descr : PBR service health grp

I bl::1b-healthGp

on nodeid 202 fabric hostname MXS2-LF202 is in failed state, reason Health grp service is down.



dn : topol ogy/ pod- 2/ node-202/ sys/svcredir/inst/healthgrp-Ibl::|b-healthGp/fault-F2911 <<<

domain : infra
extMngdBy : undefined
highestSeverity : major

IJglo96 3. op ldogrsd eds 1Jopdd pu uo2s zoly PBR Judbs wolss 9spdu 1J9uod [Uso pu 9,86 1Ugsed

<#root>

MXS2- LF103# show systeminternal epmendpoint ip 172.16.1.1

MAC : 40ce.2490.5743 ::: Num IPs : 1

IP# 0 : 172.16.1.1 ::: IP# 0 flags : ::: 13-sw-hit: No
Vlan id : 22 ::: Vlan vnid : 13192 ::: VRF name : 1bl:vrfl
BD vnid : 15958043 ::: VRF vnid : 2162693

Phy If : 0x1a00b000 ::: Tunnel If : O

Interface :

Et hernet 1/ 12

Flags : 0x80004c04 ::: sclass : 16391 ::: Ref count : 5
EP Create Timestamp : 02/01/2024 00:36:23.229262

EP Update Timestamp : 02/02/2024 01:43:38.767306

EP Flags :

| ocal

|IP|MAC|scTlass|timer|

MXS2- LF103# iping 172.16.1.1 -V I bl:vrfl

PING 172.16.1.1 (172.16.1.1) from 172.16.1.254: 56 data bytes
64 bytes from 172.16. : icmp_seq=0 ttl1=255 time=1.046 ms
64 bytes from 172.16. icmp_seq=1 tt1=255 time=1.074 ms
64 bytes from 172.16. icmp_seq=2 ttl1=255 time=1.024 ms
64 bytes from 172.16. icmp_seq=3 tt1=255 time=0.842 ms
64 bytes from 172.16. icmp_seq=4 ttl1=255 time=1.189 ms

R R RRPR
N N el

---172.16.1.1 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.842/1.034/1.189 ms
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1. o235 EPG 09295 £Jss 1Jg$36 1Jb, 86 102 POD-1. spdod 16 ¢ ) zoly PBR swe wgduwo pu Lodzs IJgses 103 POD-1.

<tfroot>

MXS2- LF102# show service redir info health-group | bl::1b-healthGp



LEGEND
TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

HG-Name HG-OperSt HG-Dest HG-Dest-OperSt

Tbl::1b-healthGrp
enabl ed
dest-[172.16.1.1]-[vx1an-2162693]]

up

2. EPG JJ9z06 09293 £Js 1Jg 936 1Jlo,08.56 202 POD-2. spJod 16 s zoli PBR SGp w8 9w0 po 996 1Ugs0s 103 POD-1.

<tfroot>

MXS2- LF202# show service redir info health-group | bl::1b-healthGp

LEGEND
TL: Threshold(Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

HG-Name HG-OperSt HG-Dest HG-Dest-OperSt

Tb1l::1b-healthGrp
di sabl ed
dest-[172.16.1.1]-[vx1an-2162693]]

down <<<<< Health G oup is down.
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Sluw ELAM 1UslgJs L2
MAC IJp o>, = 00-00-00-00-00-00-01

MAC IJgzoeé = 01-00-00-00-00-00-00
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adizs: MAC 1 e 03, 9 MAC IJozos (Ip9 226 uwludl) opl Bsecly clowols eds Iluw IUs1gJs Jese IPSLA.

Jiuw ELAM External L3
IJpuo3) IP=TEP o0 9,86 106 1JglLo6 wd (9,86 103 TEP B Ipg o, = 172.30.200.64 )

IP Jdsged = 239.255.255.240 ( szw o sI9u GIPO Juble IJouss 09 uduwo slisel )

<#root>



trigger reset
trigger init in-select 14 out-select O
set inner |2 dst_nac

01- 00- 00-00-00- 00

src_mac

00- 00- 00- 00-00-01

set outer ipv4d src_ip

172. 30. 200. 64

dst_ip

239. 255. 255. 240

start
st at
er eport

I nner L2 Header

I nner Destination MAC : 0100.0000. 0000
Source MAC : 0000. 0000. 0001

802.1Q tag is valid : no

CoS: O

Access Encap VLAN : O

Quter L3 Header



DSCP : 0
Don't Fragment Bit : 0xO0
TTL @ 27

| P Protocol Nunber : UDP
Destination | P : 239.255.255. 240
Source | P : 172.30.200. 64

IJghss 6. Check Fabric System GIPO (239.255.255.240) a<az s \Jobald 1agdsd sIdwg g%

adizs: JJJ GIPO. swp lposh 8896 luuluuss 9236 BBl pu JJ POD Jzols 9598 wo Jlghs wozso lblle IJue
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L 1Jgle9> IUyissuws 1001 POD-1 o9 Idpeod lJpged Jlglhs wogso Ibble Idoe 1Jpogss shuwld suedle IGMP ue9 IPN.

w9lzo 1Jslzos ETHL/3 p9zo wz9 N7K IPN.

<#root>

MXS2- SP1001# show isis internal ntast routes gipo | nore

IS-IS process: isis_infra
VRF : default

GIPo Routes

System GIPo - Configured: 0.0.0.0
Operational: 239.255.255.240

<OUTPUT CUT> ...

G Po: 239. 255. 255. 240 [ LOCAL]

OIF List:
Ethernetl/35.36

Et her net 1/ 3. 3( Ext er nal ) <<< Interface must point out to I PN on el ected Spine

Ethernetl/16.40
Ethernetl/17.45
Ethernetl/2.37

Ethernetl/36.42



Ethernetl/1.43

MXS2- SP1001# show ip ignmp gipo joins | grep 239.255.255. 240

239.255.255.240 0.0.0.0 Join Eth1l/3.3 43 Enabled

2.1Jgl095 IU)issuwes 2001 POD-2 05 1 ezl 1egsd Jlghss ozso [blle Iwd 1desess shusld suadle IGMP oz IPN.

o9lzo IUslzoé ETH1/36 pozo s N7K IPN.

<#froot>

MXS2- SP2001# show isis internal ntast routes gipo | nore

IS-IS process: isis_infra
VRF : default

GIPo Routes

System GIPo - Configured: 0.0.0.0
Operational: 239.255.255.240

<OUTPUT CUT> ...

G Po: 239. 255. 255. 240 [ LOCAL]

OIF List:
Ethernetl/2.40
Ethernetl/1.44



Et her net 1/ 36. 36( Ext er nal ) <<< Interface must point out to I PN on el ected Spine

MXS2- SP2001# show ip ignmp gipo joins | grep 239.255. 255. 240

239.255.255.240 0.0.0.0 Join Eth1l/36.36 76 Enabled

3. olds pu lu gipo s, wolb-interfacerlist £s) BLE po VSH JIJ pu Idpssle 1wl guss.

<#root>

MXS2- SP1001# vsh

MXS2- SP1001# show forwarding distribution nulticast outgoing-interface-list gipo | nore

Outgoing Interface List Index: 1
Reference Count: 1

Number of Outgoing Interfaces: 5
Ethernetl/35.36

Ethernetl/3.3

Ethernetl/2.37

Ethernetl/36.42

Ethernetl/1.43

External GIPO OIFList

Ext OIFL: 8001

Ref Count: 393



No OIFs: 1
Ethernetl/3.3

gk 7. @ a5 10SE 3G a0 uagd GIPO (239.255.255.240) £de | PN

1. GIPO 239.255.255.240 p$,§9> Vs wJd9so IPN.

<#root>

N7K- ACI _ADM N- VDC- ACI - | PN- MPOD# show run pim

ip pim rp-address 192.168.100.2 group-list 225.0.0.0/15 bidir
ip pim ssm range 232.0.0.0/8

N7K- ACl _ADM N- VDC- ACI - | PN- MPOD# show i p nroute 239.255. 255. 240

IP Multicast Routing Table for VRF "default"

(*, 239.255.255.240/32), uptime: 1d01lh, igmp ip pim

Incomng interface: Null, RPF nbr: 0.0.0.0 <<< Inconming interface and RPF are M SSI NG

Outgoing interface Tist: (count: 2)
Ethernet3/3.4, uptime: 1d0lh, {igmp
Ethernet3/1.4, uptime: 1d0lh, {igmp

2. op wdosy GIPO 239.255.255.240 IJ1y, gJs IPN.



<#root>

N7K- ACl _ADM N- VDC- ACI - | PN- MPOD# show run pi m

ip pim rp-address 192.168.100.2 group-Tist 225.0.0.0/15 bidir

ip pimrp-address 192.168.100.2 group-list 239.255.255.240/28 bidir <<< @ POis configured

ip pim ssm range 232.0.0.0/8

N7K- ACl _ADM N- VDC- ACI - | PN- MPOD# show i p nroute 225.0.42.16

IP Multicast Routing Table for VRF "default"

(*, 225.0.42.16/32), bidir, uptime: 1lwed, ip pim igmp

Incom ng interface: |oopbackl, RPF nbr: 192.168.100.2

Outgoing interface 1list: (count: 2)
Ethernet3/1.4, uptime: 1d02h, igmp
Toopbackl, uptime: 1d03h, pim, (RPF)
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<#root>

MXS2- LF202# show service redir info health-group | bl::1b-healthGp

LEGEND
TL: Threshold(Low) | TH: Threshold(High)

| HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tr

HG-Name HG-OperSt HG-Dest HG-Dest-OperSt

1bl::Tb-healthGrp

enabl ed

dest-[172.16.1.1]-[vx1an-2162693]]

up
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