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weley uble suvshb |Us uble suush (IS) pg psjo Down

S99, 03l IJ 9w e edl Jdpuivdds IJuilisgs Jogbd uble guusb |Us ublp 9 wshb (1S-1S). sepe
lgvedslp o3l ldyuwe Idogbslbs Jduveds Jeold:

x>

Llavicai DeviceB

net 49.0001.0000.0000.000a.00 net 49.0001.0000.0000.000b.00
bosdozs! 1Jigwlyw
IS-IS pglbd wsu DeviceA g DeviceB.
<#root>
DeviceA#
show i si s nei ghbors det ai
System Id Type Interface IP Address State Holdtime Circuit Id
DeviceA#
<#root>
DeviceB#
show i si s nei ghbors det ai
System Id Type Interface IP Address State Holdtime Circuit Id
DeviceA L1L2 Twel/0/9 192.0.2.1 DOWN 28 05

Area Address(es): 49.0001

SNPA: a84f.blc3.9484

State Changed: never

Format: Phase V

Remote TID: O

Local TID: O

Interface name: TwentyFiveGigE1l/0/9
Neighbor Circuit Id: 5

Adj sync: Full



oubgswe [JpuvdJs:

1. 1Jozdd pu woes IJlouold wso IJlzojé.

<#root>
DeviceA#

ping 192.0.2.2 size 1500 df-bit

Type escape sequence to abort.
Sending 5, 1500-byte ICMP Echos to 192.0.2.2, timeout is 2 seconds:
Packet sent with the DF bit set

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
DeviceA#

<#root>
DeviceB#

ping 192.0.2.1 size 1500 df-bit

Type escape sequence to abort.
Sending 5, 1500-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds:
Packet sent with the DF bit set

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
DeviceB#

2. polzed Iodssu eds JJl Jzlowso.

<#root>
DeviceA#
show runni ng-config | sec router isis

ip router isis

router isis

net 49.0001.0000.0000.000a.00
DeviceA#

<#root>
DeviceB#
show runni ng-config | sec router isis

ip router isis



router isis
net 49.0001.0000.0000.000b.00
DeviceB#

3. 1dozdd pu oo el Bl dly Idegly) Vs 306 Iduveds gs) IJpouods (CLNS). s8> 3JY
edewol ddeslu Ipouodso wrolid.

<#root>
DeviceA#

show cl ns nei ghbors detail

System Id Interface SNPA State Holdtime Type Protocol
0000.0000.000B Te0/0/4

6c31. Oedb. 3b5f

Up

257 IS ES-IS
Area Address(es): 49.0001

Uptime: 02:02:11

Interface name: TenGigabitEthernet0/0/4
DeviceA#

<#root>
DeviceB#

show cl ns nei ghbors detai

System Id Interface SNPA State Holdtime Type Protocol
0000.0000.000A Twel/0/9

a84f . blc3. 9484

Down

20 L1L2 IS-IS
Area Address(es): 49.0001
IP Address(es): 192.0.2.1%

Uptime: 02:02: 09

NSF capable
Interface name: TwentyFiveGigE1l/0/9
DeviceB#



culssu MAC 1Jpesyzé eds JJ gl CLNS os gulysu MAC 1Jgl o6 ;_,I.Jiaojé lJogss6 9ldos
ool g pe 1Jzoly IUpzds.

<#root>
DeviceA#
show i nterface TenG gabitEthernet0/0/4

TenGigabitEthernet0/0/4 is up, line protocol is up
Hardware is 8xSFP+, address is

a84f . blc3.9484 (bia aB84f.blc3.9484) < nac address appeared on SNPA Devi ceB

Internet address 1is 192.0.2.1/30
MTU 1500 bytes, BW 10000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255

<#root>
DeviceB#
show i nterface TwentyFi veG gE1/0/9

TwentyFiveGigE1l/0/9 is up, line protocol is up (connected)
Hardware is Twenty Five Gigabit Ethernet, address is

6c31. Oedb. 3b5f (bia 6c31. Oedb. 3b5f) < nmac address appeared on SNPA Devi ceA

Internet address is 192.0.2.2/30

MTU 9216 bytes, BW 10000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

4. 9p voUvESd IJirOJShOW cInsinterface
JJeed8 po wors wbloy Idpedele pg IJobis).

olds pu pblu 96 030 IJ9sp:

* 9228 Idbuwld 1duess (MTU)
o u9g IUsls,y6

DeviceA

<#root>
DeviceA#

show clns interface TenG gabi t Et hernet 0/ 0/ 4

TenGigabitEthernet0/0/4 is up, line protocol is up
Attached to: isis
Checksums enabled,




MIU 1497

, Encapsulation SAP

ERPDUs enabled, min. interval 10 msec.

CLNS fast switching disabled

CLNS SSE switching disabled

DEC compatibility mode OFF for this interface
Next ESH/ISH in 19 seconds

Routing Protocol: IS-IS

Crcuit Type: level-1-2

Interface number 0x0, local circuit ID 0x5

Neighbor Extended Local Circuit ID: 0xO

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 908 milliseconds

if state DOMN

DeviceB

<#root>
DeviceB#

show cl ns interface TwentyFi veG gE1/0/9

TwentyFiveGigE1l/0/9 1is up, Tine protocol 1is up
Attached to: isis
Checksums enabled,

MIU 9213

, Encapsulation SAP

ERPDUs enabled, min. interval 10 msec.

CLNS fast switching disabled

CLNS SSE switching disabled

DEC compatibility mode OFF for this interface
Next ESH/ISH in 8 seconds

Routing Protocol: IS-IS

Crcuit Type: level-1-2

Interface number 0x0, Tocal circuit ID OxB

Neighbor Extended Local Circuit ID: 0x5

Neighbor System-ID: 0000.0000.000A

P2P retransmit queue size: 0

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceB.OB
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceB.OB
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 2 seconds




if state INIT

O o3l ldwsubsy wosdd IJpuvdds wede wblo® MTU. I3l Je sYu IJobs) Iwess spdu
lJ9o9d lJsoc spdy |G debugisisadj-packets
S&Hue 9Sps MTU IJos swpe huwldol slgwogolJol.

pdlzbo: sbo§ 03l VWb gy el show cnsinterfaceslb g Uip_) if state INIT.

<#root>
DeviceA#

debug isis adj-packets TenG gabitEthernet 0/0/4

IS-IS Adjacency related packets debugging is on for router process null
*Jul 18 23:24:16.598: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 18 23:24:16.599: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,



I ength 1496 < MIU sent to the nei ghbor >

*Jul 18 23:24:25.189: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 18 23:24:25.189: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,
*Jul 18 23:24:34.057: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 18 23:24:34.057: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,
*Jul 18 23:24:42.866: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 18 23:24:42.866: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,
*Jul 18 23:24:51.646: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 18 23:24:51.646: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,
*Jul 18 23:24:59.606: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 18 23:24:59.606: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN,

<#root>
DeviceB#

debug isis adj-packets twentyFiveG gE 1/0/9

*Jul 18 23:53:22.420: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:INIT,

length 9212 < MIU sent to the nei ghbor >

*Jul 18 23:53:22.591: ISIS-Adj: Rec serial IIH from a84f.blc3.9484 (TwentyFiveGigEl/0/9)
*Jul 18 23:53:22.591: ISIS-Adj: cir type L1L2, cir 1id 05,

I ength 1496 < MIU received from nei ghbor >

*Jul 18 23:53:22.592: ISIS-Adj: rcvd state DOWN, old state INIT, new state INIT, nbr usable TRUE
*Jul 18 23:53:22.592: ISIS-Adj: RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x49000184 Length:5
*Jul 18 23:53:22.592: ISIS-Adj: Nghbr Ckt ID changed: FALSE

*Jul 18 23:53:22.592: ISIS-Adj: newstate:1, state_changed:0, going_up:0, going_down:0

*Jul 18 23:53:22.592: ISIS-Adj: Action = ACCEPT

*Jul 18 23:53:22.592: ISIS-Adj: ACTION_ACCEPT:

ol ISIS () 1Jpyowbd wese wlblu 9 MTU)

oble 9uwshb |Js uble 9 usb (1S-1S) pebd sebludle 9236 IUes IUlvLos JJoudd (MTU) eds
lJslzolw.

<#root>
DeviceA#

show cl ns nei ghbors

System Id Interface SNPA State Holdtime Type Protocol
DeviceA#

length
length
length
length

length



<ffroot>
DeviceB#

show cl ns nei ghbors

System Id Interface SNPA State Holdtime Type Protocol
DeviceB#

1. 0288 pu Lozd IJodssu Idpblod JJubs).

2. Jopue 10 IJ3bo buses W 2lJs 286 1o swd (ol pu gblls OV puuess pubdJs).

3. wzldy pu ldloyold vsu ldob)le (ool ool Idlouold |olds 2ze 9236 12> IJiéuos
JJusd (MTU) s DF).

4. 1dogdd pu woed esulu CLNS wsu lJulble.

5. olds pu o JIJNIJb, B850 0duw 9226 IUzs IUIduos JJudd (MTU) suduw u9g I1Uslis)s
p& 1J>9J5.

DeviceA

<#root>
DeviceA#

show clns interface Tend gabitEthernet 0/0/4

TenGigabitEthernet0/0/4 is up, line protocol 1is up
Attached to: isis
Checksums enabled,

MIU 1497

, Encapsulation SAP

ERPDUs enabled, min. interval 10 msec.

CLNS fast switching disabled

CLNS SSE switching disabled

DEC compatibility mode OFF for this interface
Next ESH/ISH in 41 seconds

Routing Protocol: IS-IS

Crcuit Type: level-1-2

Interface number 0x0, Tocal circuit ID 0x5

Neighbor Extended Local Circuit ID: 0xO

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 2 seconds

if state DOMWN

DeviceB




<#root>
DeviceB#

show clns interface twentyFiveG gE 1/0/9

TwentyFiveGigE1l/0/9 1is up, line protocol is up
Attached to: isis
Checksums enabled,

MIU 1497

, Encapsulation SAP

ERPDUs enabled, min. interval 10 msec.

CLNS fast switching disabled

CLNS SSE switching disabled

DEC compatibility mode OFF for this interface
Next ESH/ISH in 42 seconds

Routing Protocol: IS-IS

Crcuit Type: level-1-2

Interface number 0x0, Tocal circuit ID OxB

Neighbor Extended Local Circuit ID: 0xO

P2P retransmit queue size: 0

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceB.0OB
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceB.0OB
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 5 seconds

if state DOMN

6. 9p wwpIdSy debugisisadj-packet
IJie IJos sop buwldol sluwedoldel 9ldezdd pu uogwol.

<#root>
DeviceA#

debug isis adj-packets TenG gabitEthernet 0/0/4

IS-IS Adjacency related packets debugging is on for router process null
*Jul 19 13:32:52.788: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 19 13:32:52.788: ISIS-Adj:

Sending serial IIH on TenG gabitEthernet0/0/4, 3way state: DOAN, | ength 1496

*Jul 19 13:33:00.708: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
*Jul 19 13:33:00.709: ISIS-Adj:

Sending serial IIH on TenG gabitEthernet0/0/4, 3way state: DOAN, | ength 1496

*Jul 19 13:33:09.726: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5

*Jul 19 13:33:09.726: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, Tength



*Jul 19 13:33:18.376: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5

*Jul 19 13:33:18.376: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, Tength
*Jul 19 13:33:26.132: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5

*Jul 19 13:33:26.132: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, Tength
DeviceA#

<{froot>
DeviceB#

debug isis adj-packets TwentyFi veG gE1/0/9

IS-IS Adjacency related packets debugging is on for router process null
*Jul 19 14:01:32.125: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
*Jul 19 14:01:32.125: ISIS-Adj:

Sendi ng serial |IH on TwentyFiveG gE1/0/9, 3way state: DO, |ength 1496

*Jul 19 14:01:40.005: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
*Jul 19 14:01:40.005: ISIS-Adj:

Sending serial |IH on TwentyFiveG gE1/0/9, 3way state: DO, |ength 1496

*Jul 19 14:01:49.602: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
*Jul 19 14:01:49.602: ISIS-Adj: Sending serial IIH on TwentyFiveGigEl/0/9, 3way state:DOWN, length 1496
*Jul 19 14:01:58.284: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
*Jul 19 14:01:58.284: ISIS-Adj: Sending serial IIH on TwentyFiveGigEl/0/9, 3way state:DOWN, length 1496

swop buwld ddlNJzelisu sdduoepel I sodbslo 2ips "eoeel” pu zsiluopl.

7. 9p vopdsu lUIJollb JJdogdl pu Luwld IJz)e 1Js JJ gb. P lJopld gpdsd
IJIdedlb: §p wouossyo lJs 31Y,6 Bootflash (1J31Y,6 1Je9dwe) l9 131,06 1Jes 9o (flash)
eJs.peapfile 0556 9ogpsdo [Js gbpe TFTP JJeuosd £Js 0562 pu lJodlosd.

<tfroot>

DeviceA#

show nonitor cap cap paraneter

noni tor capture cap interface TenG gabitEthernet0/0/4 BOTH < Interface fromwhere send and receive the |
nmonitor capture cap control-plane IN < Packets to be process and generated by the CPU >

nmonitor capture cap access-list TAC < ACL for capture only the 1S 1S packets >

monitor capture cap buffer size 10
monitor capture cap Timit pps 1000

DeviceA#
show access-|list TAC

Extended MAC access Tist TAC
permit host

a84f . blc3. 9484



host

0900. 2b00. 0005 < Local MAC address towards the I1S-1S Hello >

permit host

6¢31. Oedb. 3b5f host 0900. 2b00. 0005 < Renpte MAC address towards the 1S-1S Hello >

<#root>
DeviceB#

show nonitor capture cap paraneter

nmonitor capture cap interface TwentyFiveG gE1/0/9 BOTH < Interface from where send and receive the Hel

nmonitor capture cap control -pl ane BOTH < Packets to be process and generated by the CPU >
monitor capture
cap match any < match all the packets on the switch >

monitor capture cap buffer size 10



pdlzbo: eds oo EPC W plyo sl e cisco I0S XE pudwlz W 9b ¢z IS-IS 9Jl geds
IJpsed Hob. Jossd: Ouwes wsu selposy syvozuvo IJoslb.

Swpe & poee lJs zip Hello s o3l 1Jza9d.

NI £lss pld goslo
2pse pdedle L11S 0180,c200,0014

2pse pddple L2 0180,c200,0015

JJ I1Ss 0900.2b00.005

JIs ESs 0900.2b00.004

8. lze IJouvzsd Idpuos, 90ids pu wubd e pizwl wsu IJes)lo.




o DeviceA 250 HELLO laws ouassd pescd IJoble (e Iize) Ielus wol. po
!J,oo_9,_§e o suvede 2ipd pu zho wpe)d IJuble 1Uglue wo. Vs ol IJIJodlb: spdud w@ss)
I, DeviceB JI s uud 030 1Uzjp lJs IJubs,).

| | eth.dst == 09:00:2b:00:00:05
N¢| Time | Source | Destination | seq

3 2023-87-19 08:32:05.236987 Cisco_c3:94:84 DEC-MAP-(or-0517)-. P2P HELLO, System-ID: 0000.0000.000a

» Frame 3: 1513 bytes on wire (12184 bits), 1513 bytes captured (12184 bits)
~ IEEE 802.3 Ethernet ' ' Hello packet
» Destination: DEC-MAP-(or-0SI?)-Intermediate-System-Hello? (09:00:2b:00:00:085) Source from local interface(MAC)
> Source: Cisco_c3:94:84 (a8:4f:bl:c3:94:84) Destination MAC I5-IS Point to Paint
Length: 1499 ]
> Logical-Link Control
- IS0 18589 ISIS InTRA Domain Routeing Information Exchange Protocol
Intradomain Routing Protocol Discriminator: ISIS (@x83)
Length Indicator: 2@
Version/Protocol ID Extension: 1
ID Length: @
Bea. = Reserved: 0x@
...1 2001 = PDU Type: P2P HELLO (17)
Version: 1
Reserved: @
Maximum Area Addresses: @
~ ISIS HELLO

System 1D sent to the neighbor

PDU length:
Local circuit ID: 5
> Restart Signaling (t=211, 1=3)
> Point-to-point Adjacency State (t=248, 1=5)
> Protocols Supported (t=129, 1=1)
> Area address(es) (t=1, 1=4)
> IP Interface address(es) (t=132, 1=4)
> Padding (t=8, 1=255)
> Padding (t=8, 1=255)
> Padding (t=8, 1=255)
> Padding (t=8, 1=255)
> Padding (t=B, 1=255)
» Padding (t=B, 1=162)

DeviceA ISIS Down Capture

sbo, IJodlb DeviceB Iu z2jp Ideszse $op buwldel IJs gheol (IJpywg Iize))- 908 3J9: 9l
09 IJzld W IUIJoblb 1JIgs) Bluo Jl suweded e Hello oo zlho.



| M | eth.dst == 09:00:2b:00:00:05
Ne¢| Time | Seurce | Destination | seq
1 2023-07-19 09:80:28.028914 Cisco_db:3b:5f DEC-MAP-(or-05I7)-. P2P HELLO, System-ID: 0@80.0080.0200b

> Frame 1: 1513 bytes on wire (12184 bits), 1513 bytes captured (121084 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, id @
b IEEE 802.3 Ethernet
> Destination: DEC-MAP-(or-0SI7)-Intermediate-System-Hello? (09:008:2b:00:00:05) Hello packet
» Source: Cisco_db:3b:5f (6c:31:@e:db:3b:5f) Sowrce MAC address (local intsrtace)
Destination MAC 15-1S Point to Point
Length: 1499
» Logica"—Link Contro
~ ISD 18589 ISIS InTRA Domain Routeing Information Exchange Protocol
Intradomain Routing Protocol Discriminator: ISIS (@x83)
Length Indicator: 20
Version/Protocol ID Extension: 1
ID Length: @
P08. .... = Reserved: @x@
...1 @001 = PDU Type: P2P HELLO (17)
Version: 1
Reserved: @
Maximum Area Addresses: @
« ISIS HELLO
weas a1l = Circuit type: Level 1 and 2 (@x3)

Reserved: @x
= System ID sent to the neighbor

PDU length: 1496
Lecal circuit ID: 11

> Restart Signaling (t=211, 1=3)

> Point-to-point Adjacency State (t=248, 1=5)
> Protocols Supported (t=129, 1=1)

»> Area address(es) (t=1, 1=4)

» IP Interface address{es) (t=132, 1=4)
> Padding (t=8, 1=255)

> Padding (t=8, 1=255)

> Padding (t=8, 1=255)

> Padding (t=8, 1=255)

» Padding (t=8, 1=255)

» Padding (t=8, 1=162)

DeviceB ISIS Down Capture

9z ey dds B 03l yusubsy Ids zolj pusuwb Jlsuvee wbuwld e Joszse: lu sdleb
low glde peleds sseolz lu swzys 1Yo lvee elds Cisco TAC.

exp luwo gl wely, I1S-I1S

35959, 03l IJBuwe 2Jl JJpuivdJs 1 blsgs Jz,ldle I1S-1S.

CubtsLo IpuindJe:

IS-IS gy puv e @) wsu DeviceA g DeviceB.

<tfroot>

DeviceA#



show | oggi ng

Jul

YCLNS- 5- ADJCHANGE

Jul
Jul
Jul
Jul
Jul

19 15:05:03.623:

19 15:05:15.075:
19 15:07:04.575:
19 15:07:15.759:
19 15:09:04.983:
19 15:09:14.835:

<tfroot>

DeviceB#

show | oggi ng

Jul

YUCLNS- 5- ADJCHANGE

Jul
Jul
Jul
Jul
Jul

19 15:05:02.316:

19 15:05:18.191:
19 15:07:09.280:
19 15:07:18.876:
19 15:09:06.080:
19 15:09:17.948:

%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :

%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :
%CLNS-5-ADJCHANGE :

ISIS:
ISIS:
ISIS:
ISIS:
ISIS:

ISIS:
ISIS:
ISIS:
ISIS:
ISIS:

I SI'S: Adjacency to DeviceB (TenG gabitEt hernet 0/ 0/ 4) Down,

Adjacency to
Adjacency to
Adjacency to
Adjacency to
Adjacency to

I SI'S: Adjacency to DeviceA (TwentyFi veG gE1/ 0/ 9) Down,

Adjacency to
Adjacency to
Adjacency to
Adjacency to
Adjacency to

hold tinme expired

DeviceB (TenGigabitEthernet0/0/4) Up, new ad
DeviceB (TenGigabitEthernet0/0/4) Down, hold
DeviceB (TenGigabitEthernet0/0/4) Up, new ad
DeviceB (TenGigabitEthernet0/0/4) Down, hold
DeviceB (TenGigabitEthernet0/0/4) Up, new ad

DeviceA (TwentyFiveGigE1l/0/9)
DeviceA (TwentyFiveGigE1l/0/9)
DeviceA (TwentyFiveGigE1l/0/9)
DeviceA (TwentyFiveGigE1l/0/9)
DeviceA (TwentyFiveGigE1l/0/9)

hold tinme expired

Up, new adjace
Down, hold tim
Up, new adjace
Down, hold tim
Up, new adjace

1. 0288 pu ldlouald wsu ldub)le (IRoub ool Idleuold pg zee MTU 9pz0986 oo DF).

2. olds pu 1o 1J9lz06 1dplbsé B 2lJs 2836 JJbuwld (U wges Igble Iy pusldd Bs puvessle
IJ_o9¢).

3. ©2838 pu ico 2sulu CLNS 589090 whuwld 2096 pr9) Idoslole [Us weuoop ldog o
wluwegsle 1Jle, show cnstraffic interface

<tfroot>

DeviceA#

show clns traffic interface TenG gabit Et hernet0/0/ 4

CLNS:

CLNS & ESIS Output:
Dropped Protocol not enabled on interface: 0
CLNS Local: 0, Forward: O

Time since last clear: 00:01:57
3, Input: 21



Interface TenG gabit Et her net 0/ 0/ 4:

IS-IS: Time since last clear: 00:01:57
IS-IS: Level-1 Hellos (sent/rcvd): 0/0
IS-IS: Level-2 Hellos (sent/rcvd): 0/0
1S-1S: PTP Hellos (sent/rcvd): 15/11
IS-1S: Level-1 LSPs fl ooded (sent/rcvd):
I1S-1S: Level-2 LSPs fl ooded (sent/rcvd):
IS-IS: Level-1 CSNPs (sent/rcvd): 1/1
IS-IS: Level-2 CSNPs (sent/rcvd): 1/1
IS-IS: Level-1 PSNPs (sent/rcvd): 1/1
IS-IS: Level-2 PSNPs (sent/rcvd): 1/1
IS-IS: Level-1 DR Elections: 0O

IS-IS: Level-2 DR Elections: 0

<#root>

DeviceB#

< Devi ceA sends hell o packets and receives less than its sends

2/2
2/2

show clns traffic interface TwentyFi ved@ gE1/ 0/ 9

CLNS:

Time since last clear: 00:00:27

CLNS queue depth: 0/100, drops: 0, highest: 2
CLNS & ESIS Output: 1, Input: 14
Dropped Protocol not enabled on interface: 0
CLNS Local: 0, Forward: O

Interface TwentyFiveGigE1l/0/9:

IS-1IS:
IS-1IS:
IS-1IS:

I1S1S:

1S-1S:
1S-1S:

IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:
IS-IS:

Time since last clear: 00:00:27
Level-1 Hellos (sent/rcvd): 0/0
Level-2 Hellos (sent/rcvd): 0/0

PTP Hel | os (sent/rcvd): 4/5

Level -1 LSPs fl ooded (sent/rcvd):
Level -2 LSPs fl ooded (sent/rcvd):

Level-1 CSNPs (sent/rcvd): 1/1
Level-2 CSNPs (sent/rcvd): 1/1
Level-1 PSNPs (sent/rcvd): 1/1
Level-2 PSNPs (sent/rcvd): 1/1
Level-1 DR Elections: 0O
Level-2 DR Elections: 0O

< Devi ceB,

2/2
2/2

sends and receives a couple of hellos in conparison v



odese: seue [Jlednstratice Jles 1S-1S [queobl [Js puwess 1S-1S su9e ivwds IS-IS.

4. pIJy debug SIS adj-packets
inorder to jlsw ls o sop oubdol wsu lJzs)lo.

<#root>
DeviceA#

show i sis adj-packets TenG gabitEthernet0/0/4

< Hellos sent to the DeviceB with no response >

Jul 19 18:58:34.779: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15



Jul
Jul
Jul
Jul
Jul
Jul
Jul

< |1S-1S declares the

Jul 19 18:59:01.879:

19
19
19
19
19
19
19

Down,

18:
18:
18:
18:
18:
18:
18:

58:
58:
58:
58:
58:
58:
58:

34.

42

42.
50.
50.
58.
58.

779:
.719:
719:
430:
430:
356:
356:

ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:

pr ot ocol

Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP,
SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP,

down >

%CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4)

hold tine expired

< 1S 1S sends hellos to the neighbor and receives a response from Devi ceB >

Jul 19 18:59:01.879: ISIS-Adj: L2 adj count O
Jul 19 18:59:07.724: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5

Jul 19 18:59:07.724: ISIS-Adj:

Sendi ng seria

Jul
Jul
Jul

Rec

Jul
Jul

RCV:

Jul
Jul
Jul
Jul
Jul

< Devi ceA

Jul 19 18:59:15.896:
Jul 19 18:59:15.896:

rcvd state INIT, old

Jul 19 18:59:15.898:
Jul 19 18:59:15.898:

I1H on TenG gabit Et hernet 0/ 0/ 4, 3way state: DOMW, |ength 1496

19 18:59:15.894: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5
19 18:59:15.894: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length 1

19 18:59:15.896: ISIS-Adj:

seria

I1H from 6c31. Oedb. 3b5f (TenG gabi t Et her net 0/ 0/ 4)

19 18:59:15.896: ISIS-Adj: cir type L2, cir id OB, Tength 1496

19 18:59:15.896: ISIS-Adj:

19 18:
19 18:
19 18:
19 18:
19 18:

3way Adj .

59:15.896:
59:15.896:
59:15.896:
59:15.896:
59:15.896:

Local

Sendi ng seria

Jul 19 18:59:15.900: ISIS-Adj:
Jul 19 18:59:15.900: ISIS-Adj:
Jul 19 18:59:15.900: ISIS-Adj:

rcvd state UP, old state INT,

Jul 19 18:59:15.900: ISIS-Adj:
Jul 19 18:59:15.900: ISIS-Adj:

Ckt

ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:

ISIS-Adj
ISIS-Adj

I D: OxB Nghbr Ckt |ID:0x5 Length: 15

Nghbr Ckt ID changed: TRUE

received Neighbor System-ID (must be our) 0000.0000.000A
received Neighbor ext.circuit ID (must be our) O0x5
newstate:1, state_changed:1, going_up:0, going_down:0
Action = GOING UP, new type = L2

declares that the adjacency is UP and starts to establish the session >

: New serial adjacency

state DOWN, new state INIT, nbr usable TRUE

ISIS-Adj
ISIS-Adj

: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15

I1H on TenG gabitEthernet0/0/4, 3way state:INIT, length 1496

Rec serial IIH from 6c31.0edb.3b5f (TenGigabitEthernet0/0/4)
cir type L2, cir id 0B, length 1496

new state UP, nbr usable TRUE

RCV:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Nghbr Ckt ID changed: FALSE

Tength 149
Tength 149
Tength 149

Tength 149



Jul 19 18:59:15.900: ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000A

Jul 19 18:59:15.900: ISIS-Adj: received Neighbor ext.circuit ID (must be our) 0x5

Jul 19 18:59:15.900: ISIS-Adj: newstate:0, state_changed:1, going_up:1l, going_down:0

Jul 19 18:59:15.900: ISIS-Adj: Action = GOING UP, new type = L2

Jul 19 18:59:15.900: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4)

Up, new adj acency

<{froot>
DeviceB#

debug isis adj-packets TwentyFi veG gE1/0/9

< Hello sent to the DeviceA with no response >

Jul 19 18:58:44.105: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 19 18:58:44.105: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496
Jul 19 18:58:51.814: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 19 18:58:51.814: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496
Jul 19 18:58:59.768: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 19 18:58:59.768: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496

< IS IS declares the protocol down >

Jul 19 18:59:07.886: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigEl/0/9)

Down, hold tine expired

< IS 1S sends hellos to the nei ghbor and receives a response from Devi ceA >

Jul 19 18:59:07.887: ISIS-Adj: L2 adj count O
Jul 19 18:59:08.422: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
Jul 19 18:59:08.422: ISIS-Adj:

Sending serial IIH on TwentyFiveG gE1/0/9, 3way state: DO, |ength 1496

Jul 19 18:59:16.144: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5
Jul 19 18:59:16.144: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:DOWN, length 1496
Jul 19 18:59:19.001: ISIS-Adj:

Rec serial IlIH from a84f. blc3.9484 (TwentyFi veG gE1/0/9)

Jul 19 18:59:19.001: ISIS-Adj: cir type L2, cir id 05, length 1496
Jul 19 18:59:19.001: ISIS-Adj:

RCV: 3way Adj. Local Ckt |D:0x5 Nghbr Ckt |D: 0x49000184 Length:5

Jul 19 18:59:19.001: ISIS-Adj: Nghbr Ckt ID changed: TRUE
Jul 19 18:59:19.001: ISIS-Adj: newstate:1, state_changed:1l, going_up:0, going_down:0
Jul 19 18:59:19.001: ISIS-Adj: Action = GOING UP, new type = L2

< DeviceB declares that the adjacency is UP and starts to establish the session >

Jul 19 18:59:19.001: ISIS-Adj: New serial adjacency
Jul 19 18:59:19.001: ISIS-Adj:



rcvd state DOMWN, old state DOMN, new state IN T, nbr usable TRUE

Jul 19 18:59:19.002: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 19 18:59:19.002: ISIS-Adj:

Sending serial IlH on TwentyFiveG gE1/0/9, 3way state:IN T, |ength 1496

Jul 19 18:59:19.004: ISIS-Adj: Rec serial IIH from a84f.b1c3.9484 (TwentyFiveGigE1l/0/9)
Jul 19 18:59:19.004: ISIS-Adj: cir type L2, cir id 05, Tength 1496
Jul 19 18:59:19.004: ISIS-Adj:

rcvd state INIT, old state INIT, new state UP, nbr usable TRUE

Jul 19 18:59:19.004: ISIS-Adj: RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
Jul 19 18:59:19.004: ISIS-Adj: Nghbr Ckt ID changed: FALSE

Jul 19 18:59:19.004: ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000B
Jul 19 18:59:19.004: ISIS-Adj: received Neighbor ext.circuit ID (must be our) OxB

Jul 19 18:59:19.004: ISIS-Adj: newstate:0, state_changed:1l, going_up:1l, going_down:0

Jul 19 18:59:19.004: ISIS-Adj: Action = GOING UP, new type = L2

Jul 19 18:59:19.004: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1l/0/9)

Up, new adj acency

5. 8p vopdsy IUJodlb JJezdd po buwld 1dzie lds Id 2l weend 1Yeeld gpdsd
IJIdedlb §p wouoss) gpdsd IUIJe@lb 1Us 319,06 [deposs 1Jesdws (bootflash)
peap file 9oz psdol IUs gbe TFTP JJdzuesd £Js s pu IJovdlosd.

Suvwdpe DeviceA g6 pu DeviceB (19:15.05) wes [uwedlp 030 1Ugjp6. Syuwd DeviceA ¢ zswo
IJpblod w390 Is 5 po Idzh 2os suad [s 98w Iluebly puces IJuodlzss 909 30 closs
cudd 180,los (Wpswe Ulze)).

03l gudpl sedu 03l 1dpszo su Idegly) luvdd. wgs 030 IJde,6. s )uud DeviceB ¢)zsw0 9swpe
luvodeldo w9luulbé DeviceA 9swp wulsd 030 1Ug)je w90 pundds (IJeyuge IJi'au'oJ).



N |eth.dst == 09:00:2b:00:00:05
N¢| Time | Source | Destination

5 19:15:05.147987 Cisco_db:3b:5f DEC-MAP-(or-0SI?)}-. P2P HELLO, System-ID: ©00@.0000.000b

> Frame 5: 1513 bytes on wire (12184 bits), 1513 bytes captured (12184 bits)
» IEEE 882.3 Ethernet

> Logical-Link Comtrol

> ISD 18589 ISIS InTRA Domain Reouteing Information Exchange Protocol

> ISIS HELLO

zoli sy puwedy J ISIS

lJogllb ey DeviceB pplod Jdg)uo pu ldobs). JI suvodod IJdgols gip ldusesy pu ghwe.
sop buywld IJz5eé IJi¢5,6 pu DeviceB w39y 55 pu DeviceA zos wuod Is pdde Idoeds$
Vs 30 wluss. slgs o3l ldpvule Vs Idlgeol) Idezly,) lJs luwdd. wes ol IJoud: sedds
IJpBdule IJozsé pu DeviceA ssosl 1Jzsl,.



N |eth.dst == 09:00:2b:00:00:05
Ne| Time | Source | Destination

21:11:52,513295 Cisco_c2:94:84 DEC-MAP-(or-0SI7)-.. P2P HELLO, System-ID: 00@0.00080.0800a

2ol cubspe 1J>9J6 IUluudlpss £s) puwedi(v)

o3l suwevog lu ould pundJs B IJudd sszw edsd plzes wwow Sdslu Idge.

el I1S-IS gs) puve s (Dle gubslissd)

1S-1S €5, puwe &) wsu DeviceA g DeviceB. sslzo lJws9esdsd glosle guislisss.

<#root>
DeviceA#
show | oggi ng

Jul 21 10:03:38.633: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold
Jul 21 10:05:10.272: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new ad
Jul 21 10:33:41.528: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold
Jul 21 10:35:07.979: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new ad
Jul 21 11:03:42.442: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold
Jul 21 11:05:08.469: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new ad

<tfroot>



DeviceB#
show | oggi ng

Jul 21 10:03:44.535: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1l/0/9) Down, hold tim
Jul 21 10:05:13.281: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigEl/0/9) Up, new adjace
Jul 21 10:33:38.408: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1l/0/9) Down, hold tim
Jul 21 10:35:10.989: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigEl/0/9) Up, new adjace
Jul 21 11:03:39.291: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1l/0/9) Down, hold tim
Jul 21 11:05:11.479: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigEl/0/9) Up, new adjace

g0 2390 Ipuivnd Jé. olds oo polugs oo IUlglele:

1. UCJJ PU oblo® UQdB@O PE |J0b§J-

2. Jopue 10 1J3bo buses W 2lJs 286 1o swd (ol pu gblls $ O puuess puvdJs).

3. 0zl pu IJlouold s IJub)le (Foul IJlouold wluveésle eee 9236 1Jes IJleuos
JJuldd (MTU) 902,966 923le oo DF).



odese: Jsuw pu Iduwed Iuwaduuld Tgble 030 IJlIesle oo Idpuuldd sluodizel wuwou
elJé IJzusele IJeuuslksss. Jed 030 IJzlJs. WY, -.9._5 lovegsle uoILe LU9SISo
Jouvgsd IJisle, 1Juo,9,86 9pclugs Inveduled 1Jigble gl uodlzol.

4. loodd s cdsso Idoslb Jbluvs Lluwepsle Slises Idsuasd Jodsu e, sl 29l
lwoduulad 1Jigble gl odlzol.
5. 9p votlbsd 9226 wpdp IJoywzsd 9o pdsudebugisis adj-packets

<#root>
DeviceA(config)#

no | oggi ng consol e



DeviceA(config)#exit
DeviceA#

debug isis adj-packets TenG gabitEthernet0/0/4

6. cpdsu ldodlb 1dg)es eds IJzoly souvsbe.

<#root>
DeviceA#

show noni tor capture cap paraneter

monitor capture cap interface TenGigabitEthernet0/0/4 BOTH
monitor capture cap control-plane IN
monitor capture cap

access-list TAC > match only the packets allowed on the ACL
monitor capture cap buffer size 100
circular > when the capture reaches the size of 100 MB this overwite the previous information

monitor capture cap Timit pps 1000

DeviceA#

show access-lists TAC

Extended MAC access 1list TAC
permit

host a84f. blc3.9484 host 0900. 2b00. 0005 < Local MAC address towards the I1S-IS Hello >
permit

host 6c¢31. Oedb. 3b5f host 0900. 2b00. 0005 < Renpte MAC address towards the IS 1S Hello >

Devi ceA#noni tor capture cap start

7. 8p wodosu sy e Idpuopu (IM) edis 2ol Cisco. ol lu ses) IUluel I syslog i
o3l sdb uwed lu sYyu guw eds o8 Jpoppixt. 9p wildpologs Jogpsdol IUs ¢gbe TFTP
JJzuosd eJs 058> pu lUpedsple.

<#root>
DeviceA#
show runni ng-config | sec event

event nanager applet 1SIS Flap authorization bypass



event syslog pattern "%CLNS-5- ADJCHANGE: . *hol d tine expired"

action 1.0 syslog msg "ISIS down Please wait - capturing the traffic"

action 1.1 cli command "enable"

action 1.2 cli command "show clIns interface ten0/0/4 | append bootflash:ISIS_DeviceA.txt"
action 1.3 cli command "show cIns traffic interface tenGigabitEthernet 0/0/4 |

append bootflash:1SI'S_DeviceA txt"

action 2.0 cli command "show Togging | append bootflash:debug_DeviceA.txt"
action 2.1 cli command "undebug all"

action 2.2 cli command "monitor capture cap stop"

action 3.0 cli command "end"

For switches to append the logs it is neccesary to use the

append fl ash:

, as example:

event manager applet ISIS_Flap authorization bypass

event syslog pattern "%CLNS-5-ADJCHANGE:.*hold time expired"

action 1.0 syslog msg "ISIS down Please wait - capturing the traffic"
action 1.1 cli command "enable"

action 1.2 cli command "show clns interface ten0/0/4 | append

flash:1SI'S_DeviceB.txt"

action 3.0 c1i command "end"

8. vz lu wwl IdpuudJs: luedd IJs wuoss) IUIJedlb eJs bootflash/flash gelds
pUNCEISU [JpdBle wuvdd Lozse Vs LB IJpsde.

<#root>
DeviceA#

noni tor capture cap export bootflash: SIS DeviceA pcap



Exported Successfully
DeviceA#
dir bootflash:*.txt
Directory of bootflash:/*.txt
Directory of bootflash:/
19 -rw- 6048 Jul 22 2023 13:33:40 +00:00
I SI'S Devi ceA txt
20 -rw- 103153 Jul 22 2023 13:33:40 +00:00
debug_Devi ceA. t xt
26975526912 bytes total (20527607808 bytes free)

DeviceB#

noni tor capture cap export location flash:1SIS DeviceB. pcap

Exported Successfully

DeviceB#

dir bootflash:*.txt

Directory of bootflash:/*.txt

Directory of bootflash:/

356939 -rw- 660 Jul 22 2023 13:33:42 +00:00
I SIS Devi ceB. t xt

356943 -rw- 103283 Jul 22 2023 13:33:42 +00:00

debug_Devi ceB. t xt

9. 8p wugpsd IUpdule |Us ¢bpe TFTP Jedbus Iduwedle wsu Ui@_o_j&.

<#root>

DeviceA#

copy bootflash:1SIS DeviceA txt tftp
Address or name of remote host []?
< TFTP I P address >

Destination filename [

I SI'S Devi ceA txt

17



I
18144 bytes copied in 0.095 secs (190989 bytes/sec)

10. 8L gpdsle IUIJoglb gldwedle JJdozdd po woed ol 1Bl wp Luwld 1deie sluvegeldol
pw JJl Jpszos0.

oedsd uwedle 1S-1S:

¢ Sup wdosu JJl glgole IS-IS v'w&ﬁt.)'p uk_9u.u w9e lduvods L1-L2.

« wbo) glds IUslzole (I3l Jlue 1Jzlds Tuwed) 1o JJI IUslzole Jl ouwede 2ied pozel.

* IS-IS: PTP Hellos wo 50 wblw® WS 1Jzie Jeyuwds ldpuwedes. wsupl syuvd DeviceA
205 250 9suwede 199 pu lJub s, sewss DeviceB gds 202 oo 202. 903l suvs) 1Js i.;J
IJoBd €5, 09898 wo.

<#root>
Devi ceA

TenGigabitEthernet0/0/4 is up, line protocol is up
Attached to: isis
Checksums enabled, MTU 1497, Encapsulation SAP
ERPDUs enabled, min. interval 10 msec.
CLNS fast switching disabled
CLNS SSE switching disabled
DEC compatibility mode OFF for this interface
Next ESH/ISH in 30 seconds
Routing Protocol: IS-IS

Circuit Type: level-1-2

Interface number 0x0, Tocal circuit ID 0x5

Neighbor Extended Local Circuit ID: 0x0

Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-1 IPv6 Metric: 10

Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceA.05
Level-2 IPv6 Metric: 10

Number of active level-2 adjacencies: 0

Next IS-IS Hello in 574 milliseconds

if state DOMWN

CLNS: Time since Tlast clear: 00:29:37

CLNS & ESIS Output: 33, Input: 241

Dropped Protocol not enabled on interface: 0
CLNS Local: 0, Forward: O



Interface TenGigabitEthernet0/0/4:

IS-IS: Time since last clear: 00:29:37
IS-IS: Level-1 Hellos (sent/rcvd): 0/0
IS-IS: Level-2 Hellos (sent/rcvd): 0/0

1S 1S PTP Hell os (sent/rcvd): 205/199
IS-1S: Level-1 LSPs flooded (sent/rcvd): 2/2
IS-1S: Level-2 LSPs flooded (sent/rcvd): 2/2

IS-IS: Level-1 CSNPs (sent/rcvd): 0/0
IS-IS: Level-2 CSNPs (sent/rcvd): 0/0
IS-IS: Level-1 PSNPs (sent/rcvd): 2/2
IS-IS: Level-2 PSNPs (sent/rcvd): 2/2
IS-IS: Level-1 DR Elections: 0
IS-IS: Level-2 DR Elections: 0

Devi ceB

TwentyFiveGigE1/0/9 1is up, line protocol is up
Attached to: isis
Checksums enabled, MTU 1497, Encapsulation SAP
ERPDUs enabled, min. interval 10 msec.
CLNS fast switching disabled
CLNS SSE switching disabled
DEC compatibility mode OFF for this interface
Next ESH/ISH in 20 seconds
Routing Protocol: IS-IS

Circuit Type: level-1-2

Interface number 0x0, Tocal circuit ID OxB
Neighbor Extended Local Circuit ID: 0x0
P2P retransmit queue size: 0

Level-1 Metric: 10, Priority: 64, Circuit ID:

Level-1 IPv6 Metric: 10
Number of active level-1 adjacencies: 0

Level-2 Metric: 10, Priority: 64, Circuit ID:

Level-2 IPv6 Metric: 10
Number of active level-2 adjacencies: 0
Next IS-IS Hello in 7 seconds

if state DOMW

CLNS: Time since Tast clear: 00:29:34

CLNS queue depth: 0/100, drops: 0, highest: 1
CLNS & ESIS Output: 34, Input: 243

Dropped Protocol not enabled on interface: 0
CLNS Local: 0, Forward: O

DeviceB.0OB

DeviceB.0OB



Interface TwentyFiveGigE1l/0/9:

IS-IS: Time since last clear:
IS-IS: Level-1 Hellos (sent/rcvd): 0/0
IS-IS: Level-2 Hellos (sent/rcvd): 0/0

1S-1S: PTP Hel l
I1S-1S: Level-1
IS-1S: Level -2

IS-IS: Level-1
IS-IS: Level-2
IS-IS: Level-1
IS-IS: Level-2
IS-IS: Level-1
IS-IS: Level-2

0s

CSNPs
CSNPs
PSNPs
PSNPs

DR Elections:
DR Elections:

00:29:34

(sent/rcvd): 202/202
LSPs fl ooded (sent/rcvd): 2/2
LSPs fl ooded (sent/rcvd): 2/2

(sent/rcvd): 0/0
(sent/rcvd): 0/0
(sent/rcvd): 2/2
(sent/rcvd): 2/2

0
0

coesd 1Jgbys IJoldss Bs pldlus gpdslo ouoese |Ji'a]o|c sldoylb.

<{froot>

Devi ceA

Jul 22 19:
Jul 22 19:
Jul 22 19:

Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:

Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:

Jul 22 19:
Jul 22 19:
Jul 22 19:
Jul 22 19:

Jul 22 19:

Jul 22 19:
Jul 22 19:

Devi ceB

Jul 22 19:

Jul 22 19:

17:
17:
17:

17
17

17:

17

17:
17:

17
17

17:

17:
17:
17:
17:

17

17:
18:

18

18:

18:

18

17:

17:

24.
24.
31.

:31.
:31.
31.
:31.
31.
31.
:31.
:31.
31.

33.
33.
42.
42.

:52.
52.

01.
:01.

01.

01.
:01.

25.

25.

929:
929:
685:

685:
685:
685:
685:
685:
685:
685:
685:
685:

626:
627:
671:
672:

008:
008:
475:
475:

685:

685:
685:

693:

693:

ISl S Adj :
ISl S Adj :
ISl S Adj :

ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:

ISl S Adj :
ISl S Adj :
ISl S Adj :
ISl S Adj :

ISIS-Adj:
ISIS-Adj:
ISIS-Adj:
ISIS-Adj:

YCLNS- 5- ADJCHANGE

ISIS-Adj:
ISIS-Adj:

ISl S Adj :

ISl S Adj :

SND: 3way Adj. Local Ckt ID:0x5 Nghbr Ckt 1D:0xB Length: 15

Sending serial IIH on TenG gabitEthernet0/0/4, 3way state: UP,
Rec serial IlH from 6c31. 0Oedb. 3b5f (TenG gabit Et her net 0/ 0/ 4)

cir type L1L2, cir id OB, length 1496

rcvd state UP, old state UP, new state UP, nbr usable TRUE
RCV:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Nghbr Ckt ID changed: FALSE

received Neighbor System-ID (must be our) 0000.0000.000A
received Neighbor ext.circuit ID (must be our) 0x5
newstate:0, state_changed:0, going_up:0, going_down:0
Action = ACCEPT

ACTION_ACCEPT:

SND: 3way Adj. Local Ckt ID:0x5 Nghbr Ckt 1D:0xB Length: 15

Sending serial IIH on TenG gabitEthernet0/0/4, 3way state: UP,

SND: 3way Adj. Local Ckt ID:0x5 Nghbr Ckt 1D:0xB Length: 15

Sending serial IIH on TenG gabitEthernet0/0/4, 3way state: UP,

SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15

| ength 149¢

| ength 149¢

| ength 149¢

Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149

SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15

Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149

L1 adj count 0O
L2 adj count 0O

SND: 3way Adj. Local Ckt |ID:0xB Nghbr Ckt 1D:0x5 Length: 15

I SI'S: Adjacency to DeviceB (TenG gabit Et hernet 0/ 0/ 4) Down, hold

Sending serial IIH on TwentyFiveG gE1/0/9, 3way state: UP, length 1496



Jul

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

Jul

Jul

Jul

Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul
Jul

Jul

Jul

Jul
Jul
Jul
Jul

Jul

Jul
Jul

22

22
22
22
22
22
22
22
22
22

22

22

22

22
22
22
22
22
22
22
22
22

22

22

22
22
22
22

22

22
22

19:

19:
19:
19:
19:
19:
19:
19:
19:
19:

19:

19:

19:

19:
19:
19:
19:
19:
19:
19:
19:
19:

19:

19:

19:
19:
19:
19:

19:

19:
19:

17:

17:
17:
17:
17:
17:
17:
17:
17:
17:

17:

17:

17:

17:
17:
17:
17:

17

17:
17:

17

17:

17:

17:

17

17:
18:
18:

18:

18:
18:

27.

27.

27

27.
27.

27

27.
27.

27

27.

34.

34.

36.

36.
36.
36.
36.
:36.
36.
36.
:36.
36.

43.

43.

:51.
51.
00.
00.

06.

06.
06.

882:

882:
.882:
882:
882:
.882:
882:
882:
.882:
882:

637:

637:

579:

579:
579:
579:
579:
579:
579:
579:
579:
579:

270:

271:

658:
658:
248:
248:

579:

579:
579:

ISIS-Adj: Rec serial IIH froma84f.blc3.9484 (TwentyFi veG gE1/0/9)

ISIS-Adj: cir type L1L2, cir id 05, Tength 1496

ISIS-Adj: rcvd state UP, old state UP, new state UP, nbr usable TRUE
ISIS-Adj: RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
ISIS-Adj: Nghbr Ckt ID changed: FALSE

ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000B
ISIS-Adj: received Neighbor ext.circuit ID (must be our) OxB
ISIS-Adj: newstate:0, state_changed:0, going_up:0, going_down:0
ISIS-Adj: Action = ACCEPT

ISIS-Adj: ACTION_ACCEPT:

I SI S-Adj: SND: 3way Adj. Local Ckt |D:0xB Nghbr Ckt 1D:0x5 Length: 15

I SI S-Adj: Sending serial II1H on TwentyFiveG gE1/0/9, 3way state: UP, |length 1496

ISIS-Adj: Rec serial IIH froma84f.blc3.9484 (TwentyFi veG gE1/0/9)

ISIS-Adj: cir type L1L2, cir id 05, Tength 1496

ISIS-Adj: rcvd state UP, old state UP, new state UP, nbr usable TRUE
ISIS-Adj: RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
ISIS-Adj: Nghbr Ckt ID changed: FALSE

ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000B
ISIS-Adj: received Neighbor ext.circuit ID (must be our) OxB
ISIS-Adj: newstate:0, state_changed:0, going_up:0, going_down:0
ISIS-Adj: Action = ACCEPT

ISIS-Adj: ACTION_ACCEPT:

I SI S-Adj: SND: 3way Adj. Local Ckt |D:0xB Nghbr Ckt 1D:0x5 Length: 15

I SI S-Adj: Sending serial II1H on TwentyFiveG gE1/0/9, 3way state: UP, |length 1496

ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, length 1496
ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, length 1496

UCLNS- 5- ADJCHANGE: |SI'S: Adjacency to DeviceA (TwentyFi veG gE1/0/9) Down, hold tin

ISIS-Adj: L1 adj count O
ISIS-Adj: L2 adj count O

cedsd wedle wuopse igble 1S-IS:

* Syuwd DeviceA 2506 oyzse (JUL 22 19:17:24). 9suwozsy DeviceB Joso 1Jg 06 (JUL 22

19:17:25). 9swede DeviceA oso Ilgvezlos (JUL 22 19:17:31).

DeviceA



Jul 22 19:17:24.929:
Jul 22 19:17:24.929:
Jul 22 19:17:31.685:

DeviceB

Jul 22 19:17:25.693:
Jul 22 19:17:25.693:
Jul 22 19:17:27.882:

ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149
ISIS-Adj: Rec serial IIH from 6c31.0edb.3b5f (TenGigabitEthernet0/0/4)

ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496
ISIS-Adj: Rec serial IIH from a84f.blc3.9484 (TwentyFiveGigE1l/0/9)

o syuwd DeviceA 2506 ohzse 18 (JUL 22 19:17:33). 9.5,0J DeviceB 2506 lJcmzs0
IU¢l,06 wo (JUL 22 19:17:34). 9085 Slososs suvade 1z po ubs)o.

DeviceA

Jul 22 19:17:33.626:
Jul 22 19:17:33.627:

DeviceB

Jul 22 19:17:34.637:
Jul 22 19:17:34.637:
Jul 22 19:17:36.579:

ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149

ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, length 1496
ISIS-Adj: Rec serial IIH from a84f.blc3.9484 (TwentyFiveGigE1l/0/9)

 leole IJBe,8 IJos Jl syvede Bsol DeviceA 1z ;506 | eyuwdé w9luwlbs DeviceB. sgJu
IJon9e9dsd o 3Jd o> 30 eluss.

DeviceA

Jul 22 19:17:42.671:
Jul 22 19:17:42.672:

Jul 22 19:18:01.475:
Jul 22 19:18:01.685:

ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15
ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149

ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 149
%CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold

« Jlsodds DeviceB ls 2506 oo IJobs,) IJgluo wo. wes Be s Idlzoel IUlde )l oss.
sedu 03l 1densesdsd go v dywo.



DeviceB

Jul 22 19:17:43.270: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15
Jul 22 19:17:43.271: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1l/0/9, 3way state:UP, Tength 1496

<snip>

Jul 22 19:18:06.579: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigEl/0/9) Down, hold tim

wedsd Ulde$lb:

Suvwdwd DeviceA IJg e pu DeviceB: 9JJy 1Ugjpd IJi'@,_s_)é lJos suvadeol 03l 1Jpesgo pu
lJobs) os WS IU>§s80 13:17.31. &p syuwd DeviceA ¢ Hello

w90 k_s oelie pu lJubs).

M | eth.dst == 09:00:2b:00:00:05

N¢| Time | Source | Destination

2023-87-22 13:17:31.684962 Cisco_db:3b:5f DEC-MAP-(or-05I7)-.. P2P HELLO, System-ID: 0000.0000.000b

> Frame 679: 1513 bytes on wire (12104 bits), 1513 bytes captured (12184 bits)
> IEEE 8@82.3 Ethernet

> Logical-Link Control
> IS0 18589 ISIS InTRA Domain Routeing Information Exchange Protocol
> ISIS HELLO




ISIS Random Flaps Device

‘§b°:’ lJo@llb DeviceB Jisb pelod: Idpdclz suvede TEJ 2ipd wgsSyw pu ubs o 9pe 3JI
Sl DeviceB Vs Luwld gie IJoszse 1JEluos wo wigu luwoglue.

N |eth.dst == 09:00:2b:00:00:05

Ne¢| Time | Source Destination

2023-07-22 19:14:20.125427 Cisco_c3:94:84 DEC-MAP-{or-0SI7)-. P2P HELLO, System-ID: 00808.0000.000a

» Frame 1971: 1513 bytes on wire (12184 bits), 1513 bytes captured (12104 bits) on interface \Device\NPF_{D6BBEB60-9886-4A6C-BDOD5-8E2837C66FBA}, id @
+« IEEE 862.3 Ethernet

» Destinati DEC-MAP-({or-05I7)-Intermediate-System-Hello? (89:00:2b:@08:088:85)
» Source: co_c3:94:84 (aB:4f:bl:c3:94:84)
Length: 1499
» Logical-Link Control
» IS0 1589 ISIS InTRA Domain Routeing Information Exchange Protocol
» ISIS HELLO

zob wubbse 1J>9J6 [Uluwdlesé €5y puveds(v)

B gpdsle IIJodlb 1Jeuo,8: Jl sop ouvdse e Idozse wsu II@)lu. swss lu oso
IJeuidJs pe 1JuJd.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
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