
اهحالصإو IS-IS رواجت ءاطخأ فاشكتسأ

تايوتحملا
ةمدقملا

ةيساسألا تابلطتملا

تابلطتملا

ةمدختسملا تانوكملا

Down ةزيم عم (IS) طيسو ماظن ىلإ طيسو ماظن رواجت

(MTU قباطت مدعب ةطبترملا ريغ) ISIS ةاذاحم

IS-IS رواجت رارقتسإ مدع

(ةيئاوشع تارج) رقتسم ريغ IS-IS رواجت

 
ةمدقملا

 .ةصنم cisco IOS® XE ل لوكوتورب IS-IS ىرحتي نأ فيك ةقيثو اذه فصي
 

ةيساسألا تابلطتملا

تابلطتملا

:ةيلاتلا عيضاوملاب ةفرعم كيدل نوكت نأب Cisco يصوت

•(IS-IS) طيسولا ماظنلا ىلإ طيسولا ماظنلا لوكوتورب
IOS XE نم Cisco 
 

•

:عجار ،تاعوضوملا هذه لوح تامولعملا نم ديزمل

•ISIS نيوكت ليلد :IP هيجوت
 ةقطنملا عاونأو IS-IS رواجت نيوكت
 

•

ةمدختسملا تانوكملا

.Cisco IOS XE جمانرب ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_isis/configuration/xe-16/irs-xe-16-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_isis/configuration/xe-16/irs-xe-16-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_isis/configuration/xe-16/irs-xe-16-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_isis/configuration/xe-16/irs-xe-16-book.html
https://www.cisco.com/c/en/us/support/docs/ip/integrated-intermediate-system-to-intermediate-system-is-is/200293-IS-IS-Adjacency-and-Area-Types.html#anc0
https://www.cisco.com/c/en/us/support/docs/ip/integrated-intermediate-system-to-intermediate-system-is-is/200293-IS-IS-Adjacency-and-Area-Types.html#anc0
https://www.cisco.com/c/en/us/support/docs/ip/integrated-intermediate-system-to-intermediate-system-is-is/200293-IS-IS-Adjacency-and-Area-Types.html#anc0


Down ةزيم عم (IS) طيسو ماظن ىلإ طيسو ماظن رواجت

 
 متي .(IS-IS) طيسو ماظن ىلإ طيسو ماظن لطعتل ةعئاشلا ةلكشملل الح مسقلا اذه رفوي
:لاثمك ةكبشلل يطيطختلا مسرلا اذه مادختسإ

ساسألا ايجولوبط

IS-IS نيب لطعم DeviceA و DeviceB.

 
<#root>

DeviceA#

show isis neighbors detail

 
 
System Id       Type Interface     IP Address      State Holdtime Circuit Id 
DeviceA#

 
 
<#root>

DeviceB#

show isis neighbors detail

 
 
System Id       Type Interface     IP Address      State Holdtime Circuit Id 
DeviceA         L1L2 Twe1/0/9      192.0.2.1       DOWN  28       05 
  Area Address(es): 49.0001 
  SNPA: a84f.b1c3.9484 
  State Changed: never 
  Format: Phase V 
  Remote TID: 0 
  Local TID:  0 
  Interface name: TwentyFiveGigE1/0/9 
  Neighbor Circuit Id: 5 
  Adj sync: Full



 

:ةلكشملا صيخشت

.ةزهجألا نيب لاصتالا ةحص نم ققحتلا .1

 
<#root>

DeviceA#

ping 192.0.2.2 size 1500  df-bit

 
Type escape sequence to abort. 
Sending 5, 1500-byte ICMP Echos to 192.0.2.2, timeout is 2 seconds: 
Packet sent with the DF bit set 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
DeviceA# 

 
 
<#root>

DeviceB#

ping 192.0.2.1 size 1500  df-bit

 
Type escape sequence to abort. 
Sending 5, 1500-byte ICMP Echos to 192.0.2.1, timeout is 2 seconds: 
Packet sent with the DF bit set 
!!!!! 
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms 
DeviceB#

 

.نيبناجلا الك ىلع نيوكتلا ةعجارم .2

 
<#root>

DeviceA#

show running-config | sec router isis

 ip router isis 
router isis 
 net 49.0001.0000.0000.000a.00 
DeviceA#

 
 
<#root>

DeviceB#

show running-config | sec router isis

 ip router isis 



router isis 
 net 49.0001.0000.0000.000b.00 
DeviceB#

 

 كلذ مدقي .(CLNS) ةلصتملا ريغ ةكبشلا ةمدخ يف رواجتلا ناك اذإ ام ةحص نم ققحتلا .3
 .كزاهجب نيلصتملا ناريجلل اصخلم

 
<#root>

DeviceA#

show clns neighbors  detail

 
System Id       Interface     SNPA                State  Holdtime  Type Protocol 
0000.0000.000B  Te0/0/4 

6c31.0edb.3b5f

 

 Up

     257       IS   ES-IS 
  Area Address(es): 49.0001 
 

 Uptime: 02:02:11

  Interface name: TenGigabitEthernet0/0/4 
DeviceA# 

 
 
<#root>

DeviceB#

show clns neighbors  detail

 
System Id       Interface     SNPA                State  Holdtime  Type Protocol 
0000.0000.000A  Twe1/0/9 

a84f.b1c3.9484

 

Down

   20        L1L2 IS-IS 
  Area Address(es): 49.0001 
  IP Address(es):  192.0.2.1* 
 

 Uptime: 02:02:09

  NSF capable 
  Interface name: TwentyFiveGigE1/0/9 
DeviceB# 

 



 يتلاو ةديعبلا ةزهجألاب ةصاخلا MAC نيوانع يه CLNS ةراج لك ىلع ةجردملا MAC نيوانع
.يلحملا زاهجلا عم قفاوتت

 
<#root>

DeviceA#

show interface TenGigabitEthernet0/0/4

TenGigabitEthernet0/0/4 is up, line protocol is up 
  Hardware is 8xSFP+, address is 

a84f.b1c3.9484 (bia a84f.b1c3.9484) < mac address appeared on SNPA DeviceB

  Internet address is 192.0.2.1/30 
  MTU 1500 bytes, BW 10000000 Kbit/sec, DLY 10 usec, 
     reliability 255/255, txload 1/255, rxload 1/255

 
 
<#root>

 DeviceB#

show interface TwentyFiveGigE1/0/9

TwentyFiveGigE1/0/9 is up, line protocol is up (connected) 
  Hardware is Twenty Five Gigabit Ethernet, address is 

6c31.0edb.3b5f (bia 6c31.0edb.3b5f) < mac address appeared on SNPA DeviceA

  Internet address is 192.0.2.2/30 
  MTU 9216 bytes, BW 10000000 Kbit/sec, DLY 10 usec, 
     reliability 255/255, txload 1/255, rxload 1/255 
  Encapsulation ARPA, loopback not set

 

 show clns interfaceرمألا ليغشتب مق .4

.ريظنلا عم تاملعملا قباطت ةحص نم ققحتلل 

:ميقلا هذه ةقباطم نم دكأت

•(MTU) ىوصقلا لاسرإلا ةدحو
•ةرئادلا عون

DeviceA
 
<#root>

DeviceA#

show clns interface TenGigabitEthernet0/0/4

 
TenGigabitEthernet0/0/4 is up, line protocol is up 
Attached to: isis 
Checksums enabled, 



MTU 1497

, Encapsulation SAP 
ERPDUs enabled, min. interval 10 msec. 
CLNS fast switching disabled 
CLNS SSE switching disabled 
DEC compatibility mode OFF for this interface 
Next ESH/ISH in 19 seconds 
Routing Protocol: IS-IS 

Circuit Type: level-1-2

 
Interface number 0x0, local circuit ID 0x5 
Neighbor Extended Local Circuit ID: 0x0 
Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceA.05 
Level-1 IPv6 Metric: 10 
Number of active level-1 adjacencies: 0 
Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceA.05 
Level-2 IPv6 Metric: 10 
Number of active level-2 adjacencies: 0 
Next IS-IS Hello in 908 milliseconds 

if state DOWN

 
DeviceB

 
<#root>

DeviceB#

show clns interface TwentyFiveGigE1/0/9

  
TwentyFiveGigE1/0/9 is up, line protocol is up 
Attached to: isis  
Checksums enabled, 

MTU 9213

, Encapsulation SAP 
ERPDUs enabled, min. interval 10 msec. 
CLNS fast switching disabled 
CLNS SSE switching disabled 
DEC compatibility mode OFF for this interface 
Next ESH/ISH in 8 seconds 
Routing Protocol: IS-IS 

Circuit Type: level-1-2

 
Interface number 0x0, local circuit ID 0xB 
Neighbor Extended Local Circuit ID: 0x5 
Neighbor System-ID: 0000.0000.000A 
P2P retransmit queue size: 0 
Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceB.0B 
Level-1 IPv6 Metric: 10 
Number of active level-1 adjacencies: 0 
Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceB.0B 
Level-2 IPv6 Metric: 10 
Number of active level-2 adjacencies: 0 
Next IS-IS Hello in 2 seconds 



if state INIT

 

 نكمي ديعبلا ريظنلا نكي مل اذإ .MTU قباطت مدعب ةلكشملا قلعتت ،ويرانيسلا اذه يف
 debug isis adj-packets نأ نكمي ،هيلإ لوصولا

 .اهلابقتساو اهلاسرإ متي يتلا MTU ةميق ضرعي 
 

 .if state INIT رمألا عبطيshow clns interface امدنع طقف اذه قبطي :ةظحالم

 
<#root>

DeviceA#

debug isis adj-packets TenGigabitEthernet 0/0/4

 
IS-IS Adjacency related packets debugging is on for router process null 
*Jul 18 23:24:16.598: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5 
*Jul 18 23:24:16.599: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, 



length 1496 < MTU sent to the neighbor >

 
*Jul 18 23:24:25.189: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5 
*Jul 18 23:24:25.189: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length 1496 
*Jul 18 23:24:34.057: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5 
*Jul 18 23:24:34.057: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length 1496 
*Jul 18 23:24:42.866: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5 
*Jul 18 23:24:42.866: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length 1496 
*Jul 18 23:24:51.646: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5 
*Jul 18 23:24:51.646: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length 1496 
*Jul 18 23:24:59.606: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5 
*Jul 18 23:24:59.606: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length 1496

 
 
<#root>

DeviceB#

debug isis adj-packets twentyFiveGigE 1/0/9

 
*Jul 18 23:53:22.420: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:INIT, 

length 9212  < MTU sent to the neighbor >

 
*Jul 18 23:53:22.591: ISIS-Adj: Rec serial IIH from a84f.b1c3.9484 (TwentyFiveGigE1/0/9) 
*Jul 18 23:53:22.591: ISIS-Adj: cir type L1L2, cir id 05, 

length 1496   < MTU received from neighbor >

 
*Jul 18 23:53:22.592: ISIS-Adj: rcvd state DOWN, old state INIT, new state INIT, nbr usable TRUE 
*Jul 18 23:53:22.592: ISIS-Adj: RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x49000184 Length:5 
*Jul 18 23:53:22.592: ISIS-Adj: Nghbr Ckt ID changed: FALSE 
*Jul 18 23:53:22.592: ISIS-Adj: newstate:1, state_changed:0, going_up:0, going_down:0 
*Jul 18 23:53:22.592: ISIS-Adj: Action = ACCEPT 
*Jul 18 23:53:22.592: ISIS-Adj: ACTION_ACCEPT: 
...

 

(MTU قباطت مدعب ةطبترملا ريغ) ISIS ةاذاحم

 
 ىلع (MTU) لقنلل ىصقألا دحلا ةدحو تاقباطتو لطعم (IS-IS) طيسو ماظن ىلإ طيسو ماظن
.تاهجاولا

 
<#root>

DeviceA#

show clns neighbors

 
System Id       Interface     SNPA                State  Holdtime  Type Protocol 
DeviceA#

 



 
<#root>

DeviceB#

show clns neighbors

 
System Id       Interface     SNPA                State  Holdtime  Type Protocol 
DeviceB#

 

 .1.ريظنلل قباطملا نيوكتلا ةحص نم ققحت
 .2.(ةلكشم ىوتسم فيفخ وأ أطخ نم ام) ثبي نأ ةديج ةلاح يف يعيبط نراقلا نأ تنمض
 ىصقألا دحلا ةدحو مجح ةفاضإ لاصتالا رابتخإ رابتخإ) ءارظنلا نيب لاصتالا نم ققحت
.(DF تبو (MTU) لقنلل

3. 

 .4.ءارظنلا نيب CLNS ناريج ةحص نم ققحتلا
 ةرئادلا عون سفنو (MTU) لقنلل ىصقألا دحلا ةدحو سفن نيفرطلا الكل نأ نم دكأت
.ةلودلا عم

5. 

DeviceA

 
<#root>

DeviceA#

show clns interface TenGigabitEthernet 0/0/4

 
TenGigabitEthernet0/0/4 is up, line protocol is up 
Attached to: isis  
Checksums enabled, 

MTU 1497

, Encapsulation SAP 
ERPDUs enabled, min. interval 10 msec. 
CLNS fast switching disabled 
CLNS SSE switching disabled 
DEC compatibility mode OFF for this interface 
Next ESH/ISH in 41 seconds 
Routing Protocol: IS-IS 

Circuit Type: level-1-2

 
Interface number 0x0, local circuit ID 0x5 
Neighbor Extended Local Circuit ID: 0x0 
Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceA.05 
Level-1 IPv6 Metric: 10 
Number of active level-1 adjacencies: 0 
Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceA.05 
Level-2 IPv6 Metric: 10 
Number of active level-2 adjacencies: 0 
Next IS-IS Hello in 2 seconds 

if state DOWN

 
DeviceB



 
<#root>

DeviceB#

show clns interface twentyFiveGigE 1/0/9

 
TwentyFiveGigE1/0/9 is up, line protocol is up 
Attached to: isis  
Checksums enabled, 

MTU 1497

, Encapsulation SAP 
ERPDUs enabled, min. interval 10 msec. 
CLNS fast switching disabled 
CLNS SSE switching disabled 
DEC compatibility mode OFF for this interface 
Next ESH/ISH in 42 seconds 
Routing Protocol: IS-IS 

Circuit Type: level-1-2

 
Interface number 0x0, local circuit ID 0xB 
Neighbor Extended Local Circuit ID: 0x0 
P2P retransmit queue size: 0 
Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceB.0B 
Level-1 IPv6 Metric: 10 
Number of active level-1 adjacencies: 0 
Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceB.0B 
Level-2 IPv6 Metric: 10 
Number of active level-2 adjacencies: 0 
Next IS-IS Hello in 5 seconds 

if state DOWN

 

 debug isis adj-packet نيكمتب مق .6

.اهتحص نم ققحتلاو اهلابقتساو اهلاسرإ متي يتلا مزحلا  

 
<#root>

DeviceA#

debug isis adj-packets TenGigabitEthernet 0/0/4

 
IS-IS Adjacency related packets debugging is on for router process null 
*Jul 19 13:32:52.788: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5 
*Jul 19 13:32:52.788: ISIS-Adj: 

Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length 1496

*Jul 19 13:33:00.708: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5 
*Jul 19 13:33:00.709: ISIS-Adj: 

Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length 1496

*Jul 19 13:33:09.726: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5 
*Jul 19 13:33:09.726: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length 1496 



*Jul 19 13:33:18.376: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5 
*Jul 19 13:33:18.376: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length 1496 
*Jul 19 13:33:26.132: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5 
*Jul 19 13:33:26.132: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length 1496 
DeviceA#

 
 
<#root>

DeviceB#

debug isis adj-packets TwentyFiveGigE1/0/9

 
IS-IS Adjacency related packets debugging is on for router process null 
*Jul 19 14:01:32.125: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5 
*Jul 19 14:01:32.125: ISIS-Adj: 

Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:DOWN, length 1496

*Jul 19 14:01:40.005: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5 
*Jul 19 14:01:40.005: ISIS-Adj: 

Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:DOWN, length 1496

*Jul 19 14:01:49.602: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5 
*Jul 19 14:01:49.602: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:DOWN, length 1496 
*Jul 19 14:01:58.284: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5 
*Jul 19 14:01:58.284: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:DOWN, length 1496

 

 .امهناريج نم "ابحرم" ةمزح نايقلتي ال امهنكلو ،نيزاهجلا الك لاسرإ متي
 ةيلمع لامتكا درجمب .راج لك ىلإ مزحلا لاسرإ نم ققحتلل طاقتلالا نيكمتب مق .7
 (flash) ةتقؤملا ةركاذلا وأ (ةتقؤملا ةركاذلا) Bootflash ةركاذ ىلإ هريدصتب مق ،طاقتلالا
.ليصافتلا نم ديزم ىلع لوصحلل TFTP مداخ ىلإ هليمحتو ةئيه pcap file.ىلع

 
<#root>

DeviceA#

show monitor cap cap parameter

 
 

monitor capture cap interface TenGigabitEthernet0/0/4 BOTH < Interface from where send and receive the Hello Packets > 

   monitor capture cap control-plane IN  < Packets to be process and generated by the CPU >

   monitor capture cap access-list TAC  < ACL for capture only the IS-IS packets >

   monitor capture cap buffer size 10 
   monitor capture cap limit pps 1000 
 
DeviceA#

show access-list TAC

Extended MAC access list TAC 
    permit host 

a84f.b1c3.9484



 host 

0900.2b00.0005  < Local MAC address towards the IS-IS Hello >

    permit host 

6c31.0edb.3b5f host 0900.2b00.0005  < Remote MAC address towards the IS-IS Hello >

 
 
<#root>

DeviceB#

show monitor capture cap parameter

 
 

 monitor capture cap interface TwentyFiveGigE1/0/9 BOTH < Interface from where send and receive the Hello Packets >

 

 monitor capture cap control-plane BOTH < Packets to be process and generated by the CPU >

   monitor capture

 cap match any < match all the packets on the switch >

   monitor capture cap buffer size 10

 



 ىلع الو IS-IS جراخ طقف حاتفم cisco IOS XE ةزافح ةدام يف EPC ضبق ىلع :ةظحالم
.طاقتلا نسحتسي نيتماعد نيب ةحسف ،ليدبك .طبر لخدملا

 
.لودجلا اذه يف Hello مزح ىلإ عجرم ضرع متي

مسالا ناونع كام ةياغ

L1 IS تاقحلم عيمج 0180٫c200٫0014

L2 تامقلم عيمج 0180٫c200٫0015

ISs لك 0900.2b00.005

ESs ةفاك 0900.2b00.004

 
 .ناريجلا نيب ابحرم مزح لدابت نم دكأتو ردصملا ليجستلا عجار .8
 



 نم .اهب صاخلا (رمحألا عبرملا) ماظنلا فرعم فيضت يتلا HELLO مزح DeviceA لسري
 ريدقت كنكمي ،طاقتلالا اذه يف .هب صاخلا ماظنلا فرعمب هراج نم ةمزح ملتسي نأ عقوتملا
.ريظنلا ىلإ مزحلا هذه لسري ال DeviceB نأ

 

DeviceA ISIS Down Capture

 
 
 امكو ،كلذ عمو .(رمحألا عبرملا) اهتراج ىلإ اهلاسرإ متي بيحرتلا مزح نأ DeviceB طاقتلا رهظي
.هراج نم Hello مزح لبقتسي ال هنإف ،ريخألا طاقتلالا يف لاحلا وه

 



DeviceB ISIS Down Capture

 
 ظحالي نإ .بيحرتلا مزح لاسرإب حمسي ال طسوتم زاهج ىلإ ويرانيس اذه يف ةلكشملا عجرت
.Cisco TAC ةلاح حتفا ،رثكأ ىرحتي نأ جاتحيو ةلثامم ةلاح تنأ

IS-IS رواجت رارقتسإ مدع

 
  .IS-IS تافارجل ةعئاشلا ةلكشملل الح مسقلا اذه رفوي
 
 :ةلكشملا صيخشت

IS-IS نيب رقتسم ريغ DeviceA و DeviceB.

 
<#root>

DeviceA#



show logging

 
Jul 19 15:05:03.623: 

%CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold time expired

 
Jul 19 15:05:15.075: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new adjacency 
Jul 19 15:07:04.575: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold time expired 
Jul 19 15:07:15.759: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new adjacency 
Jul 19 15:09:04.983: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold time expired 
Jul 19 15:09:14.835: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new adjacency 

 
 
<#root>

DeviceB#

show logging

 
Jul 19 15:05:02.316: 

%CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1/0/9) Down, hold time expired

 
Jul 19 15:05:18.191: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1/0/9) Up, new adjacency 
Jul 19 15:07:09.280: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1/0/9) Down, hold time expired 
Jul 19 15:07:18.876: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1/0/9) Up, new adjacency 
Jul 19 15:09:06.080: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1/0/9) Down, hold time expired! 
Jul 19 15:09:17.948: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1/0/9) Up, new adjacency

 

.(DF تب ةعومجمو MTU مجح عم لاصتالا رابتخإ رابتخإ) ءارظنلا نيب لاصتالا نم ققحت .1

 تايوتسم يف لكاشم وأ ءاطخأ دجوت ال) لاسرإلل ةديج ةلاح يف ةيداملا ةهجاولا نأ نم دكأت .2
.(ءوضلا

 ضعبلا مهضعب ىلإ تانايبلا رورم ةكرح لاسرإب نوموقي CLNS ناريج نأ نم ققحت .3
 show clns traffic interface رمألا مادختساب

 .

 
<#root>

DeviceA#

show clns traffic interface TenGigabitEthernet0/0/4

CLNS:  Time since last clear: 00:01:57 
CLNS & ESIS Output: 3, Input: 21 
Dropped Protocol not enabled on interface: 0 
CLNS Local: 0, Forward: 0

 

 

 

 

 



        

 

 

         

 

 

 

 

Interface TenGigabitEthernet0/0/4:

IS-IS: Time since last clear: 00:01:57 
IS-IS: Level-1 Hellos (sent/rcvd): 0/0 
IS-IS: Level-2 Hellos (sent/rcvd): 0/0 

IS-IS: PTP Hellos     (sent/rcvd): 15/11  < DeviceA sends hello packets and receives less than its sends>

IS-IS: Level-1 LSPs flooded (sent/rcvd): 2/2 

IS-IS: Level-2 LSPs flooded (sent/rcvd): 2/2

IS-IS: Level-1 CSNPs (sent/rcvd): 1/1 
IS-IS: Level-2 CSNPs (sent/rcvd): 1/1 
IS-IS: Level-1 PSNPs (sent/rcvd): 1/1 
IS-IS: Level-2 PSNPs (sent/rcvd): 1/1 
IS-IS: Level-1 DR Elections: 0 
IS-IS: Level-2 DR Elections: 0

 
 
<#root>

DeviceB#

show clns traffic interface TwentyFiveGigE1/0/9

CLNS:  Time since last clear: 00:00:27 
CLNS queue depth: 0/100, drops: 0, highest: 2 
CLNS & ESIS Output: 1, Input: 14 
Dropped Protocol not enabled on interface: 0 
CLNS Local: 0, Forward: 0 

 

 

 

Interface TwentyFiveGigE1/0/9: 
IS-IS: Time since last clear: 00:00:27 
IS-IS: Level-1 Hellos (sent/rcvd): 0/0 
IS-IS: Level-2 Hellos (sent/rcvd): 0/0 

IS-IS: PTP Hellos     (sent/rcvd): 4/5  < DeviceB, sends and receives a couple of hellos in comparison with DeviceA>

IS-IS: Level-1 LSPs flooded (sent/rcvd): 2/2 

IS-IS: Level-2 LSPs flooded (sent/rcvd): 2/2

IS-IS: Level-1 CSNPs (sent/rcvd): 1/1 
IS-IS: Level-2 CSNPs (sent/rcvd): 1/1 
IS-IS: Level-1 PSNPs (sent/rcvd): 1/1 
IS-IS: Level-2 PSNPs (sent/rcvd): 1/1 
IS-IS: Level-1 DR Elections: 0 
IS-IS: Level-2 DR Elections: 0

 



.IS-IS ةكبش عونو IS-IS ىوتسم ىلإ ادانتسا IS-IS ةمالعclns trafficرمألا ضرعي :حيملت

 debug ISIS adj-packets نكم .4

 in order to ناريجلا نيب اهلدابت متي طبر يأ تيأر.

 
<#root>

DeviceA#

show isis adj-packets TenGigabitEthernet0/0/4

 

<  Hellos sent to the DeviceB with no response >

 
Jul 19 18:58:34.779: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15 



Jul 19 18:58:34.779: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 1496 
Jul 19 18:58:42.719: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15 
Jul 19 18:58:42.719: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 1496 
Jul 19 18:58:50.430: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15 
Jul 19 18:58:50.430: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 1496 
Jul 19 18:58:58.356: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15 
Jul 19 18:58:58.356: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 1496 
 

< IS-IS declares the protocol down >

 
Jul 19 18:59:01.879: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) 

Down, hold time expired

 

< IS-IS sends hellos to the neighbor and receives a response from DeviceB >

 
Jul 19 18:59:01.879: ISIS-Adj: L2 adj count 0 
Jul 19 18:59:07.724: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5 
Jul 19 18:59:07.724: ISIS-Adj: 

Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length 1496

Jul 19 18:59:15.894: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x0 Length:5 
Jul 19 18:59:15.894: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:DOWN, length 1496 
Jul 19 18:59:15.896: ISIS-Adj: 

Rec serial IIH from 6c31.0edb.3b5f (TenGigabitEthernet0/0/4)

Jul 19 18:59:15.896: ISIS-Adj: cir type L2, cir id 0B, length 1496 
Jul 19 18:59:15.896: ISIS-Adj: 

RCV:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15

 
Jul 19 18:59:15.896: ISIS-Adj: Nghbr Ckt ID changed: TRUE 
Jul 19 18:59:15.896: ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000A 
Jul 19 18:59:15.896: ISIS-Adj: received Neighbor ext.circuit ID (must be our) 0x5 
Jul 19 18:59:15.896: ISIS-Adj: newstate:1, state_changed:1, going_up:0, going_down:0 
Jul 19 18:59:15.896: ISIS-Adj: Action = GOING UP, new type = L2 
 

< DeviceA declares that the adjacency is UP and starts to establish the session >

 
Jul 19 18:59:15.896: ISIS-Adj: New serial adjacency 
Jul 19 18:59:15.896: ISIS-Adj: 

rcvd state INIT, old state DOWN, new state INIT, nbr usable TRUE

Jul 19 18:59:15.898: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15 
Jul 19 18:59:15.898: ISIS-Adj: 

Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:INIT, length 1496

Jul 19 18:59:15.900: ISIS-Adj: Rec serial IIH from 6c31.0edb.3b5f (TenGigabitEthernet0/0/4) 
Jul 19 18:59:15.900: ISIS-Adj: cir type L2, cir id 0B, length 1496 
Jul 19 18:59:15.900: ISIS-Adj: 

rcvd state UP, old state INIT, new state UP, nbr usable TRUE

Jul 19 18:59:15.900: ISIS-Adj: RCV:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15 
Jul 19 18:59:15.900: ISIS-Adj: Nghbr Ckt ID changed: FALSE 



Jul 19 18:59:15.900: ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000A 
Jul 19 18:59:15.900: ISIS-Adj: received Neighbor ext.circuit ID (must be our) 0x5 
Jul 19 18:59:15.900: ISIS-Adj: newstate:0, state_changed:1, going_up:1, going_down:0 
Jul 19 18:59:15.900: ISIS-Adj: Action = GOING UP, new type = L2 
Jul 19 18:59:15.900: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4)

 Up, new adjacency

 

 
 
<#root>

DeviceB#

debug isis adj-packets TwentyFiveGigE1/0/9

 

<  Hello sent to the DeviceA with no response >

 
Jul 19 18:58:44.105: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15 
Jul 19 18:58:44.105: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:UP, length 1496 
Jul 19 18:58:51.814: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15 
Jul 19 18:58:51.814: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:UP, length 1496 
Jul 19 18:58:59.768: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15 
Jul 19 18:58:59.768: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:UP, length 1496 
 

< IS-IS declares the protocol down >

 
Jul 19 18:59:07.886: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1/0/9) 

Down, hold time expired 

 

< IS-IS sends hellos to the neighbor and receives a response from DeviceA >  

Jul 19 18:59:07.887: ISIS-Adj: L2 adj count 0 
Jul 19 18:59:08.422: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5 
Jul 19 18:59:08.422: ISIS-Adj: 

Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:DOWN, length 1496

Jul 19 18:59:16.144: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x0 Length:5 
Jul 19 18:59:16.144: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:DOWN, length 1496 
Jul 19 18:59:19.001: ISIS-Adj: 

Rec serial IIH from a84f.b1c3.9484 (TwentyFiveGigE1/0/9)

Jul 19 18:59:19.001: ISIS-Adj: cir type L2, cir id 05, length 1496 
Jul 19 18:59:19.001: ISIS-Adj: 

RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0x49000184 Length:5

Jul 19 18:59:19.001: ISIS-Adj: Nghbr Ckt ID changed: TRUE 
Jul 19 18:59:19.001: ISIS-Adj: newstate:1, state_changed:1, going_up:0, going_down:0 
Jul 19 18:59:19.001: ISIS-Adj: Action = GOING UP, new type = L2 

< DeviceB declares that the adjacency is UP and starts to establish the session >

 
Jul 19 18:59:19.001: ISIS-Adj: New serial adjacency 
Jul 19 18:59:19.001: ISIS-Adj: 



rcvd state DOWN, old state DOWN, new state INIT, nbr usable TRUE

Jul 19 18:59:19.002: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15 
Jul 19 18:59:19.002: ISIS-Adj: 

Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:INIT, length 1496

Jul 19 18:59:19.004: ISIS-Adj: Rec serial IIH from a84f.b1c3.9484 (TwentyFiveGigE1/0/9) 
Jul 19 18:59:19.004: ISIS-Adj: cir type L2, cir id 05, length 1496 
Jul 19 18:59:19.004: ISIS-Adj: 

rcvd state INIT, old state INIT, new state UP, nbr usable TRUE

Jul 19 18:59:19.004: ISIS-Adj: RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15 
Jul 19 18:59:19.004: ISIS-Adj: Nghbr Ckt ID changed: FALSE 
Jul 19 18:59:19.004: ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000B 
Jul 19 18:59:19.004: ISIS-Adj: received Neighbor ext.circuit ID (must be our) 0xB 
Jul 19 18:59:19.004: ISIS-Adj: newstate:0, state_changed:1, going_up:1, going_down:0 
Jul 19 18:59:19.004: ISIS-Adj: Action = GOING UP, new type = L2 
Jul 19 18:59:19.004: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1/0/9) 

Up, new adjacency

 

 ةيلمع لامتكا درجمب .راج لك ىلإ مزحلا لاسرإ نم ققحتلل طاقتلالا نيكمتب مق .5
 (bootflash) ةتقؤملا ديهمتلا ةركاذ ىلإ طاقتلالا ةيلمع ريدصتب مق ،طاقتلالا
.pcap file مداخ ىلإ اهليمحتو TFTP ليصافتلا نم ديزم ىلع لوصحلل. 
 
 هبيحرت DeviceA لسري .ةمزحلا هذه مالتسإ دعب DeviceB (19:15.05) نم ةمزح DeviceA ملتسي
 ةيناث 30 وهو ةيحالصلا يهتنم راظتنالا تقو ىلإ لصي ىتح راجلا نم در يأ نودب قباطملا
 .(رمحألا عبرملا) يضارتفا لكشب
 متيو هبيحرت DeviceB لسري ،ةرتفلا هذه دعب .لفسأ رواجتلا نع هجوملا اذه نلعي امدنع اذه
.(رضخألا عبرملا) ةلكشم نودب مزحلا هذه لدابت متيو DeviceA ةطساوب هلابقتسإ

 



ISIS ل رقتسم ريغ زاهج

 
 

 .هتراج نم بيحرتلا مزح زاهجلا لبقتسي ال .ريظنلا نم ضرعلل لثامم DeviceB نم طاقتلا
 قيلعتلا تقؤم ىلإ لصت ىتح DeviceA نم در نودب DeviceB نم ةريخألا ةمزحلا لاسرإ متي
 ىقلتي ،لشفلا اذه دعب .لفسأ ىلإ رواجتلا رابتعالا يف حاتفملا اذه ذخأي .ةيناث 30 يف
.راوجلا أدبيو DeviceA نم ةيحتلا حاتفملا



(ب)رقتسم ريغ ةيمالسإلا ةلودلا ميظنت زاهج

 
.مزحلا نادقف ببس ةعجارم كيلع بجيو لقنلا يف ةلكشم كانه نأ جتنتسي اذه

 (ةيئاوشع تارج) رقتسم ريغ IS-IS رواجت
 

IS-IS نيب رقتسم ريغ DeviceA و DeviceB. ةيئاوشع تاوطخ لوكوتوربلا هجاوي.

 
<#root>

DeviceA#

show logging

Jul 21 10:03:38.633: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold time expired 
Jul 21 10:05:10.272: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new adjacency 
Jul 21 10:33:41.528: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold time expired 
Jul 21 10:35:07.979: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new adjacency 
Jul 21 11:03:42.442: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold time expired 
Jul 21 11:05:08.469: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Up, new adjacency

 
 
<#root>



DeviceB#

show logging

Jul 21 10:03:44.535: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1/0/9) Down, hold time expired 
Jul 21 10:05:13.281: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1/0/9) Up, new adjacency 
Jul 21 10:33:38.408: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1/0/9) Down, hold time expired 
Jul 21 10:35:10.989: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1/0/9) Up, new adjacency 
Jul 21 11:03:39.291: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1/0/9) Down, hold time expired 
Jul 21 11:05:11.479: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1/0/9) Up, new adjacency

 

:تاءارجإلا هذه ةعباتم نم دكأت ،ةلكشملا ثودح دنع

 .1.ريظنلا عم نيوكتلا قباطت نم ققحت
 .2.(ةلكشم ىوتسم فيفخ وأ أطخ نم ام) ثبي نأ ةديج ةلاح يف يعيبط نراقلا نأ تنمض
 ىصقألا دحلا ةدحو مجح مادختساب لاصتالا رابتخإ) ءارظنلا نيب لاصتالا نم ققحت
.(DF تب تادحو ةعومجمو (MTU) لقنلل

3. 



 ببسب اهحالصإو لكاشملا نم عاونألا هذه ءاطخأ فاشكتسأ لهسلا نم سيل :حيملت
 ةيذيفنت صوصن مادختسإ يف ركف ،ةلاحلا هذه لحل .ةيئاوشعلا تاحينجلا ةلاح
.اهحالصإو ءاطخألا فاشكتسأ ةعباتمو ةيرورضلا رماوألا ليغشتل

 لوح اديدحت رثكأ نوكتل لوصولا ةمئاق مادختساب ةشاش طاقتلا نيوكت ىلإ لقتنا .4
 .اهحالصإو ءاطخألا فاشكتسأ
 debug isis adj-packetsنيكمتو ليجستلا مكحت ةدحو ليطعتب مق .5

 .

 
<#root>

DeviceA(config)#

no logging console 



 
DeviceA(config)#exit 
DeviceA#

debug isis adj-packets TenGigabitEthernet0/0/4

 

.هطيشنتو زاهجلا ىلع ةمزحلا طاقتلا نيكمت .6

 
<#root>

DeviceA#

show monitor capture cap parameter

 
   monitor capture cap interface TenGigabitEthernet0/0/4 BOTH 
   monitor capture cap control-plane IN 
   monitor capture cap 

access-list TAC > match only the packets allowed on the ACL

   monitor capture cap buffer size 100 

circular > when the capture reaches the size of 100 MB this overwrite the previous information.

   monitor capture cap limit pps 1000 
 
DeviceA#

show access-lists TAC

Extended MAC access list TAC 
    permit 

host a84f.b1c3.9484 host 0900.2b00.0005  < Local MAC address towards the IS-IS Hello >

    permit 

host 6c31.0edb.3b5f host 0900.2b00.0005  < Remote MAC address towards the IS-IS Hello >

 
 

DeviceA#monitor capture cap start

 

 ،شقن syslog لا رادصإلا ريثي نإ ام .Cisco زاهج ىلع (IM) نمضملا ثدحلا ريدم نيوكتب مق .7
 TFTP مداخ ىلإ اهليمحتل ةعباتملاب مق .txt.دربمك قربلا ىلع تنزخ نوكي نأ لجس دلي اذه
.تامولعملا نم ديزم ىلع لوصحلل

 
<#root>

DeviceA#

show running-config | sec event

event manager applet ISIS_Flap authorization bypass 

 



 event syslog pattern "%CLNS-5-ADJCHANGE:.*hold time expired"

 
 action 1.0 syslog msg "ISIS down Please wait - capturing the traffic"  
 action 1.1 cli command "enable" 
 action 1.2 cli command "show clns interface ten0/0/4 | append bootflash:ISIS_DeviceA.txt"  
 action 1.3 cli command "show clns traffic interface tenGigabitEthernet 0/0/4 | 

append bootflash:ISIS_DeviceA.txt"

 
 action 2.0 cli command "show logging | append bootflash:debug_DeviceA.txt" 
 action 2.1 cli command "undebug all" 
 action 2.2 cli command "monitor capture cap stop"  
 action 3.0 cli command "end" 
 
 For switches to append the logs it is neccesary to use the 

append flash: 

 

 

        

 

 

 

, as example: 
 
event manager applet ISIS_Flap authorization bypass 
 event syslog pattern "%CLNS-5-ADJCHANGE:.*hold time expired" 
 action 1.0 syslog msg "ISIS down Please wait - capturing the traffic" 
 action 1.1 cli command "enable" 
 action 1.2 cli command "show clns interface ten0/0/4 | append 

flash:ISIS_DeviceB.txt" 

 

 

 

 

        

 

 

         

 

 

 

 

 
 action 3.0 cli command "end" 

 

 دكأتو bootflash/flash ىلع طاقتلالا ريدصت ىلإ لقتنا ،ةلكشملا أدبت نأ درجمب .8
.عقوملا سفن يف حيحص لكشب تافلملا نيزختtxt.نم

 
<#root>

DeviceA#

monitor capture cap export bootflash:ISIS_DeviceA.pcap



Exported Successfully 
 
DeviceA#

dir bootflash:*.txt

Directory of bootflash:/*.txt 
 
Directory of bootflash:/ 
 
   19  -rw-        6048  Jul 22 2023 13:33:40 +00:00 

ISIS_DeviceA.txt

   20  -rw-      103153  Jul 22 2023 13:33:40 +00:00 

debug_DeviceA.txt

26975526912 bytes total (20527607808 bytes free) 
 
DeviceB#

monitor capture cap export location flash:ISIS_DeviceB.pcap

 
Exported Successfully 
 
DeviceB#

dir bootflash:*.txt

Directory of bootflash:/*.txt 
 
Directory of bootflash:/ 
 
356939  -rw-         660  Jul 22 2023 13:33:42 +00:00 

 ISIS_DeviceB.txt

356943  -rw-      103283  Jul 22 2023 13:33:42 +00:00 

debug_DeviceB.txt 

 

.ةزهجألا نيب تالجسلا ةنراقمل TFTP مداخ ىلإ تافلملا ليمحتب مق .9

 
<#root>

DeviceA#

copy bootflash:ISIS_DeviceA.txt tftp:

Address or name of remote host []? 

< TFTP IP address >

Destination filename [

ISIS_DeviceA.txt

]? 

 

 

 



!! 
18144 bytes copied in 0.095 secs (190989 bytes/sec)

 

 اهلابقتساو مزحلا لاسرإ مت اذإ ام ةحص نم ققحتلل تالجسلاو طاقتلالا تايلمع نراق .10
.نيهجوملا الك نم

:IS-IS تالجس ليلحت

•.L1-L2 ةكبشلا عون سفن مادختساب IS-IS تاهجاو الك نيوكت متي
•.ابحرم ةمزح ملتست ال تاهجاولا الك نأ (لفسأ ةلاحلا تناك اذإ) تاهجاولا ةلاح رهظت
IS-IS: PTP Hellos لسري امنيب .ةملتسملاو ةلسرملا مزحلا يف قباطت مدع هب DeviceA 
 نأ ىلإ ريشي اذهو .202 نم 202 ىلع DeviceB يوتحي ،ريظنلا نم 199 ملتسيو مزح 205
.هب قوثوم ريغ لقنلا

•

 
<#root>
DeviceA  

TenGigabitEthernet0/0/4 is up, line protocol is up 
 Attached to: isis 
  Checksums enabled, MTU 1497, Encapsulation SAP 
  ERPDUs enabled, min. interval 10 msec. 
  CLNS fast switching disabled 
  CLNS SSE switching disabled 
  DEC compatibility mode OFF for this interface 
  Next ESH/ISH in 30 seconds 
  Routing Protocol: IS-IS 
 

 Circuit Type: level-1-2

    Interface number 0x0, local circuit ID 0x5 
    Neighbor Extended Local Circuit ID: 0x0 
    Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceA.05 
    Level-1 IPv6 Metric: 10 
    Number of active level-1 adjacencies: 0 
    Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceA.05 
    Level-2 IPv6 Metric: 10 
    Number of active level-2 adjacencies: 0 
    Next IS-IS Hello in 574 milliseconds 
 

  if state DOWN

 
CLNS:  Time since last clear: 00:29:37 
CLNS & ESIS Output: 33, Input: 241 
Dropped Protocol not enabled on interface: 0 
CLNS Local: 0, Forward: 0 
 

 

 

        

 

 

         

 



 

 

 

Interface TenGigabitEthernet0/0/4: 
IS-IS: Time since last clear: 00:29:37 
IS-IS: Level-1 Hellos (sent/rcvd): 0/0 
IS-IS: Level-2 Hellos (sent/rcvd): 0/0 

IS-IS: PTP Hellos     (sent/rcvd): 205/199 

IS-IS: Level-1 LSPs flooded (sent/rcvd): 2/2 

IS-IS: Level-2 LSPs flooded (sent/rcvd): 2/2

IS-IS: Level-1 CSNPs (sent/rcvd): 0/0 
IS-IS: Level-2 CSNPs (sent/rcvd): 0/0 
IS-IS: Level-1 PSNPs (sent/rcvd): 2/2 
IS-IS: Level-2 PSNPs (sent/rcvd): 2/2 
IS-IS: Level-1 DR Elections: 0 
IS-IS: Level-2 DR Elections: 0 
 

DeviceB

 
 
TwentyFiveGigE1/0/9 is up, line protocol is up 
 Attached to: isis 
  Checksums enabled, MTU 1497, Encapsulation SAP 
  ERPDUs enabled, min. interval 10 msec. 
  CLNS fast switching disabled 
  CLNS SSE switching disabled 
  DEC compatibility mode OFF for this interface 
  Next ESH/ISH in 20 seconds 
  Routing Protocol: IS-IS 
 

Circuit Type: level-1-2

    Interface number 0x0, local circuit ID 0xB 
    Neighbor Extended Local Circuit ID: 0x0 
    P2P retransmit queue size: 0 
    Level-1 Metric: 10, Priority: 64, Circuit ID: DeviceB.0B 
    Level-1 IPv6 Metric: 10 
    Number of active level-1 adjacencies: 0 
    Level-2 Metric: 10, Priority: 64, Circuit ID: DeviceB.0B 
    Level-2 IPv6 Metric: 10 
    Number of active level-2 adjacencies: 0 
    Next IS-IS Hello in 7 seconds 
 

if state DOWN

 
CLNS:  Time since last clear: 00:29:34 
CLNS queue depth: 0/100, drops: 0, highest: 1 
CLNS & ESIS Output: 34, Input: 243 
Dropped Protocol not enabled on interface: 0 
CLNS Local: 0, Forward: 0 
 

 

 

 

 



Interface TwentyFiveGigE1/0/9: 
IS-IS: Time since last clear: 00:29:34 
IS-IS: Level-1 Hellos (sent/rcvd): 0/0 
IS-IS: Level-2 Hellos (sent/rcvd): 0/0 

IS-IS: PTP Hellos     (sent/rcvd): 202/202 

IS-IS: Level-1 LSPs flooded (sent/rcvd): 2/2 

IS-IS: Level-2 LSPs flooded (sent/rcvd): 2/2

IS-IS: Level-1 CSNPs (sent/rcvd): 0/0 
IS-IS: Level-2 CSNPs (sent/rcvd): 0/0 
IS-IS: Level-1 PSNPs (sent/rcvd): 2/2 
IS-IS: Level-2 PSNPs (sent/rcvd): 2/2 
IS-IS: Level-1 DR Elections: 0 
IS-IS: Level-2 DR Elections: 0 

 

.طاقتلاو ءاطخألا حيحصت تايلمع ةنراقم يف ةيلاتلا ةوطخلا لثمتت

 
<#root>
DeviceA 

 

Jul 22 19:17:24.929: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15 

Jul 22 19:17:24.929: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 1496 

Jul 22 19:17:31.685: ISIS-Adj: Rec serial IIH from 6c31.0edb.3b5f (TenGigabitEthernet0/0/4)

Jul 22 19:17:31.685: ISIS-Adj: cir type L1L2, cir id 0B, length 1496 
Jul 22 19:17:31.685: ISIS-Adj: rcvd state UP, old state UP, new state UP, nbr usable TRUE 
Jul 22 19:17:31.685: ISIS-Adj: RCV:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15 
Jul 22 19:17:31.685: ISIS-Adj: Nghbr Ckt ID changed: FALSE 
Jul 22 19:17:31.685: ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000A 
Jul 22 19:17:31.685: ISIS-Adj: received Neighbor ext.circuit ID (must be our) 0x5 
Jul 22 19:17:31.685: ISIS-Adj: newstate:0, state_changed:0, going_up:0, going_down:0 
Jul 22 19:17:31.685: ISIS-Adj: Action = ACCEPT 
Jul 22 19:17:31.685: ISIS-Adj: ACTION_ACCEPT: 

Jul 22 19:17:33.626: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15 

Jul 22 19:17:33.627: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 1496 

Jul 22 19:17:42.671: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15 

Jul 22 19:17:42.672: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 1496

Jul 22 19:17:52.008: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15 
Jul 22 19:17:52.008: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 1496 
Jul 22 19:18:01.475: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15 
Jul 22 19:18:01.475: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 1496 

Jul 22 19:18:01.685: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold time expired

Jul 22 19:18:01.685: ISIS-Adj: L1 adj count 0 
Jul 22 19:18:01.685: ISIS-Adj: L2 adj count 0 
 

DeviceB 

Jul 22 19:17:25.693: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15

 

Jul 22 19:17:25.693: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:UP, length 1496



 

Jul 22 19:17:27.882: ISIS-Adj: Rec serial IIH from a84f.b1c3.9484 (TwentyFiveGigE1/0/9)

 
Jul 22 19:17:27.882: ISIS-Adj: cir type L1L2, cir id 05, length 1496 
Jul 22 19:17:27.882: ISIS-Adj: rcvd state UP, old state UP, new state UP, nbr usable TRUE 
Jul 22 19:17:27.882: ISIS-Adj: RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15 
Jul 22 19:17:27.882: ISIS-Adj: Nghbr Ckt ID changed: FALSE 
Jul 22 19:17:27.882: ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000B 
Jul 22 19:17:27.882: ISIS-Adj: received Neighbor ext.circuit ID (must be our) 0xB 
Jul 22 19:17:27.882: ISIS-Adj: newstate:0, state_changed:0, going_up:0, going_down:0 
Jul 22 19:17:27.882: ISIS-Adj: Action = ACCEPT 
Jul 22 19:17:27.882: ISIS-Adj: ACTION_ACCEPT: 

Jul 22 19:17:34.637: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15

 

Jul 22 19:17:34.637: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:UP, length 1496

 

Jul 22 19:17:36.579: ISIS-Adj: Rec serial IIH from a84f.b1c3.9484 (TwentyFiveGigE1/0/9)

 
Jul 22 19:17:36.579: ISIS-Adj: cir type L1L2, cir id 05, length 1496 
Jul 22 19:17:36.579: ISIS-Adj: rcvd state UP, old state UP, new state UP, nbr usable TRUE 
Jul 22 19:17:36.579: ISIS-Adj: RCV:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15 
Jul 22 19:17:36.579: ISIS-Adj: Nghbr Ckt ID changed: FALSE 
Jul 22 19:17:36.579: ISIS-Adj: received Neighbor System-ID (must be our) 0000.0000.000B 
Jul 22 19:17:36.579: ISIS-Adj: received Neighbor ext.circuit ID (must be our) 0xB 
Jul 22 19:17:36.579: ISIS-Adj: newstate:0, state_changed:0, going_up:0, going_down:0 
Jul 22 19:17:36.579: ISIS-Adj: Action = ACCEPT 
Jul 22 19:17:36.579: ISIS-Adj: ACTION_ACCEPT: 

Jul 22 19:17:43.270: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15

 

Jul 22 19:17:43.271: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:UP, length 1496

 
Jul 22 19:17:51.658: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15 
Jul 22 19:17:51.658: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:UP, length 1496 
Jul 22 19:18:00.248: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15 
Jul 22 19:18:00.248: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:UP, length 1496 

Jul 22 19:18:06.579: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1/0/9) Down, hold time expired

 
Jul 22 19:18:06.579: ISIS-Adj: L1 adj count 0 
Jul 22 19:18:06.579: ISIS-Adj: L2 adj count 0

 

:IS-IS ءاطخأ حيحصت تالجس ليلحت

 JUL 22) ةمزحلا هذهل DeviceB بيجتسيو ،(JUL 22 19:17:24) بيحرت ةمزح DeviceA لسري
.(JUL 22 19:17:31) ةباجتسالا هذه DeviceA ملتسيو ،(19:17:25

•

DeviceA

 



Jul 22 19:17:24.929: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15 
Jul 22 19:17:24.929: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 1496 
Jul 22 19:17:31.685: ISIS-Adj: Rec serial IIH from 6c31.0edb.3b5f (TenGigabitEthernet0/0/4)

 

DeviceB

 

Jul 22 19:17:25.693: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15 
Jul 22 19:17:25.693: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:UP, length 1496 
Jul 22 19:17:27.882: ISIS-Adj: Rec serial IIH from a84f.b1c3.9484 (TwentyFiveGigE1/0/9)

 

 بيحرتلا ةمزح DeviceB لسريو ،(JUL 22 19:17:33) ىرخأ بيحرت ةمزح DeviceA لسري
.هريظن نم ةمزحلا ملتسي نيتيناث دعبو ،(JUL 22 19:17:34) هب ةصاخلا

•

DeviceA

 

Jul 22 19:17:33.626: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15 
Jul 22 19:17:33.627: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 1496

 

DeviceB

 

Jul 22 19:17:34.637: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15 
Jul 22 19:17:34.637: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:UP, length 1496 
Jul 22 19:17:36.579: ISIS-Adj: Rec serial IIH from a84f.b1c3.9484 (TwentyFiveGigE1/0/9)

 

 نلعي ،DeviceB ةطساوب ةلسرملا ةمزحلا DeviceA اهيف ملتسي ال يتلا ةرتفلا ءانثأ
.ةيناث 30 دعب كلذ نع لوكوتوربلا

•

 
DeviceA

 

Jul 22 19:17:42.671: ISIS-Adj: SND:3way Adj. Local Ckt ID:0x5 Nghbr Ckt ID:0xB Length:15 
Jul 22 19:17:42.672: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 1496 
 
Jul 22 19:18:01.475: ISIS-Adj: Sending serial IIH on TenGigabitEthernet0/0/4, 3way state:UP, length 1496 
Jul 22 19:18:01.685: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceB (TenGigabitEthernet0/0/4) Down, hold time expired

 

 ،ةيضارتفالا زاجتحالا ةرتف دعب .هب صاخلا ريظنلا نم ةمزح يأ DeviceB ىقلتي ال
.هسفن نع لوكوتوربلا اذه نلعي

•



 
DeviceB

 

Jul 22 19:17:43.270: ISIS-Adj: SND:3way Adj. Local Ckt ID:0xB Nghbr Ckt ID:0x5 Length:15 
Jul 22 19:17:43.271: ISIS-Adj: Sending serial IIH on TwentyFiveGigE1/0/9, 3way state:UP, length 1496 
 
<snip> 
 
Jul 22 19:18:06.579: %CLNS-5-ADJCHANGE: ISIS: Adjacency to DeviceA (TwentyFiveGigE1/0/9) Down, hold time expired

 

:طاقتلالا ليلحت

 نم هجوملا اذه اهملتسي يتلا ةريخألا ةمزحلا نكلو ،DeviceB نم مزحلا DeviceA لبقتسي
Hello مزح DeviceA لسري مث .13:17.31 ةقيقدلا يف يه ريظنلا

.ريظنلا نم بواجت يأ نودب



ISIS Random Flaps Device

 ،كلذ عمو ،هريظن نم بيحرت ةمزح رخآ ملتسي حاتفملا ،لثامم طرش DeviceB طاقتلا رهظي
.ةباجتسإ نودب هب ةصاخلا بيحرتلا مزح لاسرإ يف DeviceB أدبي

(ب)رقتسم ريغ ةيمالسإلا ةلودلا ميظنت زاهج

 هذه نأ ودبي .نارقألا نيب بيحرتلا مزح ميلست متي ال ،ةردصملا طاقتلالا تايلمع يف
.لقنلا عم ةلكشملا



ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


