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Jdbysd 1Jgdos 1Jelds 1Us o uw 1J9zos.

lLuwe ldogbsbs Jduvedo

FTD1 FTD2
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@ Management(/3 management Physical Disabled Glabal = 8
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192.168.193.115

Cisco Firepower Threat Defense for Viware

Device

Interfaces Infine Sets Routing DHCP VTEP

Enable EIGRP | 2

AS Nuirmber®

! 3

Setup Neighbors Filter Rules Redistrbution Summary Address Interfaces Advanced

Auto Summary

Available Networks/Hosts (11} O + Selected Networks/Hosts (2) 4
I 192.168.193.0_24 i
17 1
1051850 172.16.193.0 5

192.168.193.0_24
192.168.193.254
any=ipvd
IPvd-Benchmark-Tests

IPvd-Link-Local

Pl ke

IOz 38 p0 IJuerd

200 1dgs 10 Jpe bdole ozley EIGRP:

stv v soblod Ide AS.
Sew lu wdyu 1J9lzes wuvbos 9spdu 1Useed IS0l

B od pplyuwé: szw lu woblud pddule Hello 9 Hold.

Sew lu coblod lJdse K.
Sew &0 by B9lse 1dsuesd Jords w9, EIGRP.

IJozdd pu lduors wluweesle CLI

show run router eigrp
Ibol, zs,lu EIGRP
e ptbob eigrp
show eigrp interfaces
show route eigrp
&2 I p)9) eigrp
debug ip eigrp IJpeely,
2 debug eigrp

Firepower# show run router eigrp

lJe9zo eigrp 1

Jl w9z pedyple lWe,)loss WS

Jl w9z> pedsple 1ol osé

Jlhogzs weds)lo gluod wlgod puuese eigrp

Jls9zs wessile BWs uved IUpels) J eigrp

lJubvedé 192.168.193.0 255.255.255.0

s ez



lJuve o 172.16.193.8 255.255.255.248
Firepower#
zsulu Firepower# show eigrp
zsolu EIGRP-IPv4 J AS(1)
SRTT RTO q SEQ Jslgos IJgusly
(Closs) (pdds Closs) 9 CNT

0 192.168.193.121 ¢z 14 21:45:04 40 240 0 30
Firepower# show eigrp topology
2>9d pelob EIGRP-IPv4 J AS(1)/ID(192.168.193.121)
lJye9): P-¢gledc A- ol U-cesseQ-lgwogdlp R - o

r-zlds 1) s - z1Js SIA
P 192.168.193.0 255.255.255.0. 1 ¢Jw9: FD 09 512

e pSued: B IJghe
P 172.16.193.0 255.255.255.248. 1 ¢J9. 9 FD o9 768

ey IJluosl) 192.168.193.116 (768/512). ¢z
we 172.16.193.8 255.255.255.248, 1 ¢ J9. >.| 512

gwl psued: pu IR
9lzolw Firepower# show eigrp
9lzole EIGRP-IPv4 J AS(1)

Slisps luwloly XMIT pos ub 98¢ solo Ibuwld IJpogss pedd

puwble UN/SRTT 1Jp9e98 wollpg e [Jend 8 1Upsesd wo JJslzos IJulbs 6
¢bz10/0100/1500
>IgJ0/00/10

Firepower#

Firepower# show route eigrp

lUye9s: L-pedsC-pouode S - wldy lwolosds R-RIPCM - pzo9J: B - BGP



D - EIGRP. EX - EIGRP ¢l,zs: O - OSPF.( IA - OSPF Lo IJpulb g
N1 - OSPF NSSA ¢lzs IJuse 1¢ N2 - OSPF NSSA ¢lhzs [Juggs 2
E1 - OSPF ¢lhzs IJuse 1 E2 - OSPF ¢ghzs [Jugg 2.V - VPN

i - is-is. su - is-is summary. |1 - is-is-level-1. 12 - is-is-level-2

IA - 1S-1S Lo ldpolbé: * - cesso Wpuig IJIBeluos: U - 1dpusl Ideloe JIJ
PUVLLIP

0-ODR(P - p b, vlow sop wujsdo vuvdd 29,80 + - puwly puunst vuwi! popledl
S| - Static InterVRF g Bl - BGP InterVRF
gobé Ipelods 1Jlgs,6 os 192.168.193.254 JJ s 0.0.0.0
D 172,16,193,0 255,255,255,248
[90/768] £, 192.168.193.116 9 02:32:58: ¢,z
firepower# show route
lJye9): L - peds: C- pogod: S - wldy luwelosds: R-RIPCM - pzp9d: B - BGP
D - EIGRP. EX - EIGRP ¢l 25 O - OSPF. IA - OSPF wsu ldpulb @
N1 - OSPF NSSA ¢Lzs IJuge 1. N2 - OSPF NSSA ¢lzs Iduse 2
E1- OSPF ¢les IJuge 1< E2 - OSPF ¢lhzs IJuge 2.V - VPN
i - is-is. suU - is-is summary. 11 - is-is-level-1. 12 - is-is-level-2

A -1S-IS Lo ldpulb@: * - vessu IJpyuve IJIWe)luos U - 1dpuwl) IJeloe JYJ
PUVTIP

0-ODR( P - puwby elow sop wujsdo wuvdd 59,8 + - puwly powst ouwel popledl
Sl - Static InterVRF g Bl - BGP InterVRF
eobé Ipezlods IJigs,6 os 192.168.193.254 JJ s 0.0.0.0
S*0.0.0.0.0.0 [1/0] g, 192.168.193.254. ¢,z
D 172,16,193,0 255,255,255,248
[90/768] g, 192.168.193.116 9 02:33:41. ¢,z
C 172.16.193.8 255.255.255.248 pood polyi,é slgd

L 172.16.193.14 255.255.255.255 pood puluiv,yéeslgd



C 192.168.193.0 255.255.255.0 psod poluiné: ¢z
L 192.168.193.121 255.255.255.255 s 0l puluiné: ghe
Firepower#
S&ue Firepower# 2,3J6 0,9, elGRP
leuolssle 2,96 o9, EIGRP-IPv4 J AS(1)
o buwldleddes IJo)zsw: 4006/4001
IJozssole 1dpuedslldpoucdps: 414
IUlgwegdlele 1Jpyumwdslld pumwed pé: 0/0
139> IJprowdélldpedsls: 0/0
Howlisd Jeoss IUIJYe,90s 1 eyouddlld poucd pé: 312
luweedlele SIA IJpyundélldpuuades: 0/0
SIA-1U;395 I pyuw sl pedblé: 0/0
28 £pJ56 pizul 2503149568
P& £ pdsé PDM: 2503150496
Olispd luobl) piéb lJo9uosd:
Slisps luobly IJbéld: 0/2000/2/0 (IJzlds/N e IJiduos/Jis Js/e pdsle 1w dslb)

Firepower#

luweduula IJizble sl odlzol

IJuwsobss 1-zh wuoese lgble IP EIGRP

sedo luwopdle I8le) wuszse IJidble Jp)l$us ls wéssle B IJeldle [Upels,s.
ch ouoese leble ip eigrp J Firepower#

Firepower#

EIGRP: luwow Lodlzsé Holdtime

lJojed: IJubs, 192.168.193.121 total=0 stub O. iidb-stub=0 iid-all=0

EIGRP: G ud peldzs IJessse [0]

EIGRP: g, 192.168.193.121 ¢3J |Js 1JEbe



Se woubgsd Ile, show eigrp neighbors JJeeds po elds 1esly v FTDs.
zsulu Firepower# show eigrp
zsulu EIGRP-IPv4 J AS(1)

Sedd pu 2lds 1Uslzole Lluuegsle IJle, show interface ip brief. spdod pdlzoé 1o 9lzod
GigabitEthernet0/1 pglbbJs |51l

292y ip JJslzos Firepower#

od w9l $ eds guslu IP JJslzosS wu9e9dsd 2lJs 1diwdsw
GigabitEthernet0/0 172.16.193.14 YES Config up
GigabitEthernet0/1 192.168.193.121 YES Config Administrative Down
GigabitEthernet0/2 192.168.194.24 YES Manual up
Internal-Control0/0 127.0.1.1 ugp £5) pE>

IJgle lesls Internal-Control0/1 g, lJpssu J YES

lJgle wesso YES J Data0/0 slgJs £8) pesSu

IJgle lesh YES gs) IJpeso J Data0/0 1Jslgdso
Internal-Data0/1 169.254.1.1 ugp wp IJgle IJles0s

IJgle lesl> YES gs) IJpeso J Data0/2 1Uslgdso

Management0/0 203.0.113.130 ugp £, pE>

Jowsobiss 2 - Ipuols s

S3&p FTD ¢9l)5056 wgjisé MD5 Jeol> 96 e EIGRP. 9o v dd 1)l oS swp welbsd o030
lJpuol>96.

Jopd§9 e9bipsé weisé MD5: og edlpd eds glus IJIgwsl) "euol> 86 MDS". oy 1Jpo e
.J.:J(élkgé lo ool?lvé lesble 1dpuelb8é eds JJl IJzoljsut Bl wp wpdsuol gds golj slz> 9dsuw
1JIg) Jl spdu o suvdd 1deely) 1Jezle) vsuwol.

>88w ol wvdsd syvegpd debug eigrp o b.
2ip wuoese leble Firepowerdt

SIAREPLY)swpe wuvgsd wuoese eie EIGRP

Firepower#



EIGRP: ¢z: 1Uz 06 IJoozlods oo 192.168.193.121, opcode = 5 (Ip 01586 £hz I9 LudwJé
lpSlose p98926)

EIGRP: wp J8s HELLO pyu gz NBR 172.16.193.14

AS 1. 1JgJlple 0x0:(NULL). Seq 0/0 interfaceQ 0/0
EIGRP: |, wlJ HELLO |Js 1J¢gbz

AS 1. Flags 0x0:(NULL). Seq 0/0 interfaceQ 0/0 iidbQ un/rely 0/0
EIGRP: |, wlJ HELLO |Js 1U>1gJ

AS 1. Flags 0x0:(NULL). Seq 0/0 interfaceQ 0/0 iidbQ un/rely 0/0

EIGRP: ghz: IUzjp6 lJpczlods po 192.168.193.121. opcode = 5 (Ipuol>86 ehz Iy uduwJs
lJpdlese 08956

EIGRP: wp oJds HELLO pyu gz NBR 172.16.193.14

AS 1. IJgJlple 0x0:(NULL). Seq 0/0 interfaceQ 0/0
EIGRP: |, wlJ HELLO |Js 1U>Igd

AS 1. Flags 0x0:(NULL). Seq 0/0 interfaceQ 0/0 iidbQ un/rely 0/0
EIGRP: |, wlJ HELLO |Js 1J¢gbz

AS 1. Flags 0x0:(NULL). Seq 0/0 interfaceQ 0/0 iidbQ un/rely 0/0

EIGRP: ¢lz: 1z5p6 IJpezlods oo 192.168.193.121. opcode = 5 (IJpLol> 86 ghe 9 uvduvJs
lJplesz 009.9950).

Spdud pdlebs Huulds oubs) [Js Bl wuvgsd 1Jpuol 86 19 B@sly uduwds lJeSlose.
WO o3l Idgwsubsy: seow 3JY gbo g0 wpdsu ldpuolb§o eds ubs) 9z 9dsuw eds IUIE).

EIGRP: ¢z 1z5p6 IJpezlods po 192.168.193.121. opcode = 5 (IJpol> 86 ghe s uvduwJs
lJplose 09.9956).

2990 pg e Uugb YLhu <EIGRP $l,u>.
Firepower1# show run interface GigabitEthernet0/1
!

interface GigabitEthernet0/1

luve ehe

puwe9s IJiely 0

eusly IP 192.168.193.121 255.255.255.0



p9ulz IJpeol> 80 eigrp 1 **** key-id 10

9u2¢ IJpuol> 96 eigrp 1 md5

Firepower2# show run interface GigabitEthernet0/1
I

interface GigabitEthernet0/1

luve Ebe

puwe9s IJiely 0

eusly IP 192.168.193.116 255.255.255.0

lJwsobisy 3 - 1Uslzole Iduvdwsd

£l EIGRP sdyo vdJe EIGRP ozl sol wundd 2luo huwde Sluvedes £Js o 26
IJubods pdoo.

908 3JI: 3l wp w9y 9lzos gds lwol gleds. Blu EIGRP spus wulbd 2ip IJoszse wso
pozosu eds wdd Iglzod: ppl suoz gue B> 1wzl Idezle). soeses J3JI Jl spug o3l
Ille IJpszo Béb pu lJledlo go wersele Idosese pu wdd IUslzos sdJduo s9ddo ks ol g0
odis wersole ldoggse po odd 1Uglzoes.

Bp wouvgsd IUie, show eigrp neighbors JJwz 8 pu 2lJs IJzsl, wso FTDs.
2sulo wyulpz Firepower# show eigrp
zsulu EIGRP-IPv4 J AS(1)

SpIdud Uc;ﬁ.&é& eu e EIGRP lJos swpe huwldol sldslzele IJos sop Luwldel pu gdIJ
luwwesle 1Ule, debug eigrp packet.

FTD 1
Firepower1#

SIAREPLY)swp wunvgsd ouoese tie EIGRP

Firepower#
EIGRP: |, wld HELLO |Js 1Jghe

AS 1. Flags 0x0:(NULL). Seq 0/0 interfaceQ 0/0 iidbQ un/rely 0/0
EIGRP: |, ywld HELLO |Js 1Us13J

AS 1. Flags 0x0:(NULL). Seq 0/0 interfaceQ 0/0 iidbQ un/rely 0/0



EIGRP: |, uvlJ HELLO |Js 1Jgbe

AS 1. Flags 0x0:(NULL). Seq 0/0 interfaceQ 0/0 iidbQ un/rely 0/0
EIGRP: |, wlJ HELLO |Js 1U>Igd

AS 1. Flags 0x0:(NULL). Seq 0/0 interfaceQ 0/0 iidbQ un/rely 0/0
EIGRP: |,uld HELLO |Js 1Jgbez
FTD 2
eip wuoese lgble Firepower2#

SIAREPLY)swpe wunvgsd ouoese tie EIGRP

Firepower2#

O o3l IJwsobysy: Jlsyuwd FTD 2, wlisd EIGRP hello .Ji.;.o wpe wdosy Idglzole [UslgJso
9ldghzss eds luol ¢leds. weldld pu 3JY Lluwaésle IJie, show run router eigrp.

Firepower2# show run router eigrp

lJe9zo eigrp 1

Jlwoes pedsple 180,086 B

Jl 92> pedsele 18l oss

Jlo9es wedsle glued wilzod pumweiope eigrp
Jls9z> wéssule Ss uved IJeels, J eigrp
lJubedo 192.168.193.0 255.255.255.0
lJubedo 172.16.193.8 255.255.255.248
I9lz06 1J¢leds 1Ughzs

lJslzod |Jgleds Vs IUsIEJ



pdlebs: JlsslS zese epdsle cuoese Uigble IJos wp wdssuel: I ele luvelp
|Jl o, undebug all.

pedyple dlo Lods

* EIGRP ¢ Js 2036 FTD
« oJosy EIGRP FTD
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https://www.cisco.com/c/ar_ae/support/docs/security/secure-firewall-threat-defense/222488-troubleshoot-eigrp-on-ftd-devices.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-eigrp.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-eigrp.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/routing-eigrp.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_eigrp/configuration/15-s/ire-15-s-book/ire-wid-met.pdf
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_eigrp/configuration/15-s/ire-15-s-book/ire-wid-met.pdf
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