ouvgsd IJobuwd eds wy9099d9J DHCP
9l wed ol IEbliso 9l odlzol sJs peodle
Catalyst 9000 Switches

IJpzossle
[NFXIYY
lpc o ole | lowl_w,sé
leclb ol
ledocle L wesspb
s 9ol Il w56
lJelbdd ) g s w9989, ) DHCP
6l Jeled -9¢J9,.) DHCP
lpglolo
IJodasy
ez 88 pu 6
lowed il L izble ol o, Jlzol

lowed bl igble Lu)lez ol ozl

lolo Lo bl ~93J9,) DHCP
oo ~939,) DHCP Jz>9> SDA
s ople Slo Lo Jé
lJp 95,00

SueWd 03l IJpuews -:Jg;d?@é ouvesd IJobuwd gds o)y9w9ded DHCP gds peodle Catalyst
9000 Series 9l v d il Igblisol 9l odlzol

IJecbdole IJlgul jusé
lJpolbdole

w9os Cisco vig oJ9u s pgy9s wldpesluose IJoldse:

* wuso Idpeedle Catalyst 9000 Series Switches
* wusd wyuleg Cisco IOS® XE



lJpdouvlo Idpuweispd
ouwowd Idpedypele 1Jglo WO o3l ldpuwews 1Js luesble Idolez ldedsule 1Jpebss Ideldss:

+ C9200
+ C9300
+ C9400
+ C9500
+ C9600

Cisco IOS® XE 16.12.X

op louble Upg_Jgka U_9|_).>o Os o3l IJp e pu Ulao_)o lJe92926 WO LSSo p&pdso gl os.
u)lu 3_,055_ Ulao_)o U,ou»ua)po g9g5 03l IJp,_,uUL_p uudgsu rorouuja (Idu_)luos) Bl Jlyo

. pdlebs: lze sdsd IJodsso Ipolove JUble, IJos swe luwsgsleel Jopdso oso
lJpesslo gds puuele Cisco lJIg)s.

peJ9ple luwlpussd
IJobwd eds w9999 DHCP

IJobdd gds wi9e9dsd Idedssy IUssolesds Jdpuosd (DHCP) 09 o6 loly ouuegse
JJoedd eu 2aI8 p19) DHCP Jebo, ks 2508 DHCP olis. sepd Joob 2olss wso pulds
Ipuwesse £50 1Up9e98 wol 9o0lW83 glbe DHCP eJes IJ o ds Jeog 29150 DHCP I ol,6 B
lJubeodo 2w &> Suuwew 3JY Vs Ylog 1Ug>po.

gpdso lJobuwd eJs «y90999J DHCP

seed IJobd eds wy9099d9d DHCP Clywesle p809p IUglzole 1Jp9end wol 985y 1Jp9esd
wol. oo gJIJ puwly 2,98 py9) DHCP. 528 1Jpzod pu 2jp DHCP IJos op luwedoldol eds
lJslzole 9szlvb gds puwl) 2ie El>e DHCP (Offer & ACK) 1Jpew99e6 gwy IJglzole 1Jp9e9 8 wol.
wpEusS 12 ©d9p 1slzole Es) 1998 wol Lzlb) 2je ¢lop DHCP.

Sop 2 e DHCP eds 1dslzole ) 1Jp9esd wol.

© Sop oJBS 2ipé pu glpe DHCP. peJ DHCPpoffer. i DHCPack. ly DHCPnak. Iy ;06
DHCPwitery. po ¢hz IJubwds I9 2ol 1Uzplss. 9031 spog ¢lsp DHCP IJpglse oo 0z9p £Js
IJobods gds 1dpulds &) 1Jpaesd wol.

* 1Jgjeo Idpoddlo eds 9lzod £65) p9e99 woli 9ldpuos, {uppertmac address 9 u9ly zol)
gpsd DHCP ¢, poblodsu. seug o3l loceld 25p DHCP oo gpsd pthoe spdu lu stdd
o0g9p JLQUD |.Jt)rof> E.Js abro DHCP.

* yuwlJo oo DHCPprelease |9 DHCPDECLINE wezo9s eds guslo MAC s $lgss wslule
seb ldobud gds w)y9w9dsd DHCP. 9JJy pedyple IJglzes Ws Bleso wslule IJesesyd
Jloblo@ IJglzes IJos wp odds Idyuwlds gdsol. 9031 $938 [Js pug ogple j8 0o 1Ug 0



eds Idgpdle.

* 256 DHCP IJos swp lelbé wzsool wluwbé glod wyzsd DHCP gldos wouopu guslo
IP Jelpd cozsd Jsuw 0.0.0.0. 15 935 IJenzsd ouwd 2ipé wouopu pedsele [Jgs!,-82
IJs pu83 £8) £9898 wo. 903l 935 [Us pug luweld pedsple sdsd IJesesd eds
I ibods.

S89e IJpzod 1Uss ©89p Vo vodssu IJobdd eds wi9esdsd DHCP Llojile 229
IJobwd eds wi9e9d9d DHCP Ig $leso wslule job oy9099d9d DHCP. sep luwwgsle 03l
IJzr9d Jdlzwvdlb coowg guldsu IP IJos wp wgsswoel pu ¢lbp DHCP Jises. Jel sop
lowegsle Bless wslole I ob po Bud psile lelo 10S 1Uig)s pod Iz o IUssulpsds J
ARP 93185 pu23) w9w9ded ldlue,ue.

~ pdlebs: JJuwele Jdobdd gds wu9w9dsd DHCP Lldeed wuvdd Lozse: ol po lud
OO® VOGS gpsE pulWs Idssod JJ9uo9d IJs ¢lbe DHCP gles 1Je@0 weullds IJpguegse

lJuoliss.
|J.oabb
DHCP Server Secondary DHCP Server
TRUSTED Interfac_:t_e__ . - .lT_RUSTED Interface
UNTRUSTED Interface UNTRUSTED Interface
4 »

El TRUSTED Inteface ‘:I

_ (Uplink) | |
lJodssy
IJodssu lUele

<#root>



1. Enable DHCP snooping globally on the switch
switch(config)#

i p dhcp snoopi ng

2. Designate ports that forward traffic toward the DHCP server as trusted
switch(config-if)#

i p dhcp snooping trust

(Addi tional verification)

- List uplink ports according to the topology, ensure all the uplink ports toward the DHCP server a
trusted

- List the port where the Legitimate DHCP Server is connected (include any Secondary DHCP Server)
- Ensure that no other port is configured as trusted

3. Configure DHCP rate 1limiting on each untrusted port (Optional)
switch(config-if)#

ip dhcp snooping limt rate 10 << ----- 10 packets per second (pps)

4. Enable DHCP snooping in specific VLAN
switch(config)#

i p dhcp snooping vlian 10

<< ----- Al'low the switch to snoop the traffic for that specific VLAN

5. Enable the insertion and removal of option-82 information DHCP packets
switch(config)#

i p dhcp snooping informati on option

<-- Enable insertion of option 82

switch(config)#

no i p dhcp snooping information option

<-- Disable insertion of option 82

### Exanpl e ###

Legitimate DHCP Server Interface and Secondary DHCP Server, if available



Server Interface

interface FortyGigabitEthernetl/0/5
switchport mode access

switchport mode access vlan 11

i p dhcp snooping trust

end

Uplink interface

interface FortyGigabitEthernetl/0/10
switchport mode trunk

i p dhcp snooping trust

end

User Interface

<< ----- Al interfaces are UNTRUSTED by default

interface FortyGigabitEthernetl/0/2
switchport access vlan 10
switchport mode access

ip dhcp snooping limt rate 10

<< ----- Opti ona

end

N Ul Jdowele wese 1Jash82: st cpdst 2 pedsale IJebd gds wiscsdsd IP
DHCP JJuwelz wes) p92939 wo.

IJozdd pu lduogs

olds ol bl p wpdso IJobdd eds wi909dsd DHCP gJs Lo ds VLAN IJplbJows 9olds pu

I,z 1slzole 100998 wol 988, 1Jp9e98 wol wuvdd 2. I3l Jlu ould pesd pdou: Bulds po
I>lzo ls ol

<tfroot>



swi t ch#show i p dhcp snoopi ng

Switch DHCP snooping is

enabl ed

Switch DHCP gleaning is disabled
DHCP snooping is configured on following VLANs:

10-11

DHCP

snooping i s operational on follow ng VLANs

<<---- Configured and operational on Vlan 10 & 11

10-11

DHCP snooping is configured on the following L3 Interfaces:

Insertion of option 82 is disabled

<<---- Option 82 can not be added to DHCP packet

circuit-id default format: vlan-mod-port
remote-id: 00a3.d144.1a80 (MAC)
Option 82 on untrusted port is not allowed
Verification of hwaddr field is enabled
Verification of giaddr field is enabled
DHCP snooping trust/rate is configured on the following Interfaces:

Interface

Trust ed

Allow option Rate Timit (pps)

FortyGigabitEthernetl/0/2
no
no 10

<<--- Trust is NOT set on this interface

Custom circuit-ids:
FortyGigabitEthernetl1/0/10

yes
yes unlimited

<<--- Trust is set on this interface



Custom circuit-ids:

wee o suvede IJeuuegspss £0sly IP w9luulé DHCP. sop Luysope B o3l IJIg)lz.

. m§_§§J lJobwed f_Jé w9w99Y9d DHCP 1J¢ld Ws Bless Idoslule gus luwole Lodlzss
o!@,g eu9lu IP 19 guspl suwede Idezsd suwlJo DHCPprelease pu lJp oS,
o olds pu uogd Idpedsple [Jpesyzo Jewslo MAC Jdpeuweise IJuoliss.

<tfroot>

c9500#show i p dhcp snoopi ng bi ndi ng

MacAddress IpAddress Lease(sec) Type VLAN Interface

00:A3:D1:44:20:46 10.0.0.3

85556

dhcp-snooping 10 FortyGigabitEthernetl/0/2
Total number of bindings: 1

s 03l a9 sle, IJpgedBds IJos sedu luveesleol Jp)ldus eedsele Iobdd eds
;9599 DHCP.

IJeo

S&uwe Vb Islob IJos wp odssuel ssulpsds! Ws
JIleso vslule job ldobowd gds w)y9w9ded DHCP. 9 bl

IJsol ls ol wzaed Hub.
show ip dhcp snhooping binding PO ISUET w0

-eoslo IP Jbgld 1,ob
show ip dhcp snooping binding [ip- Eedle > 7

address] [mac-address] [interface || guslu MAC JbsglJ 1,0 b
ethernet slot/port] [vlan-id
-9lgod beld IU)ob

- v Js VLAN Jbeld 1, b

S&ue tlds Bless wulule Hob IJobuwd eds wy9e9dsd

show ip dhcp snooping database DHCP slz,olelcol.

oo lewolssle IJobod eds  |[seyue !auolcst;;lf, lJobwd gds wy9999d9J DHCP W
w29w9dsd ip dhep ue9dz ldedeue 19 Idouslosd.




[boly Lol puos) ip &we ldglob ldos op cdysuel wuvdd ssulesds eloo.

Swp buwld 2jeé DHCP |Js 99dsd IJe,zsd 1U3s wp
cdosuo B Uvwds VLAN 1Jglos lgpsd g uiveJd
VLAN SVI ¢l oé Lldg psd. I3l 1bo,o $lises loobl,
Il lowdlb I 1dsuosd s 1z IJiGuas: e
lJezeed luo wp luwsll 2508 DHCP o0 lgpsd sde
oopedy o 1dyuesd Is 9dsd Ideszsd 1dds wp wdssuo.

S edlzbé: olds oy £30 bog, lJle Iduw@sb B §lisesd
ool 1JbEld.

switch#show int vlan 670

lJogpsd Jgpuw &9lo: 137107 59596 9lgs6: 107 & o
>9ls9: 107

2003 198G 09 NTP, 18:39:52.476 UTC Thu Sep 10 2020
show interface vlan xyz _
VLANG670 9> ldouvésd: wu9e9d9d 1Ugb $s>

show buffer input-interface vlan lJouvgsd: wpdso AutoState

xyz dump lJzol; 09 SVIIUglLo wldlsesue: IJguslu o9
00fd.227a.5920 (BIA 00fd.227a.5920)

lJ9_o9: ion_media_client

£09lo 1Jloesow 09 10.27.49.254/23

MTU 1500 wlse BW 1000000 Jsdywo/eloss: 10 polds
USEC.

1Jp9¢9. 556 255/255 9 txload 1/255 9 rxload 1/255
ARPAIJ¢lue Cldogopsu: Jp swp wvesso IUluwasele
Keepalive g5, p>£9p

u9& ARP: ARPA. poJé ARP 04:00:00

125 1eld 03:01:29. |31z 00:00:02. wedsd Ipiszle lusl

1) puwe Jesble "show interface" Il

Slisps loe bl IUlsgld: 375/375/4020251/0 (1Jzz /12>
IJIguoslepdsle Idumdslbldogo): lzelds epdsle luvile
IUlg)lz: 0 <— 375 2506 s 1J1glJ Glispes IUloe bl /
4020251 & p |wdllool

lpwod ol IJIgble 9l odlzol

loweduule igble IJolez sluadlzol

338 ol ldpule suwede. wop peldes 030 Idzie Bs puvess wedpe 9226 Idpeldes IUerdjss.
J3JY olds pu 19686 zese IJeie Vs lozlo IULEIU ldIE)lz 9elds pu oo IJpedsplw.



.& PC5~§J: iuuoé)pnigb_) LUPTST Uiablc p& wots IJegd). sues IUlvwole [Js i lJess> pu
Isley cuozst Iigble Jol cles,) gds Iuiwds Ipuluing sl $9uos wluweesleel 11 G
wSis6 pepdss gus e IJpubdJs.

cuse JY psjé wuogse Uié]olc lJeuin9b wpdsu wuozse Ui'a]olc slduwedle luo@lssl
Jesjlo ,o&suo lwoobl lJs papgg_o e Iduiygb IJos weasol. 03l pdss> Jlzegle pedyple

wuozse Jigble eds puosdsu 19 2,98 pi9) pesus B,

Sy o [Js 0556 19 09560 25e $pdo 1o wds 1Jo9ss lzos: gusly IP: iy guglo MAC gl

lJs 3JY..

Jsdsé wedsu wuoese IJigble IUuisbs JJzie souoese leble IUiesle Jlguod il lgble

DHCP glodJlzol.

JEuo

wuoese IJigble i, b mac <mac
address>

,oC;UI

switch#debug _u,lb mac
bc16.6509.3314

lJpg>>.

odasu wuoese IJigble 1IJ iybs Jewslo MAC

debug condition vlan <vlan id>
rochZ

switch#debug _u,b vlan 10

lJpg>36.

odasu wuoese IJigble I bs Juvwds VLAN

9lzosé Ly [Jooese <interface>
roCJLJZ

switch#debug condition interface
2FiveGigE 1/0/8

odasu wuoese IJigble 1Jiylbs JJslzos |Jeesss.

Jousese lgble IJobdd eJs w)y9e999d DHCP. I wegsp 1UIsle,) 1Jp9 026 B 1Jz9d.

oo

debug dhep [odLosd | 9o, |
ouve IJlzoslbsi]

oVluosd pewss gips DHCP

oper DHCP »lgJs




sep vl gpsd DHCP Idpod),

oBluosd 25p6 ¢lbe debug ip dhep|[d o ssle [yuwlisd shuwldel uldedosd

lJIoJlg gu vessule ldgulysud lowole 036 1Ulszh 90! 1S

debug ip dhcp wlsd ghbe 5Jd.

OUOTST ié_]olc Sleso valule Idobud gJs w)9e999d

debug ip dhcp snooping agent DHCP JJles slddolus

debug ip dhcp snooping event 28 wuoese IJidble wso JJ pdsule
2ipd IJobwed debug ip dhep debug dhcp b s DHCP snooping 936 upeloss

03l ©e93z Ie)lz zyss pu IJle, debug ip dhep snooping.

<#root>

Apr 14 16:16:46.835: DHCP_SNOOPING: process new DHCP packet,
nessage type: DHCPDI SCOVER, input interface: Fol/0/2

, MAC da: ffff.ffff.ffff, MAC

sa: 00a3. d144. 2046,

IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0
Apr 14 16:16:46.835: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is floo

Apr 14 16:16:48.837: DHCP_SNOOPING:

recei ved new DHCP packet frominput interface (FortyG gabitEthernet1/0/10)

Apr 14 16:16:48.837: DHCP_SNOOPING:

process new DHCP packet, nessage type: DHCPOFFER, input interface: Fol/0/10,
MAC da: ffff.ffff.ffff, MAC

sa: 701f.539a. f e46,

IP da: 255.255.255.255, IP sa: 10.0.0.1, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 10.0.0.5, DHCP siaddr: 0.0
Apr 14 16:16:48.837: platform lookup dest vlan for input_if: FortyGigabitEthernetl/0/10, is NOT tunnel,
Apr 14 16:16:48.837: DHCP_SNOOPING: direct forward dhcp replyto output port: FortyGigabitEthernetl/0/2.
Apr 14 16:16:48.838: DHCP_SNOOPING: received new DHCP packet from input interface (FortyGigabitEthernet
Apr 14 16:16:48.838: Performing rate 1limit check

Apr 14 16:16:48.838: DHCP_SNOOPING: process new DHCP packet,

nessage type: DHCPREQUEST, input interface: Fol/0/2,



MAC da: ffff.FFFf.FFFF, MAC

sa: 00a3.d144. 2046,

IP da: 255.255.255.255, IP sa: 0.0.0.0, DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 0.0.0.0, DHCP siaddr: 0.0.0
Apr 14 16:16:48.838: DHCP_SNOOPING: bridge packet get invalid mat entry: FFFF.FFFF.FFFF, packet is floo
Apr 14 16:16:48.839: DHCP_SNOOPING: received new DHCP packet from input interface (FortyGigabitEthernet

Apr 14 16:16:48.840: DHCP_SNOOPING: process new DHCP packet,
nessage type: DHCPACK, input interface: Fol/0/10

MAC da: ffff.ffff.ffff, MAC
sa: 701f.539a. f e46,

IP da: 255.255.255.255, IP

sa: 10.0.0.1,

DHCP ciaddr: 0.0.0.0, DHCP yiaddr: 10.0.0.5, DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr:
Apr 14 16:16:48.840: DHCP_SNOOPING: add binding on port FortyGigabitEthernetl/0/2 ckt_id O FortyGigabit
Apr 14 16:16:48.840: DHCP_SNOOPING: added entry to table (index 331)

Apr 14 16:16:48.840:
DHCP_SNOOPI NG dunp binding entry: Mac=00: A3: D1: 44: 20: 46 1 p=10.0.0.5
Lease=86400 Type=dhcp-snooping

VI an=10 | f=FortyG gabi t Et hernet 1/ 0/ 2

Apr 14 16:16:48.840: No entry found for mac(00a3.d144.2046) vlan(10) FortyGigabitEthernetl/0/2

Apr 14 16:16:48.840: host tracking not found for update add dynamic (10.0.0.5, 0.0.0.0, 00a3.d144.2046)
Apr 14 16:16:48.840: platform lookup dest vlan for input_if: FortyGigabitEthernetl/0/10, is NOT tunnel,
Apr 14 16:16:48.840: DHCP_SNOOPING: direct forward dhcp replyto output port: FortyGigabitEthernetl/0/2.

Jousgse leble lpole IJebdd gds «y9e999J DHCP. Igueéspe Idgbsle IJeldss:

.& :;yab..fsj iuuoé)PgijerJ LUPTST Ui'a]olc e& wogs IJed). soes dluwule |Us i.;, lJes>s> pu
I9ley wuoese IJIigble Jol wles) eds Idyveds Idpul i,y 60 989008 wluwegsleol B Eb
B wsisé pgpdss g uuwe IJpuvd Js.

ebole IJpde e

.de@b

. debug platform condition mac {mac-address }

L e Uinb puuos wusese Ui'@blc :

Nboly b IJoble IJluulgws 19 [boly wuozse [JIgble

1S3IB Ui puuss wuszse Iigble

. show platform software trace message ios RO reverse | & _ops5 DHCP
. puwe Ui IJuble IJigslgus [JIJ

~NOo b WON -

IJgbsle IJowosdso



e, Is Il IJEo
opdSu wpdsu 9oe EXEC s
IJgbgs|| L IJlecshle.

switch#enable

* 1bed IJps IJpas) 3l bdo
pud 3JY.

|Jglogé

debug platform condition mac {mac address}
pulJ:

switch#debug platform condition mac
0001.6509.3314

odsu wuoese IJigble
lJui,lbs Jewslo MAC 1Jpeess.

|Jglogd

we gl puLos wuszse Iigble
p&k}:

w>¢e switch#debug platform condition

..ﬂsg_ni -Td Te Uitblc lJuiylbbs
(03l spJdu lu sl IJowog
lIJpuive 3l Yl ould wble @ Vs
le> 19 ko).

lJ¢glo9é

1bol, Uil IJuble IJiguluus s lbol, wuszse
IJigble

pulJ:
switch#show platform _u,lbb

switch#show debug

SEP pee9es Iduinsb 1deldse.

lJglogo

lsdld Uiyl puos wuszse IJigble
pulJ:

switch#debug o000 ls¥lW Jiyb

lsdl cuozse Iigble
IJuinlbs (spdo o s9ss 3JY
IJs lsslo IJoows IUlgvgles).

|Jglogé

show platform software trace message ios RO reverse
| ou2ps0 DHCP

r¢>C‘,.|JZ

switch#show platform software trace message ios RO
reverse | o_opsu DHCP

&P wvedlo HP IJos wpe speol
pU lode pdu woog.




oy 19 Iz)le

IJeuo

lJ¢glo9oé

pulJ:

puwz Uil IJoble 1wl s 1JIJ

switch# o_we Uil [Joble 1Jigwlus 1UIJ

S&pd eds puve IS IJuysb.

03l Up93z Ziss Jetrzle Dpwuos ebug le, dhcp-snoop all.

<#root>

debug pl at form dhcp-snoop al

DHCP Server UDP port

(67)

DHCP Client UDP port

(68)

RELEASE

Apr 14
Apr 14
Apr 14
Apr 14

16:
16:
16:
16:

DI SCOVER

Apr 14
Apr 14
Apr 14
Apr 14
Apr 14

OFFER

Apr 14
Apr 14
Apr 14

REQUEST

16:
16:
16:
16:
16:

16:
16:
16:

44
44
44

44

44
44
44
44
44

44
44
44

18.
18.
18.
:18.

24.

24

24.
24.

24

24.
24.

24

629:
629:
629:
629:

637:
.637:
637:
637:
.638:

638:
638:
.638:

pak->vlan_id = 10

dhcp packet src_ip(10.0.0.6) dest_ip(10.0.0.1) src_udp(68) dest_udp(67) src_mac(00
ngwc_dhcpsn_process_pak(305): Packet handedover to SISF on vlan 10

dhcp pkt processing routine 1is called for pak with SMAC = 00a3.d144.2046{mac} and

dhcp packet src_ip(0.0.0.0) dest_ip(255.255.255.255) src_udp(68) dest_udp(67) src_
ngwc_dhcpsn_process_pak(305): Packet handedover to SISF on vlan 10

dhcp pkt processing routine is called for pak with SMAC = 00a3.d144.2046{mac} and
sending dhcp packet out after processing with SMAC = 00a3.d144.2046{mac} and SRC_A
pak->vlan_id = 10

dhcp packet src_ip(10.0.0.1) dest_ip(255.255.255.255) src_udp(67) dest_udp(68) src
ngwc_dhcpsn_process_pak(305): Packet handedover to SISF on vlan 10
dhcp pkt processing routine is called for pak with SMAC = 701f.539a.fe46{mac} and

Apr 14 16:44:24.638: ngwc_dhcpsn_process_pak(284): Packet handedover to SISF on vlan 10
c9500#dhcp pkt processing routine is called for pak with SMAC = 0a3.d144.2046{mac} and SRC_ADDR = 0.0.0



ACK

Apr 14 16:44:24.640: dhcp paket src_ip(10.10.10.1) dest_ip(255.255.255.255) src_udp(67) dest_udp(68) s
Apr 14 16:44:24.640: ngwc_dhcpsn_process_pak(284): Packet handedover to SISF on vlan 10dhcp pkt process

s 03l 39 isle, Ipgod s Ios spdu luvopsleol Jousrst leble Idobdd eds
w299d9J DHCP Bs IJuble Il pws.

.& 935§J: iL}UQa)PgiSIPJ LUPTST I.Ji'ablc e& wogs IJed). sues dluwule |Us i.;, lJes>s> pu
9lp) cuorse IIRble Jol wlos) eds 1o ds ldpol b 959008 wluwoslpel O 3b

O wsisb pepdsd gud vt IJpubdJs.

IJ& e

switch#debug platform dhcp-snoop [all | 25,06 |
pd-shim]

zpse IJobuwd eds wi909d9J DHCP
IJglue wown9esdsd NGWC

pedople wuopse Igble 1z 506 NGWC
DHCP 1J¢loé wldobldd eJs 1Jz 06

pedople wuopse Iglle PD-SHIM NGWC
DHCP Snooping IOS Shim

switch#debug platform software infrastructure
punt dhcp-snoop

Iyob o sdsu luwedee eds 1 FP o
-.Sdﬁu Jdr"v IJs l‘-JUE.dP PU”QSG)

switch#debug platform software

IJzie Idos sop zduel Os FP oy puwess
IJoede

lweduuldd igble 2,d6 o9, IJpuubldpcwe sluadlzel (9236 1Jpeldes 1dpd5s6)

ozl pu pudby) FED o0 296 p)9) Idwslule IJos sop luvodeldel Ws JJ $lispes lowbl,
J9226 1dpeldzs IUpydiss (ses 1debwd gds wu9w9dsd DHCP v 2,96 p)9) Idwslole Ides

wop peldzool Loluwbé puwess IJozdp).

- tupl clos 98 1Upass 1Js 1ezsd: sop buwldol 1s 9236 1Jegldzs 1desdiss (CPU) B
lozlo PUNT 9500 Luwldol 1Js $lises locbly IJebdd gds o,9e9d9) DHCP.

© pllo cope peldes I8 1der9) woluwbs IJpSolz: 1d2yds 09, swud gu bisd Idlegle
29U SYE &)ue DHCP 9250 ACK W §lises luwbl) Ideede/ldozde B L2.




<tfroot>

c9500#show pl atform software fed switch active punt

Statistics for all causes

Cause  Cause Info Rcvd
21 RP<->QFP keepalive 8533
79 dhcp snoop 71

96 Layer2 control protocols 45662
109 snoop packets 100

c9500#show pl atform software fed sw active inject

Statistics for all causes

Cause Cause Info

1 L2 control /| egacy
128354 0

2 QFP destination Tookup

5 QFP <->RP keepalive

12 ARP request or response

25 Layer2 frame to BD

Spdud luwopsle o3l 1die, Joldss 2,98 1Jpue) lJos sop oousool Js 9256 lJpgldzs

<< - -

18

dropped counter

8585

68

<< - -

must

NOT i ncrease

cause sunmmary

If drop counter

cause sunmmary

i ncr eases,

lJe,dis6: 9ldeedd pu Bsle IUobd eds w9w9d9d DHCP Oluwdlb 2,368 1Je,9).

<tfroot>

c9500#

show platform software fed switch active punt cpug rates

Punt Rate CPU Q Statistics

Packets per second averaged over 10 seconds, 1 min and 5 mins

Q | Queue

no | Name

Rx
10s

Rx |
Imin |

Rx
Smin

Drop
10s

Drop
Imin

Drop
5min

0 CPU_Q_DOT1X_AUTH

1 CPU_Q_L2_CONTROL

2 CPU_Q_FORUS_TRAFFIC

3 CPU_Q_ICMP_GEN

4 CPU_Q_ROUTING_CONTROL

5 CPU_Q_FORUS_ADDR_RESOLUTION

[e=NeNeNoNoNe

O OO OoOOoOOo

[N eNolelNolNol

[eNeNolNolNolNol

[eNeNeNoNoNe]

[eNeNeNeNoNe]

t here can be

C



6 CPU_Q_ICMP_REDIRECT 0 0 0 0 0 0
7 CPU_Q_INTER_FED_TRAFFIC 0 0 0 0 0 0
8 CPU_Q_L2LVX_CONTROL_PKT 0 0 0 0 0 0
9 CPU_Q_EWLC_CONTROL 0 0 0 0 0 0
10 CPU_Q_EWLC_DATA 0 0 0 0 0 0
11 CPU_Q_L2LVX_DATA_PKT 0 0 0 0 0 0
12 CPU_Q_BROADCAST 0 0 0 0 0 0
13 CPU_Q_LEARNING_CACHE_OVFL 0 0 0 0 0 0
14 CPU_Q_SW_FORWARDING 0 0 0 0 0 0
15 CPU_Q_TOPOLOGY_CONTROL 2 2 2 0 0 0
16 CPU_Q_PROTO_SNOOPING 0 0 0 0 0 0
17 CPU_Q DHCP_SNOOPI NG

0 0 0 0 0

0 <<---- drop counter nust NOT increase

18 CPU_Q_TRANSIT_TRAFFIC 0 0 0 0 0 0
19 CPU_Q_RPF_FAILED 0 0 0 0 0 0
20 CPU_Q_MCAST_END_STATION_SERVICE 0 0 0 0 0 0
21 CPU_Q_LOGGING 0 0 0 0 0 0
22 CPU_Q_PUNT_WEBAUTH 0 0 0 0 0 0
23 CPU_Q_HIGH_RATE_APP 0 0 0 0 0 0
24 CPU_Q_EXCEPTION 0 0 0 0 0 0
25 CPU_Q_SYSTEM_CRITICAL 8 8 8 0 0 0
26 CPU_Q_NFL_SAMPLED_DATA 0 0 0 0 0 0
27 CPU_Q_LOW_LATENCY 0 0 0 0 0 0
28 CPU_Q_EGR_EXCEPTION 0 0 0 0 0 0
29 CPU_Q_FSS 0 0 0 0 0 0
30 CPU_Q_MCAST_DATA 0 0 0 0 0 0
31 CPU_Q_GOLD_PKT 0 0 0 0 0 0

loweduule igble 1Jlzo6 sl uodlzol
wolpz wubgsd ped lelhe IJusese (FED)

IJlewslbs |Jk.§;_;$))|d!.§ 09 [duwlis 8 1U3s wypee IUASIC. swp luwegsle i_9|r0_) FED JJwz s pu
wblog zldle [Jlze;6 sldo,lee.

lJzuo9d eJs Bspd di_handle

* Subs) pIU DI Js Yo uw 1U9zes Jpuds pesu.

<#root>
c9500#show pl atform software fed switch active security-fed dhcp-snoop vlan vlian-id 10

Platform Security DHCP Snooping Vlan Information

Val ue of Snooping DI handl e



is::

OxX7F7FAC23E438 <<---- |f DHCP Snooping is not enabled the hardware handl e can not be present

Port Trust Mode

FortyGigabitEthernetl/0/10

trust <<---- Ensure TRUSTED ports are |listed

Beuow IJ ifm sgbb 1y sess 1J asic 98w lJpsule.

* IFM 09 Vo, 9lg0d slgds wp wessuoe Jpudd/core/asic pgsu.

<tfroot>

c9500#show pl atform software fed switch active ifm mappi ngs

Interface IF_ID 1Inst Asic Core Port SubPort Mac Cntx LPN GPN Type Active
FortyGigabitEthernetl1/0/10
Oxa
3
1 1
1 0 4 4 2 2 NIF Y

Iuwegse DI_Handle JJzo9d £Js Bo,uw 1Jizoj6.

<#root>
c9500#show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e Ox7F7FAC23E43¢

0
Handle:0x7f7fac23e438 Res-Type:ASIC_RSC_DI Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_DHCPSNOOPI
priv_ri/priv_si Handle: (nil)Hardware Indices/Handles:

i ndex0: Ox5f 03

mtu_index/13u_ri_index0:0x0 index1:0x5f03 mtu_index/T3u_ri_index1:0x0 index2:0x5f03 mtu_index/13u_ri_i
<SNIP>

<-- Index is 0x5f03

©298d pu uwdluws guin 86 [JS0, v 0x5f03 |Js euins.

0x5f03 = 24323



luvegpde 03l Yoy wé 9S50 wEUiys: 91J ASIC 9 Core 9sp6 IS 03l iroJ io SyS plolsle sJdgu
oo Jdpsule.

<#root>

c9500#show pl atform hardware fed switch 1 fwd-asic regi read register-nane SifDestinationlndexTabl e-243:
asic

1

core

For asic 1 core 1
Module 0 - SifDestinationIndexTable[0][
24323

]

<-- the decimal hardware index matches 0x5f03 = 24323

copySegment0

0x1 <<---- If you find this as 0x0, nmeans that the traffic is not forwarded out of this port. (refer tc

CSCvi39202)copySegmentl : Ox1

dpuSegment0 : 0x0
dpuSegmentl : 0x0
ecUnicast : 0x0

etherChannel0 : 0x0
etherChannell : 0x0
hashPtrl : 0x0
stripSegment : 0x0

Ppus pdso Iobdd eJs wisosdsd DHCP Juvwds VLAN 1pzs36.

<{froot>

c9500#show pl atform software fed switch 1 vlan 10

VLAN Fed Information

Vlan Id IF Id LE Handle STP Handle L3 IF Handle SVI IF

10 0x0000000000420011

0x00007f 7f ac235f a8

0x00007f7fac236798 0x0000000000000000 0x0000000000000000 15


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi39202/?rfs=iqvred

c9500#

show pl atform hardware fed switch active fwd-asic abstraction print-resource-handl e

0x00007f 7fac235fa8 1 <<---- Last number might be 1 or 0, 1 neans detailed, O neans brief output

Handle:0x7f7fac235fa8 Res-Type:ASIC_RSC_VLAN_LE Res-Switch-Num:255 Asic-Num:255 Feature-ID:AL_FID_L2 Lk
priv_ri/priv_si Handle: (nil)Hardware Indices/Handles: index0:0xf mtu_index/13u_ri_index0:0x0 sm handle
Cookie length: 56

00 00 00 00 00 00 00 00 Oa 00 00 00 00 00 00 00 00 00 00 00 00 OO OO OO OO OO OO 00 00 00 00 00 00 00 O

Detailed Resource Information (ASIC_INSTANCE# 0)

LEAD VLAN | GW_M.D_SNOOPI NG ENABLED | PV4 val ue 1 Pass <<---- Verify the highlighted values, if any are

LEAD_VLAN_ICGMP_MLD_SNOOPING_ENABLED_IPV6 value O Pass

LEAD VLAN_ARP_OR ND_SNOOPI NG ENABLED | PV4 val ue 1 Pass

LEAD_VLAN_ARP_OR_ND_SNOOPING_ENABLED_IPV6 value 1 Pass
LEAD_VLAN_BLOCK_L2_LEARN value 0 Pass
LEAD_VLAN_CONTENT_MATCHING_ENABLED value O Pass
LEAD_VLAN_DEST_MOD_INDEX_TVLAN_LE value 0 Pass

LEAD_VLAN_DHCP_SNOOPI NG _ENABLED | PV4 val ue 1 Pass

LEAD_VLAN_DHCP_SNOOPING_ENABLED_IPV6 value 1 Pass
LEAD_VLAN_ENABLE_SECURE_VLAN_LEARNING_IPV4 value 0 Pass
LEAD_VLAN_ENABLE_SECURE_VLAN_LEARNING_IPV6 value 0 Pass
LEAD_VLAN_EPOCH value 0 Pass

LEAD_VLAN_L2_PROCESSING_STP_TCN value 0O Pass
LEAD_VLAN_L2FORWARD_IPV4_MULTICAST_PKT value O Pass
LEAD_VLAN_L2FORWARD_IPV6_MULTICAST_PKT value O Pass
LEAD_VLAN_L3_IF_LE_INDEX_PRIO value 0 Pass
LEAD_VLAN_L3IF_LE_INDEX value O Pass

LEAD_VLAN_LOOKUP_VLAN value 15 Pass

LEAD_VLAN_MCAST_LOOKUP_VLAN value 15 Pass

LEAD_VLAN_RIET_OFFSET value 4095 Pass
LEAD_VLAN_SNOOPING_FLOODING_ENABLED_IGMP_OR_MLD_IPV4 value 1 Pass
LEAD_VLAN_SNOOPING_FLOODING_ENABLED_IGMP_OR_MLD_IPV6 value 1 Pass
LEAD_VLAN_SNOOPING_PROCESSING_STP_TCN_IGMP_OR_MLD_IPV4 value 0 Pass
LEAD_VLAN_SNOOPING_PROCESSING_STP_TCN_IGMP_OR_MLD_IPV6 value 0 Pass
LEAD_VLAN_VLAN_CLIENT_LABEL value O Pass

LEAD_VLAN_VLAN_CONFIG value 0 Pass

LEAD_VLAN_VLAN_FLOOD_ENABLED value 0 Pass

LEAD_VLAN_VLAN_ID_VALID value 1 Pass
LEAD_VLAN_VLAN_LOAD_BALANCE_GROUP value 15 Pass
LEAD_VLAN_VLAN_ROLE value 2 Pass

LEAD_VLAN_VLAN_FLOOD_MODE_BITS value 3 Pass

LEAD_VLAN_LVX_VLAN value 0 Pass

LEAD_VLAN_EGRESS_DEJAVU_CANON value 0 Pass
LEAD_VLAN_EGRESS_INGRESS_VLAN_MODE value O Pass
LEAD_VLAN_EGRESS_LOOKUP_VLAN value 0 Pass
LEAD_VLAN_EGRESS_LVX_VLAN value 0 Pass
LEAD_VLAN_EGRESS_SGACL_DISABLED value 3 Pass
LEAD_VLAN_EGRESS_VLAN_CLIENT_LABEL value O Pass



LEAD_VLAN_EGRESS_VLAN_ID_VALID value 1 Pass
LEAD_VLAN_EGRESS_VLAN_LOAD_BALANCE_GROUP value 15 Pass
LEAD_VLAN_EGRESS_INTRA_POD_BCAST value 0 Pass

LEAD_VLAN_EGRESS DHCP_SNOOPI NG ENABLED | PV4 val ue 1 Pass

LEAD_VLAN_EGRESS_DHCP_SNOOPING_ENABLED_IPV6 value 1 Pass
LEAD_VLAN_EGRESS_VXLAN_FLOOD_MODE value 0 Pass
LEAD_VLAN_MAX value 0 Pass

<SNIP>

Suwd 03l 1Jzasd pgoJud i9le, Punject show/debug IJ slisg s 1dos spdo luwagsleol Joowe
purb 25pé DHCP gds o ds polyie.

1o, PUNT / INJECT show 5 debug lJ_slisg

debug plat soft fed switch acti inject add-filter v 255 sub_cause 0 src_mac 0 0 dst_mac 0 0
src_ipv4 192.168.12.1 dst_ipv4 0.0.0.0 if_id Oxf

CESSU wowe wulez IJuble IUluuluns 1Uss op ogsswo [switch<numlactive|standby>] |>¢1J
v — > luwedsle o) gled IJouods6 IJps o Jopass wbld IJooce 1Js o3l IJp osed
lJpgsu

Loub voue wulez Iduble Il wluws J [switch<num|active|standby>] oo use ouozse
IJigble — > Jlglss oz psd

lesh wove wvlee IJuble Iiuslgus J [switch<num|active|standby>] ozse Jl>w

show platform software fed [switch<num|active|standby>] pJ¢ o Uveww IUISEIJ

show platform software fed [switch<numl|active|standby>] pJ¢ o lJuwew

show platform software fed [switch<num|active|standby>] inject cpuqg 0

show platform software fed [switch<numl|active|standby>] punt cpuq 17 ($liseé lowlbl, DHCP)
show platform software fed [switch<num|active|standby>] v vl JIJoSlb 250 1Jl5E1J

1boly puingg IJouss Iiusluwss Jusolez Idoble 1wl us

1boly zuwle Iwuss IUluvluvss Josolez IJoble IUlusluvs

Iboly wyolez wuvgsd LSMPI Ul o ldwoss Iluulunss Josolez 1duble 1wl gus
woulpe pouLd wuszse IJiEble 1Jpoz9s slg) DHCP

Ield woulpe wble wuszse IJigble Il wlus




doy 030 1JI9le) p8838 JJozd8 pu luwedle ls 2506 DHCP Jgpsd pesu.

* cuse JY s ldpsjo IJodlb zese logoldle IJobud gds w)y9w99d9d DHCP 1Jpyowbs
weuw9lu MAC Jdgpsd 1Jpess 1Uds wop peldzeo woluuls 9236 1Upglded 1Upydis6 gu)
wyuleg IOS-DHCP.

* 030 1996 0389006 JIJ pu Y6 039 wslule IPV4 9 IPV6.
* Sup wpdsy 0do ldpsis odllissl.

N olp: w9, 030 IUisle, e Cisco 10S XE Gibraltar. 1J]_esl, 16.12.x.

switch#show platform dhcpsnooping client stats {mac-address}

switch#show platform dhcpv6snooping ipV6 client stats {mac-address}

<#root>

C9300#

show pl at f orm dhcpsnoopi ng client stats 0000. 1AC2. C148

DHCPSN: DHCP snooping server

DHCPD: DHCP protocol daemen

L2FWD: Transmit Packet to driver in L2 format

FWD: Transmit Packet to driver

Packet Trace for client MAC 0000.1AC2.C148:

Timestamp Destination MAC Destination Ip VLAN Message Handler:Action
06-27-2019 20:48:28 FFFF.FFFF.FFFF  255.255.255.255 88  DHCPDISCOVER PUNT:RECEIVED
06-27-2019 20:48:28 FFFF.FFFF.FFFF  255.255.255.255 88  DHCPDISCOVER PUNT:TO_DHCPSN
06-27-2019 20:48:28 FFFF.FFFF.FFFF  255.255.255.255 88  DHCPDISCOVER BRIDGE:RECEIVED
06-27-2019 20:48:28 FFFF.FFFF.FFFF  255.255.255.255 88  DHCPDISCOVER BRIDGE:TO_DHCPD
06-27-2019 20:48:28 FFFF.FFFF.FFFF  255.255.255.255 88  DHCPDISCOVER BRIDGE:TO_INJECT
06-27-2019 20:48:28 FFFF.FFFF.FFFF  255.255.255.255 88  DHCPDISCOVER L2INJECT:TO_FWD
06-27-2019 20:48:28 0000.0000.0000 192.168.1.1 0 DHCPDISCOVER INJECT:RECEIVED
06-27-2019 20:48:28 0000.0000.0000 192.168.1.1 0 DHCPDISCOVER INJECT:TO_L2FWD
06-27-2019 20:48:30 0000.0000.0000 10.1.1.3 0 DHCPOFFER INJECT:RECEIVED
06-27-2019 20:48:30 0000.1AC2.C148 10.1.1.3 0 DHCPOFFER INTERCEPT:RECEIVED
06-27-2019 20:48:30 0000.1AC2.C148 10.1.1.3 88  DHCPOFFER INTERCEPT : TO_DHCPSN
06-27-2019 20:48:30 0000.1AC2.C148 10.1.1.3 88  DHCPOFFER INJECT : CONSUMED
06-27-2019 20:48:30 FFFF.FFFF.FFFF  255.255.255.255 88  DHCPREQUEST PUNT:RECEIVED
06-27-2019 20:48:30 FFFF.FFFF.FFFF  255.255.255.255 88  DHCPREQUEST PUNT:TO_DHCPSN
06-27-2019 20:48:30 FFFF.FFFF.FFFF  255.255.255.255 88  DHCPREQUEST BRIDGE:RECEIVED
06-27-2019 20:48:30 FFFF.FFFF.FFFF  255.255.255.255 88  DHCPREQUEST BRIDGE:TO_DHCPD
06-27-2019 20:48:30 FFFF.FFFF.FFFF  255.255.255.255 88  DHCPREQUEST BRIDGE:TO_INJECT
06-27-2019 20:48:30 FFFF.FFFF.FFFF  255.255.255.255 88  DHCPREQUEST L2INJECT:TO_FWD
06-27-2019 20:48:30 0000.0000.0000 192.168.1.1 0 DHCPREQUEST INJECT:RECEIVED
06-27-2019 20:48:30 0000.0000.0000 192.168.1.1 0 DHCPREQUEST INJECT:TO_L2FWD
06-27-2019 20:48:30 0000.0000.0000 10.1.1.3 0 DHCPACK INJECT:RECEIVED
06-27-2019 20:48:30 0000.1AC2.C148 10.1.1.3 0 DHCPACK INTERCEPT:RECEIVED
06-27-2019 20:48:30 0000.1AC2.C148 10.1.1.3 88  DHCPACK INTERCEPT : TO_DHCPSN



iu.uot)p odo |.Ji_9|pJ 'JPU“E. |.JCJC;VE_.

switch#clear platform dhcpsnooping pkt-trace ipV4

switch#clear platform dhcpsnooping pkt-trace ipV6

IJodlb 256 puwb 9226 IJpgldes 1Ue,djsé

oldss ol Bl Jloe 2ip IJebdd gds wusesdsd DHCP wuod 9ol puvess IJoedp wuvdd
T oldY

~ odlebs: JJeuo9d eJs polze luolbss 2o Jsdsé luwaesle bls IJodlb 9236 1Jpeldzs
IJesdis Josolpe oubésd pod lebs IJuszselze Suve 186 1l oIS s.

<#root>
debug pl atform software fed
[switch<num|active|standby>]
punt/inj ect
packet-capture start
debug pl atform software fed
[switch<num|active|standby>]
punt/inj ect
packet-capture stop
show pl atform software fed
[switch<num|active|standby>]
punt/inj ect

packet-capture brief

### PUNT ###

DI SCOVER

—————— Punt Packet Number: 16, Timestamp: 2021/04/14 19:10:09.924 ------
interface :

physi cal : FortyG gabit Et hernet 1/ 0/ 2

[if-id: 0x0000000a], pal: FortyGigabitEthernetl/0/2 [if-id: 0x0000000a]



metadata : cause: 79
[ dhcp snoop],

sub-cause: 11, g-no: 17, Tlinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 00a3.d144. 2046

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 255.255.255.255, src ip: 0.0.0.0
ipv4 hdr : packet len: 347, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

67
, Src port:

68

OFFER

—————— Punt Packet Number: 23, Timestamp: 2021/04/14 19:10:11.926 ------
interface :

physi cal : FortyG gabitEt hernet1/0/ 10

[if-id: 0x00000012], pal: FortyGigabitEthernetl/0/10 [if-id: 0x00000012]
metadata : cause: 79

[ dhcp snoop]

, Sub-cause: 11, g-no: 17, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 701f.539a. fe46

ether hdr : vlan: 10, ethertype: 0x8100
ipv4 hdr : dest ip: 255.255.255.255,

src ip: 10.0.0.1

ipv4 hdr : packet Ten: 330, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

68

, Src port:

67

REQUEST

—————— Punt Packet Number: 24, Timestamp: 2021/04/14 19:10:11.927 ------
interface :



physi cal : FortyG gabit Et hernet1/0/ 2

[if-id: 0x0000000a], pal: FortyGigabitEthernetl/0/2 [if-id: 0x0000000a]
metadata : cause: 79

[ dhcp snoop]

, Sub-cause: 11, g-no: 17, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 00a3.d144. 2046

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 255.255.255.255, src ip: 0.0.0.0
ipv4 hdr : packet Ten: 365, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

67
, Src port:

68

ACK

—————— Punt Packet Number: 25, Timestamp: 2021/04/14 19:10:11.929 ------
interface :

physi cal : FortyG gabit Et hernet1/0/ 10

[if-id: 0x00000012], pal: FortyGigabitEthernetl/0/10 [if-id: 0x00000012]
metadata : cause: 79

[ dhcp snoop]

, Sub-cause: 11, g-no: 17, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 701f.539a.fe46

ether hdr : vlan: 10, ethertype: 0x8100
ipv4 hdr : dest ip: 255.255.255.255,

src ip: 10.0.0.1

ipv4 hdr : packet Ten: 330, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

68

, Src port:

67

### | NJECT ###



DI SCOVER

—————— Inject Packet Number: 33, Timestamp: 2021/04/14 19:53:01.273 ------
interface : pal:

FortyG gabi t Et hernet 1/ 0/ 2

[if-id: 0x0000000a]
metadata : cause: 25 [Layer2 frame to BD], sub-cause: 1, g-no: 0, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 00a3.d144. 2046

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 255.255.255.255, src ip: 0.0.0.0
ipv4 hdr : packet len: 347, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

67
, Src port:

68

OFFER

—————— Inject Packet Number: 51, Timestamp: 2021/04/14 19:53:03.275 ------
interface : pal:

FortyG gabi t Et hernet 1/ 0/ 2

[if-id: 0x0000000a]
metadata : cause: 1 [L2 control/legacy], sub-cause: 0, g-no: 0, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 701f.539a. fe46

ether hdr : ethertype: 0x0800 (IPv4)
ipv4 hdr : dest ip: 255.255.255.255,

src ip: 10.0.0.1

ipv4 hdr : packet Ten: 330, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

68,

src port:

67

REQUEST



interface : pal:
FortyG gabi t Et hernet 1/ 0/ 2

[if-id: 0x0000000a]
metadata : cause: 25 [Layer2 frame to BD], sub-cause: 1, g-no: 0, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 00a3.d144. 2046

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 255.255.255.255, src ip: 0.0.0.0
ipv4 hdr : packet Ten: 365, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

67
, Src port:

68

ACK

—————— Inject Packet Number: 53, Timestamp: 2021/04/14 19:53:03.278 ------
interface : pal:

FortyG gabi t Et hernet 1/ 0/ 2

[if-id: 0x0000000a]
metadata : cause: 1 [L2 control/legacy], sub-cause: 0, g-no: 0, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr : dest mac: ffff.ffff.ffff,

src nmac: 701f.539a. fe46

ether hdr : ethertype: 0x0800 (IPv4)
ipv4 hdr : dest ip: 255.255.255.255,

src ip: 10.0.0.1

ipv4 hdr : packet Ten: 330, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port:

68

, Src port:

67

'ot_pul)lﬂb fOL_§L§ﬁ>6

9030 o ol wulisss weyup Iipsle JIJ gpdsé 19 pdou. B o3l IJpeld: oo, IJIS]) pedsple
29d pJ9y DHCPsn.

* sedo 098 puwble 9l pel Seos lue spdod lugile pJB 238> Gud Idwse B
lwed ol IJIgble gluodlzol s S2wss eds pedsele 1Je, ubls.



<ffroot>
9500#

request platformsoftware trace rotate al

9500#

set platformsoftware trace fed [switch

] dhcpsn verbose

c9500#show | oggi ng proc fed internal | inc dhcp

<<---- DI _Handl e nust match with the output which retrieves the D handle

2021/04/14 19:24:19.159536 {fed_F0-03}{1}: [dhcpsn] [17035]: (info):

VLAN event on vlan 10, enabled 1

2021/04/14 19:24:19.159975 {fed_F0-03}{1}: [dhcpsn] [17035]: (debug): Program trust ports for this vlan
2021/04/14 19:24:19.159978 {fed_F0-03}{1}: [dhcpsn] [17035]: (debug):

GPN (10) if_id (0x0000000000000012) <<---- if_id nust match with the TRUSTED port

2021/04/14 19:24:19.160029 {fed_F0-03}{1}: [dhcpsn] [17035]: (debug): trusted_if_qg size=1 for vlan=10
2021/04/14 19:24:19.160041 {fed_F0-0}{1}: [dhcpsn] [17035]: (ERR): update ri has failed vlanid[10]
2021/04/14 19:24:19.160042 {fed_F0-03}{1}: [dhcpsn] [17035]: (debug): vlan mode changed to enable
2021/04/14 19:24:27.507358 {fed_F0-03}{1}: [dhcpsn] [23451]: (debug): get di for vlan_id 10

2021/04/14 19:24:27.507365 {fed_F0-03}{1}: [dhcpsn] [23451]: (debug): Allocated rep_ri for vlan_id 10
2021/04/14 19:24:27.507366 {fed_F0-03}{1}: [inject] [23451]: (verbose): Changing di_handle from 0x7f7fac

0x7f 7f ac23e438

by dhcp snooping

2021/04/14 19:24:27.507394 {fed_F0-03}{1}: [inject] [23451]: (debug): TX: getting REP RI from dhcpsn fai
2021/04/14 19:24:29.511774 {fed_F0-03}{1}: [dhcpsn] [23451]: (debug): get di for vlan_id 10

2021/04/14 19:24:29.511780 {fed_F0-03}{1}: [dhcpsn] [23451]: (debug): Allocated rep_ri for vlan_id 10
2021/04/14 19:24:29.511780 {fed_F0-03}{1}: [inject] [23451]: (verbose): Changing di_handle from 0x7f7fac

0x7f 7f ac23e438

by dhcp snooping
2021/04/14 19:24:29.511802 {fed_F0-03}{1}: [inject] [23451]: (debug): TX: getting REP RI from dhcpsn fai



c9500#set

] asic_app verbose

c9500#show | oggi ng proc fed internal

2021/04/14 20:13:56.742637 {fed_FO0-03}{1}:

VLAN event on vlan 10

, enabled 0O

2021/04/14 20:13:56.742783 {fed_F0-0}{1}:
2021/04/14 20:14:13.948214 {fed_F0-0}{1}:
2021/04/14 20:14:13.948686 {fed_F0-0}{1}:

Programtrust ports for this vlan

2021/04/14 20:14:13.948688 {fed_FO0-03}{1}:

GPN (10) if_id (0x0000000000000012) <<-- - -

2021/04/14 20:14:13.948740 {fed_FO0-03}{1}:
2021/04/14 20:14:13.948753 {fed_FO0-03}{1}:
2021/04/14 20:14:13.948754 {fed_FO0-03}{1}:

Suggest ed Traces

software trace fed

platformsoftware trace fed [sw tch

i nc dhcp

[dhcpsn] [17035]:

[dhcpsn] [17035]:
[dhcpsn] [17035]:
[dhcpsn] [17035]:

[dhcpsn] [17035]:

if_id nust

[dhcpsn] [17035]:
[dhcpsn] [17035]:
[dhcpsn] [17035]:

set platform
set platform
set platform

I NDECT

set platform
set platform
set platform

PUNT

set platform
set platform
set platform

software
software

software
software
software

software
software
software

trace
trace

trace
trace
trace

trace
trace
trace

fed
fed

fed
fed
fed

fed
fed
fed

[switch<num|active|standby>]
[switch<num|active|standby>]
[switch<num|active|standby>]

[switch<num|active|standby>]
[switch<num|active|standby>]
[switch<num|active|standby>]

[switch<num|active|standby>]
[switch<num|active|standby>]
[switch<num|active|standby>]

(info):

(debug) : vlan mode changed to disable
(info): VLAN event on vlan 10, enabled 1
(debug):

(debug):

match with the TRUSTED port

(debug): trusted_if_qgq size=1 for vlan=10
(ERR) : update ri has failed vlanid[10]
(debug) : vlan mode changed to enable

pm_td1 verbose
pm_vec verbose
pm_vlan verbose

dhcpsn verbose
asic_app verbose
inject verbose

dhcpsn verbose
asic_app verbse
punt ver



Syslog 9lJo W us)le
lowoelIdle 239> pe>dJ DHCP.

Juine: Juvd Idolbdd eds «)9w9d9d DHCP gu lucold pesd 2> 2je DHCP gds 1Uglzos
|Jpg>36.

%DHCP_SNOOPING-4-DHCP_SNOOPING_ERRDISABLE_WARNING: DHCP Snooping received 300 DHCP packets on interface
%DHCP_SNOOPING-4-DHCP_SNOOPING_RATE_LIMIT_EXCEEDED: The interface Fa0/2 is receiving more than the thre

loceld gbe DHCP gJs puwd £85) 09998 wo.
IJoizldogvide psjo ldobuwd gds wy9w9de] DHCP i.;,_9|(c_| PESU6 pu yuwlisd DHCP g,

IJpuwese wol eds 1Uslzos Es) 1Jpaead wol sldes wuivs) IUs 1o veus Idpuosd selad 1Ugpd
J¢l>o DHCP.

%DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message ty

Jl seblod guslo MAC JJboés 2 e guslo MAC slJ o DHCP.

Uiz 2lade psss Idebd eds wu9w9dsd DHCP IJezldd pu wozs guslu MAC 98 i
lJozds. Jlsoblod guglo MAC IJeo>, B oluw Ilse,ow pg IJeuslo S edd chaddr
Juwldo bdo DHCP. spdy lu Y90 ould puosd Jol) selad wudss og9pe y 9o 1Jgre6 gds
¢l>0 DHCP.

%DHCP_SNOOPING-5-DHCP_SNOOPING_MATCH_MAC_FAIL: DHCP_SNOOPING drop message because the chaddr doesn't ma

esl, 82 rouui._Jé I>)lz.

g oubde psb IJobidd gJs vu90999) DHOP 2506 DHCP slo Gse tsblo ¢
puw e wol eJs 1Upuds Es) 1Jp9esd woi 909 ol subs) [Us 1o weue Idpuosed selad IUgpd
Jebe lg oyesd DHCP.

%DHCP_SNOOPING-5-DHCP_SNOOPING_NONZERO_GIADDR: DHCP_SNOOPING drop message with non-zero giaddr or optio



op 0dds £0slo MAC Jdbu s 2 £Js pods glbs.

IJuineg: Juvde ,.o.___S_jiS IJolbdd gds y99999d DHCP g4 puosd Szlad wudss ogyp 8o
1Jg>00 £Js puos 3 Bs IJyveds.

%DHCP_SNOOPING-5-DHCP_SNOOPING_FAKE_INTERFACE: DHCP_SNNOPING drop message with mismatched source interf

ouwlisd DHCP IJos wpe oddsel gds 1Uslzos g, 1Jp9e98 wol.

IJdizldogvide psjo ldobuwd gJs wy9ew9de] DHCP i¢,_9|g_| pESU6 pu yuwlisd DHCP g,

IJpwesz wol 8Js 1U9lzos s, 1Jp9esd wol sldes wuis) IJs 1o veus Idpuassd selod 1Jgpd
Jsl>0 DHCP.

%DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port: GigabitEth

Wuvd vld lJobuwd gds w)y9w9ded DHCP. wes,) 1o |Js URL.

ooz Suvd v Lok ldobod eds wa9wsdsd DHCP.

%DHCP_SNOOPING-4-AGENT_OPERATION_FAILED: DHCP snooping binding transfer failed. Unable to access URL

edlple IJobod gds wy9w999J DHCP

DS pEIS _
lJg bl o0 lJ9 o
Cisco

CSCVi39202 SVOuud DHCP guspl DHCP snooping trust sdoy pJduw gds uplink
EtherChannel.

CSCvDA9518 ﬂ ..5;,;:@.5-_; Vless vslule IJobud gds wy9w9ded DHCP e lglss
O PSd.

CSCvk16813 [[@e lowdle £96 pis) gesd DHCP wlpwepsle IJobsd eds wisesdds) DHCP
9902dle Yuls ldeuwds 9 9oodle IUpdsuw IJpodlbes.



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi39202/?rfs=iqvred
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp49518/?rfs=iqvred
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk16813/?rfs=iqvred

CSCvd51480 (IJgle ,olb ip dhep IJobdd soowg [Jzol;.

Spdu i suwdb IUebsd gds wy90999] DHCP g1y DHCP 82 2506 pg! ip

— dhcp snooping information option allow-untrusted.

csovasgaq  [ledorble 2lds 86 ldelbdd eds wasesds DHCP g0s 2ase wbss) B
e 9bge REP.

CSCvs15759 |\s,uwd glsp DHCP 2506 NAK leule £ 0Js6 wzas> DHCP.

Jp swp wprse z29d Idobyed gds w)9w99d9d DHCP oy pJud $less wslule
CSCvk34927 (ldelbwdd gds wy9w9ded DHCP gus lgle 1wz psd.

IJobd eds wy9w99d9d DHCP Jzyg9> SDA
9lzod yub, I.Ji_9|ro_) Jleuolssle IJobud eds 90999 DHCP.

9lz06 Lulb, I9lp) (CLI) 23536 p9dys J SDA JJoedd pu leuolissle IJelbdd eds wy9e9ds]
DHCP.

~ pdlzbo: JJeuosd eds polze luoldso z9d Cisco SD-Access Fabric Edge DHCP
Process/Packet Flow and Decoding: I z¢ |Js IJ>Jdsd Ws Suwpe IJpedsple Slo Iduads.

switch#show platform fabric border dhcp snooping ipV4 statistics

switch#show platform fabric border dhcp snooping ipV6 statistics

<#root>
SDA-9300-BORDER#

show pl atform fabric border dhcp snooping ipv4d statistics

Timestamp Source IP Destination IP Source Remote Locator Lisp Instance ID VLAN PROCESS
08-05-2019 00:24:16 10.30.30.1 10.40.40.1 192.168.0.1 8189 88 10
08-05-2019 00:24:16 10.30.30.1 10.40.40.1 192.168.0.1 8189 88 11

SDA-9300-BORDER#

show pl atform fabric border dhcp snooping ipv6 statistics

Timestamp Source IP Destination IP Source Remote Locator Lisp Instanc


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd51480/?rfs=iqvred
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm55401/?rfs=iqvred
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx25841/?rfs=iqvred
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs15759/?rfs=iqvred
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk34927

08-05-2019 00:41:46 11:11:11:11:11:11:11:1 22:22:22:22:22:22:22:1 192.168.0.3 8089
08-05-2019 00:41:47 11:11:11:11:11:11:11:1 22:22:22:22:22:22:22:1 192.168.0.3 8089
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Switches)
> oJoisy gaele g£0,90,6 IP. Cisco I0S XE Amsterdam. |l ool 17.3.X |, Catalyst 9300

> oSy gaele £0,906 IP. Cisco I0S XE Amsterdam. I Jl_osl, 17.3.X |, Catalyst 9400

Sw'i'tches)
> oo sy gaele £0,906 IP. Cisco I0S XE Amsterdam. | 5, 17.3.x | Catalyst 9500

Sw-i.tches)

sdsd odasy gaple g0,906 IP. Cisco 1I0S XE Amsterdam. | J]_osl, 17.3.X (pz9Jle Catalyst 9600
Switches)

Cisco SD-Access Fabric Edge DHCP Process/Packet Flow and Decoding
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