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DHCPvt Message Type

DHCPv4 Message Type

Salicit (17 DHCPDISCOYER
Advertise (2] ODHCPOFFER
Request (3), Renew (5], Rebind () DHCPREQUEST

Reply (7] DHCPACK S DHCPMAR,
Felease (8) DHCPRELEASE
Information-Request (11) DHCPINFORM

Decline (£ DHCPDECLINE
Confirm (4) none

Feconfigure (10) ODHCPFORCEREMEWY
Relay-Forw (12), Relay-Reply {13) nane
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interface G

se
ipv6 address 2

ipvée nd o

interface G

ipv6 address

ipv6 dhcprel

igabitEthernet0/1
nameif CLIENT
curity-level 100
001:db8:100::1/64
ipv6 enable
ther-config-flag
1
igabitEthernet0/0
nameif SERVER
security-level 0
2001:db8:200:1/64

ipv6 enable
1

ipv6 dhcprelay server 2001:db8:200:2 inside

ay enable outside
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Client Server

Information-request
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DHCPvb
Client Relay-Forward Server
Information-request Information-request =

Reply
Relay-Reply
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IPv6 DHCP: Received INFORMATION-REQUEST from fe80::c671:feff:fe93:b5la on CLIENT

IPv6 DHCP: detailed packet contents

(src fe80::c671l:feff:fe93:b51la (CLIENT

dst ££f02::1:2

type INFORMATION-REQUEST (11), xid 1588088

option ELAPSED-TIME(8), len 2

elapsed-time 0

option CLIENTID(1), len 10

00030001c471fe93b516

option ORO(6), len 6

DNS-SERVERS, DOMAIN-LIST, UNKNOWN
IPv6 DHCP_RELAY: Relaying INFORMATION-REQUEST from fe80::c671:feff:fe93:b51a on CLIENT
IPv6 DHCP_RELAY: Creating relay binding for fe80::c671:feff:fe93:b51la at interface CLIENT
IPv6 DHCP_RELAY: to 2001:db8:200::2 via 2001:db8:200::2 using SERVER
IPv6 DHCP: Sending RELAY-FORWARD to 2001:db8:200::2 on SERVER

IPv6 DHCP: detailed packet contents
src 2001:db8:200::1
(dst 2001:db8:200::2 (SERVER
type RELAY-FORWARD(12), hop 0
link 2001:db8:100::1
peer fe80::c671:feff:fe93:b51a
option RELAY-MSG(9), len 34
type INFORMATION-REQUEST (11), xid 1588088
option ELAPSED-TIME(8), len 2
elapsed-time 0



option CLIENTID(1), len 10
00030001c471£fe93b516
option ORO(6), len 6
DNS-SERVERS, DOMAIN-LIST, UNKNOWN
option INTERFACE-ID(18), len 4
0x00000015
IPv6 DHCP: Received RELAY-REPLY from 2001:db8:200::2 on SERVER

IPv6 DHCP: detailed packet contents

(src 2001:db8:200::2 (SERVER

dst 2001:db8:200::1

type RELAY-REPLY (13), hop 0

link 2001:db8:100::1

peer fe80::c671:feff:fe93:b51a

option RELAY-MSG(9), len 67

type REPLY(7), xid 1588088

option SERVERID(2), len 10
00030001002414a33c94

option CLIENTID(1), len 10
00030001c471£fe93b516

option DNS-SERVERS(23), len 16
db8:1000::1:2001

option DOMAIN-LIST(24), len 11
cisco.com

option INTERFACE-ID(18), len 4

0x00000015
IPv6 DHCP_RELAY: Relaying RELAY-REPLY from 2001:db8:200::2 on SERVER
IPv6 DHCP_RELAY: relayed msg: REPLY
IPv6 DHCP_RELAY: to fe80::c671:feff:fe93:b51a

IPv6 DHCP: Sending REPLY to fe80::c671l:feff:fe93:b51la on CLIENT

IPv6 DHCP: detailed packet contents
src feB80::219:7ff:fe24:2e44
(dst fe80::c671:feff:fe93:b51la (CLIENT
type REPLY(7), xid 1588088
option SERVERID(2), len 10
00030001002414a33c94
option CLIENTID(1), len 10
00030001c471£fe93b516
option DNS-SERVERS(23), len 16
db8:1000::1:2001
option DOMAIN-LIST(24), len 11
cisco.com
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Protocol  Length  Identification

Oxfezadf C

133

reply XID: 00030001c471Fe53h516

I0:

Mext header: upP (173

Hop Jdimit: 255
E-E-- —
ource: Tes0::ca/l:feft:feds:hila (Fes0::ca 1 :feff feds:hilal ) Src. Address field set to link-local IPv6 address assigned to the sending interface.
Tt s K lw AF T ETE h E =R Lal]
Joestination: £f02::1:2 (FF02::1:2) |mmmmmjieme—  Dst. Address set to link-local scope all-routers Multicast address (FF02::2).
[SOUrCE GenIr: OrRnown]
[Destination GeoIP: Unknown]
User Datagram Protocol, [STC Port: OnCpve-c Tent (928), Dst rort: dncpwo-server (3470 ] UDP ports used for DHCPv6.
= DHCPvE
[fessage type: Information-reguest (11) |
Transaction ID: OxFcsadt
B Elapsed time
option: Elapsed time (8)
Length: 2
value: 0000
Elapsed-time: 0 ms
= client rdentifier
option: Client Identifier (1)
Length: 10
value: 00030001c471fe93holE
DUID: 00030001c471Fe93b516
DUID Type: link-Tayer address (3)
Hardware Type: Ethernet (1)
Link-Tayer address: c4:71:fe:93:h5:16
= option Request
option: option Reguest (6)
Length: &
value: 001700180020
Requested Option code: DNS recursive name server (23)
reguested option code: Domain Search List (240 Requested options.
Eequested ootion codes 1 fatima (327 -

m

ASA dauwlg,; i p5 s3I DHCP Jlb

Destination Protocol
10 0 8 0::] 8 5]
2 0.0048346 DHCPvE

Length Identification
146 ] w2000 0 > df cID: 00 i
179 g

< I '
User patagram protocol,|src port: dhcpug-server (547), Dst Port: dhcpvé-server (5470 ] Ports used for DHCPv6 Relay N
B DHCP6

pressage type: Relay-forw (12)]
Aopcount . 0
JLink address: 200l:db8:100::1 (2001:db8:100::1) |
Peer address: TeB0::ce7l:feft:Ted3:hsla (tes0::ca7l:feff:feo3:h51lal
B Relay Message
option: relay message (9)

Length: 34
value: 0bfc3adfooo8000200000001000a00030001cd 71fe93b516. ..
= DHCPvE

Messange type: 1nformation-reguest (111 |
[fransaction ID: OxfcZadh
= Elapsed time
option: Elapsed time (8]
Length: 2
value: 0000
Elapsed-time: O ms
= Client Identifier
option: Client Identifier (12
Length: 10
value: 00030001c471Fe23b516
DUID: 00030001c471fe93bs1l6
DUID Type: Tink-Tlayer address (3]
Hardware type: Ethernet (1)
Link-Tayer address: c4:71:fe:93:h5:16
= option Request
option: option Reguest (&)
Length: 6
value: 001700180020
reguested option code: DHS recursive name server (23)
requested option code: Domain Search List (24) J

m
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Mo, Time Source Destination
1 0.000000 2001 :db8:200::1 2001 :dhs8
2001: 2001:

Protocol  Length  Identification Info
DHZPYE 146 relay-forw L:

(= DHCPWE -
[tessage type: Relay-reply (13) ]
Aopcount . o
JLink address: 2001:db8:100::1 (2001:db8:100::1)]
Peer address: TeB0::cev7l:Teft:Ted3:h51a (fel0::ca7l:feff:feo3:b51a)

B Relay Massage
Ioptinm: Relay Massage (9)'

o=l ge i ]
value: 07Fc3adfo002000a00030001002414233C940001000a0003. ..
= DHCPvE

Message Type: Reply (7))
Transaction ID: Oxfcsal
= server Identifier
option: server Identifier (20
Length: 10
value: 00030001002414a33c%4
DUID: 0Q0030001002414a33c594
DUID Type: Tlink-Tayer address (3)
Hardware type: Ethernet (1)
Link-Tayer address: 00:24:14:a3:3c:94
@ Client Identifier
DH= TEcUrsTvE Mame Server
option: DNS recursive name server (23]
Length: 16
value: 20010db8100000000000000000000001 DNS Server Provided hy DHCPv6 Server
CNS server address: 2001:db8:1000::1 ¢2001:cdb8:1000::1)

m

option: pomain search List (24) -
Length: 11

value: 05636973636F0363676d00
DMNS Domain Search List Domain name

pomain: cisco.com -

Juosll J| ag>g5 63le] cus sl )

Protocol  Length Identification Info
DHCPYG 100 Information-request xI0: Oxfc3adf cIp: 00030001c471F203h5:

Destination
faff:fes3:bsla oz
:fez i

Mo,  Time
1 0.000000

Source

< n '

@ Internet Protocol Version 6, src: fe80::210:77F:Fe2d:2e44 (fe80::210:7FF:fa24:2e447, Dst: fes0::ce7l:feff:fedz:hsla (fe80::c671l:feff:fed3:b5la) 9
User Dpatagram Protocol, [Src Port: dhcpvé—server (547), Dst Port: dhcpwb-client (546) | Ports used to reply clients
= DHCPvE
IMezsage type: Reply (701
Transaction ID: Oxfc3adf
= server Identifier
option: server Identifier (20
Length: 10
value: 00030001002414a33c%4
DUID: 00030001002414a33c594
DUID Type: link-Tlayer address (3)
Hardware type: Ethernet (1)
Link-Tayer address: 00:24:14:a3:3c:94
= Client Identifier
option: client Identifier (1)
Length: 10
value: 00030001c471Fes3b516
DUID: 00030001cd71fe93hsle
DUID Type: link-Tayer address (3)
Hardware type: Ethernet (1)
Link-Tayer address: c4:71:fe:93:h5:16
TECUr S Ve name server
option: DNS recursive name server (23]
Length: 18
value! 20010dk8100000000000000000000001 Information forwarded to client
DNS server address: 2001:db8:1000::1 (2001:cdh8:1000::1)
= Domain search List
option: pomain Search List (24)
Length: 11
value: 05636973636f03636F6d00
DNS Domain Search List
Domain: cisco.com -

m

aJl=Jl 95 DHCPV6
oSl

‘ASA _le Al 95 DHCPVE i 55 053 Cawluw¥l (oSl L Losdg

interface GigabitEthernet0/1
nameif CLIENT

security-level 100

ipv6 address 2001:db8:100::1/64
ipv6 enable

1

interface GigabitEthernet0/0
nameif SERVER

security-level 0
ipv6 address 2001:db8:200:1/64
ipv6 enable



|
ipv6 dhcprelay server 2001:db8:200:2 inside
ipv6e dhcprelay enable outside
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Relay-Forward Relay-Reply [

Client Ad\FEIﬁSE @
g Request I Request
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Reply

Relay-Reply
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IPv6 DHCP: Received SOLICIT from fe80::c671:feff:fe93:b51la on CLIENT

IPv6 DHCP: detailed packet contents
(src fe80::c671l:feff:fe93:b51la (CLIENT
dst ££f02::1:2
type SOLICIT (1), xid 2490681
option ELAPSED-TIME(8), len 2
elapsed-time 0
option CLIENTID(1), len 10
00030001c471fe93b516
option ORO(6), len 4
DNS-SERVERS, DOMAIN-LIST
option IA-NA(3), len 12
IAID 0x00040001, T1 0, T2 O
IPv6 DHCP_RELAY: Relaying SOLICIT from fe80::c671:feff:fe93:b51la on CLIENT



IPv6 DHCP_RELAY: Creating relay binding for fe80::c671:feff:fe93:b51la at interface CLIENT

IPv6 DHCP_RELAY:
IPv6 DHCP:

to 2001:db8:200::2 via 2001:db8:200::2 using SERVER
Sending RELAY-FORWARD to 2001:db8:200::2 on SERVER

IPv6 DHCP: detailed packet contents
src 2001:db8:200::1
(dst 2001:db8:200::2 (SERVER
type RELAY-FORWARD(12), hop 0
link 2001:db8:100::1
peer fe80::c671:feff:fe93:b51a

option RELAY-MSG(9), len 48
type SOLICIT (1), xid 2490681
option ELAPSED-TIME(8), len 2

elapsed-time 0
option CLIENTID(1), len 10
00030001c471fe93b516
option ORO(6), len 4
DNS-SERVERS, DOMAIN-LIST

option IA-NA(3), len 12

IATID 0x00040001, T1 0, T2 O
option INTERFACE-ID(18), len 4
0x00000015

IPv6 DHCP: Received RELAY-REPLY from 2001:db8:200::2 on SERVER

IPv6 DHCP: detailed packet contents
(src 2001:db8:200::2 (SERVER
dst 2001:db8:200::1
type RELAY-REPLY (13), hop 0
link 2001:db8:100::1
peer fe80::c671:feff:fe93:b51a
option RELAY-MSG(9), len 111
type ADVERTISE(2), xid 2490681
option SERVERID(2), len 10
00030001002414a33c94
option CLIENTID(1), len 10
00030001c471£fe93b516
option IA-NA(3), len 40
IAID 0x00040001, T1 43200, T2 69120
option IAADDR(5), len 24
IPv6 address 2001:db8:300:0:48ae:5£5d:8290:e926
preferred INFINITY, valid INFINITY
option DNS-SERVERS(23), len 16
db8:1000::1:2001

option DOMAIN-LIST(24), len 11
cisco.com
option INTERFACE-ID(18), len 4
0x00000015
IPv6 DHCP_RELAY: Relaying RELAY-REPLY from 2001:db8:200::2 on SERVER
IPv6 DHCP_RELAY: relayed msg: ADVERTISE

IPv6 DHCP:

to fe80::c671:feff:fe93:b51a
on CLIENT

IPv6 DHCP_RELAY:
Sending ADVERTISE to fe80::c671:feff:fe93:b51la

IPv6 DHCP: detailed packet contents
src fe80::219:7ff:fe24:2e44

(dst fe80::c671:feff:fe93:b51la (CLIENT
type ADVERTISE(2), xid 2490681

option SERVERID(2), len 10
00030001002414a33c94

option CLIENTID(1), len 10
00030001c471£fe93b516

option IA-NA(3), len 40

IATID 0x00040001, T1 43200, T2 69120
option IAADDR(5), len 24

IPv6 address 2001:db8:300:0:48ae:5£5d:8290:e926



preferred INFINITY, valid INFINITY
option DNS-SERVERS(23), len 16
db8:1000::1:2001
option DOMAIN-LIST(24), len 11
cisco.com
IPv6 DHCP: Received REQUEST from fe80::c671:feff:fe93:b51la on CLIENT

IPv6 DHCP: detailed packet contents

(src fe80::c671:feff:fe93:b51la (CLIENT

dst ££f02::1:2

type REQUEST (3), xid 2492842

option ELAPSED-TIME(8), len 2

elapsed-time 0

option CLIENTID(1), len 10

00030001c471£fe93b516

option ORO(6), len 4

DNS-SERVERS, DOMAIN-LIST

option SERVERID(2), len 10

00030001002414a33c94

option IA-NA(3), len 40

IATID 0x00040001, T1 0, T2 O

option IAADDR(5), len 24

IPv6 address 2001:db8:300:0:48ae:5£5d:8290:e926
preferred INFINITY, valid INFINITY

IPv6 DHCP_RELAY: Relaying REQUEST from fe80::c671:feff:fe93:b51la on CLIENT
IPv6 DHCP_RELAY: to 2001:db8:200::2 via 2001:db8:200::2 using SERVER
IPv6 DHCP: Sending RELAY-FORWARD to 2001:db8:200::2 on SERVER

IPv6 DHCP: detailed packet contents

src 2001:db8:200::1

(dst 2001:db8:200::2 (SERVER

type RELAY-FORWARD(12), hop 0

link 2001:db8:100::1

peer fe80::c671:feff:fe93:b51a

option RELAY-MSG(9), len 90

type REQUEST (3), xid 2492842

option ELAPSED-TIME(8), len 2
elapsed-time 0

option CLIENTID(1), len 10
00030001c471£fe93b516

option ORO(6), len 4
DNS-SERVERS, DOMAIN-LIST

option SERVERID(2), len 10
00030001002414a33c94

option IA-NA(3), len 40
IATID 0x00040001, T1 0, T2 O
option IAADDR(5), len 24

IPv6 address 2001:db8:300:0:48ae:5£5d:8290:e926
preferred INFINITY, valid INFINITY
option INTERFACE-ID(18), len 4
0x00000015
IPv6 DHCP: Received RELAY-REPLY from 2001:db8:200::2 on SERVER

IPv6 DHCP: detailed packet contents
(src 2001:db8:200::2 (SERVER
dst 2001:db8:200::1
type RELAY-REPLY (13), hop 0
link 2001:db8:100::1
peer fe80::c671:feff:fe93:b51a
option RELAY-MSG(9), len 111
type REPLY (7), xid 2492842
option SERVERID(2), len 10

00030001002414a33c94

option CLIENTID(1), len 10



00030001c471£fe93b516
option IA-NA(3), len 40
IAID 0x00040001, T1 43200, T2 69120
option IAADDR(5), len 24
IPv6 address 2001:db8:300:0:48ae:5£5d:8290:e926
preferred INFINITY, valid INFINITY
option DNS-SERVERS(23), len 16
db8:1000::1:2001
option DOMAIN-LIST(24), len 11
cisco.com
option INTERFACE-ID(18), len 4
0x00000015
IPv6 DHCP_RELAY: Relaying RELAY-REPLY from 2001:db8:200::2 on SERVER
IPv6 DHCP_RELAY: relayed msg: REPLY
IPv6 DHCP_RELAY: to fe80::c671:feff:fe93:b51a
IPv6 DHCP: Sending REPLY to fe80::c671l:feff:fe93:b51la on CLIENT

IPv6 DHCP: detailed packet contents
src feB80::219:7ff:fe24:2e44
(dst fe80::c671:feff:fe93:b51la (CLIENT
type REPLY(7), xid 2492842
option SERVERID(2), len 10
00030001002414a33c94
option CLIENTID(1), len 10
00030001c471£fe93b516
option IA-NA(3), len 40
IATID 0x00040001, T1 43200, T2 69120
option IAADDR(5), len 24
IPv6 address 2001:db8:300:0:48ae:5£5d:8290:e926
preferred INFINITY, valid INFINITY
option DNS-SERVERS(23), len 16
db8:1000::1:2001
option DOMAIN-LIST(24), len 11
cisco.com

Wireshark o lasal

(Solicit (1 as 4

.DHCPV6 p>lg> 8990 3axil Solicit ddlw) DHCPV6 Jwoc Juw

Qurce Destingtion Brotocol  Length Identification Info

lfeg0 car)ifeffifonahila ffoo 1. DHODWE 114 olicit =ID: Qxpe0120 cIh: 00030001ca7 feozbole |

feB0::210:7ff:fe2d :2ed44 fed0::ce7l:Feff:fed3:h51la DHCPVE 177 Advertise xID: 0x260139 CID: 00030001c471fe93b516 Ias: 2001:dbB:300:0:48ae:5F5d:8200:292¢
fesou: :c671:feff:fev3:b5la ffoz::1:2 DHCPWG 156 Request XID: Ox260%3aa CID: 00030001c471fes3h516 Taa: 2001:db8:300:0:48ae:5F5d:8200: 2526
feb::210:7ff:Fe2d4:2e44 febl::c671l:feff:fe93:051a DHCOPWE 177 Reply XID: 0x2608aa CID: 00030001c471fe93b516 Iaa: 2001:dbB8:300:0:48ae:5F5d:8290:2928

4 m '
@ LATEFA&T FrOTOCOl VEFSTON B, SFc: TesU:iCh/LiTATT:ITeYs:091d (TASU:ICh/LITarT TAYS: 09La ), UST: TTULIILis (TTUZiilis)
User Datagram Protocol, |src Port: dhcpvé-client (54&), Dst Port: dhcpvé-server (347) | Perts used between clients and Relay Agent (ASA).
(=l DHCPY6
Pessage type:_sonicit (] DHCPv6 client sends a solicit message.
Transaction ID: 0Ox26013% M
B Elapsed time
option: Elapsed time (8)
Length: 2
value: 0000
Elapsed-time: 0 ms
= Client Identifier
option: client Identifier (1)

Length: 10
value: 00030001c471feG3h516

| DUID: 00030001cd471fe93h5ls Each DHCP client and server has a DUID. DHCP servers use DUIDs to identify clients for the selection of configuration parameters
DUID Type: Tink-Tayer address (3) and in the association of 1As with clients.

Hardware type: Ethernet (1)

Link-Tayer address: c4:71:fe:93:h5:16
= Option Request

option: option Reguest (6) |

Length: 4

value: 00170018
Requested Option code: DMS recursive name server (23]
ption code: Domain Search List (240
= Identity Association for Mon-temporary Address

m

The client is responsible for creating l1As and requesting that a server assign IPv6 address to 1A,

Tt
value: 000400010000000000000000
TAID: 00040000

T1: 0
TZ: 0 -

alw, )l o)l pMel, ASA pgi,



ply L: 2001:cdb8:100 Advertise ®ID: 0x260139 CID: 00030001c471fe
2001:db8:200: :1 2001 :dbd:200 DHCPYE 202 relay-forw L: 2001:db8:100::1 Request XID: O0x2609aa CID: 00030001c471fed3h

2001 :cdb8:200::2 2001 :cdb8:200::1 DHCPYE 223 relay-reply L: 2001:cdb8:100::1 Reply ®ID: 0x26089aa CID: 00030001c471fe33b5
« [ 1 '

# Frame 1: 160 hbytes on wire (1280 bits), 160 bytes captured (1230 bits)
Ethernet II, Src: Cisco_24:2e:44 (00:19:07:24:2e:447, Dst: Cisco_a3:3c:98 (00:24:14:a3:3c:98)
802.10 wirtual LAN, PRI: 0, CFI: O, ID: 901
Internet Protocol version 6,[src: 2001:db8:200::1 (2001:0b8:200::1), Dst: 2001:db8:200::2 (2001:dbB:200::2) |
User Datagram PrUtDcUT,|Src port: dhcpvé-server (547), Dst Port: dhcpwG-server (547) | Ports used between ASA and DHCPV6 server.
= DHCPY6
|Message type: Relay-torw (12) |
e apmiels e
Link address: 2001:db8:100::1 (2001:db3:100::1)
peer address: fe80::ca7l:feff:fes3:h51a (fel80::ca71l:feff:feo3:b51a)
£ Relay Massage
option: relay message (9)

ASA relay’s Solicit message

TETTT
Alue: 012600 30000800020000000] 000a00023000] c47]feo3hn]
= DHCPvE

Message type: solicit (1)
Transaction ID: Ox26013%
= Elapsed time
Client Identifier
option Request
Identity Association for Mon-temporary Address
B IPCErT ace-10

(2) oM

Jsac o lgial a5 Solicit dluw,) & xiwl DHCP doxxd 6,90 gl I 6, oMl dlu, poll Juw

Destination Protocol

2001 :cdb3:200

Source Length Identification Info -

relay-forw L: 2000:dbs:100 solicit ®ID: 0x260139 CI 00030001 cd71Fe93h!

DHCPvE E Relay ¥ L Advert <ID: E D: c4 7L
2000 :db&:200::1 2001 :dbB8:200::2 DHCPVE 202 Relay-forw L: zool:db&:100::1 Request XID: 0x260%aa CID: 00030001c471fes3ht
2001 :db&:200::2 2001:db8:200::1 DHCPVE 223 rRelay-reply L: 2001:db8:100::1 Reply XID: Ox260%a3a CID: 00030001c471feozhsd -

« I M v

Frame 2: 223 bytes on wire (1784 bits), 223 bytes captured (1734 bits)
Ethernet II, Src: Cisco_a3:3c:898 (00:24:14:a3:3c:98), Dst: Cisco_24:2e:44 (00:19:07:24:2e2:44)
802.10 virtual LAN, PRI: 6, CFI: Q. ID: 901
Internet Protocol Version 6, Sr 2000 :db8:200::2 (2001 :cdh8:200::2), Dst: 2001:cdbB8:200::1 (2001:db8:200::10
User Datagram Protocol, Src Port:ldhcpvé-servar (5477, Dot port: dhcpuG-servar (5477
= DHCPvE

[Message type: Relay-reply (13 ]

Ropcount: o

Link address: 2001:db8:100::1 (2001:db3:100::1)

Peer address: feB0::cé7l:feff:fed3:h51a (fel80::ca71l:feff:fe93:b51a)
B Relay Message

option: relay message (9)

Length: 111
value: 022601350002000a00030001002414233¢94000100020003. . .
E DHCPYE
[Fessane type: aduertise tz) | Server sends an Advertise message to indicate that it is available for DHCPV6 service.

Tron=ociion Tho horpl=n
server Identifier

Client Identifier

Identity association for won-temporary Address
DNS recursive name server

Domain search List

Interface-Id

Transaction ID: Ox260139
= Server Identifier
option: server Identifier (20

Length: 10
value: 00030001002414333c%4
[ouzD: c0030001002414a33¢94 | Server DUID

DUID Type: [1nk-Tayer address (3]
Hardware type: Ethernet (1)
Link-Tayer address: 00:24:14:a3:3¢:94
Client Identifier
= Identity Association for Mon-temporary Address M
option: Identity Association for Mon-temporary address (30
Length: 40
£ 00002800001 02000005001820010db803000000. . .

T2: 68120
= IA Address
option: Ia address (5)
Length: 24

alue: 20010db80300000048aest5d8200es 26 FHFrrrfirffrirft
Pv6 address: 2001:db8:300:0:48ae:5F5d:8200:8526 (2001 :db8:300:0:48a8:5F5d:8290:2926) Offered IP Address
Freterred TiTetime: Tnt ity
preferred Tifetime: infinity
[ DHE recursive name server
option: DNS recursive name server (23]

Length: 18
alua: 20000dka] 000000AAAAAA0AAGANAAAN]
I DS server address: 2001:db8:1000::1 ¢2001l:dbS:1000::1) | DNS Server IP Address

= Domain search List
option: pomain Search List (24)
Length: 11
value: 05636973636f03636F6d00
Dz pomain Search List
| comain: cisco.com | Domain Name Provided
Interface-Id -

(3) b

2o 5 o gl GBI 91 IP cuslic cains (Il wopsSill olalzo L) Ll dllwy Jsasdl Juw



Source Destination Protocol  Length Identification  Info
1cE71:feff:fa93ihila ffoz:i:l:2 DHCPYE 114 solicit XID: Ox26013% CID: 00030001c471fed3bils ]
co71:feff:fen3:b51a  DHCPWE 177 Advertise «I0: 02260139 CID: 00030001c471f03h516 Tas: 2001 :dh8:300:0:48a0:5F5d:8290:209:0

210:7ff:fe2d:0044 feg0
s:ch7l:feff:feg3:h5la froz2::1:2 DHCPWE 156 Request ¥ID: 0x260%3a CID: 00030001c471fed3b5le Taa: 2001:db8:300:0:48aa:5F5d:8290:e92§
e o mo———m —— = == = e S e o —— e e e
BLTICEN EL R OLUGO T W 5 IO Uy e S s L | S =S¥ oA G S UYL S I EEI L WIia, USL. I WE . Ll 1T WE . e Lel g ]
@ User Datagram Protocol, Src Port: dhcpv&—c?ientl(546), Dst Port: dhcpvé-server (54?)'

= DHCPVE

Transaction ID: 0x2609aa
B Elapsed time
option: Elapsed time (8)
Length: 2
value: 0000
Elapsed-time: 0 ms
= Client 1dentifier

B option Reguest
I option: option Reguest (&) I
TErT T S
value: 00170018
|Requested option code: DMS recursive name server (230
requested option code: Domain Search List (240
® Server Identifier
B Identity Association for Non-temporary address
option: Identity association for won-temporary address (30
Length: 40
value: 0004000100000000000000000005001820010db803000000. . .
IAID: 00040001
T1: 0
Ti: 0
= IA Address
option: IA address (5)
Lencth: 24
walue: 20010cdb80300000048aest5d8200es2ef It = .
IPv6 address: 2001:0b8:300:0:48a2:5F50:820012026 (2001:db8:300:0:482: 57 50: 82001 2026) Client raquest for IPv6 Address, DNS Server, Domain name.
Freferred TiTetime: Tnm 1ty
preferred Tifetime: infinity

m

(7) 2,

9l "3z 9l "l 91 "I @) dyliw] iS5 olaleog dnme cuolie le sgixs ">," Al el S
o clogleo o @l dbxiw] (oSS clalze e o ™" @l el Juwp - Juac o lguils @3 )"
piz Sl bW duwlio Jsasll _J] dismall (usliell ol Gad i 91 3585 "aSh" @by e 1y "s)" allu,y polI
"5a8)" ol "lawsl" Wl pMiwl H1EW "s," Al sl a4 Jsoadl Jlasl

Source Destination Protocol  Length Identification Info -
2001:chE:200::1 2001 :dbB8:200::2 DHCPWE 160 Relay-forw L: 2001:cbh3:100::1 solicit ®ID: Ox260139 CID: Q0030001c471fe93hs

2 2001 :cdb8:200::1 DHCPwG 223 Relay-reply L: 2001:cdb8:100::1 Adwertise ®ID: 0x260139 CID: 00030001c471fe9:
DHCPw & 202 Request XID: 0x2600aa CID: 00030001c471fed3hs

= DHCPVE

| message type: reply (7)) |
Transaction ID: OxZ60%aa
@ Server Identifier
®= Client 1dentifier
= Identity Association for Non-temporary Address
option: Identity Association for non-temporary address (3)
Length: 40
value: 000400010000a8c0000102000005001820010db803000000. ..
IAID: Q0040001
T1: 43200
T2: 60120
E Ia Address
option: IA Address ¢5)
Length: 24
wvalue: 20010db80300000048Baes5T 5d8290esz6fFIFFFrffrffffrfff
IPvE address: 2001:db8:300:0:48ae:575d:8290:e926 (2001:db3:300:0:48ae:5F5d:8290:2926)
preferred Tifetime: infinity
preferred Tifetime: infinity
= DNS recursive name server
option: DNS recursive name server (23]
Length: 16
value: 20010db8100000000000000000000001
DNs server address: 2001:db8:1000::1 (2001:cdb8:1000::1)
= Domain Search List
option: pomain search List (24)
Length: 11
value: 05636973636F0363676d00
DNS Domain Search List
pomain: cisco. com 1

le>Nol9 ellasVl BLiSiwl

DHCPV6 o313 JLasVl aSk;

w

ciscoasa# show ipv6é neighbor
IPv6 Address Age Link-layer Addr State Interface

db8:200::2 0 0024.14a3.3c98 REACH SERVER:2001

omss oblael e Sl lhu s (il dojx)l asiziw IPV6 Glgic llay baie Jwosll o o3l Lab oo 25T
(Al pgae Jlas Al sl) olgisll



boliyVl e IPVB wlgsn 2929 dLiisY Router Solicit @l Ju %18 DHCPVE dlac Jasl L loxis
oI iVl Gwly Ud @Yl IPVE Slgzgo ddllas J>1 oo sasioll cull azgo b )y Juw ,, oD9
‘Jsaxll 03D o2 cazgall Lulodl &l

IPV6 glgic Llla, sl Gawaall MAC ylgic 98 Haaall olgic Ja> -
.02-00-00-00-33-33 _lc dg=9ll Glgic Ja> uss oo -
Joaxll 0i® Lo ,c piy cazgall uladl Al IPVE Lul, 9

1€ olsigll 9l Jluw, Yl dg=ly JI aiwss o5 bliyW (lxo IPV6 wlsic JI Lol "yaanll plsic” Ja> ousi o -
() IPV6 J 330l

(FF02::2) _lxall $ladl ol olezgall JSI saziall cull olsie Il gzl wloic Ja> mss a5 -

255 _lc (Hop) sglaxl 3> Ji> cussi pi -

Slogleall e azgall oMol dlu, oz lgd Lol ol e azgall oMel Sl IPVE olgzen Juw i <yl
<lbuos (MTU) elbls ¥ Jlu,Y asVl axll 61599 bliyVl bl xaxd dévanll 65621 o dsgliaall

.0d2 w0

ciscoasa(config)# show capture capin detail

fe80::c671:feff:fe93:b51a.546 > ££02::1:2.547: [udp sum ok] udp 42
hlim 255] (len 100)---->Request from client]

[fe80::219:7ff:fe24:2e44.547 > fe80::c671:feff:fe93:b51a.546: [udp sum ok
(udp 75 [class 0xe0] (len 133, hlim 255

ciscoasa(config)# show capture capout detail
packets captured 2

db8:200:1.547 > 2001:db8:200:2.547: udp 88:2001 12:06:52.700799 :1
class 0xe0]---->ASA forwards request to DHCPv6 router]

db8:200:2.547 > 2001:db8:200:1.547: udp 121:2001 12:06:53.289047 :2
.class 0xe0]----> Reply from DHCPV6 server]

DHCP Ji> i ol 50

ciscoasa# show ipvé dhcprelay binding
in use, 1 most used 1

(Client: fe80::c671:feff:fe93:b51la (CLIENT
DUID: 00030001c471fe93b516, Timeout in 56 seconds

debug ipV6 9 el 1399 6,609 6,i9 a2y auisll sacluall LiSo 19 0 o))l Wi> pi tdla>No
.dhcprelay

IPv6 DHCP_RELAY: Deleting binding for fe80::c671:feff:fe93:b51a at interface CLIENT

ciscoasa# show ipvé6 dhcprelay statistics

:Relay Messages

SOLICIT 2
ADVERTISE 2
REQUEST 2
CONFIRM 0



RENEW

REBIND

REPLY

RELEASE

DECLINE

RECONFIGURE

INFORMATION-REQUEST
RELAY-FORWARD
RELAY-REPLY

P P OO0 O ORFr W o o

o

:Relay Errors
Malformed message:
Block allocation/duplication failure:
Hop count limit exceeded:
Forward binding creation failure:
Reply binding lookup failure:
No output route:
Conflict relay server route:
Failed to add server input rule:

O O O O O O o o o

Unit or context is not active:

Total Relay Bindings Created: 8

Ol ¢ u9lic

23] JWI awsl| glay . aSuial) aolaiiwl oo elgsVl azy DHCPVE J cusall wlsiell laol eMasll Say
.l 95 DHCPV6 8 ulsiell Hlasl, o iball slasVl auuas

elasVl aas

IPv6 DHCP: Received RELEASE from fe80::c671:feff:fe93:b51la on CLIENT

IPv6 DHCP: detailed packet contents
(src fe80::c671:feff:fe93:b51a (CLIENT
dst £f02::1:2
type RELEASE(8), xid 3180815
option ELAPSED-TIME(8), len 2
elapsed-time 0
option CLIENTID(1), len 10
00030001c471fe93b516
option SERVERID(2), len 10
00030001002414a33c94
option IA-NA(3), len 40
IATD 0x00040001, T1 0, T2 O
option IAADDR(5), len 24
IPv6 address 2001:db8:300:0:48ae:5£5d:8290:e926
preferred INFINITY, valid INFINITY
IPv6 DHCP_RELAY: Relaying RELEASE from fe80::c671:feff:fe93:b5la on CLIENT
IPv6 DHCP_RELAY: Creating relay binding for fe80::c671l:feff:fe93:b51la at interface CLIENT
IPv6 DHCP_RELAY: to 2001:db8:200::2 via 2001:db8:200::2 using SERVER
IPv6 DHCP: Sending RELAY-FORWARD to 2001:db8:200::2 on SERVER

IPv6 DHCP: detailed packet contents
src 2001:db8:200::1
(dst 2001:db8:200::2 (SERVER
type RELAY-FORWARD(12), hop 0
link 2001:db8:100::1



peer fe80::c671:feff:fe93:b51a
option RELAY-MSG(9), len 82
type RELEASE(8), xid 3180815
option ELAPSED-TIME(8), len 2
elapsed-time 0
option CLIENTID(1), len 10
00030001c471£fe93b516
option SERVERID(2), len 10
00030001002414a33c94
option IA-NA(3), len 40
IATID 0x00040001, T1 0, T2 O
option IAADDR(5), len 24
IPv6 address 2001:db8:300:0:48ae:5£5d:8290:e926
preferred INFINITY, valid INFINITY
option INTERFACE-ID(18), len 4
0x00000015
IPv6 DHCP: Received RELAY-REPLY from 2001:db8:200::2 on SERVER

IPv6 DHCP: detailed packet contents

(src 2001:db8:200::2 (SERVER

dst 2001:db8:200::1

type RELAY-REPLY (13), hop 0

link 2001:db8:100::1

peer fe80::c671:feff:fe93:b51a

option RELAY-MSG(9), len 45

type REPLY(7), xid 3180815

option SERVERID(2), len 10
00030001002414a33c94

option CLIENTID(1), len 10
00030001c471£fe93b516

option STATUS-CODE(13), len 9
(status code SUCCESS (0
status message: SUCCESS

option INTERFACE-ID(18), len 4

0x00000015
IPv6 DHCP_RELAY: Relaying RELAY-REPLY from 2001:db8:200::2 on SERVER
IPv6 DHCP_RELAY: relayed msg: REPLY
IPv6 DHCP_RELAY: to fe80::c671:feff:fe93:b51a

IPv6 DHCP: Sending REPLY to fe80::c671l:feff:fe93:b51la on CLIENT

IPv6 DHCP: detailed packet contents
src feB80::219:7ff:fe24:2e44
(dst fe80::c671:feff:fe93:b51la (CLIENT
type REPLY(7), xid 3180815
option SERVERID(2), len 10
00030001002414a33c94
option CLIENTID(1), len 10
00030001c471£fe93b516
option STATUS-CODE(13), len 9
(status code SUCCESS (0
status message: SUCCESS

do Old Slogleo

dalizall DHCP ol L5 agd

ASA DHCP > 5 oS5 Jbo

IPV6 9,0 &,> 40 ASA 9SS



https://technet.microsoft.com/en-us/library/cc958929.aspx
/content/en/us/support/docs/security/adaptive-security-appliance-asa-software/116265-configure-product-00.html
/content/en/us/support/docs/security/adaptive-security-appliance-asa-software/119012-configure-asa-00.pdf

ASDM 655 Jliog CLI plaziwl ASA do ;> blaill



//www.cisco.com/c/ar_ae/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
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