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hostname Routerll

!

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0
Connected to Router2l. ! interface FastEthernet(0/1 ---!
ip address 172.16.11.1 255.255.255.0 !--- Connected to
PIX1. ! router ospf 1 log-adjacency-changes network
192.168.10.0 0.0.0.255 area 0 default-information
originate metric 5 route-map check-default !--- A
default route is advertised into OSPF conditionally
(based on whether the link !--- from Routerl2 to ISP-A
is active), with a metric of 5. router bgp 64496 no
synchronization bgp log-neighbor-changes network
192.168.10.0 neighbor 172.16.12.2 remote-as 64496 !---
Configures Routerl2 as an 1BGP peer . distance bgp 20
105 200 !/--- Administrative distance of iBGP learned
routes 1is changed from default 200 to 105. no auto-
summary ! ip route 172.16.12.0 255.255.255.0
172.16.11.10 !--- Static route to 1iBGP peer, because it
is not directly connected. ! access-1list 30 permit
0.0.0.0 access-list 31 permit 172.16.12.2 route-map
check-default permit 10 match ip address 30 match ip
next-hop 31

12 a=gall

hostname Routerl2

!

interface FastEthernet0/0

ip address 172.16.13.2 255.255.255.0

Connected to Routerl4 (ISP-A). ! interface ---!
FastEthernet0/1 ip address 172.16.12.2 255.255.255.0 !/--
- Connected to PIX1. ! router bgp 64496 no

synchronization neighbor 172.16.11.1 remote-as 64496
neighbor 172.16.11.1 next-hop-self neighbor 172.16.11.1
default-originate route-map check-ispa-route /--- A
default route is advertised to Routerll conditionally
(based on whether the link !--- from Routerl2 to ISP-A
is active). neighbor 172.16.11.1 distribute-list 1 out
neighbor 172.16.13.4 remote-as 64500 !--- Configures
Routerl4 (ISP-A) as an eBGP peer. neighbor 172.16.13.4
route-map adv-to-ispa out no auto-summary ! ip route
172.16.11.0 255.255.255.0 172.16.12.10 !--- Static route
to 1BGP peer, because it 1is not directly connected. !
access-list 1 permit 0.0.0.0 access-list 10 permit
192.168.10.0 access-1list 20 permit 10.10.20.0 0.0.0.255
access-list 21 permit 172.16.13.4 ! route-map check-
ispa-route permit 10 match ip address 20 match ip next-
hop 21 ! route-map adv-to-ispa permit 10 match ip
address 10

(ISP-A) 14 a>g.ll

hostname Routerl4d
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interface Ethernet0/0

ip address 172.16.13.4 255.255.255.0

|
interface Ethernet0/1

ip address 10.10.20.1 255.255.255.0

|

router bgp 64500

network 10.10.20.0 mask 255.255.255.0
neighbor 172.16.13.2 remote-as 64496

! .Configures Routerl2 as an eBGP peer ---!

21 azg0ll

hostname Router2l

!
interface FastEthernet0/0

ip address 192.168.10.2 255.255.255.0

Connected to Routerll. ! interface FastEthernet(0/1 ---!
ip address 172.16.21.1 255.255.255.0 !--- Connected to
PIX2. ! router ospf 1 network 192.168.10.0 0.0.0.255
area 0 default-information originate metric 30 route-map
check-default !--- A default route is advertised into
OSPF conditionally (based on whether the link !--- from
Router22 to ISP-B is active), with a metric of 30. !
router bgp 64496 no synchronization network 192.168.10.0

neighbor 172.16.22.2 remote-as 64496 !--- Configures
Router22 as an 1BGP peer. ! ip route 172.16.22.0
255.255.255.0 172.16.21.10 !--- Static route to 1iBGP
peer, because it is not directly connected. ! access-

list 30 permit 0.0.0.0 access-list 31 permit 172.16.22.2
route-map check-default permit 10 match ip address 30
! match ip next-hop 31

22 a>g4ll

hostname Router22

!

interface FastEthernet0/0

ip address 172.16.23.2 255.255.255.0

Connected to Router24 (ISP-B). ! interface ---!
FastEthernet0/1 ip address 172.16.22.2 255.255.255.0 !/--
- Connected to PIX2. ! router bgp 64496 no
synchronization bgp log-neighbor-changes neighbor
172.16.21.1 remote-as 64496 !--- Configure Router2l as
an 1BGP peer. neighbor 172.16.21.1 next-hop-self
neighbor 172.16.21.1 default-originate route-map check-
ispb-route !--- A default route is advertised to
Router2l conditionally (based on whether the link !---
from Router22 to ISP-B is active). ! neighbor
172.16.21.1 distribute-list 1 out neighbor 172.16.23.4
remote-as 64503 neighbor 172.16.23.4 route-map adv-to-
ispb out ! ip route 172.16.21.0 255.255.255.0
172.16.22.10 !--- Static route to iBGP peer, because it
is not directly connected. ! access-list 1 permit
0.0.0.0 access-list 10 permit 192.168.10.0 access-list
20 permit 10.10.30.0 0.0.0.255 access-list 21 permit
172.16.23.4 ! route-map check-ispb-route permit 10 match
ip address 20 match ip next-hop 21 ! route-map adv-to-
ispb permit 10 match ip address 10 set as-path prepend
10 10 10 !--- Route map used to change the AS path
.attribute of outgoing updates

(ISP-B) 24 azgall




hostname Router24
!
interface Loopback0
ip address 10.10.30.1 255.255.255.0
|
interface FastEthernet0/0
ip address 172.16.23.4 255.255.255.0
|
router bgp 64503
bgp log-neighbor-changes
network 10.10.30.0 mask 255.255.255.0
neighbor 172.16.23.2 remote-as 64496
! .Configures Router22 as an eBGP peer ---!

PIX1

nameif ethernet0 outside securityO

nameif ethernetl inside securityl00

ip address outside 172.16.12.10 255.255.255.0

ip address inside 172.16.11.10 255.255.255.0

Configures the IP addresses for the inside and ---!
outside interfaces. access-list acl-1 permit tcp host
172.16.12.2 host 172.16.11.1 eq bgp

Access list allows BGP traffic to pass from outside ---!
to inside. access-list acl-1 permit icmp any any !---
.Allows ping to pass through for testing purposes only

access-group acl-1 in interface outside

nat (inside) 0 0.0.0.0 0.0.0.0 0 O

No NAT translation, to allow Routerll on the inside ---!
to initiate a BGP session !--- to Routerl2 on the
outside of PIX. static (inside,outside) 172.16.11.1
172.16.11.1 netmask 255.255.255.255 /--- Static NAT
translation, to allow Routerl2 on the outside to
initiate a BGP session !--- to Routerll on the inside of
PIX. route outside 0.0.0.0 0.0.0.0 172.16.12.2 1 route
inside 192.168.10.0 255.255.255.0 172.16.11.1 1

PIX2

nameif ethernet0 outside securityO

nameif ethernetl inside securityl100

ip address outside 172.16.22.10 255.255.255.0

ip address inside 172.16.21.10 255.255.255.0

Configures the IP addresses for the inside and ---!
outside interfaces. access-list acl-1 permit tcp host
172.16.22.2 host 172.16.21.1 eq bgp

Access list allows BGP traffic to pass from outside ---!
to inside. access-list acl-1 permit icmp any any !---
.Allows ping to pass through for testing purposes only

access-group acl-1 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.22.2 1

route inside 192.168.10.0 255.255.255.0 172.16.21.1 1
nat (inside) 0 0.0.0.0 0.0.0.0 0 O

No NAT translation, to allow Router2l on the inside ---!
to initiate a BGP session !--- to Router22 on the
outside of PIX. static (inside,outside) 172.16.21.1
172.16.21.1 netmask 255.255.255.255 ! -- Static NAT
translation, to allow Router22 on the outside to
initiate a BGP session !--- to Router2l on the inside of
.PIX
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Routerll# show ip bgp

BGP table version is 14, local router ID is 192.168.10.1
- Status codes: s suppressed, d damped, h history, * wvalid, > best, i

Origin codes: i1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
i0.0.0.0 172.16.12.2 100 0 i<*
i 32768 0 0.0.0.0 192.168.10.0 <*

zb3 9 290 98 oS (axgill J9a> 9 BGP e ale W =il piy 31 0/0.0.0.0 _uol,idY] lusll cuwis i
11 a>g0ll _lc show ip route

Routerll# show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
candidate default, U - per-user static route, o - ODR - *
P - periodic downloaded static route

Gateway of last resort is 172.16.12.2 to network 0.0.0.0

C 192.168.10.0/24 is directly connected, FastEthernet0/0
is subnetted, 2 subnets 172.16.0.0/24

S 172.16.12.0 [1/0] via 172.16.11.10

C 172.16.11.0 is directly connected, FastEthernet0/1
B* 0.0.0.0/0 [105/0] wvia 172.16.12.2, 00:27:24

22 azgall e LiolidVl Hluall e Loyl (8,25 oS .21 azgall Lle BGP Jga> S oVl S5

Router21# show ip bgp

BGP table version is 8, local router ID is 192.168.10.2

Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
i0.0.0.0 172.16.22.2 100 0 i<*
32768 0 0.0.0.0 192.168.10.0 <*

21 azgall azgill J9az (8 1id BGP o0 aalss o sl LioldV lusall casis o6 13] lo oY1 0,05

Router21# show ip route
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Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
candidate default, U - per-user static route, o - ODR - *
P - periodic downloaded static route

Gateway of last resort is 192.168.10.1 to network 0.0.0.0

C 192.168.10.0/24 is directly connected, FastEthernet0/0
is subnetted, 2 subnets 172.16.0.0/24
C 172.16.21.0 is directly connected, FastEthernet0/1
S 172.16.22.0 [1/0] via 172.16.21.10
O*E2 0.0.0.0/0 [110/5] wvia 192.168.10.1, 00:27:06, FastEthernet0/0

pLidW Luiall 40 .(0/0.0.0.0 ,Lwall _le 0 @l a>Y) OSPF e 21 azgall (9 _uoidVI jluall ploi pi
sluall show ip route 2131 Lo 2 9 22 azgall 0 BGP uc anlei pi ol 9l jluw 3929 da>No
.OSPF i aolei pi Sl _uol 9Vl

22 azgall (a0 oo Lol luall aley 21 azgall Y 21 azgall L8 OSPF Lol Lusll custs ps
aroill J9az 8 Jiadl dplol @8luas ;lusall it 5loaall 1o s pgds OSPF i 11 azgally IBGP e
IBGP US55, dn,bo¥l @blusall gl > & OSPF) 110) Yol ,luso yundl zid JoSgion bVl @blusall glis
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Routerl2 (config)# interface fas 0/0

Routerl2 (config-if)# shut

,1lw0d: $LINK-5-CHANGED: Interface FastEthernet0/0
changed state to administratively down

,1w0d: $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0
changed state to down

12 azgall oo BGP e anles a5 sill Liol,idVl luall le 11 azgall sgix; ¥

Routerll# show ip bgp

BGP table version is 16, local router ID is 192.168.10.1

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal
Origin codes: i1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
0 0.0.0.0 192.168.10.0 <*

&o (110 o dyybYl aSlwall) OSPF e _uol,idVl jluall plsi pi . 11azgall (e azgill J9a> (o g
.Router21 ;o aJUll 6glaxll
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Routerll# show ip route

Output suppressed. Gateway of last resort is 192.168.10.2 to network 0.0.0.0 C ---!
192.168.10.0/24 is directly connected, FastEthernet0/0 172.16.0.0/24 is subnetted, 2 subnets S
172.16.12.0 [1/0] via 172.16.11.10 C 172.16.11.0 is directly connected, FastEthernet(0/1 O*E2
0.0.0.0/0 [110/30] via 192.168.10.2, 00:00:09, FastEthernet0/0
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11 a>g0ll -

12 a>g0ll -
(ISP-A) 14 a>gall -
21 a>qa0ll -

22 a>q0ll -
PIX1 -

PIX2 .

11 azg0ll

hostname Routerll

!

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0
Connected to Router2l. ! interface FastEthernet0/1 ---!
ip address 172.16.11.1 255.255.255.0 !--- Connected to
PIX1. ! router bgp 64496 no synchronization bgp log-
neighbor-changes network 192.168.10.0 neighbor
172.16.13.4 remote-as 64500 neighbor 172.16.13.4 ebgp-




multihop 3 !--- To accept and attempt BGP connections to
external peers that reside on networks that !--- are not
directly connected. neighbor 172.16.13.4 route-map set-
pref in !--- Sets higher local-preference for learned
routes. neighbor 172.16.13.4 route-map adv_to_ispa out
neighbor 192.168.10.2 remote-as 64496 neighbor
192.168.10.2 next-hop-self no auto-summary ! ip route
172.16.12.0 255.255.255.0 172.16.11.10 ip
routel72.16.13.4 255.255.255.255 172.16.11.10 !---
Static route to eBGP peer, because it is not directly
connected. ! access-1list 20 permit 192.168.10.0 ! route-
map set-pref permit 10 set local-preference 200 ! route-

! map adv_to_ispa permit 10 match ip address 20

12 a>g0ll

hostname Routerl2
!
interface FastEthernet0/0
ip address 172.16.13.2 255.255.255.0

Connected to ISP-A. ! interface FastEthernet0/1 ip ---!
address 172.16.12.2 255.255.255.0 !--- Connected to
PIX1. ! ip route 172.16.11.0 255.255.255.0 172.16.12.10

ip route 192.168.10.0 255.255.255.0 172.16.12.10

(ISP-A) 14 azgall

hostname Routerl4d

!
interface Ethernet0/0

ip address 172.16.13.4 255.255.255.0

!
interface Ethernet0/1

ip address 10.10.20.1 255.255.255.0

!
router bgp 64500
no synchronization

network 10.10.20.0 mask 255.255.255.0

neighbor 172.16.11.1 remote-as 64496

neighbor 172.16.11.1 ebgp-multihop 3

To accept and attempt BGP connections to external ---!
peers that reside on networks that !--- are not directly
connected. neighbor 172.16.11.1 default-originate !/---
Advertises a default route to Routerll. no auto-summary
! ip route 172.16.11.1 255.255.255.255 172.16.13.2 /---
Static route to eBGP peers, because it is not directly
.connected

21 agall

hostname Router2l

!

interface FastEthernet0/0

ip address 192.168.10.2 255.255.255.0

Connected to Routerll. ! interface FastEthernet(0/1 ---!
ip address 172.16.21.1 255.255.255.0 !--- Connected to
PIX2. ! router bgp 64496 no synchronization network
192.168.10.0 neighbor 172.16.23.4 remote-as 64503
neighbor 172.16.23.4 ebgp-multihop 3 !/--- To accept and
attempt BGP connections to external peers that reside on
networks that !--- are not directly connected. neighbor
172.16.23.4 route-map adv_to_ispb out neighbor
192.168.10.1 remote-as 64496 neighbor 192.168.10.1 next-




hop-self no auto-summary ! ip route 172.16.22.0
255.255.255.0 172.16.21.10 ip routel72.16.23.4
255.255.255.255 172.16.21.10 !--- Static routes
configured to reach BGP peer. ! access-1list 20 permit
192.168.10.0 ! route-map adv_to_ispb permit 10 match ip

address 20 set as-path prepend 10 10 10

22 a>g4ll

hostname Router22

!

interface FastEthernet0/0

ip address 172.16.23.2 255.255.255.0

Connected to Router24 (ISP-B). ! interface ---!
FastEthernet0/1 ip address 172.16.22.2 255.255.255.0 !--
- Connected to PIX2. ! ip route 172.16.21.0
255.255.255.0 172.16.22.10 ip route 192.168.10.0
255.255.255.0 172.16.22.10

(ISP-B) 24 axgall

hostname Router24

!

interface Loopback0

ip address 10.10.30.1 255.255.255.0

!

interface FastEthernet0/0

ip address 172.16.23.4 255.255.255.0

Connected to Router22. ! router bgp 64503 no ---!
synchronization bgp log-neighbor-changes network
10.10.30.0 mask 255.255.255.0 neighbor 172.16.21.1
remote-as 64496 neighbor 172.16.21.1 ebgp-multihop 3 !--
- To accept and attempt BGP connections to external
peers that reside on networks that !--- are not directly
connected. neighbor 172.16.21.1 default-originate !/---
Advertises a default route to Router2l. no auto-summary
! ip route 172.16.21.1 255.255.255.255 172.16.23.2 /---
Static route for BGP peer Routerll, because it is not
.directly connected

PIX1

nameif ethernet0 outside securityO

nameif ethernetl inside securityl100

ip address outside 172.16.12.10 255.255.255.0

ip address inside 172.16.11.10 255.255.255.0
access-list acl-1 permit tcp host 172.16.13.4 host
172.16.11.1 eq bgp

Access list allows BGP traffic to pass from outside --!
to inside. access-list acl-1 permit icmp any any !--
.Allows ping to pass through for testing purposes only

access-group acl-1 in interface outside

nat (inside) 0 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 172.16.11.1 172.16.11.1 netmask
255.255.255.255

route outside 0.0.0.0 0.0.0.0 172.16.12.2 1

route inside 192.168.10.0 255.255.255.0 172.16.11.1 1

PIX2

nameif ethernet0 outside security0
nameif ethernetl inside securityl00




ip address outside 172.16.22.10 255.255.255.0

ip address inside 172.16.21.10 255.255.255.0
access-list acl-1 permit tcp host 172.16.23.4 host
172.16.21.1 eq bgp

Access 1list allows BGP traffic to pass from outside --!
to inside. access-1list acl-1 permit icmp any any !--
.Allows ping to pass through for testing purposes only

access-group acl-1 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.22.2 1

route inside 192.168.10.0 255.255.255.0 172.16.21.1 1
nat (inside) 0 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 172.16.21.1 172.16.21.1 netmask
255.255.255.255

aall o Gaxdll

show ip bgp summary oVl zl,3] 255, . Jasiudl 249 ISP-B 9 ISP-A ¢ clbls,Vl lgd uess (il dxL Y
el _le ISP-B 9 ISP-A go olisiall BGP o lul> Router21 9 11 a>gall e

Routerll# show ip bgp summary

BGP router identifier 192.168.10.1, local AS number 10
BGP table version is 13, main routing table version 13
network entries and 5 paths using 568 bytes of memory 4
BGP path attribute entries using 420 bytes of memory
BGP AS-PATH entries using 48 bytes of memory

BGP route-map cache entries using 0 bytes of memory

o o N J

BGP filter-list cache entries using 0 bytes of memory
BGP activity 43/264 prefixes, 75/70 paths, scan interval 15 secs

Neighbor \Y AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
2 02:13:36 0 0 13 1623 1627 64500 4 172.16.13.4
2 02:08:47 0 0 13 1601 1596 64496 4 192.168.10.2

Router2l# show ip bgp summary
Output suppressed. Neighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd ---!
172.16.23.4 4 64503 1610 1606 8 0 0 02:06:22 2 192.168.10.1 4 64496 1603 1598 8 0 0 02:10:16 3

ISP-A 172.16.13.4 &JW| sglaxl g5 (0/0.0.0.0) _ol,idYl Luall 11 azgall _lc BGP Jsa> Lo,

Routerll# show ip bgp

BGP table version is 13, local router ID is 192.168.10.1

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal
Origin codes: i1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
i200 200 172.16.13.4 0.0.0.0 <*
i 64500 0 200 0 172.16.13.4 10.10.20.0/24 <*
110.10.30.0/24 192.168.10.2 0 100 0 64503 i<*
1192.168.10.0 192.168.10.2 0 100 0 i *
i 32768 0 0.0.0.0 <*

Wl glaxlly ISP-B (0 ladas alss :0/0.0.0.0 ylayb aly 21azgall Lle BGP Jga> oo oY §iss

i Ll olluall 21 a>gall Jiag, 200 0,18 _lxo Juais iIBGP e 5V pleig €BGP e 172.16.23.4
gl J9az 9 luall 13D cuy aild JWL9 eVl ol Junid] dow sy IBGP JYS (0 lgde 8,
29V BGP Lo 3155 s jle> _JI g2, BOP Lo 3335 Jo> wlogleall oo 3y5a)
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Router21# show ip bgp

BGP table version is 8, local router ID is 192.168.10.2
Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

i 64503 0 172.16.23.4 0.0.0.0 *
i 192.168.10.1 200 0 64500 i<*
110.10.20.0/24 192.168.10.1 0 200 0 64500 i<*
i 64503 0 0 172.16.23.4 10.10.30.0/24 <*
i 32768 0 0.0.0.0 192.168.10.0 <*

i 192.168.10.1 0 100 01i *

le>No9 ellazVI BLlinkwl

ISP-A 9 11 a>gall, &)l BGP Jac duwl> blawl, o8

Routerll (config)# interface fas 0/1
Routerll (config-if)# shut

,4w2d: SLINK-5-CHANGED: Interface FastEthernet0/1
changed state to administratively down
,4w2d: $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1
changed state to down
4dw2d: $BGP-5-ADJCHANGE: neighbor 172.16.13.4 Down BGP Notification sent
4dw2d: $BGP-3-NOTIFICATION: sent to neighbor 172.16.13.4 4/0 (hold time expired)0 bytes

(a5 180) 5lx>Yl cddo &Moo gis osic ISP-A _J| eBGP Jac duwl> iMoo i

Routerll# show ip bgp summary

Output suppressed. Neighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd ---!
172.16.13.4 4 64500 1633 1632 0 0 0 00:00:58 Active 192.168.10.2 4 64496 1609 1615 21 0 O
02:18:09

((Router21) 192.168.10.2 aJl| sglazx)l go 0/0.0.0.0 casiis 11 a>gall poi; ISP-A down o bls,Vl go
a>gall ue 65ball j9,all &> o> 29 13D9 .4y Lo agill J9az> 9 IBGP e lode b =il piy iy
23V 13D L9 ainge 98 laS ISP-B _JI a5 21

Routerll# show ip bgp

BGP table version 1is 21, local router ID is 192.168.10.1

Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
i0.0.0.0 192.168.10.2 100 0 64503 i<*
110.10.30.0/24 192.168.10.2 0 100 0 64503 i<*
1192.168.10.0 192.168.10.2 0 100 0 i *
i 32768 0 0.0.0.0 <*

Router21# show ip bgp

BGP table version is 14, local router ID is 192.168.10.2
Status codes: s suppressed, d damped, h history, * valid, > best, i1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete



Network Next Hop Metric LocPrf Weight Path

i 64503 0 172.16.23.4 0.0.0.0 <*
i 64503 0 0 172.16.23.4 10.10.30.0/24 <*
i 32768 0 0.0.0.0 192.168.10.0 <*
i 192.168.10.1 0 100 0 i ~*

PIX/ASA JNS 0 BGP ¢l MD5 d9sbas

PIX 6.X 1,955

wizs Lo BGP s,)las ¢y MD5 @85kas (955 diSay .a83kaoll BGP (1655 Sy 31 a>ei JoS6i9 sl Jiog
plaziwl, MD5 d8slas (4655 waxy el ow TCP Jlasl e dlluw,| piy glass JS dxo oo a3l piy &l
2ol pld 9 MD5 d85las (055 iy .login JLasVl piy 18 Vg BGP s, WSl 9,0l dalS Luss
a9>La0ll elesiw] Al> 5 .TCP Jlasl Jle dlw,] o glaso JSJ anxég MD5 Lasle clisl, Cisco 10S
oz Wl clis] pi o glaso a8slao Juid9

PIX (955 pgall o (PIX dlo> 1o JM3 (o 05 (il MD5 ddslas plaskiuwl, BGP oLl (S psii Lodic
5, 830 oY dlsg aslginc BGP oLy ow TCP (38, anll Jubusdll 08,1 0o Y Li> BGP Gl o
253 TCP Ll 08 s Lgil oS« o idl JSuiny LS oy PIX dyla> ,laz e TCP J ilgsinsl Jaasbuwsil

leg=gs 63l Jid 63,10l

REC I &>,1) ollly TCP JsSg59, Lwl,9 TCP PSUEDO-IP JsSsig Lwly e MD5 @8skas gubs ai
28, clisy BGP ,1> 49,0 dalS go -ACK ol8,ig TCP Juubus oaiai 19 oLl 0i® TCP pasiuw, .( 2385
a5V PIX pgéy ol JSin . TCP Luly ,ls Ja> b dosmdl Ud @53l pd) cpoiss piy .o 128 & 50
AoVl ksl @8, TCP pastiany « Juwsall BGP ulai e TCP 8835 JS) «jlosae @b lunlud] p8)1 oy
Jriiasall BGP Lz Juax, bosie o2l 8 13 &3l @8 ooy < 128 laol MD5 & 36 a9, clivy
a)liy9 < 128 ,lao] MD5 &35 a8, clisy PIX dlawls; Jazall Jubuwill a9, TCP pxiuy ozl e
ol 8 dinois piy sl &5 53l 08,

do =l blawl BGP > e TCP pg4,9 PIX dawles 1B ,uss o5 TCP Juulus doud oY &zl a8 calizy
rdllw | 0ig) dblandl dliblall MDS dllw, Jaxus9

TCP-6-BADAUTH: Invalid MD5 digest from 172.16.11.1:1778 to 172.16.12.2:179%

172.16.11.1 (2,1 J3IJl 8) all duwlwVl dalsIl go norandomseq dwwlwdl aolSJl pasiwl

09, @jlgo e PIX WlaYg aSiinall 03® J=J netmask 255.255.255.0 norandomseq 172.16.11.1
:norandomseq éuwlwVl dalSJl plasiuw] Jlall 138 xiogs .TCP Juubus

11 a=gall

hostname Routerll

!

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0
Connected to Router2l. ! interface FastEthernet0/1 ---!
ip address 172.16.11.1 255.255.255.0 !--- Connected to
PIX1. ! router ospf 1 log-adjacency-changes network
192.168.10.0 0.0.0.255 area 0 default-information
originate metric 5 route-map check-default !--- A
default route is originated conditionally, with a metric
of 5. ! router bgp 64496 no synchronization bgp log-
neighbor-changes network 192.168.10.0 neighbor
172.16.12.2 remote-as 64496 neighbor 172.16.12.2
password 7 08345C5A001A1511110D04

Configures MD5 authentication on BGP. distance bgp ---!



http://www.ietf.org/rfc/rfc2385.txt
http://www.ietf.org/rfc/rfc2385.txt

20 105 200 !--- Administrative distance of i1BGP-learned
routes is changed from default 200 to 105. !--- MD5
authentication is configured for BGP. no auto-summary !
ip route 172.16.12.0 255.255.255.0 172.16.11.10 /---
Static route to 1BGP peer, because it is not directly
connected. ! access-1list 30 permit 0.0.0.0 access-1list
31 permit 172.16.12.2 route-map check-default permit 10
match ip address 30 match ip next-hop 31

12 a>g0ll

hostname Routerl2

!
interface FastEthernet0/0

ip address 172.16.13.2 255.255.255.0

Connected to ISP-A. ! interface FastEthernet0/1 ip ---!
address 172.16.12.2 255.255.255.0 !/--- Connected to
PIX1. ! router bgp 64496 no synchronization neighbor
172.16.11.1 remote-as 64496 neighbor 172.16.11.1 next-
hop-self neighbor 172.16.11.1 default-originate route-
map neighbor 172.16.11.1 password 7
08345C5A001A1511110D04

Configures MD5 authentication on BGP. check-ispa- ---!
route !--- Originate default to Routerll conditionally
if check-ispa-route is a success. !--- MD5
.authentication is configured for BGP

neighbor 172.16.11.1 distribute-list 1 out

neighbor 172.16.13.4 remote-as 64500

neighbor 172.16.13.4 route-map adv-to-ispa out

no auto-summary

!
ip route 172.16.11.0 255.255.255.0 172.16.12.10

Static route to 1BGP peer, because it is not ---!
directly connected. ! access-list 1 permit 0.0.0.0
access-list 10 permit 192.168.10.0 access-1list 20 permit
10.10.20.0 0.0.0.255 access-list 21 permit 172.16.13.4 !
route-map check-ispa-route permit 10 match ip address 20
match ip next-hop 21 ! route-map adv-to-ispa permit 10
match ip address 10

PIX1

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

ip address outside 172.16.12.10 255.255.255.0

ip address inside 172.16.11.10 255.255.255.0

access-list acl-1 permit tcp host 172.16.13.4 host
172.16.11.1 eqg bgp

Access list allows BGP traffic to pass from outside ---!
to inside. access-list acl-1 permit icmp any any !/---
.Allows ping to pass through for testing purposes only

access-group acl-1 in interface outside

nat (inside) 0 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 172.16.11.1 172.16.11.1 netmask
255.255.255.255 norandomseq

Stops the PIX from offsetting the TCP sequence ---!
number. route outside 0.0.0.0 0.0.0.0 172.16.12.2 1
route inside 192.168.10.0 255.255.255.0 172.16.11.1 1




SVl olyluoYly PIX / ASA 7.x

138 aSpill slac] pudll 13D oy

10.10.20.0/24
AS 64500

Router 14
I5P-A

BGP i dul> clis]| dlglxo aie LSLo| Laxs &>Vl olylao¥lg PIX/ASA JgS9i9 o X.7 slaoYl pasy
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(179)172.16.12.2 (28894)172.16.11.1 MD5 :edt: TCP-6-Badauth 15:13:22.221 :2010 7 :00296

;oW JSLinall 038 J> oy glxis MDS 95k g0 BGP dawl> clis] piy S

TCP Juduss 09, dsilgaine Jilass -

TCP MD5 ,L3 abs éslel Juass -
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.no nat-control oVl alawlg, o1SYI w NAT e I dx =l dxdles pn jdla>Ne

JS ol I wis _dls .nat-control ¥ . ASA J awolisVl dsylall a25 ¥ &1Vl lyluols 7.0 5lusyl b
9% olidl sac] el ASA Gl o jisall o NAT L] 5t of o3l Y ol il JSis ASA e Jussl
e weud inat pSxi juaic (0,9 pi 13 .ologleall (o 20 e Joaxl nat 9 oSxill &>, .NAT-control
A, 3lg ads 1l lezloll o el LoVl plasiwl cliy plall Say BGP oL3Y a0 JSuin NAT Jiass

static (inside, outside) 172.16.11.1 172.16.11.1 netmask 255.255.255.255

PIX/ASA 7.x/8.x

ciscoasa# sh run
Saved :

(ASA Version 8.2(1
1
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hostname ciscoasa

domain-name example.com

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

names
i

Configure the outside interface. interface ---!
Ethernet0/0 nameif outside security-level 0 ip address
172.16.12.10 255.255.255.0 ! !--- Configure the inside

interface. interface Ethernet0/1 nameif inside security-
level 100 ip address 172.16.11.10 255.255.255.0 ! /--
Output suppressed. !--- Access list to allow incoming
BGP sessions !--- from the outside peer to the inside
peer access-list OUTSIDE-ACL-IN extended permit tcp host
172.16.12.2 host 172.16.11.1 eq bgp

Access list to match BGP traffic. !--- The next ---!
line matches traffic from the inside peer to the outside
peer access-list BGP-MD5-ACL extended permit tcp host
172.16.11.1 host 172.16.12.2 eq bgp

The next line matches traffic from the outside peer ---!
to the inside peer access-list BGP-MD5-ACL extended
permit tcp host 172.16.12.2 host 172.16.11.1 eq bgp

|
TCP-MAP to allow MD5 Authentication. tcp-map BGP- ---!
MD5-OPTION-ALLOW
tcp-options range 19 19 allow
|
Apply the ACL that allows traffic !--- from the ---!
outside peer to the inside peer access-group OUTSIDE-
ACL-IN in interface outside
!
asdm image disk0:/asdm-621.bin
no asdm history enable
arp timeout 14400

route outside 0.0.0.0 0.0.0.0 172.16.12.2 1

route inside 192.168.10.0 255.255.255.0 172.16.11.1 1
http server enable

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup
linkdown coldstart

crypto ipsec security-association lifetime seconds 28800
crypto ipsec security-association lifetime kilobytes
4608000

telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat

threat-detection statistics access-list

no threat-detection statistics tcp-intercept

|
class-map inspection_default
match default-inspection-traffic
class-map BGP-MD5-CLASSMAP
match access-list BGP-MD5-ACL
|




policy-map type inspect dns preset_dns_map

parameters

message-length maximum 512

policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp
class BGP-MD5-CLASSMAP

set connection random-sequence-number disable
set connection advanced-options BGP-MD5-OPTION-ALLOW

service-policy global_policy global

prompt hostname context

Cryptochecksum: 64ea55d7271el9eea87c8603ab3768a2
end :

11 azg0l

Routerll#sh run
hostname Routerll

!

ip subnet-zero

!

interface Loopback0
no ip address
shutdown

!

interface Loopbackl
ip address 192.168.10.1 255.255.255.0
!

interface EthernetO
ip address 172.16.11.1 255.255.255.0
!

interface Serial0
no ip address
shutdown

no fair-queue

!

interface Seriall
no ip address
shutdown

!

interface BRIO

no ip address
encapsulation hdlc
shutdown

!

router bgp 64496

no synchronization
bgp log-neighbor-changes




network 192.168.10.0
neighbor 172.16.12.2 remote-as 64496

Configures MD5 authentication on BGP. neighbor ---!
172.16.12.2 password 7 123456789987654321

Administrative distance of iBGP-learned routes is ---!
changed from default 200 to 105. !--- MD5 authentication
is configured for BGP. distance bgp 20 105 200

no auto-summary

!

ip classless

Static route to 1BGP peer, because it is not ---!
directly connected. ip route 172.16.12.0 255.255.255.0
172.16.11.10

ip http server

|

Output suppressed ---!

12 a>g0ll

Routerl2#sh run
hostname Routerl2
!
aaa new-model
!
ip subnet-zero
!
interface EthernetO
ip address 172.16.13.2 255.255.255.0
!
interface Ethernetl
ip address 172.16.12.2 255.255.255.0
!
interface Serial0
no ip address
no fair-queue
!
interface Seriall
no ip address
shutdown
!
router bgp 64496
no synchronization
bgp log-neighbor-changes
neighbor 172.16.11.1 remote-as 64496

Configures MD5 authentication on BGP. neighbor ---!
172.16.11.1 password 7 123456789987654321
neighbor 172.16.11.1 next-hop-self

Originate default to Routerll conditionally if ---!
check-ispa-route is a success

neighbor 172.16.11.1 default-originate route-map check-
ispa-route

neighbor 172.16.11.1 distribute-list 1 out

neighbor 172.16.13.4 remote-as 64500

no auto-summary

|

ip classless

Static route to 1BGP peer, because it is not ---!




directly connected. ip route 172.16.11.0 255.255.255.0
172.16.12.10 ip http server ! access-1list 1 permit
0.0.0.0 access-list 10 permit 192.168.10.0 access-1list
20 permit 10.10.20.0 0.0.0.255 access-list 21 permit
172.16.13.4 route-map check-ispa-route permit 10 match

ip address 20 match ip next-hop 21 ! route-map adv-to-
ispa permit 10 match ip address 10 ! !--- Output
suppressed

(ISP-A) 14 azgall

Routerld#sh run
hostname Routerl4d
|
!
ip subnet-zero
!
interface EthernetO
ip address 172.16.13.4 255.255.255.0
!
interface Ethernetl
ip address 10.10.20.1 255.255.255.0
!
interface Serial0
no ip address
shutdown
no fair-queue
!
interface Seriall
no ip address
shutdown
!
router bgp 64500
bgp log-neighbor-changes
network 10.10.20.0 mask 255.255.255.0

Configures Routerl2 as an eBGP peer. neighbor ---!
172.16.13.2 remote-as 64496 ! !--- Output suppressed 1ip
classless

ol o il

a>g0ll e ®3Lis] iy BGP awl> ol ax>L adslaall ol JI show ip bgp summary ;oY o 2,3Vl iy

Neighbor
1

1

Routerll#show ip bgp summary

BGP router identifier 192.168.10.1, local AS number 64496

BGP table version is 8, main routing table version 8

network entries using 360 bytes of memory 3

path entries using 156 bytes of memory 3

BGP path/bestpath attribute entries using 248 bytes of memory 2/2
BGP route-map cache entries using 0 bytes of memory 0

BGP filter-list cache entries using 0 bytes of memory 0

BGP using 764 total bytes of memory

BGP activity 25/22 prefixes, 26/23 paths, scan interval 60 secs

\Y AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
02:01:16 0 0 8 138 137 64496 4 172.16.13.2
Routerll#
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