
 ةيساسألا BGP ءاطخأ فاشكتسأ مهف
اهحالصإو

تايوتحملا
ةمدقملا

ةيساسألا تابلطتملا

ةيساسأ تامولعم

BGP نارقأل هذيفنت مت يذلا نيوكتلا ديدحت

ةيساسألا (BGP) دودحلا ةباوب لوكوتورب تاجرخم مهف ةيفيك

ةلص تاذ تامولعم

 
 ةمدقملا
 

 اهحالصإو (BGP) ةيدودحلا ةرابعلا لوكوتورب ءاطخأ فاشكتسأ ءارجإ ءارجإ دنتسملا اذه فصي
.Nexus ىلع ةيساسألا تاجرخملا مهفو

ةيساسألا تابلطتملا

تابلطتملا

:ةيلاتلا عيضاوملاب ةفرعم كيدل نوكت نأب Cisco يصوت

•Nexus تالوحملا
BGP•

ةمدختسملا تانوكملا

.ةنيعم ةيدام تانوكمو جمارب تارادصإ ىلع دنتسملا اذه رصتقي ال

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

ةيساسأ تامولعم

BGP لدابت نيكمتل قاطنلا ةعساو تاكبشلا يف مدختسي ةيجراخ ةرابع لوكوتورب وه 
 يساسألا هيجوتلا لوكوتورب هنإ .(ASs) ةيتاذلا ةمظنألا نيب لوصولاو هيجوتلا تامولعم
.تنرتنإلل يملاعلا هيجوتلا ماظن لغشي يذلا



BGP نارقأل هذيفنت مت يذلا نيوكتلا ديدحت

 
 .Nexus 9300 ىلع BGP ةزيم نيكمت نم ققحت
 
.همهفو BGP ةيلمع نيوكت فيرعت

 

switch# show running-config bgp 
 
!Command: show running-config bgp 
!Running configuration last done at: Tue Jul 18 19:45:05 2023 
!Time: Tue Jul 18 19:45:44 2023 
 
version 10.2(4) Bios:version 05.47  
feature bgp 
 
router bgp 64512                              -> The AS number of the local BGP speaker. 
  router-id 172.17.255.255                    -> BGP speaker identifier.  
  address-family ipv4 unicast                 -> Global address family configuration. 
    network 10.100.1.0/24                     -> Specifies a network as local to this autonomous system and adds it to the BGP routing table. 
 redistribute direct route-map permit_all     -> Routes redistribution from other routing protocols (OSPF, EIGRP, IS-IS, Static) 
 neighbor 10.1.1.1                            -> IP address of the remote BGP peer. 
    remote-as 64512                           -> The AS number of the remote BGP peer.* 
    address-family ipv4 unicast               -> Local address family configuration. 
      prefix-list allow_in in                 -> Prefix-list applied at the inbound of the BGP peer. ** 
      prefix-list allow_out out               -> Prefix-list applied at the outbound of the BGP peer. ** 
      soft-reconfiguration inbound always     -> Store the inbound BGP route updates. 
  neighbor 172.18.255.255 
    remote-as 65535 
    update-source loopback10                  -> Interface used to source BGP updates. 
    ebgp-multihop 3                           -> Maximum hops to reach peer IP address, it modifies the TTL of the BGP packets  
    address-family ipv4 unicast 
      route-map block_route in                -> Route-map applied at the inbound of the BGP peer. ** 
      route-map no_local out                  -> Route-map applied at the outbound of the BGP peer. ** 
      soft-reconfiguration inbound always 
 

 

 لمع ةسلج ديعبلاو يلحملا ىوتسملا ىلع هنيوكت مت يذلا هسفن ASN ددحي :ةظحالم
iBGP، ةكبش فرعتو ASN لمع ةسلج اهنيوكت مت ةفلتخم eBGP.  
 يتلا تائدابلا ةمئاق نم ىلعأ يلكيه لسلست ةميق ىلع راسملا ةطيرخ يوتحت          
.ريظنلا سفن ىلع اهقيبطت مت

ةيساسألا (BGP) دودحلا ةباوب لوكوتورب تاجرخم مهف ةيفيك

 
BGP ريظن ةلاح

 

switch# show ip bgp summary  



BGP summary information for VRF default, address family IPv4 Unicast 
BGP router identifier 172.17.255.255, local AS number 64512 -> Local BGP ID and ASN 
BGP table version is 67, IPv4 Unicast config peers 2, capable peers 2 
20 network entries and 19 paths using 5424 bytes of memory 
BGP attribute entries [6/2112], BGP AS path entries [2/20] 
BGP community entries [0/0], BGP clusterlist entries [0/0] 
13 received paths for inbound soft reconfiguration 
12 identical, 0 modified, 1 filtered received paths using 96 bytes 
 
Neighbor       V AS     MsgRcvd   MsgSent TblVer InQ OutQ Up/Down State/PfxRcd 
10.1.1.1       4 64512   346      334     67      0     0 05:25:12 8    -> BGP peer IP address, remote ASN, Time session has been established or down, amount of prefixes received.  
172.18.255.255 4 65535   334      327     67      0     0 05:18:00 8

 

 ىلعأ BGP ريظن لمع ةسلج هيف نوكت يذلا تقولا لفسأ/ىلعأ مسقلا ضرعي :ةظحالم
 .لفسأ وأ
 ضرعت يهو .ايلاح ليغشتلا ديق ةسلجلا BGP ةلاح PfxRcd/ةلاحلا مسق ضرعي          
.ةلاحلا سيسأت دنع اهتريظن نم اهملعت مت يتلا تائدابلا ددع

BGP تالاح

لطاع
 ثدح ثدحي ."ءدب ثدح" BGP لوكوتورب اهيف رظتني يتلا ىلوألا ةلاحلا يه هذهو
 ءيزجت طبض ةداعإ دنع وأ ديدج BGP راج نيوكتب ام صخش موقي امدنع ءدبلا
BGP هؤاشنإ مت.

لاصتالا  يف رمتسي هنإف ،حجني امدنع .ةيثالثلا TCP ةحفاصم لامتكا BGP رظتني
.طاشنلا ةلاح يف رمتسنس ،لشف لاح يف .OpenSend ةلاح

طشن
 BGP راج عم لاصتا ءاشنإل ىرخأ تاراسملا ةيثالث TCP ةحفاصم BGP لواحي
 تقؤم ةيحالص تهتنا اذإ .OpenSend ةلاح ىلإ لقتنا ،حجن اذإ .ديعبلا
ConnectRetry، لاصتالا ةلاح ىلإ ىرخأ ةرم دوعنس.

OpenSend .ديعبلا BGP راج نم ةحوتفم ةلاسر BGP رظتني ،ةلاحلا هذه يف
OpenConfirm .ديعبلا BGP راج نم keepalive ةلاسر BGP رظتني

انسسأ  تامولعم لدابتل ثيدحت مزح لاسرإب BGP تاهجوم موقتو BGP رواجت لامتكا مت
.هيجوتلا

 
.BGP ريظن تامولعم مهف

 

switch# show ip bgp neighbors 10.1.1.1 
BGP neighbor is 10.1.1.1, remote AS 64512, ibgp link, Peer index 3             -> Peer IP address, remote ASN, type of bgp peering. 
  BGP version 4, remote router ID 172.16.255.255                               -> BGP version, Peer Router ID 
  Neighbor previous state = OpenConfirm                                        -> Previous BGP state 
  BGP state = Established, up for 00:05:29                                     -> Current BGP state and amount of time on it 
  Neighbor vrf: default                                                        -> VRF used for the peering. 
  Peer is directly attached, interface Ethernet1/49                            -> Interface used to source the updates 
  Last read 00:00:28, hold time = 180, keepalive interval is 60 seconds        -> Amount of time from last keepalive received and BGP timers (default) 
  Last written 00:00:28, keepalive timer expiry due 00:00:31                   -> Amount of time from last keepalive sent 
  Received 363 messages, 0 notifications, 0 bytes in queue 
  Sent 354 messages, 1 notifications, 0(0) bytes in queue 
  Enhanced error processing: On 



    0 discarded attributes 
  Connections established 2, dropped 1                                         -> Counters informing the amount of times the BGP seesion has gone up/down 
  Last update recd 00:05:28, Last update sent  = 00:05:28                      -> Timer of the last major bgp table update sent and received. 
   Last reset by us 00:06:21, due to holdtimer expired error                   -> Last reset timer and reset reason. 
  Last error length sent: 0 
  Reset error value sent: 0 
  Reset error sent major: 4 minor: 0 
  Notification data sent: 
  Last reset by peer never, due to No error 
  Last error length received: 0 
  Reset error value received 0 
  Reset error received major: 0 minor: 0 
  Notification data received: 
 
  Neighbor capabilities: 
  Dynamic capability: advertised (mp, refresh, gr) received (mp, refresh, gr) 
  Dynamic capability (old): advertised received 
  Route refresh capability (new): advertised received 
  Route refresh capability (old): advertised received 
  4-Byte AS capability: advertised received 
  Address family IPv4 Unicast: advertised received 
  Graceful Restart capability: advertised received 
 
  Graceful Restart Parameters: 
  Address families advertised to peer: 
    IPv4 Unicast 
  Address families received from peer: 
    IPv4 Unicast 
  Forwarding state preserved by peer for: 
  Restart time advertised to peer: 120 seconds 
  Stale time for routes advertised by peer: 300 seconds 
  Restart time advertised by peer: 120 seconds 
  Extended Next Hop Encoding Capability: advertised received 
  Receive IPv6 next hop encoding Capability for AF: 
    IPv4 Unicast  VPNv4 Unicast 
 
  Message statistics: 
                              Sent               Rcvd 
  Opens:                         2                  2 
  Notifications:                 1                  0 
  Updates:                      22                 20 
  Keepalives:                  340                339 
  Route Refresh:                 1                  0 
  Capability:                    2                  2 
  Total:                       354                363 
  Total bytes:                7949               7524 
  Bytes in queue:                0                  0 
 
  For address family: IPv4 Unicast 
  BGP table version 88, neighbor version 88 
  8 accepted prefixes (8 paths), consuming 2176 bytes of memory 
  0 received prefixes treated as withdrawn 
  11 sent prefixes (11 paths)                                                  -> Amount of prefixes advertises to peer. 
  Inbound soft reconfiguration allowed(always) 
  Third-party Nexthop will not be computed. 
  Inbound ip prefix-list configured is allow_in, handle obtained 
  Outbound ip prefix-list configured is allow_out, handle obtained 
  Last End-of-RIB received 00:00:01 after session start 
  Last End-of-RIB sent 00:00:01 after session start 
  First convergence 00:00:01 after session start with 11 routes sent 
 
  Local host: 10.1.1.2, Local port: 28262 



  Foreign host: 10.1.1.1, Foreign port: 179 
  fd = 73 
 

 

 BGP لودج مهف
 
 لك راسمو ،نزولا ،يلحملا ليضفتلا ،سايقلا ،ةيلاتلا ةوطخلا ،ةلاحلا جارخإلا اذه ضرعي
.BGP لودج يف اهيلع فرعتلا مت يتلا تائدابلا

 

switch# show ip bgp 
BGP routing table information for VRF default, address family IPv4 Unicast 
BGP table version is 88, Local Router ID is 172.17.255.255 
Status: s-suppressed, x-deleted, S-stale, d-dampened, h-history, *-valid, >-best 
Path type: i-internal, e-external, c-confed, l-local, a-aggregate, r-redist, I-injected 
Origin codes: i - IGP, e - EGP, ? - incomplete, | - multipath, & - backup, 2 - best2 
 
   Network            Next Hop            Metric     LocPrf     Weight Path 
*>r10.1.1.0/30        0.0.0.0                  0        100      32768 ? 
*>i10.100.1.0/24      10.1.1.1                          100          0 i 
*>i10.100.2.0/24      10.1.1.1                          100          0 i 
*>i10.100.3.0/24      10.1.1.1                          150          0 i 
*>i10.100.4.0/24      10.1.1.1                 0        100          0 ? 
*>i10.100.5.0/24      10.1.1.1                 0        100          0 ? 
*>i10.100.6.0/24      10.1.1.1                 0        100          0 ? 
*>i10.100.7.0/24      10.1.1.1                 0        100          0 ? 
*>i10.100.8.0/24      10.1.1.1                 0        100          0 ? 
*>r172.17.255.255/32  0.0.0.0                  0        100      32768 ? 
*>e172.30.1.0/24      172.18.255.255           0                     0 65535 ? 
*>e172.30.2.0/24      172.18.255.255           0                     0 65535 ? 
*>e172.30.3.0/24      172.18.255.255           0                     0 65535 ? 
*>e172.30.4.0/24      172.18.255.255           0                     0 65535 ? 
*>e172.30.5.0/24      172.18.255.255           0                     0 65535 65534 65533 ? 
*>e172.30.6.0/24      172.18.255.255           0                     0 65535 65534 65533 ? 
*>e172.30.7.0/24      172.18.255.255           0                     0 65535 65534 65533 ? 
*>e172.30.8.0/24      172.18.255.255           0                     0 65535 65534 65533 ? 
*>r192.168.1.0/30     0.0.0.0                  0        100      32768 ? 
 

 

.ةنيعم BGP ةرواجمل تائدابلا نع نالعإلا متي

 

switch# show ip bgp neighbors 172.18.255.255 advertised-routes 
 
Peer 172.18.255.255 routes for address family IPv4 Unicast: 
BGP table version is 88, Local Router ID is 172.17.255.255 
Status: s-suppressed, x-deleted, S-stale, d-dampened, h-history, *-valid, >-best 
Path type: i-internal, e-external, c-confed, l-local, a-aggregate, r-redist, I-injected 
Origin codes: i - IGP, e - EGP, ? - incomplete, | - multipath, & - backup, 2 - best2 
 
Network            Next Hop        Metric    LocPrf    Weight Path 
*>i10.100.1.0/24   10.1.1.1                  100       0 i 
*>i10.100.2.0/24   10.1.1.1                  100       0 i 
*>i10.100.3.0/24   10.1.1.1                  150       0 i 



*>i10.100.4.0/24   10.1.1.1        0         100       0 ? 
*>i10.100.5.0/24   10.1.1.1        0         100       0 ? 
*>i10.100.6.0/24   10.1.1.1        0         100       0 ? 
*>i10.100.7.0/24   10.1.1.1        0         100       0 ? 
*>i10.100.8.0/24   10.1.1.1        0         100       0 ?

 

 ةطيرخ وأ/و تائدابلا ةمئاق) ةيفصت لماوع يأ لبق BGP ريظن نم ةملتسملا تائدابلا
*(راسملا

 

switch# show ip bgp neighbors 172.18.255.255 received-routes 
 
Peer 172.18.255.255 routes for address family IPv4 Unicast: 
BGP table version is 88, Local Router ID is 172.17.255.255 
Status: s-suppressed, x-deleted, S-stale, d-dampened, h-history, *-valid, >-best 
Path type: i-internal, e-external, c-confed, l-local, a-aggregate, r-redist, I-injected 
Origin codes: i - IGP, e - EGP, ? - incomplete, | - multipath, & - backup, 2 - best2 
 
Network                Next Hop         Metric      LocPrf         Weight Path 
* e172.18.255.255/32   172.18.255.255    0                         0 65535 ? 
*>e172.30.1.0/24       172.18.255.255    0                         0 65535 ? 
*>e172.30.2.0/24       172.18.255.255    0                         0 65535 ? 
*>e172.30.3.0/24       172.18.255.255    0                         0 65535 ? 
*>e172.30.4.0/24       172.18.255.255    0                         0 65535 ? 
*>e172.30.5.0/24       172.18.255.255    0                         0 65535 65534 65533 ? 
*>e172.30.6.0/24       172.18.255.255    0                         0 65535 65534 65533 ? 
*>e172.30.7.0/24       172.18.255.255    0                         0 65535 65534 65533 ? 
*>e172.30.8.0/24       172.18.255.255    0                         0 65535 65534 65533 ? 
 

 

رواجملا ىلع دراولا يئاقلتلا نيوكتلا ةداعإ نيوكت بجي ةظحالم

 
 (راسملا ةطيرخ وأ/و list-ةئداب) ةيفصتلا لماوع دعب BGP ريظن نم ةملتسملا تائدابلا
 

 

switch# show ip bgp neighbors 172.18.255.255 routes 
 
Peer 172.18.255.255 routes for address family IPv4 Unicast: 
BGP table version is 88, Local Router ID is 172.17.255.255 
Status: s-suppressed, x-deleted, S-stale, d-dampened, h-history, *-valid, >-best 
Path type: i-internal, e-external, c-confed, l-local, a-aggregate, r-redist, I-injected 
Origin codes: i - IGP, e - EGP, ? - incomplete, | - multipath, & - backup, 2 - best2 
 
Network            Next Hop          Metric     LocPrf      Weight Path 
*>e172.30.1.0/24   172.18.255.255    0                      0 65535 ? 
*>e172.30.2.0/24   172.18.255.255    0                      0 65535 ? 
*>e172.30.3.0/24   172.18.255.255    0                      0 65535 ? 
*>e172.30.4.0/24   172.18.255.255    0                      0 65535 ? 
*>e172.30.5.0/24   172.18.255.255    0                      0 65535 65534 65533 ? 
*>e172.30.6.0/24   172.18.255.255    0                      0 65535 65534 65533 ? 
*>e172.30.7.0/24   172.18.255.255    0                      0 65535 65534 65533 ? 



*>e172.30.8.0/24   172.18.255.255    0                      0 65535 65534 65533 ?

 

.ةنيعم ةئدابل راسملا ةيليصفت تامولعم

 

switch# show ip bgp 172.30.6.0 
BGP routing table information for VRF default, address family IPv4 Unicast 
BGP routing table entry for 172.30.6.0/24, version 28                                          -> Prefix and mask 
Paths: (3 available, best #3)                                                                  -> Number of possible paths and which one is selected as best option 
Flags: (0x8000001a) (high32 00000000) on xmit-list, is in urib, is best urib route, is in HW 
 
Path type: external, path is valid, not best reason: Router Id, no labeled nexthop 
AS-Path: 65535 65534 65533 , path sourced external to AS                                       -> As Path to reach the prefix* 
172.20.255.255 (metric 0) from 172.20.255.255 (172.20.255.255)                                 -> Next hop towards the prefix 
Origin incomplete, MED 0, localpref 100, weight 0 
 
Path type: external, path is valid, not best reason: newer EBGP path, no labeled nexthop 
AS-Path: 65535 65534 65533 , path sourced external to AS 
172.19.255.255 (metric 0) from 172.19.255.255 (172.19.255.255) 
Origin incomplete, MED 0, localpref 100, weight 0 
 
Advertised path-id 1 
Path type: external, path is valid, is best path, no labeled nexthop, in rib                  -> Path selection motive 
AS-Path: 65535 65534 65533 , path sourced external to AS 
172.18.255.255 (metric 0) from 172.18.255.255 (172.18.255.255) 
Origin incomplete, MED 0, localpref 100, weight 0 
 
Path-id 1 advertised to peers:                                                               -> BGP peers were the prefix is advertised 
10.1.1.2 
 

 

 ءاشنإ هيف مت يذلا عقوملا ىلإ لوصولل هريرمت مت يذلا ASN لثمي AS-Path* :ةظحالم
  .ةئدابلا
.راسيلا ىلإ نيميلا نم AS-Path أرقي**          

.BGP راسمل ديدحت لضفأ عجار ،BGP يف راسم ديدحت ةيلمع لضفأ ةعجارمل

ةلص تاذ تامولعم

• Cisco نم تاليزنتلاو ينفلا معدلا

https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/13753-25.html
https://www.cisco.com/c/ar_ae/support/docs/ip/border-gateway-protocol-bgp/13753-25.html
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


