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1

ip nat pool net-10 172.16.255.1 172.16.255.254 prefix-length 24
ip nat inside source list 1 pool net-10

1

interface Ethernet0

ip address 172.16.20.2 255.255.255.0

ip nat outside

!

interface Ethernetl

ip address 172.16.39.2 255.255.255.0



ip nat inside

!
router eigrp 1

redistribute static

network 172.16.0.0

default-metric 10000 100 255 1 1500

1

ip route 172.16.255.0 255.255.255.0 NullO
access-1list 1 permit 10.0.0.0 0.255.255.255
1

end

ip nat alall 13 ,elo¥l Jg> clogleall (o a0 e Jaaxll IP o loas dgic ool g>1,

iSaidl oo Liss 31 1P o3> Jluyl Oloua) Slwlydl a5 Jusisiy Cisco WAN azg0 pgé; «Jliall 1id 5
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bl Sl J18/10.0.0.0 asui

Cisco_WAN_Router ;955

i

interface Ethernet0/0

ip address 172.16.187.3 255.255.255.0
no ip directed-broadcast

!

interface Ethernet0/1

ip address 172.16.39.3 255.255.255.0
no ip directed-broadcast

!

interface Ethernet3/0

ip address 172.16.79.3 255.255.255.0
no ip directed-broadcast

ip policy route-map net-10

!

router eigrp 1

network 172.16.0.0

i

access-1list 111 permit ip 10.0.0.0 0.255.255.255 any
1
route-map net-10 permit 10
match ip address 111
set interface Ethernet0/1
!
route-map net-10 permit 20
1

end

route-map alall wls 4olgVl Jo> wlogleall o ayjo e Jouaxl route-map ol g5Lg JI &)

Sl el Y eld dog duwluVl aalSUl (655 o3 I3] .access-list .5 10g auulwIl dals)l PBR acy, V idasVo
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version 12.3
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interface Ethernet0

Interface connecting to 10.0.0.0 network ip address 10.1.1.1 255.0.0.0 ! interface Ethernetl --!
!-- Interface connecting to Cisco_Wan_Router ip address 172.16.79.4 255.255.255.0 ! router eigrp
1 network 10.0.0.0 network 172.16.0.0 no auto-summary ! !---Output Suppressed

| a0l 1oSS

version 12.3

interface Ethernetl

Interface connecting to Firewall ip address 172.16.20.1 255.255.255.0 interface SerialQO /--- --!
Interface connecting to Internet ip address 192.1.1.2 255.255.255.0 clockrate 64000 no fair-
queue ! interface Ethernet0Q !--- Interface connecting to Cisco_Wan_Router ip address
172.16.187.1 255.255.255.0 ! ! router eigrp 1 redistribute static !/--- Redistributing the static
default route for other routers to reach Internet network 172.16.0.0 no auto-summary ! ip
classless ip route 0.0.0.0 0.0.0.0 192.1.1.1 !-- Static default route pointing to the router
connected to Internet !---Output Suppressed

! ping gwgall 1oVl plaziwl (Cisco-1 azgo e 10.1.1.1 0 Jlasl [l ] Jbwl po Jladl 13D Hlis] 9
5 el azge e Cax b &9,) .dgzell lsies 192.1.1.1 plaiw| pi (JUall 13D (9 .coiVl e awao
.debug ip packet 101 detail o) plaziw] clsl gl Jioxidl Jusin Slay

dixleall 62>9 plaziw] JI 2Vl a>90 _Jc debug ip packet detail_,AlI plaiw! 39, ol Say Ludss

bel8y dxais . asuill (9 el gl eV L9 s> Lolasl T ol Sy Las uS JSain (CPU) &8 ]l
.debug sl IS5 ol Jid traceroute 9 JlaiVl ,Lis| ,olgl ngd o9 auliey a3Vl aumns ol plaziwl puud

aoild y9x IP debug doj> 13| asail 6,)le sl ICMP J 101 Jg.og)l ansld Quras plaiw| oy tdla>Ne
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:Results of ping from Cisco_1 to 192.1.1.1/internet taken from Internet_Router
Packet never makes it to Internet_Router

Cisco_1# ping

: [Protocol [ip

Target IP address: 192.1.1.1

: [Repeat count [5

: [Datagram size [100

: [Timeout in seconds [2

Extended commands [n]: vy

Source address or interface: 10.1.1.1

: [Type of service [0

:[Set DF bit in IP header? [no

: [Validate reply data? [no

: [Data pattern [0xABCD

: [Loose, Strict, Record, Timestamp, Verbose[none
: [Sweep range of sizes [n

.Type escape sequence to abort

:Sending 5, 100-byte ICMP Echos to 192.1.1.1, timeout is 2 seconds
Packet sent with a source address of 10.1.1.1

(Success rate is 0 percent (0/5


//www.cisco.com/warp/customer/105/ext_ping_trace.html
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:Debug commands run from Cisco_WAN_Router

"debug ip policy"
Mar 1 00:43:08.367: IP: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1, len 100, policy match*
Mar 1 00:43:08.367: IP: route map net-10, item 10, permit*

Packet with source address belonging to 10.0.0.0/8 network !--- is matched by route-map ---!
"net-10" statement 10. *Mar 1 00:43:08.367: IP: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1
(Ethernet0/1), len 100, policy routed *Mar 1 00:43:08.367: Ethernet3/0 to Ethernet0/1 192.1.1.1
I -—-- matched packets previously are forwarded out of interface !--- ethernet 0/1 by the set
. command

Sl axgo J dojl Jus ol 13la) .g86i0 68 LaS net-10 ag dlay,s 9 10 aeill JB5o! o dosxl sl

"debug arp"
Mar 1 00:06:09.619: IP ARP: creating incomplete entry for IP address: 192.1.1.1 interface*
Ethernet0/1
,Mar 1 00:06:09.619: IP ARP: sent req src 172.16.39.3 00b0.64cb.eabl*
dst 192.1.1.1 0000.0000.0000 Ethernet0/1
Mar 1 00:06:09.635: IP ARP rep filtered src 192.1.1.1 0010.7b81.0b19, dst 172.16.39.3*
00b0.64cb.eabl wrong cable, interface Ethernet0/1

Cisco_Wan_Router# show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 172.16.39.3 - 00b0.64cb.eabl ARPA Ethernet0/1
Internet 172.16.39.2 3 0010.7b81.0b19 ARPA Ethernet0/1

Internet 192.1.1.1 0 Incomplete ARPA

6 pivlo ol @09 J9lxu9 all agzgi pi Loy plisll Cisco WAN azgo Jolx, .13 debug arp zl3| Lo
dg=gll wlsiel (ARP) Ulgill Jdxi JsSei9, b azgall Juw ol 13 Lllaiy .1/0 co i)l dg=ly le

" JoiSo ue" 9@ lgisll 1ig) ARP JBsl old JWlg ag>lell 0i® e Gul ail azgall J)x sillg 192.1.1.1
Lle dojxll gog e 138 Lue azgall OY ells agy dluwS ddac g, .show arp LoVl dauwls, ziogs 9 LS
ARP JBs] o9 el
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:Config changed on Cisco_WAN_Router
!

route-map net-10 permit 10

match ip address 111

set ip next-hop 172.16.39.2

i

el Hluall 336 dojl ol QY1 i i)l azgo e awai debug ip packet 101 detail oYl plasiuwl,
s piy Sl lel Olg ol jlaz dawls, 172.16.255.1 ] lgioz 5 caos 28 ol ol s o LSy oS
55 29 .192.1.1.1

Cisco_1# ping

: [Protocol [ip

Target IP address: 192.1.1.1

: [Repeat count [5

: [Datagram size [100

: [Timeout in seconds [2

Extended commands [n]: vy

Source address or interface: 10.1.1.1



: [Type of service [0

:[Set DF bit in IP header? [no

:[Validate reply data? [no

: [Data pattern [0xABCD

: [Loose, Strict, Record, Timestamp, Verbose[none

: [Sweep range of sizes [n

.Type escape sequence to abort

:Sending 5, 100-byte ICMP Echos to 192.1.1.1, timeout is 2 seconds
Packet sent with a source address of 10.1.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 68/70/76 ms

:Results of ping from Cisco_1 to 192.1.1.1/internet taken from Internet_Router

#Internet_Router

Mar 1 00:06:11.619: IP: s=172.16.255.1 (Ethernetl), d=192.1.1.1 (Serial0l), g=192.1.1.1, len*
100, forward

Mar 1 00:06:11.619: ICMP type=8, code=0*

Packets sourced from 10.1.1.1 are getting translated to 172.16.255.1 by !--- the Firewall ---!
before it reaches the Internet_Router. *Mar 1 00:06:11.619: *Mar 1 00:06:11.619: IP: s=192.1.1.1
(SerialQ), d=172.16.255.1 (Ethernetl), g=172.16.20.2, len 100, forward *Mar 1 00:06:11.619: ICMP
type=0, code=0 !/--- Packets returning from Internet arrive with the destination !--- address
:172.16.255.1 before it reaches the Firewall. *Mar 1 00:06:11.619

Gylal Hlaz JI do )l g dolel oo ol Cisco 0 WAN azg0 _lc debug ip policy joVl gl
:172.16.39.2

Cisco_WAN_Router 0 clasVl aunai jolgl Jisis i

"debug ip policy"

Mar 1 00:06:11.619: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1, len 100, policy match*

Mar 1 00:06:11.619: IP: route map net-10, item 20, permit*

Mar 1 00:06:11.619: s=10.1.1.1 (Ethernet3/0), d=192.1.1.1 (Ethernet0/1), len 100, policy*
routed

Mar 1 00:06:11.619: Ethernet3/0 to Ethernet0/1 172.16.39.2%
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