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CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

ip?

source-route Process packets with source routing header options (This is deprecated sin

RP/0/RP0O/CPUO:Router(config)#

ipvd ?

source-route Process packets with source routing header options (This is deprecated since

RP/0/RP0O/CPUO:Router(config)#

ipve ?

source-route Process packets with source routing header options (This is deprecated since



ip source route
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Cisco 10S-XR-IPV4-ma-cfg

Cisco 10S-XR-IPv6-io-cfg

Cisco 10S-XR-um-ipV4-cfg

Cisco 10S-XR-um-ipV6-CFG

IJiguash

15d sl g o

J Sz uddd Az, Lﬁﬁ‘ﬂd ddted‘c U'{SO L,,SJ.Z“.‘JL') g Uﬁckﬂe s C)sﬂ'& U?J}J 20 CJU el Blispd tdg guslo \deuaij Uékﬁ‘(’ iJd
g\w&ta\e \JQ}CL";:: \dé\@e tdd \du‘ué\u.ﬁ: i} idd\ﬁ ‘L‘}CL,,S" \d{.\uajj \dit)d ‘JQL“; Lﬁi'c‘ﬂ? LJL..SQ\ \deu.nj}d J\di‘tﬁ J Q&ﬂ Aol ‘JQ}GL§°

Jdpimi 3o 1dplises.
SSH v1

CLI

<tfroot>

RP/0/RP0O/CPUO:Router(config)#

ssh client ?

vl Set ssh client to use version 1. This is deprecated and will be removed in .

RP/0/RP0O/CPUO:Router(config)#

ssh server ?



vl Cisco sshd protocol version 1. This is deprecated in 25.3.1.

g SSH V1

#13 SSH v
"CSGJ

rp/0/rp0/cpul:os—tamy 19 15:20:42.814 <l s Wg 1t ssh_conf_proxy[1210]: “security-sshd_conf_prx-4-warning_general : J s

e &l UOU{ U\CL@\L@ s gs0le acxad neteonf 5 ssh v secx—ed ssh i o3 Ugla\e in‘wgﬁ sJdo RN i\hg‘ﬁé 3] B=NE}
b5 slog

Cisco I0S-XR-um-ssh-cfg

IJeguash

g2 SSH V2,

lJodosy SSHV2: w955 Secure Shell

TACACS+ 5 RADIUS @lpwsg dla adilcssz agdicn jdls aguedl (\JOsg 7)

CLI

<tfroot>

RP/0/RP0O/CPUO:Router(config)#

tacacs-server host 10.0.0.1

RP/0/RP0O/CPUO:Router(config-tacacs-host)#

key ?

. Use '0' instead.
. Use '7' instead.

clear Config deprecated from
encrypted Config deprecated from

NN
INGN
=

RP/0/RP0O/CPUO:Router(config)#

tacacs-server key ?

Use '0' instead.
Use '7' instead.

clear Config deprecated from
encrypted Config deprecated from

NN
I
=

tacacs-server key 7 13545410615102b28252b203e270a

Tacacs-Server Host 10.1.1 23 49
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lJaal~ 7 1513090f007b797
e(s—3 RADIUS-Server Host 10.0.0.1 Auth-Port 9999 Access-Port 8888
lJaal~ 7 1513090f007b797
130 1das0lesdls Jopat Bl ¢ AAA
sl 1dgeasd 10.10.10.2 vrf
server-key 7 05080f1¢c2243
a—sl= #1aa RADIUS 7 13041510F
Gua— Ghy gl azests AAMARAD
server-private 10.2.4.5 auth-port 12344 acct-port 12345

dakcl 7 1304464058
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CLI

<tfroot>

RP/0/RP0O/CPUO:Router(config)#

http client ssl version ?

t1s1.0 Force TLSv1l.0 to be used for HTTPS requests, TLSvl.0 is deprecated from
tlsl.1 Force TLSvl.1l to be used for HTTPS requests, TLSvl.1l is deprecated from

RP/0/RP0O/CPUO:Router(config)#

l ogging tls-server server-nane m n-version ?

t1s1.0 Set TLSv1l.0 to be used as min version
t1sl.1 Set TLSvl.1l to be used as min version

RP/0/RP0O/CPUO:Router(config)#

l ogging tls-server server-nane nmax-version ?

t1s1.0 Set TLSv1.0 to be used as max version
t1sl.1 Set TLSvl.1l to be used as max version

logging tls-server-name <> max-version tls1.0|tls1.1

écs‘g‘)

bl ¢lcg

Cisco 10S-XR-um-logging-cfg
Cisco-10S-XR-um-http-client-cfg.yang

IJeguash

foucizaa TLS1. 2115 TLS1. 3.

IJouesd IJleo JUodasy: wuddss |
Telnet (IJ¢ 1% s1dgacsd)

CLI

<tfroot>

for
for

for
for

syslog, TLSv1.0
syslog, TLSvl.1l

syslog, TLSv1l.0
syslog, TLSvl1l.1l

is deprecated
is deprecated

is deprecated
is deprecated

from 25.3.1
from 25.3.1

from 25.3.1
from 25.3.1


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-logging.html

RP/0/RP0O/CPUO:Router(config)#

tel net ?

ipv4d 1IPv4 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
ipv6 IPv6 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
vrf  VRF name for telnet server. (Telnet 1is deprecated since 25.4.1. SSH is recommended inst
RP/0/RP0O/CPUO:Router(config)#
tel net ipv4d ?
client Telnet client configuration commands. (Telnet is deprecated since 25.4.1. SSH 1is reco
server Telnet server configuration commands. (Telnet is deprecated since 25.4.1. SSH is recol
RP/0/RP0O/CPUO:Router(config)#
tel net ipve ?
client Telnet client configuration commands. (Telnet is deprecated since 25.4.1. SSH 1is reco
server Telnet server configuration commands. (Telnet is deprecated since 25.4.1. SSH is recol
RP/0/RP0O/CPUO:Router(config)#
telnet vrf default ?
ipv4 IPv4 configuration. (Telnet 1is deprecated since 25.4.1. SSH is recommended instead.)
ipv6 IPv6 configuration. (Telnet 1is deprecated since 25.4.1. SSH is recommended instead.)
RP/0/RP0O/CPUO:Router(config)#
telnet vrf test ?
ipv4 IPv4 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
ipv6 IPv6 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
RP/0/RP0O/CPUO:Router#
tel net ?
A.B.C.D IPv4 address. (Telnet is deprecated since 25.4.1. SSH is recommended instead
WORD Hostname of the remote node. (Telnet is deprecated since 25.4.1. SSH 1is recol
X:X::X IPv6 address. (Telnet is deprecated since 25.4.1. SSH is recommended instead
disconnect-char telnet client disconnect char. (Telnet is deprecated since 25.4.1. SSH is re
vrf vrf table for the route lookup. (Telnet 1is deprecated since 25.4.1. SSH is r
telnet

< olez Telnet IPv4

<Lulez Telnet IPV6

Telnet vrf
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RP/O/RPO/CPUO:s s s 27 10:59:52.226 I sias g 1dacs: 10 s#[145]: ZIP-Cinetd-4-Telnet_Waming : s 1J1c Joald 2g» Telnet oo
Idluadl, 25.4 1 se) e, sozs losEala G5 s 5 SSH adl a0 3,

b)) glog
Cisco 10S-XR-IPv4-telnet-cfg

Cisco |0S-XR-IPV4-telnet-mgmt-cfg

Cisco I0S-XR-um-telnet-cfg
lJosuoss
luwegspe SSHY2.

lJodosy SSHV2: w955 Secure Shell

TFTP (10¢ )% sldgacsd)

CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

iptftp ?

client TFTP client configuration commands (This is deprecated since 25.4.1)

tftp

ip tftp

casd TFTP
acsé B

rpl0/rpO/cpu0:ich sy 17 19:03:29.475 LId siis 1Jg 1das: thtp_fs[414]: ZINFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : <

Yoo as B " asd TFTP" iy sl a0 1ag s iy 03 1das 38 &5 Tahe o Il Jomg dla 030 1acs 5. iu@éde SFTP ! a0y 304,
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luscig s SFTP 15 HTTPS.

ouvdsd sFTP: w0953 Secure Shell

¢ 913 TCP/UDP 1Jueg s b

CLI

<tfroot>

RP/0/RP0O/CPUO:Router(config)#

service ?
ipvé Ipv4 small servers (This is deprecated)
ipv6 Ipvo small servers (This 1is deprecated)

RP/0/RP0O/CPUO:Router(config)#

service ipvd ?

tcp-small-servers Enable small TCP servers (e.g., ECHO)(This is deprecated)
udp-small-servers Enable small UDP servers (e.g., ECHO)(This is deprecated)

&b 1dlu=dl ) 1l 20 s s oo (IP)
Cpb IPv6

ché‘)

b5 slog

Cisco 10S-XR-ip-tcp-cfg

Cisco I0S-XR-ip-udp-cfg

10 g sh

Cedasd ¢ 5l TCP/UDP Vu=g s 5.
FTP

CLI

<tfroot>
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RP/0/RP0O/CPUO:Router(config)#

ftp ?

client FTP client config commands.This is deprecated since 25.4.1.SFTP is recommended instea

RP/0/RP0O/CPUO:Router(config)#

ip ftp ?

client FTP client config commands.This is deprecated since 25.4.1.SFTP is recommended instea

ip ftp

ftp
gl

(pIO/pO/cpUO:ials s 5 16 21:42:42.897 I scass 1g 1 as: ftp_fs[1190]: ZINFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN :
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b)) glog

Cisco 10S-XR-um-ftp-tftp-cfg

Idasuags

losgola SFTP 5 HTTPS.

oubdsd sFTP: w85 Secure Shell

SNMP v1/2¢c

CLI

<#root>

RP/0/RP0O/CPUO:Router(config)#

snnp- server ?

chassis-id String to uniquely identify this chassis
community Enable SNMP; set community string and access privileges. (This 1is depr

RP/0/RP0O/CPUO:Router(config)#

snnp-server ?

community Enable SNMP; set community string and access privileges. (This is depr


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

RP/0/RP0O/CPUO:Router(config)#

snmp-server user test test ?

vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)
v3 user using the v3 security model

RP/0/RP0O/CPUO:Router(config)#

snnp-server host 10.0.0.1 version ?

1 Use 1 for SNMPvl. (This is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)
3 Use 3 for SNMPv3

RP/0/RP0O/CPUO:Router(config)#

snnmp-server group test ?

vl group using the vl security model (This is deprecated since 25.4.1)
v2c group using the v2c security model (This 1is deprecated since 25.4.1)
v3  group using the User Security Model (SNMPv3)

RP/0/RP0O/CPUO:Router(config)#

snnp-server ?

community Enable SNMP; set community string and access privileges. (This 1is depr
community-map Community Mapping as per RFC-2576. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server user userl groupl ?

vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp- server user userl groupl v3 auth nmd5 test priv ?

3des Use 168 bit 3DES algorithm for encryption (This is deprecated since 25.4.1)
des56 Use 56 bit DES algorithm for encryption (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnmp ?

community Enable SNMP; set community string and access privileges. (This is depr

RP/0/RP0O/CPUO:Router(config)#

snnmp user user test ?

remote Specify a remote SNMP entity to which the user belongs
vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)



RP/0/RP0O/CPUO:Router(config)#

snnmp- server user userl groupl v3 auth ?

md5 Use HMAC MD5 algorithm for authentication (This
sha Use HMAC SHA algorithm for authentication (This

RP/0/RP0O/CPUO:Router(config)#

snnp user userl groupl v3 auth ?

md5 Use HMAC MD5 algorithm for authentication (This
sha Use HMAC SHA algorithm for authentication (This

RP/0/RP0O/CPUO:Router(config)#

snnp user userl groupl v3 auth nd5 test priv ?

3des Use 168 bit 3DES algorithm for encryption (This i
des56 Use 56 bit DES algorithm for encryption (This is

RP/0/RP0O/CPUO:Router(config)#

snnp host 10.1.1.1 version ?

1 Use 1 for SNMPvl. (This is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server host 10.1.1.1 version ?

1 Use 1 for SNMPvl. (This 1is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp ?

community-map Community Mapping as per RFC-2576.

ezt &% SNMP

pusEda 7132 SNMP <> <> v1 | v2c

posg 2 &1 SNMP <> <> v3 apalag MD5 | il

pUCE 3 &1 snmp <> <> V3 au=la@ MD5|sha <> 1Jlu=2) ) 3des|des56
puas—d 132 SNMP <> 1dlp=a), 1|v2e

pzesed & sl SNMP <> vi|v2e

&gtz &l

is deprecated since 25.4.1)
is deprecated since 25.4.1)

is deprecated since 25.4.1)
is deprecated since 25.4.1)

s deprecated since 25.4.1)
deprecated since 25.4.1)

(This is deprecated since 25.4.1)



snmp

ezt SNMP

pusE e s 68 5 SNMP <> <> v |v2c

poiF e ) 9 sl 5J SNMP <> <> v3 by MD5|sha

a9 98l 5J SNMP <> <> v3 aalass MD5/sha <> 1dlu=al 3des|des56
poag—s SNMP <> Idlu=al 1)v2e

azesgs SNMP <> v1|v2e

& xsks oz g SNMP

“gigy

b\ glog
Cisco 10S-XR-um-snmp-server-cfg
Idasuags

luweesle SNMPV3 og 1JeL0l386 9lJe b, (authPriv).

od9su SNMPV3 pg [Jpol> 96 9ldpol> 86 o
pualy@ NTP 1dlual, 2 5 3 s MD5

CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

ntp server 10.1.1.1 version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from 25.4.1 onwards; use 4 instead.

RP/0/RPO/CPUO:Router(config)#

ntp peer 10.1.1.1 version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from 25.4.1 onwards; use 4 instead.

RP/0/RPO/CPUO:Router(config)#

ntp server adnin-plane version ?


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-management/25xx/configuration/guide/b-system-management-cg-8k-25xx/configuring-simple-network-management-protocol.html

<1-4> NTP version number. Values 1-3 are DEPRECATED from 25.4.1 onwards; use 4 instead.

RP/0/RP0O/CPUO:Router(config)#

ntp interface gi gabitEthernet 0/0/0/0 broadcast version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from 25.4.1 onwards; use 4 instead.

RP/0/RP0O/CPUO:Router(config)#

ntp interface gigabitEthernet 0/0/0/0 multicast version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from 25.4.1 onwards; use 4 instead.

RP/0/RP0O/CPUO:Router(config)#

ntp authentication-key 1 nd5 clear 1234

elp NTP <> IJlosl) 2|3

ubs) NTP <> |Jlool, 2/3

ntp server admin-plane |Jl_o>l, 1/2/3
oo 9lzoo ntp <> IJ] ool 2|3

9lzos ntp <> 1Jlosl) 2|13 JJw o IJpogss
p9ulz puol> 96 NTP <> MD5 <>

rars

rp/0/rp0/cpul: 99 o, 25 16:09:15.422 Lldosdse IJgldpes: ntpd[159]: ZIP-IP_NTP-5-
config_ NOT_RECOMMENDED : swp wglod NTPV2 9 NTPV3 oy IJluosl) 25.4.1 9l wgdo. Idygle
lovwésle NTPVA.

rp/0/rp0/cpu0: 99,0y 25 16:09:15.422 Lldesdse IUgldps: ntpd[159]: ZINFRA-
WARN_INSECURE-4-INSECURE_FEATURE_WARN : swp luwegsle 536 'NTP 90 puol> 88"
l9 cdosuwol. pu lJpg 90 Iy 030 IJps 6 £8) Tpwé: 2w s8I luveésle 030 IJps 6.

SN S

Cisco-10S-XR-um-ntp-cfg.yang

IJeguash

Iuwegse IJluosl, 4 o0 NTP g puol>86 Ig)s s, MD5.

ouvdsd NTP: wdasy oy9u9e YN



https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/sysman/25xx/configuration/guide/b-system-management-cg-ncs5500-25xx/configuring-ntp.html

GRPC

CLI

<tfroot>

RP/0/RP0O/CPUO:Router(config)#

grpc ?

aaa AAA authorization and authentication for gRPC
address-family DEPRECATED. Removing in 26.3.1: Address family identifier type
apply-group Apply configuration from a group
certificate DEPRECATED. Removing in 26.3.1: gRPC server certificate
certificate-authentication DEPRECATED. Removing in 26.3.1: Enables Certificate based Authentication
certificate-id DEPRECATED. Removing in 26.3.1: Active Certificate
default-server-disable Configuration to disable the default gRPC server
dscp DEPRECATED. Removing in 26.3.1: QoS marking DSCP to be set on transmitted
exclude-group Exclude apply-group configuration from a group
gnmi gNMI service configuration
gnpsi gnpsi configuration
gnsi gNSI
gribi gRIBI service configuration
keepalive DEPRECATED. Removing in 26.3.1: Server keepalive time and timeout
Tisten-addresses DEPRECATED. Removing in 26.3.1: gRPC server Tistening addresses
Tocal-connection DEPRECATED. Removing in 26.3.1: Enable gRPC server over Unix socket
max-concurrent-streams gRPC server maximum concurrent streams per connection
max-request-per-user Maximum concurrent requests per user
max-request-total Maximum concurrent requests in total
max-streams Maximum number of streaming gRPCs (Default: 32)
max-streams-per-user Maximum number of streaming gRPCs per user (Default: 32)
memory EMSd-Go soft memory 1imit in MB
min-keepalive-interval DEPRECATED. Removing in 26.3.1: Minimum client keepalive interval
name DEPRECATED. Removing in 26.3.1: gRPC server name
no-tls DEPRECATED. Removing in 26.3.1: No TLS
part p4 runtime configuration
port DEPRECATED. Removing in 26.3.1: Server listening port
remote-connection DEPRECATED. Removing in 26.3.1: Configuration to toggle TCP support on th
segment-routing gRPC segment-routing configuration
server gRPC server configuration
service-Tlayer grpc service layer configuration
tls-cipher DEPRECATED. Removing in 26.3.1: gRPC TLS 1.0-1.2 cipher suites
tls-max-version DEPRECATED. Removing in 26.3.1: gRPC maximum TLS version
tls-min-version DEPRECATED. Removing in 26.3.1: gRPC minimum TLS version
tls-mutual DEPRECATED. Removing in 26.3.1: Mutual Authentication
tls-trustpoint DEPRECATED. Removing in 26.3.1: Configure trustpoint
tlsVl-disable Disable support for TLS version 1.0

tlsvl-disable CLI is deprecated.

Use tls-min-version CLI to set minimum TLS version.
ttl DEPRECATED. Removing in 26.3.1: gRPC packets TTL value
tunnel DEPRECATED. Removing in 26.3.1: grpc tunnel service
vrf DEPRECATED. Removing in 26.3.1: Server vrf
<cr>

grpc no-tls



grpc tls-max|min-version 1.0|1.1
IJlesl 1Jl el os J grpe tis-cihper|enableldisable (Wb TLS 1.2, £, oo g0 luwedsle pgesele
9,6 &) lpwd wed vdsse IJodssule 1Jedles)

“giey

rp/0/rp0/cpu0: 98 o,y 29 19:38:30.833 LlJosdse IJeldps: 1ouws[1122]: ZINFRA-
WARN_INSECURE-4-INSECURE_FEATURE_WARN : 0 |quogsle o6 "lJodoso gy 1Ulew J
gRPC" Iy wdaswol. wpe lopld 030 1Jps 36 Jive pu IJpg 9 luel s, Towst uwowe Lldwol B
luosly) pBud. server=default (|osl, TLS 1830 p0 1.2 wp wI9sU peesele wuvds) £ pws)

ST S

Cisco-10S-XR-um-grpc-cfg.yang

Cisco-I0S-XR-man-ems-oper.yang

Cisco I0S-XR-man-ems-grpc-tls-credentials-rotate-act.yang
Cisco-10S-XR-man-ems-cfg.yang

IJoguosé

Igvogse TLS 1.2 19 leds (9sBuad Io $doo TLS 1.3) pg wuvdes, $9:s-

lJodssu: luwegsle w)y9uge RPC Jog 5L slo IJvods wupldz loslole

Alispd b‘?J Uagd‘és £\ Jach

i 9au 1daoE

CLI

<tfroot>

RP/0/RPO/CPUO:Router#

copy ?
ftp: Copy from ftp: file system (Deprecated since 25.4.1)
tftp: Copy from tftp: file system (Deprecated since 25.4.1)

louwg <src as tftp/ftp> <dst as tftp/ftp>

od )83 uuwe running-config ¢

ey


https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html

rp/0/rp0/cpul: 99, 26 15:05:57.666 Lldesdse IJgldps: filesys_cli[66940]: ZINFRA-
WARN_INSECURE-4-INSECURE_FEATURE_WARN : o0 |quoésle IJpss6 'copy ftp' I
odgswol. e lopld 030 1Upsi6 Jiwo pu Idpg 9 luel §s) Towé: guowe Lldwol B luosl,
pdwd. luwegspe SFTP Ig SCP Lol pu 3JY.

rp/0/rp0/cpu0:u,99 o)y 26 15:09:06.181 Lldwsdse IJgldps: filesys_cli67445]: ZINFRA-
WARN_INSECURE-4-INSECURE_FEATURE_WARN : ¢ |guogsle IJess6 'copy titp' i
cdosool. wp lopld 030 1pws36 Jlue pu IJpg 9 luel g, lpwst wowe Lldwel B luosl
pdwd. luwegspe SFTP Ig SCP Lol pu 3JY.

b)) glog

IJe 3@@3

luwegsle SFTP Ig SCP.

lJodosy: wudsd Secure Shell

i‘g‘?‘) U&L\iﬁ,ﬁé&

CLI

install source

install add source

install replace

QCSQEJ

b)) glog

Cisco-10S-XR-sysadmin-instmgr-oper.yang

IJe9uash


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

luwegsle SFTP Ig SCP.

lJodssy: wuddsy Secure Shell

i 9l 101415 VJa g 35

CLI

utility mv source

gluuas sgluuala gls ¢Iog
ou‘uﬂ Q&Lﬁé‘)\ﬁ Aﬂu"_lé‘)f: ‘—’Lﬁ W\JC é\u& A_|CL$Q J Lﬁ?‘ﬂu }Ua&"‘ C?LS&‘ au\

ol pild & dis 1dop sl 1051, s e 03z slog Cisco-I0S-XR-IPV4-ma-cfg.yangfor remove of source routing.

revision "2025-09-01" {
description
"Deprecated IPv4 Source Route Configuration.

Teaf source-route {

type boolean;

default "true";

status deprecated;

description
"The flag for enabling whether to process packets
with source routing header options (This is
deprecated since 25.4.1)";

o3l pild Jdg sl <as e 53z Yang Cisco-I0S-XR-um-fip-titp-cfg.yang Ji1 315 FTP 5 TFTP.

revision 2025-08-29 {
description
"TFTP config commands are deprecated.
2025-08-20
FTP config commands are deprecated.";

container ftp {

status deprecated;

description
"Global FTP configuration commands.This is deprecated since 25.4.1.
SFTP is recommended instead.";

container client {
status deprecated;
description


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

"FTP client configuration commands.This is deprecated since 25.4.1.
SFTP is recommended instead.";

container ipv4 {
status "deprecated";
description
"Ipv4 (This is deprecated since 25.4.1)";

container ipv6 {
status "deprecated";
description
"Ipv6 (This 1is deprecated since 25.4.1)";

container tftp-fs {
status deprecated;
description
"Global TFTP configuration commands (This is deprecated since 25.4.1)";
container client {
status deprecated;
description
"TFTP client configuration commands (This 1is deprecated since 25.4.1)";
container vrfs {
status "deprecated";
description
"VRF name for TFTP service (This is deprecated since 25.4.1)";
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o agdigs Idelohar sz s a1 £ i 1azases 1daihadss Jg s o 1ddacas 3 Mg asd" 1 S Jocil el < sladas
\dica 3 1dapass ldzadle Id7 sl sldaboisdl 1das g 1dzoasd gdee! a0 Ui@ 5% \dit 6 Wdaplinds 1deics g ol 1l ssca
&gz goe! }d@\_ S aa) ps D s Uyguu Siszse puady IPe s IP Uej@‘ ,&,dg;\q Ie 13 & gz g0 ICMP< szol ICMP Uq;
g3y 1dsuasd Idgsele s ARP Jdslsd. < Je 138 & gmego = el o) ponc s 1ol cidd St s 1ol 1dueose sd)
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https://sec.cloudapps.cisco.com/security/center/resources/Cisco-IOS-XR-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-IOS-XR-HardeningGuide

odIsU ptow Idouss IUluulguss 1Je,o

Spdud ool odasu 1Jeszo Jegrds ol I3l JIu Toul lo Jl luwegsle 030 1JbI6 IJos wgpd
Jes6 lubps o vgsd: wel B 3JJ 10S XR: bls [poul) Iosé L lowlw.sé 1 e,08 ou Cisco
Config.

IJuwsld sldzsle

1. I3l Bpo wodssy le, B 1dp)6 1Jeluss 19 oo wodsse Idie) b wo o6 1880 0J @90
vogvesd ouwlds weis) syslog v wol )6 13,5S

c P

2. od SO UL irojlo JJdodssu Jpsiosu pgoddosy WS v IJIJojle Bs boy) lushsu
oy Syslog®

2 uee.
roC>|JZ

rp/0/rp0/cpul:ldes., 17 19:01:48.806 LlJwsdse IJeldes: ipV6_io[310]: ZINFRA-
WARN_INSECURE-4-INSECURE_FEATURE_WARN : 555 'owl) o203, IPVE' IJos Sop
luwegsleol I9 wdasuol. pu 1Jpg 98 16 030 1Jps 6 £ Towd: 2w LBl luwegsle 030 1Ups;6. JI
Sdp wopdSu ©9zSo puod) IPVE Luwuyw pélb IUslw.

rp/0/rp0/cpul:idese; 17 19:01:48.806 LlJosdse IJeldps: ipV4_ma[254]: ZINFRA-
WARN_INSECURE-4-INSECURE_FEATURE_WARN : o6 'ouul) puos) IPVA' IUos sop
luwegsleol 19 edssuol. pu lJpg 98 16 030 1Jps 6 £ Tpwd: 2w LBl luwegsle 030 IUps;6. JI
SBp wopdSU ©9zso puod) IPVA Luuuyw péllo, IUsle.

3. od pusdrs ey wdasu £s) Tpo 2280 Bs Idujle 2283 Is luodly wds) 2288
e e

4. od ould weds) syslog gus IilJé psi6 €5, L_JLOQ(") ou IJodysut

e VEp

B[PYNES:

rp/0/rp0/cpu0:idege, 18 08:16:24.410 wldusdse IJgldps: ssh_conf_proxy[1210]: Zinfra-
warn_insecure-6-insecure_config_remove : ¢ oo 1lJé odsso 1dpsid €5y 1Ulewd "g9l) 5056 DSA
lJgluod o SSH host-key".

rp/0/rp0/cpul:ideye, 22 06:37:21.960 vldusdse IJegldps: tacacsd[1155]: Zinfra-warn_insecure-
B6-insecure_config_remove : ¢po L1Jé odosu IUpsé s, IJlews 'TACACSH IJw,s6
IJpuive,dé (wpss Iduge 7).


https://cway.cisco.com/tac-quick-tools/forms/692e20ab62961abb6b3a83ae
https://cway.cisco.com/tac-quick-tools/forms/692e20ab62961abb6b3a83ae
https://cway.cisco.com/tac-quick-tools/forms/692e20ab62961abb6b3a83ae

rp/0/rp0/cpul:idege, 22 06:42:21.805 LlJe9Bse lJeldps: tacacsd[1155]: zinfra-warn_insecure-
6-insecure_config_remove : ¢po [ilds odssu IUps6 €5, IUlews 'TACACS+ e,y TCP pg )
pue,d (Idsuog ISl o).

5. Jl oy wulpz Telnet o909l eds Idpszo 1UElLo wJ.

2 pu Ippdu o ©89p woubgsd 10S XR7/ILNT IJss szoss eds wulez Telnet pogld, B gl
Bl Ypo voegpsd wyulpe Telnet RPM IJIgoshs.

6. Jl o s XR7/LNT Usso gsl, sFTP Ig SCP JJie, "install source”.

2. Jl s8p0 XR7/LNT Bs 030 1UJz 06 o 90,9d9J SFTP Ig SCP JJie, "install source".
7. 0d wubod ldogssle oldowwlss eJs 10S XR EXR g 10S XR7/LNTS

T uEp

8. Jsb spdod 1Jozdd el 131 JIo Idpsze Jssd sepd woble IUouigsd 10S XR EXR Iy 10S
XR7/LNT

2: luwogsp "show version" gluze g0 "LNT". wgpd pozole 8000 9ug o pué syl NCS540 gJs
ouvgsd I0S XR XR7/LNT.

ro("JUZ

<#root>
RP/0/RPO/CPUO:Router#

show versi on

Cisco I0S XR Software, Version 25.2.2

LNT
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