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* 98¢ woe Zapdisk IJIJ: suwotse Jeey wslole Ipuwose wuvdd lpo o lzoss
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lJewldd sldlg o IJos wpe suodol:

12 p2lods lghs cesso Iewooe s JIds I eslse
device# factory-reset shutdown Tocation all

PONINTS

LC/0/1/CPUO:May 27 23:55:49.699 UTC: ssd_enc_server[255]: %0S-SSD_ENC-1-FACTORY_RESET : Factory reset C
device#

IJuine: Il "lelss Jook 1dpuoug lsdlad IJoubesd IdesSe all” e, pre9p eds 03l 1Juble
Jiowlows. w9z IJoble [Jpwcsse Jlousdsle 1Jla, "zapdisk” Joss.
2: o8 Zapdisk Jezs IJoslole

device# zapdisk start Tocation all

lJlgsluo 1dpdzebos: leole lJoudss wp IUJuvd gu webd gpdsd 9ouwesdo wyluwbo
IJoble. op logule )uwldé syslog:

Sep 15 19:29:14.345 UTC: logger[69445]: %0S-SYSLOG-4-LOG_WARNING : PAM detected crash for zapdisk_clien



IJuing: ouvwws gpdsé "zapdisk" B 290 gbd B £pdsé "zapdisk_client”. ppl I>s [Js
logble 098¢ luwluws. bJ IJesze sedu 1Jsuesd [so v wu9099d9d SSH. 9dp sop IJILJIE
gL 830 w99, IJlzoj6 W)l

|Jglo9s 3: vl osd wuw9,s¢ Core

Core Tocation: 0/RPO/CPUO:/misc/diskl

Core for pid = 61085 (zapdisk_cTlient)

Core for process: zapdisk_client_61085.by.11.20240915-192911.xr-vm_node0_RPO_CPUO.dd2cd.core.gz
Core dump time: 2024-09-15 19:29:11.109818050 +0000

Process:
Core was generated by “zapdisk_client -a'.

Idging: Sl Idesze Clogsle pJd od,s¢ Iwluus Jiglue lJogbzsue: swp ctisu lpdod
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JJge6 Jivel spdu o wés) elds cuvgsd 1zoli wuvdd Jos) wule eds IJodsso IUzsss
lJ3s suvowsd IJodyso [Jpeses.

pCJJZ

RP/0/RP0O/CPUO:NCS-540-D#conf t

Thu Aug 7 23:30:45.335 UTC
RP/0/RP0O/CPUO:NCS-540-D(config)#commit replace
Thu Aug 7 23:30:50.118 UTC

This commit will replace or remove the entire running configuration. This
operation can be service affecting.
Do you wish to proceed? [no]: y

2: p98¢ 1l Idoungsd Jlghs IJuoub B 1dpuoue IUIJ

o3l Wb Jpgzole yuduwds 8000 ey Cisco.



s99p lp) lehs Joobo IUpuoue weuve zese Idwslule Ideuwlws po lesze wubdd slisp. odo
ebsd lplu GIJES Ilopsd szw wudssol Gud lehs IUzols [ds cotsue 1Jpsls IJpumezes
(RMA) I3 swzwo I9 08d IJpddss. sop 238 Iduslole po odo IUsdlisJ:

» /misc/disk1

» /misc/scratch
* /ar/log

* /misc/config

olJluolws |Js 151Jo Uro.JL_élo‘ Spedu IJJolws W9l zols IJogisu voslule guislisse Jzed
gpdso IJlgweyn Logws 19 puweesdo Wedsl.

pCJJZ

RP/0/RP1/CPU0:8808-A#factory-reset ?

reload Reload the location after performing factory-reset

shutdown Shutdown the location after performing factory-reset
RP/0/RP1/CPU0:8808-A#factory-reset reload ?

location Specify location
RP/0/RP1/CPU0:8808-A#factory-reset reload Tocation ?

0/1/CPUO Fully qualified Tocation specification

0/2/CPUO Fully qualified Tocation specification

0/RP1/CPUO Fully qualified Tocation specification

WORD Fully qualified Tocation specification

all Show all locations
RP/0/RP1/CPU0:8808-A#factory-reset reload Tocation

3: p99€ e Zapdisk IJJJ
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228 18550 3lEs pde IJGr0e wlduslule Ides we puwzel JJws.
* l9lo, 9lz0d Lul, 1JIgle, (CLI):
© sesso Admin Zapdisk: wpdsy psjé Zapdisk sds 1Je9zo.
© Jp gop ogsso Admin Zapdisk: 9p wuglbsd Zapdisk gds 1Jpe9zo.

* lderds:
© B8P wou9Sd Uip_) shell s Calvados gJs J9go 92206 IJpegldzs ey dise JJwz 9l
eu gldé Zapdisk: /opt/cisco/calvados/bin/nvram_dump -a
- ooy ldpzle:
© Zapdisk_CARD=1 — & p wgSSU Zapdisk (wg> oesso Admin Zapdisk)
- ZAPDISK_CARD=0 — Jp Swp weSsu Zapdisk (wg> ¢:p wesso Admin Zapdisk)
- Wl pu d3JIc spdud |guwisle /opt/cisco/calvados/bin/nvram_dump -r ZAPDISK_CARD
lJ3s sbo) csi o ldllz oo 113l op wesswol.

o ldgpdsle IJpeuvus (wael po IJluoesl, iI0S XR 7.0.1):
- Jlboly Jlwe 1Jeslde 1o spdu lple Idejles WOsol: 1501, astse 1016,10 10psa55
- 9lzos b, igllo_, (CLI) J EXEC Juoe Idlg)le 8Js 0998 pESU: psde wo« Zapdisk
<location> (eJs ywwsd IJpold psse oo Zapdisk 0/1c psie oo« Zapdisk all)

©OS 2lds 0z p93E £y LPRST SuverSy IJuble o "e9 8 Es) LRS!
SWEd) wie uyvgsd Zapdisk gJs 030 1Jg 958"
©EUD GUS) pige oo Zapdisk Swp &)uo ouwlde syslog ez 1Yo eld Il le.

4. 0.,5.))'_)'
IJIO 39, iro_) hderase. o030 o lJlb,596 IJos sgpd wol lp)le IJogjsé vuble lJogugsd i0OS XR

64-oo 7.0.x Vs p9zo Cisco ASR 9000:

1. 131 Jlo 09 p9zo RP &uliss: Bép wlilds w)y9e999d RP gles. 31 Jlo ool RP gles. BJl sJjp
logh Is lele. waoosd Joud 9236 IJoede o RP. ol |6 sop 03l s I RPlawele wésss:

<#root>
sysadmin-vm:0_RSPO#

hw- nodul e |l ocation all rel oad

Tue Jun 16 04:27:50.284 UTC

Reload hardware module ? [no,yes] yes

result Card graceful reload request on all acknowledged.
sysadmin-vm:0_RSPO#

2. leole IJoposs: lupg b ¢Js CTRL-C:
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System Bootstrap, Version 22.24 [ASR9K x86 ROMMON],
Copyright (c) 1994-2019 by Cisco Systems, Inc.
Compiled on Tue 07/16/2019 15:41:43.70
BOARD_TYPE : 0x101014

Rommon : 22.24 (Primary)

Board Revision : 5

PCH EEPROM : 0.0

IPU FPGA(PL) : 0.20.1 (Primary)

IPU INIT(HW_FPD) : 2.5.1

IPU FSBL(BOOT.BIN) : 1.104.0

IPU LINUX(IMAGE.FPD) : 1.104.0

DRAX FPGA : 0.35.1

CBCO : Part 1=54.10, Part 2=54.8, Act Part=1
Product Number : ASR-9901-RP

Chassis : ASR-9901

Chassis Serial Number : FOC2216NUOJ]

Slot Number : 0O

Pxe Mac Address LAN O : b0:26:80:ac:81:a0

Pxe Mac Address LAN 1 : b0:26:80:ac:81:al

Got EMT Mode as Disk Boot
Got Boot Mode as Disk Boot
Booting IOS-XR 64 bit Boot previously installed image - Press Ctrl-c to stop >>>>>>>>>>>>>>>>>>>>>>>> A

3. vy o e)s Olispd BIOS oo g5 IJEs) 1:

<#root>
Please select the operating system and the boot device:

1) Boot to ROMMON

2) I0S-XR 64 bit Boot previously installed image

3) I0OS-XR 64 bit Mgmt Network boot using DHCP server
4) I0S-XR 64 bit Mgmt Network boot using Tocal settings (iPXE)
(Press 'p' for more option)

Selection [1/2/3/4]: 1

Selected Boot to ROMMON, Continue ? Y/N: Y

Set CBC 0S type IOS-XR 32 bit, EMT IOS-XR Boot to CBC
<SNIP>

HAHHR AR AR BB HRRRRRRRAHARAAAAAAAAA
System Bootstrap, Version 22.24 [ASR9K x86 ROMMON],
Copyright (c) 1994-2019 by Cisco Systems, Inc.
Compiled on Tue 07/16/2019 15:41:43.70

BOARD_TYPE : 0x101014

Rommon : 22.24 (Primary)

Board Revision : 5

PCH EEPROM : 0.0

IPU FPGA(PL) : 0.20.1 (Primary)

IPU INIT(HW_FPD) : 2.5.1

IPU FSBL(BOOT.BIN) : 1.104.0

IPU LINUX(IMAGE.FPD) : 1.104.0

DRAX FPGA : 0.35.1

CBCO : Part 1=54.10, Part 2=54.8, Act Part=1

DRAM Frequency: 2133 MHz
DRAM Frequency: 2133 MHz
Memory Size: 32768 MB



Valid Flash Device returned -

Device Type 3

Id 1620512, ExtId 0, Size 8, VendorName Micron DeviceName N25Q128A
Memory Size: 32768 MB

MAC Address from cookie: b0:26:80:ac:81:a0
Board Type: 0x00101014

Chassis Type: 0x00ef1015

Slot Number: 00

Chassis Serial: FOC2216NUOJ

Cbc uart base address = 3e8

rommon 1 >

rommon 1 >

4. o5 00l spdod IUlbJle g gl "hderase” Loes ROMMON (Jp 3o 03l 092951 $od luosl
XR 6.6.3):

<#root>
rommon 1 >

priv

You now have access to the full set of monitor commands.
Warning: some commands will allow you to destroy your
configuration and/or system images and could render

the machine unbootable.

rommon 2 > ?

alias set and display aliases command

dumpcounters Dump RX/Tx marvell switch counters

bpcookie display contents of upper backplane cookie

call call a subroutine at address with converted hex args
cbcO_select Select CBCO for CPU-CBC communication

<SNIP>

aldrin_init aldrin initialization

aldrin_cmd aldrin command execution

bios_usb_en bios usb stack en/dis

mvinit_strld Initialize Marvell 88E6122 Switch for LC use

hder ase

Erase all hard drive contents permanently

SSS553555353333355555555555>

rommon 3 >
rommon 4 >

hder ase

SATA HD(0x4,0x0,0x0):

Model : SMART 1iSATA SHSLM32GEBCITHDO2

Serial No : STP190505VU

Secure Erase Supported

Security State : Disable/Not Locked/Not Frozen
A1l the contents on this Drive will be Erased



Do you wish to continue?(Y/N)y
Erasing SATA HD(0x4,0x0,0x0)...
Erasing SATA HD(0x4,0x0,0x0) Completed

rommon 5 >

reset -h

Starting ASR9k initialization ...
<SNIP>
Booting IOS-XR (32 bit Classic XR) - Press Ctrl-c to stop
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