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g el ©@89p Lluwoduuld gble cdusle IP 1Jeze9ds sluadlzol soecd IJubled IJIuwlgus
WS 9293 lublyo 2836 wsw 9lzes Lo 1Jzold 99250 IJwedpe Vs IJubeds IJJluwdIse (RNC).
S99, £ 2306 IJluw,uw (ISP) gusly IP 1Uss wgwegsee Jlogile IJodd vso eobé 1U9uo9d
Ioole IJoudd (MAG) sbsls huwle IJowudd Idpedss (LMA).

Jl couvis peeses IUbLs Idozrss [Jzss v PMIPVE w29 pub s IJbLs
lJpedso Jdwuolisg.

S99, 03l IJ 9 we edl JJpuvdds IJuilisgs Jlugvle Tunnel gds MAG. sep lgveésle Idyuwe
lJogbsbs Jduveds oil Jpold.

- ((g))
@ IP CORE » %

WO o3l Iduvdde swedy eds MAG |ogile 1o 80 wloglo LMA.

MAG#show ip interface brief | exclude unassigned

Interface IP-Address OK? Method Status Protocol
Cellular0/1/0 203.0.113.1 YES NVRAM up up
Ethernet0/1 198.51.100.254 YES NVRAM up up

oubgswe [JpupdJs

1. Jlee IJodsse 1deszss eds ewbs 1J9uesd [Js Idizess 1Upzesds (MAG) 90288 pu uogs
|Jp&J3ro|Q |Jp.j.>p6 V-19) Ood ISP:

* APN = sz loold Idoslole ouveds 2jpes IP Core ldpedss JJlouold [Jgdes
* NAI = pg,0 IdgboIJo pou MAG |Js ISP
* ew9lu IPIJgluo o LMA = g9l IP 1Jp9d) oo od ISP IJpeds

op ldewy) eds 030 IJpedyple Vs 1Jglzos [JgJ9so.

<ffroot>

Router#sh cellular 0/1/0 all
Hardware Information

Modem Firmware Version = <version>

Modem Firmware built = 2015/03/04 21:30:23
Hardware Version = 1.0

Device Model ID: xxxx

Package Identifier ID: Cisco ID

I nternational Mbile Subscriber Identity (IMSI) = 310410901877700



International Mbile Equipnment Identity (I MEl) = XXXXXXXXXXXXXXX

Integrated Circuit Card ID (ICCID) = < ICCID Number >
Mobile Subscriber Integrated Services

Digital Network-Number (MSISDN) = < MSISDN ID >

Modem Status = Online

Current Modem Temperature = 33 deg C

PRI SKU ID = <SKU ID>, PRI version = 005.026, Carrier = ISP
OEM PRI version = <version>

euld wdysy 1Jp9zo.

2d9d pule IJodssu

<ffroot>

ipv6 mobile pmipv6-domain LMA-DOMAIN
replay-protection timestamp window 255
encap gre-ipv4

Tma LMA_SVC

i pv4- addr ess

nai | MSI @GAPN

Tma LMA_SVC

i pv6 nmobile pm pv6-nmag

donmai n LVA- DOVAI N

role 3GPP

apn




address dynamic

roaming interface Cellular0/1/0 priority 1 egress-ATT LTE label MAG replay-protection timestamp window
no generate grekey

ignore grekey

i nterface LoopbackO < Logical Mbile Node Interface >

Tma LMA_SVC LMA-DOMAIN

i pv4- addr ess

encap gre-ipv4

| ogical-m | MSI @

nmobil e network Ethernet0/1 < Interface to be advertised over the Tunnel 0>

hone interface LoopbackO < Logi cal Mbile Node Interface >

euld ldodssy

<f#froot>

ipv6 mobile pmipv6-domain LMA-DOMAIN
replay-protection timestamp window 255
encap gre-ipvé

Tma LMA_SVC

i pv4- address 203.0.113. 10

nai 310410901877700@L3511. nts

Tma LMA_SVC
ipv6 mobile pmipv6-mag MAG819 domain LMA-DOMAIN
role 3GPP

apn 13511. nts

address dynamic
roaming interface Cellular0/1/0 priority 1 egress-ATT LTE Tabel MAG replay-protection timestamp window




no generate grekey
ignore grekey
interface Loopback0
Tma LMA_SVC LMA-DOMAIN

i pv4- address 203.0.113. 10

encap gre-ipvé

| ogi cal -mm 310410901877700@L3511. nts

nobi |l e network EthernetO/1

hone interface LoopbackO

2. 1Jozdd pu 2ldé MAG. ouis) 2lJs INIT |Js 1o MAG szlad Idleold o LMA.

<ttroot>

a) non-wor ki ng exanpl e

MAG#
show i pv6 nobile pnmi pv6 mag binding

Total number of bindings: 1

[Binding] [MN]: Domain: LMA-DOMAIN, Nai: 310410901877700@13511.mcs
[Binding] [MN]:

State: INT

[Binding] [MN]: Interface: LoopbackO
[Binding] [MN]:

Hoa: 0.0.0.0, Att: 4, |lid: 310410901877700@35

[Binding] [MN]: HNP: O

[Binding] [MN]: APN: 13511.mcs

[Binding] [MN][LMA]: Id: LMA_SVC

[Binding] [MN][LMA]: Lifetime: O

[Binding] [MN]: Yes

[Binding] [MN] [MobiTle Network]: Ethernet0/1

[Binding] [MN][PATH]: interface: Cellular0/1/0, Label: MAG
State: PATH_INIT
Refresh time: 0(sec), Refresh time Remaining: 0(sec)

b) worki ng exanpl e



MAG#show i pv6 nobile pmipv6é mag bi nding

Total number of bindings: 1
[Binding] [MN]: Domain: LMA-DOMAIN, Nai: 310410901877700@13511.mcs
[Binding] [MN]:

State: ACTIVE

[Binding] [MN]: Interface: LoopbackO
[Binding] [MN]:

Hoa: x.Xx.Xx.x, Att: 4, |lid: 310410901877700@.35

[Binding] [MN]: HNP: O

[Binding] [MN]: APN: 13511.mcs

[Binding] [MN][LMA]: Id: LMA_SVC

[Binding] [MN][LMA]: Lifetime: 3600

[Binding] [MN]: Yes

[Binding] [MN][Mobile Network]: Ethernet0/1

[Binding] [MN][PATH]: interface: Cellular0/1/0, Label: MAG
State: PATH_ACTIVE
Tunnel: TunnelO
Refresh time: 300(sec), Refresh time Remaining: 299(sec)
[Binding] [MN] [PATH] [GREKEY]: Upstream: 0, Downstream: O

3. 1dwzdy pu gldés MAG gds Idpsgo. suwlisd IUlowple os PBUs 9 PBAS: 905 IUbdyw 9l
JJywb oo MAG |Js LMA.

<#root>

MAG#show ipv6 mobile pmipve mag stats

[MAG819]: Total Bindings 1
[ MAGB19]: PBU Sent 6
[ MAGB19]: PBA Rcvd 0

[MAG819]: PBRI Sent 0
[MAG819]: PBRI Rcvd : 0
[MAG819]: PBRA Sent : 0
[MAG819]: PBRA Rcvd : 0
[MAG819]: No Of handoff 0

Detailed Statistics Information

<snip >

4. 1dog8l pu woed el Bl IJlue 1Usglzed 1UgJ9ss wewas eds luvlyo 26 wz9 ISP.



pdlelbs: luved gl lgble Lo ds IJesld sluadlzoel bz wlold o3l IJpuuwews.

5. §p wopdso cuoest Iigble gds 1Joble Ilgwluus JJozdd po woesd wobd Iuwlsd
wsu MAG g LMA.

<#froot>

MAG#debug i pv6 nobil e mag events

-.‘cApr-
-.‘cApr-
-.‘cApr-
-.‘cApr-
-.‘cApr-
-.‘cApr-
-.‘cApr-
-.‘cApr-
-.‘cApr-

14
14
14
14
14
14
14
14
14

20:
20:
20:
20:
20:
20:
20:
20:
20:

53:
53:
53:
53:
53:
53:
53:
53:
53:

30.
30.
30.
30.
30.
30.
30.
30.
30.

772:
773:
773:
773:
773:
773:
773:
773:
773:

PMIPv6 RIB_RWATCH: Debugging is ON

[PMIPV6_LMN_EVENT]:
[PMIPV6_LMN_EVENT]:
[PMIPV6_LMN_EVENT]:
[PMIPV6_LMN_EVENT]:
[PMIPV6_MAG_EVENT]:
[PMIPV6_MAG_EVENT]:
[PMIPV6_MAG_EVENT]:
[PMIPV6_MAG_EVENT]:

Attach Timer expired

Event received Attach timer expiry in state: LMN_READY, new s
Logical MN (310410901877700@13511.mcs) sending Attach trigger
Starting Logical MN attach timer, period (5000)

Trigger request received (Session create trigger) from (31041
Trigger attach request received

Event received 01d MN intf attached for Nai: 310410901877700@
Event received First path created for Nai: 310410901877700@13



*Apr 14 20:53:33.397: [PMIPV6_MAG_EVENT]: Retx Timer expired for Nai: 310410901877700@13511.mcs

*Apr 14 20:53:33.397: [PMIPV6_MAG_EVENT]: Event received ReTx timer exhausted for Nai: 310410901877700@
*Apr 14 20:53:33.397: [PMIPV6_MAG_EVENT]: Event received Last path Down for Nai: 310410901877700@13511.
*Apr 14 20:53:33.397: [PMIPV6_MAG_EVENT]:

Event received New MN intf attached for Nai: 310410901877700@L3511.nts in path state machine, path: Cel

*Apr 14 20:53:33.398: [PMIPV6_MAG_EVENT]: Starting Retx timer, period (1000)
*Apr 14 20:53:33.398: [PMIPV6_MM_EVENT]: Allocated packet of size 152 with tlv Tength 140
*Apr 14 20:53:33.398: [PMIPV6_MAG_EVENT]:

PBU nessage sent for Nai: 310410901877700@.3511. nts

*Apr 14 20:53:33.398: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]: Retx Timer expired for Nai: 310410901877700@13511.mcs
*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]:

Event received PBU Retx tinmer expired for Nai: 310410901877700@3511.nts in path state nachine, path: C

*Apr 14 20:53:34.423: [PMIPV6_MM_EVENT]: Allocated packet of size 152 with tlv Tength 140

*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]: PBU message sent for Nai: 310410901877700@13511.mcs

*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]: Starting Retx timer for Nai: 310410901877700@13511.mcs,period
*Apr 14 20:53:34.423: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13

IJuwedle 1Jeles Idos sz Idub,) Wsol:
1) swsl MAG IJleold o LMA.

s 14:53:33.397: [PMIPV6_MAG_EVENT]: ©p luuodold 23¢ 2363 MN INTF p,08.8 J NAL:
310410901877700@13511.mcs b.s zol; 21J6 1Jpuwly Idpuwly: Gvods 1JzolJ0//0. 1zl J6:
PATH_NULL. IJz1Js Izss56: Path_Init

<) buwld 5uwlds PBU 1ds LMA Jlooile 1Jod 0

*luosd 14:53:33.398: [PMIPv6_MAG_EVENT]: e Luwld suwldé PBU J NAL:
310410901877700@13511.mcs

2) &2e 2uesd IJulse IJele IJguwdss eds I pu osiss wubse sl Ieed. sselod
lJolise ele 1deuwdss buwld 5226 2elsé pouss s Jluusle IJoss.

s 14:53:34.423: [PMIPV6_MAG_EVENT]: lucoe uodlzss pdde PBU RETX 1JglLo o NAL:
310410901877700@13511.mcs b.s zol; 21J6 1Jpuwly: Idpuwly: Gvods 1UzolJ0//0. 1zl J6:
PATH_INIT. IUz1Js 1Jz>s>6: Path_Init

B. luwopy Vs lJodlb 2506 puopws (EPC) JJozdd pu lu LMA Jl s,uwd 25p PBA. 2Js.)
- o8l 1z 50 L e o o0

<tfroot>

MAG#

nonitor capture cap control -plane both access-list tac buffer size 10


mailto:310410901877700@13511.mcs
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/epc/configuration/xe-3s/epc-xe-3s-book.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/epc/configuration/xe-3s/epc-xe-3s-book.html

MAG#

moni tor capture cap start

< wait at least 3 minutes >

MAG#

show nonitor capture cap buffer brief

# size  timestamp source destination dscp protocol
0 194 0.000000 203.0.113.2 -> 203.0.113.10 0 BE UDP
1 194 1.024000 203.0.113.2 -> 203.0.113.10 0 BE UDP
2 194 3.075008 203.0.113.2 -> 203.0.113.10 0 BE UDP
3 194 7.109994 203.0.113.2 -> 203.0.113.10 0 BE UDP
4 194 15.178991 203.0.113.2 -> 203.0.113.10 0 BE UDP
5 194 31.246041 203.0.113.2 -> 203.0.113.10 0 BE UDP
6 194 65.757016 203.0.113.2 -> 203.0.113.10 0 BE UDP
7 194 66.780010 203.0.113.2 -> 203.0.113.10 0 BE UDP
8 194 68.828011 203.0.113.2 -> 203.0.113.10 0 BE UDP
9 194 72.861014 203.0.113.2 -> 203.0.113.10 0 BE UDP

10 194 80.931003 203.0.113.2 -> 203.0.113.10 0 BE UDP

9oz IJedlb 1z 506 o gosl IP 203.0.113.2 (IUgwsle IJpe s oo Gud ISP) s uvd 250 PBU
IJs gwsle LMA IP 203.0.113.10.

Jpis> pu IJg':géluzJ@J‘ SpJdu wuors) IJIdodlb |Js 31Y)e 1o peoss 1Jes9we (bootflash)
wluwegsle IJle) monitor capture cap export bootflash:<name>.pcap oz psd |Js ¢lbe TFTP gJs
0586 pJud .pcap.

VIS gpdso IUIJo@lb IJos wp wuoss)ol obdo MAG IJlG,1) |Js LMA. 9JJo LMA JI s,yuvd
2pe PBA.



| Time

2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14
2023-04-14

WO~ oW w

=
=

I
(=Y
-

17:45:29,814945
17:45:30.838945
17:45:32.889953
17:45:36.924939
17:45:44,993936
17:46:01. 060986
17:46:35.571961
17:46:36.594955
17:46:38.642956
17:46:42.675959
17:46:50.745948

0.000000
1.024000
2.851008
4.034986
8.068997
16.067050
34.510975
1.022994
2.048001
4.0833003
8.969989

| Source

203.0.113.2
203.0.113.2
203.9.113.2
203.0.113.2
203.0.113.2
203.0.113.2
203.0.113.2
203.0.113.2
203.0.113.2
203.0.113.2
203.0.113.2

» Frame 1: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits)

> Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: @Q:00:00_00:00:00 (00:00:00:00:00:00)
» Internet Protocol Version 4, Src: 203.0.113.2, Dst: 203.08.113.10

» User Datagram Protocol, Src Port: 5436, Dst Port: 5436

Mobile IPv6

Payload protocol: No Next Header for IPv6 (59)

Header length: 18 (152 bytes)

Mobility Header Type: Binding Update (5)

Reserved: 0x00

Checksum: @x0001

Binding Update
Sequence number: 98

e e e e
Lifetime: 900 (3600
> Mobility Options

W muwnn

wnnnn

seconds)

| Destination

203.0.113.10
203.0.113.10
203.0.113.10
203.9.113.10
203.0.113.10
203.0.113.10
203.0.113.10
203.0.113.10
203.0.113.10
203.8.113.10
203.0.113.10

Acknowledge (A) flag: Binding Acknowledgement requested
Home Registration (H) flag: Home Registration
Link-Local Compatibility (L) flag: Mo Link-Local Address Compatibility

Key Management Compatibility (K) flag: No Key Management Mobility Compatibility
MAP Registration Compatibility (M) flag: No MAP Registration Compatibility
Mobile Router (R) flag: No Mobile Router Compatibility

Proxy Registration (P) flag: Proxy Registration
Forcing UDP encapsulation (F) flag: No Forcing UDP encapsulation
TLV-header format (T) flag: No TLV-header format
Bulk-Binding-Update flag (B): Disable bulk binding update support

|seq

Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding
Binding

7. 030 lJp s pg39J6 1Us ISP. louod o ISP 1Upzds sluwld g0 wpdso £306 PMIP.

Je ©dp pze9es 1316 IJdlcdle (MAG) Llousle odd PMIPYVE Clezlo LMA (ol

2o PBU 9 PBA).

oubgswe [JpupdJs

1.lze IJedsso 1eszss eds evbd IUsuesd IUs Iizess Iezesds (MAG).

2. 0288 pu IJboullb Lo MAG 9 LMA.

<#root>

MAG

#sh i pv6 nobile pmi pvé mag bi ndi ng

MAG#

3. IJcedd po Lozs suwlsd PBU 9 PBA.

<tfroot>

MAG#

Update
Update
Update
Update
Update
Update
Update
Update
Update
Update




show i pv6 nobile pmipv6 nmag stats

[MAG819]: Total Bindings : 0
[ MAGB19]: PBU Sent : 48
[ MAGB19]: PBA Rcvd : 36

[MAG819]: PBRI Sent 0
[MAG819]: PBRI Rcvd : 0
[MAG819]: PBRA Sent : 0
[MAG819]: PBRA Rcvd : 0
[MAG819]: No Of handoff 0

<snip>

Trigger Sent Stats

Response to DHCP DISCOVER : 0 Response to DHCP REQUEST : 0
Response to ARP REQUEST : 0
Response to GARP : 0 Response to Rtr Solicitation : O
ATTACH QUERY Sent : 0
CLEANUP | NDI CATI ON Sent .37
Resp to MCSA CREATE REQ T 62
Resp to MCSA UPD REQ : 0
Resp to MCSA DEL REQ : 0

I) subs, RESP |Js MCSA Create REQ |Js 1o MAG sbJu IJlouold o LMA. g0 el s 800 LMA
PBU. susl MAG o, wlds lushs ldeubsdas.

4. 8p wopdsu lpdle pzeoesd 1bhé 1Jizos6 1Jpeesds IUgluos o IPVE Jos8sd e IJgbl 1Uss
Ssbo, eJs MAG.

<ttroot>

*Apr 17 18:13:22.885: [PMIPV6_LMN_EVENT]: Attach Timer expired

*Apr 17 18:13:22.885: [PMIPV6_LMN_EVENT]: Event received Attach timer expiry in state: LMN_READY, new s
*Apr 17 18:13:22.885: [PMIPV6_LMN_EVENT]: Logical MN (310410901877700@13511.mcs) sending Attach trigger
*Apr 17 18:13:22.885: [PMIPV6_LMN_EVENT]: Starting Logical MN attach timer, period (5000)

*Apr 17 18:13:22.885: [PMIPV6_MAG_EVENT]: Trigger request received (Session create trigger) from (31041
*Apr 17 18:13:22.885: [PMIPV6_MAG_EVENT]: Trigger attach request received

*Apr 17 18:13:22.885: [PMIPV6_MAG_EVENT]:

Event received New MN intf attached for Nai: 310410901877700@L3511.nts in path state nachine, path: Cel

*Apr 17 18:13:22.885: [PMIPV6_MAG_EVENT]: Starting Retx timer, period (1000)
*Apr 17 18:13:22.885: [PMIPV6_MM_EVENT]: Allocated packet of size 160 with tlv length 148
*Apr 17 18:13:22.885: [PMIPV6_MAG_EVENT]:

PBU nmessage sent for Nai: 310410901877700@.3511. nts

*Apr 17 18:13:22.885: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:

message received: PBA



*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:

PBU rejected by LMA, NAI:310410901877700@3511. nts, status: 130

*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:
PBA: nai (310410901877700@L3511. nts),nai len: 26, |li (310410901877700@35), Il len: 21, att:4, lifetine:
*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:
Event received PBA reject for Nai: 310410901877700@3511.nts in path state nmachine, path: Cellular0/1/0,

<snip>
*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]: S

endi ng cleanup ind reason Last path Down, orig_event PBA reject
*Apr 17 18:13:22.886: [PMIPV6_LMN_EVENT]:
Event received C eanup request fromMAG in state: LMN READY, new state: LM\ READY
*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]:
Nai : 310410901877700@3511. nts, Sending |IPv4 address cleanup indication for address (0.0.0.0)

*Apr 17 18:13:22.886: [PMIPV6_MAG_EVENT]: Nai: 310410901877700@13511.mcs, Binding Removed

lJuwedle 1Jeles Idos sz Idub,y Wsol:

1) 3890 MAG Luose IJlouold o LMA.

*17 o sJ 18:13:22.885: [PMIPV6_MAG_EVENT]: ¢ p luwoduld 238 238> MN INTF 0,088 J
NAI: 310410901877700@13511.mcs B zolj 2lJs e wby [Jpuwly: Gvods 1JgslJ0/1/0. 1zl Jé:
PATH_NULL. IJzlJé |Jg>s26: Path_Init

) Ides eoumd o 95bs Idubsse Idboss [Js 9506 1Jged.

*17 Ieysd 18:13:22.885: [PMIPv6_MAG_EVENT]: & p Luwld suelJs PBU J NAL:
310410901877700@13511.mcs

2) PBA 1Jsly> oo LMA.
*17 lo,sd 18:13:22.886: [PMIPV6_MAG_EVENT]: 1J,uwlJs IJes < p oddsol: PBA
3) )82 suwlds PBU w9l wlos LMA o woo 1,05 130

*17 Ieysd 18:13:22.886: [PMIPV6_MAG_EVENT]: & p 48 o PBU L9l wlos LMA.
NAI:310410901877700@13511.mcs. |JzlJs: 130

(0) Lo Luwlds PBA oo $od MAG wuwou e 130.

*17 lu,sd 18:13:22.886: [PMIPV6_MAG_EVENT]: PBA:
NAI(310410901877700@13511.mcs).Nai len: 26, LLI (310410901877700@135). Il len: 21. Wb.s:4.
IJg o0 1J21J5:130



f) &rze MAG |Js 1JzlJé NULL pes 508 o 25 PBU g PBA.

*17 lo,sd 18:13:22.886: [PMIPV6_MAG_EVENTI: ¢p oJds 1ese 8 o PBA J NAI:

310410901877700@13511.mcs Vs zol 2lds Idpuwly 1Jpuwly: v do 1JgelJ0/1/0. 1UzlJ6:
PATH_INIT. |JzlJé 1Jg>s>6: PATH_NULL

5) Ihuwlisd 1doubswds wuvs) 1Js lue sz lebs logle 1oy wlozle pub@s IJue) IUlus o
|.Jroo_9%}ub.

*17 lo,sd 18:13:22.886: [PMIPV6_MAG_EVENTI: Luwld uvou lowoels IJoubsed JJpuwl,
IJigs, JJluwdd. ;8o PBA IJ¢l o o orig_event

*17 1o sd 18:13:22.886: [PMIPV6_LMN_EVENT]: oJids Iese bdo ooubsyd oo MAG B
IJz1Js: LMN_READY. IJz1Jé |Jz>s26: LMN_READY

*17 luysd 18:13:22.886: [PMIPV6_MAG_EVENT]: uls: 310410901877700@13511.mes. |, wlJ
luvhys woubsw gusly IPv4 JJeusly (0.0.0.0)



b, sop Luwld IJelds eds wuoese IJidble Lluwlbs LMA JBusd lousle IJod s
2900, SpIU H9s6 030 Iyp9) Ewdpl Sop ©dds PBA pu $od MAG

PBA: NAI(310410901877700@13511.mcs).Nai len: 26. LLI
(310410901877700@135). Il len: 21, W.s:4. |Jg 0,:0. 1JzlJ5:130

Soes Izoe 1Us Less IJdse.

I9> 1J$506

lJgod

0

op Ywad vprse lob

1

pdw9d 9JIJu [Jo bl Idolss Jo)9,s

128

v ES P2




129 ey, bhsl

130 o9l &) Jlso

131 lJouvesd IUpuiJs €8) p269e

132 Josuwe yvods )88 pujJdsé

133 Jsuw 1J9Idsd I,ssuws Jeds IJoudgd odo
134 Guvd 1JIUpd 0 IJgolsss 1dpd 6

135 I e IJoumdunds ehe 1Joliss

136 o, uw Nonce I, ssuws puwos IUuadlzss
137 e9ui) Iyelss puwoss Iduodlzso

138 Zldlo g0 Iduodlzsé

139 £S) purpIT woEss) vt IJoyvesd

5. luwopy Bs IJodlb puwess IJozde eds 1Jpsze 90288 posluw IPVE JJz9lJ pu 2ps
NIRSIBY

sl g ¢l



14 2023-85-88 11:33:10.893654 203.0.113.10 203.0.113.2 Binding Acknowledgement

marmm e mEmE e F o Ee marmar m WoAm s SramEs A f  EeR WA RS AIrE e R m e w mer ) Erir R EmArar s e w e m o

» User Datagram Protocol, Src Port: 5436, Dst Port: 5436
- Mobile IPvG
Payload protocol: No Next Header for IPv6 (59)
Header length: 16 (136 bytes)
Mobility Header Type: Binding Acknowledgement (6)
Reserved: @x0@
Checksum: @x@eae
+ Binding Acknowledgement
Status: Insufficient resources (138)
@... .... = Key Management Compatibility (K) flag: No Key Management Mobility Compatibility
.@.. .... = Mobile Router (R) flag: No Mobile Router Compatibility
..1. .... = Proxy Registration (P) flag: Proxy Registration
coal oac TLV-header format (T) flag: No TLV-header format
«sss Bu.. = Bulk-Binding-Update flag (B): Disabled bulk binding update support
Sequence number: 149
Lifetime: @ (@ seconds)
~ Mobility Options
> MIPv6 Option — PadN
> MIPv6 Option — Mobile Node Identifier: 318410981877788@13511.mcs
MIPvé Option — Padl
MIPvé Option — Handoff Indicator: Handoff state unknown
MIPvEé Option — Access Technology Type Option: IEEE 882.11a/b/g
MIPvEé Option PadN
MIPvEé Option Timestamp: May &, 2823 17:33:10.175094604 UTC
MIPvEé Option PadN
MIPvé Option Mobile Mode Link-layer Identifier
MIPvEe Option Padl
MIPv6 Option — IPv4 Home Address Reply: Virtual : 9.0.9.9 LMA did not reply with a success address
MIPv6 Option GRE Key to establish the tunnel
MIPvE& Option PadN
MIPvé Option Vendor Specific: 3GPP Protocol Configuration Options
MIPvE6 Option Padl
MIPv6 Option — Padl
MIPvEé Option Padl
MIPvE& Option Padl
MIPvé Option Padl
MIPv6 Option Padl

Code 130 insufficient information

JiL}“ w90 E}Di



17 2023-05-08 11:33:15.953328 203.0.113.1@ 203.0.113.2 Binding Acknowledgement

neEauen LENYLIl: 40 L4JL UYyLED)
Mobility Header Type: Binding Acknowledgement (&)
Reserved: @x@@
Checksum: @x@e@e
+ Binding Acknowledgement
Status: Bindi

Accepted Binding Code 0

= Key Management Compatibility (K) flag: No Key Management Mobility Compatibility
= Mobile Router (R) flag: No Mobile Router Compatibility
= Proxy Registration (P) flag: Proxy Registration
TLV-header format (T) flag: Mo TLV-header format
Bulk-Binding-Update flag (B): Disabled bulk binding update support
Sequence number: 15@
Lifetime: 90@ (3608 seconds)
v Mobility Options
> MIPvE Option — PadN
> MIPve Option Mobile Node Identifier: 3104109818777006@1351l1l.mcs
> MIPvE Option Handoff Indicator: Handoff state unknown
> MIPv6 Option Access Technology Type Option: IEEE 882.1la/b/g
> MIPvE6 Option PadN
> MIPvE Option Timestamp: May 8, 2023 17:33:15.187896728 UTC
> MIPvE Option PadN
Option Mobile MNode Link-layer Identifier

LMA replied with an IP address
for establish the reverse Tunnel

Option

Option

Option Vendor Specific: 3GPP Protocol Configuration Options

Option Padl

Option Padl

Option Padl

Option Padl

Option Padl

Option Padl

Option Padl

Option Padl

Delegated Mobile Network Prefix: 192.168.1.8/24

d O

6. 1Joz9d pu lduoed wluwedsle 0395 e300 IJloeyue (ISP) Ideeds. WOs oo IJzldoe: JI sgwss
2 LMA eJs guslo 1dpusd Jlogsle IJod @ 1dedyws.

Syw> PMIPV6 g9 LMA

*May 8 23:09:33.631: %LINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO, changed state to up
*May 8 23:09:33.632: %PMIPV6-5-TUNNELUP: Bringing up the Proxy Mobile IPv6 tunnel TunnelO
*May 8 23:15:39.067: %PMIPV6-5-TUNNELDELETE: Deleting the Proxy Mobile IPv6 tunnel TunnelO
*May 8 23:17:16.655: %LINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO, changed state to up
*May 8 23:17:16.656: %PMIPV6-5-TUNNELUP: Bringing up the Proxy Mobile IPv6 tunnel TunnelO

St s Weubd s

1. olds y3e) I 1desliss Sew9s £Js lunl)yo zsé.



pdlelbs: luved gl lgble Lo ds IJesld sluadlzoel bz wlold o3l IJpuuwews.

2. 9p vougusb zol; IPv6 mobile JJwz 89 pu el 131 Iy 1Jzols syuwd 2je PBU |Js LMA.

<#root>
*May 9 20:28:26.784: [PMIPV6_LMN_EVENT]:
Attach Tinmer expired
*May 9 20:28:26.784: [PMIPV6_LMN_EVENT]:
Event received Attach tinmer expiry in state: LMN_READY, new state: LMN_READY

*May 9 20:28:26.784: [PMIPV6_LMN_EVENT]: Logical MN (310410901877700@13511.mcs) sending Attach trigger
*May 9 20:28:26.784: [PMIPV6_LMN_EVENT]: Starting Logical MN attach timer, period (5000)

*May 9 20:28:26.784: [PMIPV6_MAG_EVENT]: Trigger request received (Session create trigger) from (31041
*May 9 20:28:26.784: [PMIPV6_MAG_EVENT]: Trigger attach request received

*May 9 20:28:26.784: [PMIPV6_MAG_EVENT]:

Event received dd MN intf attached for Nai: 310410901877700@3511.nts in path state machine, path: Ce



*May 9 20:28:26.784: [PMIPV6_MAG_EVENT]:

Event received First path created for Nai: 310410901877700@3511.nts in state: INIT, new state: INIT

At this point the MAG waits for a reply from the LMA to establish the tunnel. Since the timer expires,

*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]:

Event received Last path Down for Nai: 310410901877700@3511.nts in state: INIT, new state: NULL

*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]: Trigger Reply sent in Bul Null state entry for Nai: 310410901
*May 9 20:28:39.523: [PMIPV6_LMN_EVENT]: Event received Trigger Attach Failure in state: LMN_READY, ne
< snip >

*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]:

sendi ng cl eanup ind reason Last path Down, orig_event ReTx tinmer exhausted

*May 9 20:28:39.523: [PMIPV6_LMN_EVENT]:

Event received Cl eanup request fromMAG in state: LM\ READY, new state: LM\ READY

*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]:

Nai : 310410901877700@L3511. nts, Sending | Pv4 address cleanup indication for address (0.0.0.0)
*May 9 20:28:39.523: [PMIPV6_MAG_EVENT]:

Nai : 310410901877700@L3511. nts, Bi ndi ng Renoved

< Snip >

*May 9 20:28:41.955: [PMIPV6_MAG_EVENT]: Event received New MN intf attached for Nai: 310410901877700@
*May 9 20:28:41.955: [PMIPV6_MAG_EVENT]: Starting Retx timer, period (1000)

*May 9 20:28:41.955: [PMIPV6_MM_EVENT]: Allocated packet of size 160 with tlv Tength 148

*May 9 20:28:41.955: [PMIPV6_MAG_EVENT]:

PBU nessage sent for Nai: 310410901877700@3511. nts

*May 9 20:28:41.956: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]: Retx Timer expired for Nai: 310410901877700@13511.mcs

*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]: Event received PBU Retx timer expired for Nai: 31041090187770
*May 9 20:28:42.979: [PMIPV6_MM_EVENT]: Allocated packet of size 160 with tlv Tength 148

*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]:

PBU nessage sent for Nai: 310410901877700@3511. nts

*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]: Starting Retx timer for Nai: 310410901877700@13511.mcs,period
*May 9 20:28:42.979: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: Retx Timer expired for Nai: 310410901877700@13511.mcs

*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: Event received PBU Retx timer expired for Nai: 31041090187770
*May 9 20:28:45.027: [PMIPV6_MM_EVENT]: Allocated packet of size 160 with tlv Tength 148

*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: PBU message sent for Nai: 310410901877700@13511.mcs



*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: Starting Retx timer for Nai: 310410901877700@13511.mcs,period
*May 9 20:28:45.027: [PMIPV6_MAG_EVENT]: Event received First path created for Nai: 310410901877700@13
*May 9 20:28:45.228: [PMIPV6_MAG_EVENT]:

nessage received: PBA

*May 9 20:28:45.228: [PMIPV6_MAG_EVENT]: P

BA: nai (310410901877700@3511.nts),nai len: 26, Ili (310410901877700@35), Il len: 21, att:4, lifetine::
*May 9 20:28:45.228: [PMIPV6_MAG_EVENT]:

Event received PBA accept for Nai: 310410901877700@3511.nts in path state nmachine, path: Cellular0/1/0,

*May 9 20:28:45.228: [PMIPV6_MAG_EVENT]: Starting Refresh timer, period (300000)
*May 9 20:28:45.229: PMIPV6_LMN_EVENT]: Received event (20)
*May 9 20:28:45.229: [PMIPV6_LMN_EVENT]:

Addr ess change event received for Tunnel 0
*May 9 20:28:45.229: %LINEPROTO-5-UPDOWN:
Li ne protocol on Interface Tunnel 0, changed state to up
*May 9 20:28:45.230: %PMIPV6-5-TUNNELUP:

Bringing up the Proxy Mbile IPv6 tunnel Tunnel O

*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Adding V4 Tunnel, Handle (Tunnel0), mode: (GRE_IN_IPV4)

*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Populating Reverse V4 Tunnel entry, 12 address (0x31041090187
*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Populating Reverse V4 Tunnel entry, 12 address (0x31041090187
*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Stopping Retx timer for Nai: 310410901877700@13511.mcs

*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Event received First path UP for Nai: 310410901877700@13511.m
*May 9 20:28:45.230: [PMIPV6_MAG_EVENT]: Nai: 310410901877700@13511.mcs, Updating binding succeeded

IJuwedle 1Jeles Idos sz Idub, Wsol:

1) MAG swos lJlouold pe LMA ssuo b, Ilgueelus.

*9 pls9. 20:28:26.784: [PMIPV6_LMN_EVENT]: locoe Lodless pdde LIS
*9 pls9. 20:28:26.784: [PMIPV6_LMN_EVENT]: locole Lodlzss #98e bl IUzse s
IJz1Js: LMN_READY. IJzlJé |Jz>556: LMN_READY

*9 pls9. 20:28:26.784: [PMIPV6_MAG_EVENT]: &p luwedold Izse MN IJ@sse 1deydd J
NAI: 310410901877700@13511.mcs s zols 21Jé 1Jpuuly Idpuwly: Gvwds 1z9lJ0//0. 1zl Js:
PATH_INIT. IUz1Js 1Jz>s>6: Path_Init

*9 pls9. 20:28:26.784: [PMIPV6_MAG_EVENT]: & p luucdle 19 puuly op logildo J NAL:
310410901877700@13511.mcs s lJzlJs: INIT. 21Ué 23.556: Init

o) ©ouwd Luwlds 9luoes Jz3d Id,ub IJuslod seluvsuy udd 2o,

*9 pls9. 20:28:39.523: [PMIPV6_MAG_EVENT]: ¢ p oJds IJzse 18, puwly Jigwdd J NAI:
310410901877700@13511.mcs s lJzlJs: INIT. 21Us 23s556: Blg (NULL)

*9 pls9. 20:28:39.523: [PMIPV6_MAG_EVENT]: |, uld uvow [JEle IJoubsed Jdeusl) 1Jigs,)
JJl . op luweudls 098 ReTx_event



*9 pls9. 20:28:39.523: [PMIPV6_LMN_EVENT]: &Jés IUzse bdo cobsad po MAG B
IJz1Jé: LMN_READY. IJz1J6 1Jz>5>6: LMN_READY
*9 plis9. 20:28:39.523: [PMIPV6_MAG_EVENT]: uls: 310410901877700@13511.mes. |ywlJ

luvhys woubsw gusly IPv4 JJeusly (0.0.0.0)

*9 plsy. 20:28:39.523: [PMIPv6_MAG_EVENT]: uls: 310410901877700@13511.mcs: wpo

Llds Id,olo

2) <ouwd Huwlds PBU |Js LMA Jlouile 088 2585 0. 90 pz)s odds MAG: s 990 PBA Loosiséd

lJouS8.

*9 plsy: 20:28:41.955: [PMIPV6_MAG_EVENT]:wp Luwld Huwldé PBU J NAL:

310410901877700@13511.mcs

>) ods PBA s 8wsdo oo Bod 9516 1Usled sldpelse 99506 1Uj)le6.

*9 plsy. 20:28:45.228: [PMIPV6_MAG_EVENT]: |y uwldé IJos e od@sol: PBA

*9 plsy. 20:28:45.228: [PMIPv6_MAG_EVENT]: PBA: NAI(310410901877700@13511.mcs):Nai
len: 26. LLI (310410901877700@135) Il len: 21, Ws:4: IJg 0,:3600. 1Jz1Js:0

*9 plsy. 20:28:45.228: [PMIPV6_MAG_EVENT]: wp oJds IJg>e PBA ACCEPT J NAL:
310410901877700@13511.mcs Vs zol zldo Idpuwly: IJpuwly: Gbwdo 1JgelJ0/1/0. 1UzlJe:
PATH_INIT. IJglJé |Jg>s>6: Path_Active

o) lugvle IJow s 0.

*9 pls9: 20:28:45.229: [PMIPV6_LMN_EVENT]: ¢p wJBs 22w wéss) IJewsly J TunnelO
*9 pls9: 20:28:45.229: Lineproto-5-updown: ,9999d IJgl eds w99 1J9lz060. 1JzlJs IJws

op wissol lJs leds

*9 pls9: 20:28:45.230: ZPMIPv6-5-tunnelup: |bbol, o9 § IPV6 Tunnel0 JJgJdsd Mobile

3. luwopy Vs ldodlb puvoss ldogde eds 1deoze 50288 pu pubbds IJze wso MAG 9

LMA.

| Time

| Source

| Destination

| seq

2023-05-88 17:39:27.111994
5 2023-@5-08 17:39:30.184528
11 2023-05-08 17:39:42.285758
19 2023-05-08 17:39:58.357894
2@ 2023-05-88 17:39:58.368576
66 2023-05-08 17:44:59.532368
69 2023-05-8B 17:45:13.679442
76 2023-05-8B 17:45:44.998085
77 2023-05-@B 17:45:48.062409
79 2023-85-@B 17:45:48.083544

203.8.113.2
203.8.113.2
203.0.113.2
203.0.113.2
203.8.113.10
203.0.113.2
203.0.113.2
203.0.113.2
203.8.113.2
203.08.113.10

203.0.113.10
203.0.113.10
203.9.113.10
203.0.113.10
203.0.113.2

203.0.113.10
203.0.113.10
203.0.113.10
203.0.113.10
203.0.113.2

Binding Update
Binding Update
Binding Update
Binding Update
Binding Acknowledgement
Binding Update
Binding Update
Binding Update
Binding Update
Binding Acknowledgement
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4. 0290 pu dJY Lluwedsle 0395 306 IUlue,uw (ISP) IJpeds Bl o IJo@d elool wso 038y

lJzoljsu.
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