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poeds ILIJs. sesu0 o3l Idle) Isuol IUsde IJpowds Jpuwe IJedsso s, IJTeu
IJolds (Gldevwoosd Os Suwe spole [desdse sepdsle puve IJodssy €
IJTewss).
Iboly 9 ¢ Iple 1Jo bl e
S99, 03l Iie) &)1z p92s sbo, el I3 Jlu 1Jzols B IUsupe IUlpw 19 1dsuog Esy
|JTPQ.
show running-config all | oopsw 9,28 IJuble g5, lpw °
s&u2 03l 1Jipy 1Jedsss IJzhs ouvgsdo (wpl B 309 lJedssole 1JIBe,los6).
Iss wpo oupdswe gds 9o Uub'P Jddelo |u“|uU=S° g lpws. Sors lroe
IJs Suwe "wéss suee el Iy Idedlosd 1ol ss.
oblp izl Iles Jzese *
s89p 03l 1Jie) voubgsd Beus IJedssu Esy Ilew eds 1) sserue [olz -
lJodesw show system insecure. pu ldpd98> werse ldodsole Idos wp 9,08
edles £, lpws edsol wes lple wéss) 290 Iluebl zos lowels Lodlzss pdde
IJouwe Iduosiss.
lboly pJd w8 ey Tew JJuble
seue 03l lJie) Idedssole gs) 1dlpus Jeipds IlJodsss IJos op cuopse IJuble -
JJJuvd guol gds o3l 1Jluosly pu ldesolez. sop wrdse Jlises IJoedssule Es)
IJTews Bes pdd IJogrsd sy 19w pe luwepl wlbss, I8 ad pelusle 1Jlslo.
o3l Jsuw lugdluwl pu Iduwped €5, T,og Suvdd gldsl eds I.Ji>|6. luol Louwlbé
Blispd wIJ gpdsle lJoosiss g8y IUlews Jpipds ©B8sss ged IJoslule [Jos
sdogvdol Iduble. $rzs Iizoe IJs bJs IJogiss B Suwe Idpsbs Idluoldss
JJeuesd eds 18 od pebuwle IJielo.

IJps8wle 9pumoele IUodss s 1Jlewd

wwe 2396 gpdsle IJozdd pu ldedss és Ileo souwlisd Iezds) Idpduods gu) ol
IJpuwows Vs 9pdle 1Josdse Jopsss pedd plo wubgsdel. gus wuoese wdssu €S e JI
seods eds 1UBy,) pu 1)z IJodsse és) ITew J show system. ould clgs, suod [Js 30
38888 wb)l Jged pluwe IJedoso £Js 29,8 wudg prool 3058888, uldped: spdu v
SY90 ould wigs) suad IJS 3ESEUSU wsu tbusd wdssu £ Teu 96l s8lwdo pu #SYS-4-
INSECURE_CONFIG syslog.

Sedu Jdpuwoddpsu 02 IU9de Idpoods os sup wuvgsd Iddzuo IJolds oluvedsle
I, show system insecure configuration. sce &,02 lJed e B 1Jduwpe IJisd pu IJIElz. Ssuoe
o3l IJpeld 1Jlsd Two @5 wpe lp)le wéssile IJodssu: sobo, gpdsé IJpuve IJoldsé
Jdodssuole gs) IUlews B 8538kss:

<{froot>

Device#



show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 1
Database Type: Active (Current State)
Scan Status: Complete

Next Update:

Pending in 8 min 0 sec <<<----------

Database State: Update Scheduled

<snip>

s9ure o3l IJpeld Iolds Tue Je sop IJIundd go ls céssile Vs Idodsso pus ) puve:

<#froot>

suldelds Jl eoes 2lzé 1Js lle Weauole |uolbdss gds IJodssole s 1dlews:

Device#

show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 1
Database Type: Active (Current State)
Scan Status: Complete

Next Update:

No pendi ng updates <<<----------

Database State: Stable

<snip>

sedo Jdpuwcrpso Bruo lehs Iduse IJB9,s wluwele Ule) kol wble Tew IJIJ.
NJluolBs |Js Ipbldws Llghs ise 89,86 sgHuo 03l 1Ule, 1851z show system g, Tew

JJodosu. suwles 3JY Vs werse IJodssole 1dos wp 9008 £Jleb ) leus wgds lg)le
eSSy 29U Idluebl) Jlswoele Lodlzss psde IJpuwe.

cpdsle IJoedssu gy 1Jlpw



el pu gle 17.18.2 pg © 935p przds IJozds) spdu Jdpuwespesu puuless Losles syslog
odo:

%SYS-4-INSECURE_CONFIG: Module: <MODULE> - Command: <COMMAND> - Reason: <REASON> - Remediation: <REMEDI,
%SYS-4-INSECURE_DYNAMIC_WARNING: Module: <MODULE> - Command: <COMMAND> - Reason: <REASON> - Remediation

Jowuopey 0o IJyuwldé ol sds:

IJ9z>8 IJuplbss: IJpdsw 1Uss lousl Huwlds Iduwed (pod IJouvesd 19 HTTP Iy LINE)
dodasy 1dpess 1Jss bs IJs wubvgsd ouwlds Idoess)

IJowow: ooy 9)le 30 elps dis o3l IJodsso eds luo g Tew

IUpeldes: IUlple Ielodse JJeszsd IUs wasd 19e, el

JIode) Huwlsd Idogss) 030 eds 1Ugapd 19 1J9bb.596 1Jp92956 £Jdis IJzols. 1JEruo 09 JBe
lJlvoole |Js 0o IJodssule gs) 1dlewsd gos spdo Jdpuwegse Ide puol vuvdd luwoolds.

)

pdlelbs: Lael pu IJluosl) 26.1.1 oy Cisco 10S XE: w s yuwlisd
INSECURE_DYNAMIC_WARNING |Js cdssole £s) [pws Os prpds IJopds) vsupl
ouvsy yuwlisd INSECURE_CONFIG |Js wdysule s lpws BOs pipds Ieb,. wlbo,
W9 wJgsule Restriction-phase W @)1z IJeJd9sy show system insecure.

lUele pdlglos I& 030 IJuovedlo oo j9swoel gus lJoposs i_9 w8 uvbousy wdsu £s) T,og,
lJluol9s [Js 3dIe spdu el bogyol gds IJzol wuvdd 3958 spdud IJgey,) &.J._s
udluosJ loldsé 29d 030 Iy wlisd 9uulkisol Bes pize weisule lole Cisco I0S XE ) Juwsé

il w56 L0106

puld syslog )5 wgs> Ve ,6 §uoss6 pu lJodssy

03l pold syslog Huwulds $rs wg> Buus §uosys pu wbosd cubdsd e ey, Jel 09 p9 oz
VOGS Yuwp ool Idosdse 9gpdsle Weuo IJodssy £s) IUlpus spdu lo uuuu&,_? 030
lLuwlisd el suod s svsdosu Jdboey) e cbosy lJodsso gsy IJlpu:

I Feature in the Warning phase:
*Jan 1 01:23:45.678: %SYS-4-INSECURE_DYNAMIC_WARNING: Module: HTTP - Command: ip http server - Reas

! Feature in the Restriction phase:
*Jan 1 01:23:45.678: %SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface Gigabit


https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html
https://www.cisco.com/c/en/us/about/trust-center/resilient-infrastructure/resilient-infrastructure-security-warnings-reference.html

pold syslog s,s gJs bootup

030 lowJs e Ihuwlisd 1Jper9uo8 eds IJopess. sup erup suwlds JIJ wdssu £, Tpw
SYovdoe IJuble:

! Feature in the Warning phase:
INSECURE DYNAMIC WARNING - Module: HTTP, Command: ip http server , Reason: Legacy protocol poses da

! Feature in the Restriction phase:
SECURITY WARNING - Module: FTP, Command: 1ip ftp source-interface GigabitEthernet0/0/0 , Reason: No

9,28 &5 lpu

SOp w838 1Usoe €8, IdTeu 1Uss swsl po Cisco 10S XE 1l o), 26.1.1. s9zs 19 oe és)
IUlew Jdpuwless B yws 1JSz96 wsu gpdsle IJouis Ieldss s IJlews slduvedle Ides
wswe wuadseol Vs ldpuwedod. wose luolds vdsse Isuoe ésy Idlpo JJgpdls lpdluss
p9luodé Idgpd wluwegsle ldpssle 1deldss s, |.JT|.0Q6 i&ole 9uee edlps eds IJodgsule
IJos ceed tb)l gds Iiplo sldes sew 1z puol. Jel lue seed JIGLL wldessle Es 1lews
Sod pelads wbousdol eds zolj lesble IJeuoug IS e,luoss. Jol sosz Idsuoe s 1Jlew
wtbsb wolss Ige) IJISe,luas Jdpsile Idpopds Sod Ideseds IJeldes pse sop Lldwol
NJIlpd. sopad 1Josd po 9,08 30 IJlplo B wyesd IUgpdle IUs sivodle 1disly zuve
lJouopse pg ©8Jdsd Ls iebIJ pewpdo JJobliswe |Js 1Jz> IJI>os.

vldouwed Jegpdsloe ldougi) 1Jg>s6 welel sldocosolo 1Jegssss [dos odyy lesble ldeuoug

ISl gos6 sop wesso TUsuoe Ileu" wuvdd I8e)lgas (Ul s9zs 9uoe wble és) 1p0): el

seus lu 1dzols Jl suvpe JJpuwcgseso vobusd odssole €8, Teus przds IJodss. seole

lJpuwesesn IJs wpdso ldyune e IUleo wuvdd wosse wluwedsle IJodsse IUele és)

IUlew Jsuog IJuble e lzd obousd psile 9u9e9d9Jle Restriction-phase ¢, IJlowé. JI

Sl p0 Ipedu wbosd Idesslo slduisesdsdle Es) IUTpus Vs preds Idezis, Bs "suoe
IJlele" sdduoel e @9p Clugble suwlisd cgds,.

IJe2dd pu suoe IJiplo 1Jzlds

Sedo Jdpuwcrpso 1Jozdd el 131 JIo 1Jzels B 9uoe Ilplu 19 s0oe e3¢ Idlpl Llguogsle
UI,oJ show system security mode. show running config all | scuopu loy 9,08 |.Jub|p SeJdw
lsuol ol 131 Iy 1Jzols Bes Idsoe 1Jlew I9 IUs og ) IUlow. UL9_9.J IJJJpé 1Jigwlwss all
JJzols b seLope IJodssole IUIBe )l oss Bs 1JIElz wel 1o 1Us g 1Jlew o9 Il
IJloo)luos eds gedsle ldogi, 1dess26.

wedw 030 Idpzle zolil Ws 1y og 1dleu:



<ffroot>

Device#

show system security node

System Security Mode :

Secure

Device#

show runni ng-config all | include system node

no system node insecure

OO I,Ji,oj Suvobse Juo lgwogpdo I SOzuo lu Yy 1Ji>16 OS iuu.ng gy low:

<tfroot>

Device#

show system security node

System Security Mode :

| nsecure

Device#

show runni ng-config all | include system node

system node i nsecure

oEss) 9uoe Iiely



wpdsu 9uE & 1w

Sedo Jdpuwetdest wpdso Idsuoe Es) Idlpu wluweesle Idodsse Uele e Ileo Jooe
IJolble:

<#froot>

Device# configure terminal
Device(config)#

system node insecure

wpdsu Isgoe IJlew

Sedu Jdpuwedrpsu wedso "Iguoe Ilee" wluwegsle IJodssu Idele £s) 1Jlew Jouoe
IJoble:

<#root>

Device# configure terminal
Device(config)#

no system node i nsecure

pobdole cpdso lsgoe 1Jley
JJudd IJs 1ds o IJlpu:

sew 1o $dsu ls puve &) lpw JJodoso pdopdl s
Sew LilJs zese Idodssole gs) IUlews po ldzol;

bl dp sdopd puwe IJedsse Es) IJlpur sbdo IJuble eo ldpuuctse lels Ipzlads weo
luwole Lodlzss pdde ldpuwe IJussiss:

<tfroot>

Device# configure terminal
Device(config)# no system mode insecure
System secure mode cannot be changed to secure as



i nsecure configuration scanning is in progress. Try after 4 min O sec.

sedu Jdpuwegreso Brup lehs Iduse 1JBs)s Lluwele 1Jie ltool uble lpo 1JIJ

31 k’,ilp lJoble: wgs luwole Lodlzso Uro_ékécigldo,ou VLo IJodssu: vldo@l&j@ odgggol;o
sy lpwo WJu s¢d IJuble [Js "lUsgoe IJled". szw Llds 030 IJodssule gs) 1Ulews Sod o

Sopdu IJuble oo 1Usged s Idsuog 1Ulpu:

<{froot>

Device(config)# no system mode insecure
System secure mode cannot be changed to secure as

insecure cli(s) are present in system

e luwosle JJlodsu Idpobdosu: Spdu Jdpuwedsrpsu wedso "ldysoe I.JLoQ"

<tfroot>

Device# configure terminal
Device(config)#

no system node insecure
YSYS- 4- SYSTEM _SECURI TY_MODE_CHANGE: System Security Mde Changed from | NSECURE t o SECURE

obosd odosule s, lpws

S "ldsuoe Idleu" bl 2lod puwcise wlbosd cdsu Es lpw 39 er2ds p3s26: sep Eru2
ouwlde bl 9dl swp wbosy IJodysy. gds uwesd [Jpold:

<ttroot>

Device# configure terminal
Device(config)# ip ftp source-interface Gi0/0/0

%rror:lInsecure configurations are not pernmitted in secure node.

To proceed, set the system mode to insecure using the command

system node insecure



, and then try again.
Module: FTP, Command: ip ftp source-interface GigabitEthernet0/0/0 , Reason: No encryption is configure

%ERROR: Security policy check failed, configuration can't be applied

Device(config)#end

luslsd Jos sop eruoel eulying wes pelads IJodsso cuing IJs o IJzels B 9 oe Ulely
J3JY Jl spdu obosy Idodssule gs) 1lpws Idos op w9ds ol spdud oleJ@f £3p
obosyd lJodssule g6, 1Jlpus:

Device# show running-config | include ip ftp source-interface
Device#

Jobosd cdasole Es Teus peds IUds stole puvatess s cpdso 1Usgoe £y IUleo
woirdd Losse Iadl vluwepsle IJedsse IUele &) IJlpo Jsuoe 1duble:

<tfroot>

Device# configure terminal
Device(config)#

system node i nsecure

Device(config)# end

Device#show running-config all | include system mode

system node i nsecure

v o sy IJzol; B SUPE €Sy oo spdu wbusd wdssule Restriction-phase ¢, [pw6.
swp ©ue Hwlds cods lelu pelods eds IJodssut 9epe S sop cbosd ldedsso es)
|.JTIDQ:

<tfroot>

Device# configure terminal
Device(config)# ip ftp source-interface Gi0/0/0

SECURI TY WARNI NG

- Module: FTP, Command: ip ftp source-interface GigabitEthernet0/0/0 , Reason: No encryption is config



Device(config)# end

Device# show running-config | include ip ftp source-interface
ip ftp source-interface GigabitEthernet0/0/0

Device#

sbo, Jdpuwodpso lsual Luwlds weds) cuwenes Ulooule [ds IJodsse s Ilew. wb)l
Jlo esble 1Jsge w89pe w9u2g 030 Iyuwlisd Ws Ylises IUluwbl) Jogass pesdole spdu lu
Suvw sl bog) syslog o3l pl suod IUs 38s9wsy wes [dodssy:

%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface GigabitEthernet0/0/0 - Reason: N

Izle pdlizbs o 1desile sldussesdsdie B@b B przds IJodsss wobde 9uog £, Teu 19
od9p woubgsde. Jlsild pu ldppdu cbousd IUesilo slduisasdsdle 1esesrs B pyeds
IJozdsy S suoe IJlely

IJlvedld IJoddlss lJs suog € lew

g0 o986 zolj Cisco 10S XE |Js 26.1.1 Ig |Losl) lese. sJoyvd IJuble ls odssule s, Towé
poeds oSSy leule gpdss lJoposs 9s0dd IJzols eddliss! s suoe Es lew. Jl seole
lJeumere90 [Js I8JS wublo [ualds Idedssu 1ele Es, IJlew Jouoe IJuble 29!
uluduvop 9Jl S u|UnS_) E_JsS UAS_)'U E_LS_) Ul.DUO Euwd Jloesld IJs ,O_)E_JO lJo9sss.

Suwsy 03l ldpeld gJIJ Idluesld UoJ@l:sqS IJs [Joog €5, IJTow loole lJes9sé pu 17.18.2
(ese Jlsoe> wwsld "lUsuoe Esy IUleu") Ids 26.1.1 (IUss szess eds uwsld "lUsuoe Es)
IJTeo" Losse): swol IUzoly vodssy €y 1oy ip ftp source-interface GigabitEthernet0/0/0

B IJuslss sl 03l IJzol; gdis Cisco 10S XE. 1] o), 17.18.2:

Device# show version | include Cisco IOS XE Software
Cisco I0S XE Software, Version 17.18.02

op ldIdupd g0 cdosy g lpu sleo:

<ffroot>

Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE




Generated: Active Configuration Analysis

Total Active |Insecure Conmands: 1 <<<----------

| Module: FTP
| Parent Command: NA
[ CLI Command:

ip ftp source-interface G gabitEthernet0/0/0 <<<----------

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
[ Reason: No encryption is configured
| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
| Config Mode: configure
| Status: ACTIVE
| Severity: HIGH

<snip>

DATABASE SUMMARY

Total Active Entries Processed: 1
<snip>

9olJlualds |Jis 3dde Jl $9z> pdo9e "lUsoe Ilew Is "Ids og ey Idlew” edis o3l 1JIuosly:

Device# show running-config all | include system mode
Device#

Sp wup o 9so Idgols IJs 26.1.1. 91U3s s 950 Uigu'olg |JTPQ5 9ES, L_JLDQE).

Device# show version | include Cisco IOS XE Software
Cisco IOS XE Software, Version 26.01.01

Jl sild ould 8w IUedssy €y IUlpu IU3s wp wbusdo:

<tfroot>

Device# show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE



Generated: Active Configuration Analysis

Total Active |Insecure Conmands: 1 <<<----------

| Module: FTP
| Parent Command: NA
[ CLI Command:

ip ftp source-interface G gabitEthernet0/0/0 <<<----------

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
[ Reason: No encryption is configured
| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
| Config Mode: configure
| Status: ACTIVE
| Severity: HIGH

<snip>

DATABASE SUMMARY

Total Active Entries Processed: 1
<snip>

oo 9293 03l (9 ls) wdasu €y Tew Jpieds Idedssy sdognd IJuble ssuedd wddlss!
IJs 908 &) leur

<#root>
Device# show system security mode
System Security Mode :
I nsecure
Sswp wbusd Idedssu ésy Ilps Bs 9uoe Iuble cddlssl:
<#root>

Device# show running-config all | include system mode

system node i nsecure <<<----------



system mode warning periodicity 24
Device#

Iele pdlebs 16 929> wdssule g8y lpws B poedd Iozss) Jl s [Us Idluedld [Us suoe
ey lpw. Jls9ss 1Jl 929> wdosule g6 lpws prpds lJodsss IUs wuvgsd IUluedld
lJoddlss.

ia_o_jé lJouodsd

SUp CUbrSEY wué eds wid Jd zes pedu Jdoszsd pu ldesile sldososdsdlie gs)
IUTows [Js Tuwldse 196, Telol bod pyeds IULIJ6 (Ieseds IJelJes). Blee Cisco uipz weo
cruwsulo Bludss 1Uges Jzed Idoerd eds Idodssole g6, 1leus souszseel luved
wuvdd pdesb.

weass Idedssule sy 1Ulewd IUplbou 96

Sedu Jdeuwetses ©rue Medssole és) Ulews Jeizds IJdss IJos sop cbosdel 2lds!
wluwedsle 1oy EXEC show system insecure configuration. swe wuopso o3l 1dlp) odi@liss! Ws
2,1z show tech-support (s 1Jl oshle 26.1.1 sldluosble 1izse. 03l peld Jdpirzle oo 2ol wo

oJles odosule s lews Jpypds ©dsss 13¢9d wp wbusdol:

<{froot>

Device#

show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands:

3 << Number of insecure configurations identified

Database Type: Active (Current State)
Scan Status: Complete
Next Update: Pending in

10 min O sec <<<------- Time remaining until this output refreshes to reflect

Database State: Update Scheduled

any configuration changes appli ed.



SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 3 active insecure CLI entries

Modul e

: FTP
Parent Command: NA

CLI Conmand

: ip ftp source-interface GigabitEthernet0/0/0
|

Description

: FTP service enabled - transmits credentials and data in plaintext, vulnerable to interception

Reason

: No encryption 1is configured

Renedi ati on

: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
| Config Mode: configure

| Status: ACTIVE

| Severity: HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 1: ip ftp source-interface GigabitEtherne

DATABASE SUMMARY

Total Active Entries Processed: 3
<snip>

soopu 03l Il pedsple Il uss 29d 1U9gaé IJopbss Idos ceoss eds pss6 &) lpws. I9
IJie, 1Jiod 9 IJedase 131 Iy 03l odasy posled: 9 lo, CLIJpess 13s wp 9o 08 £Jlpd sdso.
Iy Jwow 9uoe dles £, Tpw edso Is lple IUluadiz IJLe Jouszseo.



ol spdu Jdpuwctresu er0o Slisps Lileds wzese luplb slzos ulo, Iisle, (CLI) g, IUlews
wluwegsle IUle, show system insecure profile. wsupl s&)u2 1bol) IJodsse g5y 1lew JJuble
odssule g, lpwd Jeszds IJodssy Idos sup wbosdol eldsl serue 600 pdd wepsd
g lpw JJoble zese IJodasole g IUlews Jeozds IJodsss Idos wp wuopse IJoble
JIJovlBol. sep wpdse $lises IJodssole gs) IUlpws Bs pdd IJog)sd wpys) IUISe pe
lowe el wbys,y 18ad pebusle Uil

pold eds gpdslo 1Uegldzo JJpsluovdle IUulises &) |.JLOQ6

SN 030 IJi,ooJé Js $pdu Jdpuwwgpsu [Yoguld 1Jesrss pu gpdslo lJoosss €s)
IJlews IJos wop pslzowel wuvdd Uilisg 9ldog ), gdsol 9peldzwol. $lpw Cisco woudss
wolpz Jdpuwless O zed IUozass 9IJogd s 290 zod &) Ilpdlu yusle Slp ldpywetspsu
wluwogdld yuwlisd syslog J INSECURE_config lg 12,1z [Jodssu g6, IUlew J show system.

Iuudsw vdd IUpdSle s, IUTey

030 oS Huwlisd IJoegds) IJos wp jswol gds 1Jzgol:

%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp source-interface GigabitEthernet0/0/0 - Reason: N
%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp username cisco - Reason: No encryption is configu
%SYS-4-INSECURE_CONFIG: Module: FTP - Command: ip ftp password * - Reason: No encryption is configured

Spdud wuvgsd show system unsecure configuration JJlbJlg eJs ped9ple luoldss 29d oo
lJodsule g6, 1Uleys:

<#root>

Device#

show system insecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 3
Database Type: Active (Current State)
Scan Status: Complete

Next Update: No pending updates

Database State: Stable

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 3 active insecure CLI entries

| ACTIVE INSECURE CONFIGURATION ENTRY [1/3]



| Module: FTP
| Parent Command: NA
[ CLI Command:

ip ftp source-interface G gabitEthernet0/0/0

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t

| Reason: No encryption is configured
| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

| Config Mode: configure
| Status: ACTIVE
| Severity: HIGH

| Module: FTP
| Parent Command: NA
[ CLI Command:

ip ftp usernane

| Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t

| Reason: No encryption is configured
| Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols

| Config Mode: configure
| Status: ACTIVE
| Severity: HIGH

| Module: FTP
| Parent Command: NA
[ CLI Command:

ip ftp password

Description: FTP service enabled - transmits credentials and data in plaintext, vulnerable t
[ Reason: No encryption is configured
Remediation: Transition to secure file transfer methods using SCP, SFTP, HTTPS protocols
| Config Mode: configure
| Status: ACTIVE
| Severity: HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 3: ip ftp password cisco




DATABASE SUMMARY

Total Active Entries Processed: 3
<snip>
Device#

w89p oo ldwedle wldogssu poluiv,é [Js 0do IJodgsule:

Device# show running-config | include ip ftp
ip ftp source-interface GigabitEthernet0/0/0
ip ftp username cisco
ip ftp password cisco

Spdu JJpuwoddpsu widsdd IJodssule s 1dlews wluwegsle odo lJogss)le:

<tfroot>

Device#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Device# (config)#

no ip ftp source-interface G gabitEthernet0/0/0

Device# (config)#

no ip ftp usernanme

Device# (config)#

no ip ftp password

195939J1c SNMP 1 $5506 £, IUT0é



030 05 yuwldo IJoeis) IJos we 9swol eds [Jzol:

%SYS-4-INSECURE_CONFIG: Module: SNMP - Command: snmp-server community * ro - Reason: Legacy protocol po

SpJdud wuugsd show system insecure configuration JJlbJlg eJs pedyple !u'olg_é‘gésﬁghj
lJedsse gso ldlpu:

<tfroot>

Device#

show system i nsecure configuration

ACTIVE INSECURE CONFIGURATION DATABASE

Generated: Active Configuration Analysis
Total Active Insecure Commands: 1
Database Type: Active (Current State)
Scan Status: Complete

Next Update: No pending updates

Database State: Stable

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processing 1 active insecure CLI entries

I Module: SNMP
| Parent Command: NA
| CLI Command:

snnp-server comunity

| Description: SNMP Community string configured - uses insecure SNMPvl/v2c protocol vulnerable
[ Reason: Legacy protocol poses data confidentiality and integrity risks due to lack of e
| Remediation: Configure SNMP v3 User
| Config Mode: configure
| Status: ACTIVE
| Severity: HIGH

SECURE_CONFIG_ACTIVE_INSECURE_CONFIG_DB_WALK: Processed entry 1: snmp-server community cisco RO



DATABASE SUMMARY

Total Active Entries Processed: 1
<snip>

Device#

©89p odo Iduwedle ldogssy pulubyd lds ol IJodysy:

<{froot>

Device# show running-config | include snmp-server

snnp-server conmunity

spdo JJgpdle peldes 03l 1Jie, wluweisle SNMPV3 Ll e ols$6 ale s, (AuthPriv).
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