luweesle IM Jloews juulsd 1deos
IJIJIo 9068 1Ulews Jdpuedse

lJpzogsle

| 9300

106 Il ool
[NFENERYS

lgal> 2wl Gmail
odose IM I wlw.s

|Jp 95006

SueWd 03l IJpwews 1Jgpdss IJdles Jluwegsle Idlg)le "gbe 1Ue)sy" WS "ers) IUzre
lJpeopu" (EEM) slgd Cisco I0S® XE JLyuwld Huwlsd 1Jesss IUIJIe 9068 Idlews |Js Elspe
w9999 wdd Iduss IJouwsh (SMTP) Cluwwgsle lelo bo@s IUodd (TLS) eds [Jpuuds
587.

ould Idesxss pu ldpes) IJos spdud pylgowol l&ole 030 lJg pdsé: 9ol lduwow wp Jolud
030 lJpldsé Jugesy IJgbole 1UJes Jogdsd 3JJ.

21J6 IUlgwegsle

S8 IJedss po ldgpdle 856 O odds ledle ewn Idonsy IIJIesgos odblissl ves zage
2o pESu. wble IMIJW,es 09 516 9956 JIJoulw zxe IJyvwds _9|Jio,oo6 lJpe>p26: 95pJ0
o $98, bysis Welds Jiwews ledlole IJosss IUIJIe 90 eds zolj Cisco I0S XE. gJs
wosd deeld: §> wuge B pilEws puwly IPSLA: sluwelo s lJs syslog suivs) [Js wéss)
IJzlds: $p loghs uag pu ldlplele 98p vovwso puwdsds IJuveds Jdese g Idenss
IUIJIens0s. spdo wbosd Wd,s "ldledle gw Idenss IUIJIe 908" 030 gds uvsubssole
g0 83836 Jogusds Jedw Idlueulo [Us ls 228 peso ouss cumdsb IJupse gdso.

IJs b6

PEM ceus "w)ss 1Jewosuess IJpzumu’ 909 couwsd suweee Eldel Joposd Idubeble
SldpSlose. 03l 0y wuuwsd IJuvolss IJ3s wuwegspo lzojé Cisco I0S XE. gldol ol wpwss



IJobosdle 1Ulews (eod HTTPS Iy SMTP 1JTew) £ "PEM pds " 250 wuvond £
Juoble pugsss wpel VS 3JY:

o 1Jubolyé 1Jg3)
© uobs wadse huwshb)
o Ubolss IJp e Idueliss (19 1Uglsp)

el guwle Gmail

Juwouwsese eple z9ed Wl SMTP Jpold B o030 1JpdlJs. Ipcbdole 1Jiusluss os T
Jrsd guwle Gmail wpe lgslso puwo @l

ouwee JJ Google olhuwld Huwlisd w)s IJIJengus pu gpdls wessso lds Gmail. Jlg s>
lesls B Gmail J "lJebossle g8, 1Uleus" suwsslzo IJobosd 'abi Bl dp sJy ol IJlesls

puw P9 wo B wolss Google. wpew 51Us o3l IUlgsls 98s pdluo gl "ldobosdle 1Jleus".
Sedu l1dsuesd Uso g

mail.google.com>1y 9, W99 pJd IJog)sd IJgluo o (#1) > blyo puwle Google 1IUgluo o (#2)
> |Jlply (#3) > Jsbs6 wywesd Ids>ged IUs Google > 1wz 88 wilbyosy (#4)



Manage your Google Account

Add another account

Sign out

Privacy Policy « Terms of Service




Google Account Q ; i @

Home Securit')r'

@
(3 Personalinfo 3 Settings and recommendations to help you keep your account secure

& Data & privacy

You have security tips

Security
@ Security tips found in the Security Checkup

2 People & sharing

B Payments & subscriptions

Review security tips

() About

Recent security activity
Mew sign-in on Mac F55PM b

Rawview security activity

How you sign in to Google
4 Make sure you can always access your Google Account by keeping this information up to date
\ @ 2-Step Verification @ On since Jul 20, >

p0 030 |Juodzé: olds po wubésd IJoedd wuliss IJgbsle.

< 2-Step Verification

2-Step Verification is ON fince Jul 20,

Sedod wgs 3JY o) Juwdd s "ddele p9) Idobosd” Jeed Gmail sé9p wlogble
IJeb 295 Sedo luwapsleol Jouwrsd 105¢9d s zuvle Google ¢l wdl pu clbusd J
S 1ozl eds gbsosu.



App passwords

App Passwords aren't recommended and are unnecessary in most cases. To help keep your account
secure, use “Sign in with Google” to connect apps to your Google Account,

App passwords

Mone

< App passwords

App pasawerds let wou aign in to your Google Account from apps on devices that don't support 2-5tep
Verification. You'll only need 1o enter it once so you donl need to remember it. Learn more

You don't have any app passwords.
Select the app and device you want to generate the app password for.

Bail v  Select device
iPhene
GENERATE
iPad
BlackBerry
Maeg
Windows Phone
‘Windows Computer

Other (Custom name)




< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-5tep
Verification. You'll only need to enter it once 5o you don't need to remember it. Learn more
¥ou don't have any app passwords.,

Select the app and device you want to generate the app password for.

MyRouter X

GEMERATE



Generated app password

Your app pazsword for your device

>

Haow 1o wse it

Ga 1o the settings for your Google Account in

the application or device you are trying to set

up. Replace your password with the 16-
Faaywoed character password shown above
Just like your nermal password, this app
password granis complete access 1o your
Gasgle Account. You worl need 10 remenber
it, 0 don't writle it down ar share it with
anyana.

op 09uoS8e IJpo o9 Idobosd IJpdeus pu 16 2,01 1Je9z956 Vs Jdbo IJ bl ivs 030 ulb)l



IJTo wes o luoue Jbsd IJps pi9) wbousd J Gmail spdod [uuegsle 030 1IJIJps. LIJlolbs
IJs luwpe euwle Gmail [Jgluo o Jebpe o) 1JIe 908 suvwgse Jighs wozso Idu)s
JIJIeys0s. [dougwsd 1U3s uvswpe wessuo JJglbe 09 "username:password@host".

od9so IM IJI sl us

ould IJes>s> pu Uk, 3 1dos spdud pu edldel ciuosue wuler vues J IM Jsdlise
leoslzled U,oa:»é‘ngo o3l 1dpeld 09 wyulpz vuos J IM Il ws Jogvgsd 9bswds 1w )6
IJIJIe 908 [Jlpu:

(config)# event manager environment _email_from <username@gmail.com>
(config)# event manager environment _email_to <EMAIL@domain.com>
(config)# event manager environment _email_server <username>:<password>@smtp.gmail.com

(config)# event manager applet SendSecureEmailEEM
(config-applet)# event none
(config-applet)# action 0010 mail server "$_email_server" to "$_email_to" from "$_email_from" cc

couus ldoedssole lsdl edles pues)le Jusisé EEM: _email_from 9 _email_to 9 _email_server.
Swp wEHSWO JJ 9lz> Vs pugs) Jouwesd wiss)le IJodssy. e Gp wlogile IJoyulez
lJuuos SendSecureEmailEEM. zx& 1UIbJI g oul 09 "none” wzse spdud wyvgsd wulez IM
lJouuos 298! wluweesle "# pos) IUzre ouvesd SendSecureEmaillM" (wodl po lowbl) gae
pesu JJouvEsd). wed 3Jd sdau Jbsd lple 9lzs "glbe s Soee wlogble IUo s>
IJIJJe9us. seey IJgshly "secure tIs” 9"port 587" 1Jzgol; wldedly o eJs TLS gds Idpods
587, 9ld3s ywouweps IJso g9l Gmail.

weolz lsuol lJs IJolds e o 28J "ou" Lolde. I3l Jue cuolb I "dsu" JIod eelod Luwld
w83 [JIergus pu w9 Lp pustbl Jlo Idsuw w83 widle euslu wos> [dJdessus Juveue
I sev o swslds 1Jz8d "eu” pe Idzuwle ldeuwese Jbuwld Idess> 1dIJd e s0s eds
IJg150.

o &0 WpuudJs olduvoble 1UIG e, oss Béb IJpduws

Suwwgde EEM OpenSSL Jlg)le louold wglbp SMTP. Joip§g IJleuold: syuwd 1Jgb e Juolss
IJs OpenSSL $s> IJoyvgsd Ws Cisco 10Sd. g uswze 10S wes 3dY gu u9bs & @86 p9e,yuo

eJs golj Cisco I0S XE: Jl swp wowse guoble ¢9lbe Gmail SMTP L uvdd lWe)luos. Szw
lowes,bol 8398l Jlousle Jo@s. 9o Iduuoble Idpswws: pusduivd oldss TLS wuvwuw
"Uwolds £y LozSRS"

ooy 030 IJigble pds36 23l Jouoese lgble Is Luolsé:

debug event manager action mail
debug crypto pki API

||$_‘



debug crypto pki callbacks
debug crypto pki messages
debug crypto pki scep

debug crypto pki server

debug crypto pki transactions
debug crypto pki validation
debug ss1 openssl1 errors
debug ss1 openssl ext

debug ss1 openssT msg

debug ss1 openss1 states

Sedud Lae ldo@lb g5pé puopus (EPC) eds Idesze eyl |5 Y6 039) pu I9 |Js ebp
IJoss> 1JIJIe90s gus ogbgsd IM:

! Trigger the EEM:
# event manager run SendSecureEmailEEM

<SNIP>

*Mar 15 21:51:32.798: CRYPTO_PKI: (A0693) Check for identical certs
*Mar 15 21:51:32.798: CRYPTO_PKI(Cert Lookup) issuer="cn=GlobalSign Root CA,ou=Root CA,o0=GlobalSign nv-

*Mar 15 21:51:32.798: CRYPTO_PKI: Tooking for cert in handle=7F41EE523CEO, digest=
94 40 D1 90 A0 A3 5D 47 E5 B5 31 F6 63 AD 1B OA

*Mar 15 21:51:32.799: CRYPTO_PKI: Cert record not found for issuer serial.

*Mar 15 21:51:32.799: CRYPTO_PKI : (A0693) Validating non-trusted cert

*Mar 15 21:51:32.799: CRYPTO_PKI: (A0693) Create a list of suitable trustpoints

*Mar 15 21:51:32.799: CRYPTO_PKI: crypto_pki_get_cert_record_by_issuer()

*Mar 15 21:51:32.799: CRYPTO_PKI: Unable to locate cert record by issuername

*Mar 15 21:51:32.799: CRYPTO_PKI: No trust point for cert issuer, looking up cert chain

*Mar 15 21:51:32.799: CRYPTO_PKI: crypto_pki_get_cert_record_by_subject()
*Mar 15 21:51:32.799: CRYPTO_PKI: (A0693) No suitable trustpoints found
*Mar 15 21:51:32.799: CRYPTO_PKI: (A0693) Removing verify context

*Mar 15 21:51:32.799: CRYPTO_PKI: destroying ca_req_context type PKI_VERIFY_CHAIN_CONTEXT,ident 32, ref
*Mar 15 21:51:32.799: CRYPTO_PKI: ca_reg_context released

*Mar 15 21:51:32.799: CRYPTO_OPSSL: Certificate verification has failed

*Mar 15 21:51:32.799: CRYPTO_PKI: Rcvd request to end PKI session A0693.

*Mar 15 21:51:32.799: CRYPTO_PKI: PKI session A0693 has ended. Freeing all resources.

*Mar 15 21:51:32.800: >>> ??? [length 0005]

*Mar 15 21:51:32.800: 15 03 03 00 02

*Mar 15 21:51:32.800:

*Mar 15 21:51:32.800: >>> TLS 1.2 Alert [Tength 0002], fatal bad_certificate

*Mar 15 21:51:32.800: 02 2A

*Mar 15 21:51:32.800:

*Mar 15 21:51:32.800: SSL3 alert write:fatal:bad certificate

*Mar 15 21:51:32.801: P11:C_OpenSession slot 1 flags 6

*Mar 15 21:51:32.801: SSL_connect:error 1in error

*Mar 15 21:51:32.801: O:error:1416F086:SSL routines:tls_process_server_certificate:certificate verify f

B wolss IJpble. Jl spedy J OpenSSL |uuvle gduwsd TLS IUlews pg ¢bpe SMTP. soldelds
Sluel cogwoe Bs 2298 bl "Juolss sy Lozses" pol Souvow Vs sl wyvgsd IM:



*Mar 15 21:51:32.801: %HA_EM-3-FMPD_SMTP: Error occurred when sending mail to SMTP server: username:pas
*Mar 15 21:51:32.802: %HA_EM-3-FMPD_ERROR: Error executing applet SendSecureEmailEEM statement 0010

Swp L@ IJedlb 1dz5e6 1Jese 86 pu 03l IdJowlbd J "NoCertificatelnstalled.pcap”. ﬁ.:,JboJ

lJzjeo IJuolisss TLS pu Idpesze (10.122.x.X) IJs ¢l>p Gmail SMTP (142.251.163.xx) lo oSl o

TLS ¢p luolyo vuwew wdyw yuwlds "ldyielss Iduwsiss” IJos wpe j9swoel Vs wuozse IJIgble
oWl

e

Frame 33: 61 bytes on wire (488 bits), 61 bytes captured (488 bits)

Ethernet II, Src: Cisco_a3:c5:f0 (74:86:0b:a3:c5:f0), Dst: Cisco_f0:44:45 (00:08:30:f0:44:45)
Internet Protocol Version 4, Src: 10.122.xx.xx, Dst: 142.251.163.xx

Transmission Control Protocol, Src Port: 13306, Dst Port: 587, Seq: 189, Ack: 4516, Len: 7
Transport Layer Security

TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Bad Certificate)

Content Type: Alert (21)

Version: TLS 1.2 (0x0303)

Length: 2

Alert Message

Level: Fatal (2)

Description: Bad Certificate (42)

Juoble olesy SMTP

Jio IJuwveble IJos wuwee Jeolj Cisco 10S XE LlJe@é B g9l Gmail 088936 S|y 1Jluodle
09 wiusw 9lere/dd odd Idvoble Ws TrustPoint gJs IJzols.

eds wwosd ldpold oo, ldoyozse IUIled JRool Iduslod gpdsle Idoze gu lduioble
lJos weo:

CRYPTO_PKI(Cert Lookup) issuer="cn=GTS CA 1C3,0=Google Trust Services LLC,c=US" serial number= 52 87 EO
CRYPTO_PKI(Cert Lookup) 1issuer="cn=GTS Root R1l,0=Google Trust Services LLC,c=US" serial number= 02 03 B
CRYPTO_PKI(Cert Lookup) issuer="cn=GlobalSign Root CA,ou=Root CA,0=GlobalSign nv-sa,c=BE" serial number

SJdjp LOwSY wwolxé JJJ pu 030 ldpuosysu wee ul9bs & 96 zus supdu ldzol) pu luusle
CJuUO Ep,J |roQ5 -__;|uuo'a)|ro a9|)ro SMTP y-19) Gmail. §péJQ¢J logvle v 9bé & W6 JJJ PP
vluwoddle IJodsole IJoldsé:

crypto pki trustpoint CA-GTS-1C3
enrollment terminal
revocation-check none
chain-validation stop

crypto pki trustpoint CA-GTS-Root-R1



enrolTment terminal
revocation-check none
chain-validation stop

crypto pki trustpoint CA-GlobalSign-Root
enrollment terminal
revocation-check none
chain-validation stop

crypto pki trustpoint CA-gmail-SMTP
enrollment terminal
revocation-check none
chain-validation stop

op 110 lesl u8bs & 36 JIJ puos) 9pg 3 Jl woes yuoble Bedss prowbs wol zus Il
908 VI IUluwluw uBlb & 86 Wl,ga:

# show run | sec crypto pki certificate chain CA-
crypto pki certificate chain CA-GTS-1C3

crypto pki certificate chain CA-GTS-Root-R1
crypto pki certificate chain CA-GlobalSign-Root
crypto pki certificate chain CA-gmail-SMTP

Sev wEuw pIly odo ldyuoble e wouswel gds IUgols.

ldoze gu) Uloe,ue go "Google Trust Services 1C3" ulos wuwEd Euy puwegse Google
Trust Services JJwoblw:

https://pki.gooqg/repository/

w8 wpdsd JJ IJoslgsue eds odd lduowze: spdud Idoee Jdewy) eds "1C3" 1w @)
1081506 1 pownds "TUlle™s 980 wouisd Jisolsé PEM:

23:ec:b0:3ecec:17:33:8c:de:33:a6:b4:8a:41:de:3c:da: 12:28: 1b:be: 3f-f
GTS CANCS R&A 2027-00-30 Action ~
8:13.c0:58:9d:6c:c2:38:75:22

64:02:86:b7:60:63:60:2a:37:2e:/d:60:cd-e8:db:26.56:a4 :9e:e1:5e:8

Sl Rak 26:4b:3d-6e:b5 fe:38:14:28:8b & View Cortificate Datalls
o
clel:b1:c1:95:cd: . Th:51:37:b%ad:35:13:26:12:0b: 1d:bff4:9e:5e: “

GTS CA 1D8 RSA _ o _
Beiead2: TibeBd: 7618 TT & Certificate (PEM)
97-04:20:03:01:32:55:29:46:09:7F:20-ef-95:51:5b: 1c:d5: T0:aa-43:72  — Certificate (DER)

GTS CA 1PS RSA

T:80:03:32:65:ef.be:69:75.8d & Partitioned CRLs (JSON)

11:c6:97.87:87.32:05.:6d:21:7c:1d:a1:34.e9:d2 bb:d2: 3c:f1.de:95:b

o Vog pdd PEM IJ3s wp wujsde oluwegsle e VLS Sho, I 030 pzy» yuols spIdu
luves)boel gds zolj Cisco 10S XE wew TrustPoint I1Uss loguleo puwedl:


https://pki.goog/repository/

MIIFT1jCCA36gAWIBAgINAgO8UL1rNMcY9QFQZjANBgkghkiGO9wOBAQsFADBHMQsw
CQYDVQQGEwJVUzEiMCAGALUEChMZR29vZ2xT1IFRYydXNOIFN1cnZpY2VzIExMQzEU
<snip>
AJ2xDx8hcFH1mt0G/FX0Kw4zd8NLQsLxdxP8c4CU6x+7Nz/0AipmsHMdMqUybDKw
JuDEI/9bfU1l1cKwrmz302+BtjjKAvpafkmO817tdufThcvV4q508DIrGKZTgPwINT
1IXNDwWIbglkWRxYtnCQ6yICmIhSFm/Y3m6xv+cXDBTHz4n/FsRC6UfTd

————— END CERTIFICATE-----

SpJdud [gwos)bo weo vdbs IJlgw el "CA-GTS-1C3" Llguwésle i_9|,o_, lJodosu:

(config)# crypto pki authenticate CA-GTS-1C3

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

MIIF1jCCA36gAWIBAGINAGO8UL1rNMcY9QFQZjANBgkghkiGOwOBAQs FADBHMQsw
CQYDVQQGEwJIVUzEiMCAGALUEChMZR29vZ2xTIFRYdXNOIFNTcnZpY2VzIEXMQzEU
<snip>
JuDEI/9bfU11cKwrmz302+BtjjKAvpafkm0817tdufThcV4q508DIrGKZTgPwINT
1IXNDWIbglkWRxYtnCQ6yICmIhSFm/Y3m6xv+cXDBTHz4n/FsRC6UfTd

Certificate has the following attributes:

Fingerprint MD5: 178EF183 43CCC9EO0 ECBOE38D 9DEA03D8

Fingerprint SHALl: 1E7EF647 CBA15028 1C608972 57102878 C4BD8CDC
Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.
% Certificate successfully imported

(config)#

908> 3JY spdud wldss o 1dyuolss @ wp wouswol:

# show run | sec crypto pki certificate chain CA-GTS-1C3
crypto pki certificate chain CA-GTS-1C3
certificate ca 0203BC53596B34C718F5015066
30820596 3082037E A0030201 02020D02 03BC5359 6B34C718 F5015066 300D0609
2A864886 F70D0101 OB050030 47310B30 09060355 04061302 55533122 30200603
55040A13 19476F6F 676C6520 54727573 74205365 72766963 6573204C 4C433114
<snip>
E1715E2A E4EF0322 B18A653A 8FC09365 D485CDOF OF5B8359 1647162D 9C243AC8
80A62614 859BF637 9BAC6FF9 C5C30651 F3E27FC5 B110BA51 F4DD
quit

#show crypto pki certificates verbose CA-GTS-1C3
CA Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 0203BC53596B34C718F5015066



Certificate Usage: Signature
Issuer:
cn=GTS Root R1
o=Google Trust Services LLC
c=US
Subject:
cn=GTS CA 1C3
o=Google Trust Services LLC
c=US
CRL Distribution Points:
http://crl.pki.goog/gtsrl/gtsrl.cri
Validity Date:
start date: 00:00:42 UTC Aug 13 2020
end date: 00:00:42 UTC Sep 30 2027
Subject Key Info:
PubTlic Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)
Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: 178EF183 43CCC9EQ0 ECBOE38D 9DEA03DS8
Fingerprint SHAl: 1E7EF647 CBA15028 1C608972 57102878 C4BD8CDC
X509v3 extensions:
X509v3 Key Usage: 86000000
Digital Signature
Key Cert Sign
CRL Signature
X509v3 Subject Key ID: 8A747FAF 85CDEE95 CD3D9CDO E24614F3 71351D27
X509v3 Basic Constraints:
CA: TRUE
X509v3 Authority Key ID: E4AF2B26 711A2B48 27852F52 662CEFF0 8913713E
Authority Info Access:
OCSP URL: http://ocsp.pki.goog/gtsrl
CA ISSUERS: http://pki.goog/repo/certs/gtsrl.der
X509v3 CertificatePolicies:
Policy: 2.23.140.1.2.2
Policy: 2.23.140.1.2.1
Policy: 1.3.6.1.4.1.11129.2.5.3
Qualifier ID: 1.3.6.1.5.5.7.2.1
Qualifier Info: https://pki.goog/repository/
Extended Key Usage:
Client Auth
Server Auth
Cert install time: 02:31:20 UTC Mar 16 2023
Cert install time in nsec: 1678933880873946880
Associated Trustpoints: CA-GTS-1C3

w8 3JYe spdud couse IJuvoble Jdpuosysu IUIE)su.
CA-GTS-Root-R1:

lJodysu:
e (ool IJs 1J8)les)

(config)# crypto pki authenticate CA-GTS-Root-R1

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself



MIIFVzCCAz+gAwIBAgINAgPTk28xsBNJ1iGuiFzANBgkghkiGO9wOBAQwFADBHMQsw
CQYDVQQGEwJIVUzEiMCAGALUEChMZR29vZ2xTIFRYdXNOIFNTcnZpY2VzIEXMQzEU
<snip>
2tIMPNuzjsmhDYAPexZ3FL//2wmUspO8IFgVedtxQ/PeEMMA3KgqTbbClj+Qa3bb
bP6MvPIWNQzcmRk13NfIRMPVNnGuV/u3gm3c

Certificate has the following attributes:
Fingerprint MD5: O5FEDOBF 71A8A376 63DA01EQ D852DC40
Fingerprint SHA1l: E58C1CC4 913B3863 4BE9106E E3ADSEGB 9DD9814A

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

(config)# end

(config)# crypto pki authenticate CA-GTS-Root-R1i>'aJ ol CAlJus we wypsjol JJ8lesd

64.End Uluwoesle gubo, BLE 9 Jdes "quit" sds vl wes slwo
MIIFVzCCAz+gAwIBAgINAgPIk28xsBNJiGuiFzANBgkghkiGOwWOBAQwFADBHMQswCYDVQQQQGEWV.
EIMCAGA1UEChMZR29vZ2xIIFRydXNOIFNIcnZpY2VzIExXMQzEU<snip>2tIMPNuzjsmhDYAPexZ3FL//2v
oew9s eds Iduywele IJoldsé:FingerMDS: 05SFEDOBF 71A8A3763DA01EO D852DC40

FingerSha1: E58C1CC4 913B38634BE99913BE99913 06E3ADSEGB 9DD9814A. oJ v §wdJ 030
lJuwol>6S [YES/INO]: wpe 9w9d Uvolxé CA J YesTrustPoint. we uves)l> uolsér (config)# wugle

lJogdl pu uoeé running-config:

29w (Il IJs 1J8)les)

# show run | sec crypto pki certificate chain CA-GTS-Root-R1l

crypto pki certificate chain CA-GTS-Root-R1
certificate ca 0203E5936F31B01349886BA217
30820557 3082033F A0030201 02020D02 03E5936F 31B01349 886BA217 300D0609
2A864886 F70D0101 0C050030 47310B30 09060355 04061302 55533122 30200603
<snip>
6775C119 3A2B474E D3428EFD 31C81666 DAD20C3C DBB38EC9 A10D8OOF 7B167714
BFFFDB09 94B293BC 205815E9 DB7143F3 DE10C300 DCA82A95 B6C2D63F 906B76DB
6CFE8CBC F270350C DC991935 DCD7C846 63D53671 AE57FBB7 826DDC

quit

# ouvgsd lJeyuo | sec crypto pki yuolsé yuduwdsé CA-GTS-Root-R1crypto PKI Luolsé yudywJé
Juvolxo CA-GTS-Root-R1 ioel>o 0203E5936F31B01349886BA217 3082057 3082033F
A003202020D020D203E59333333 6F 31B01349 886BA217 300D0609 2a86486 F70d0101
0c05030 47310b30090603504061302 55331220202020006003333303333033303033033333033
p> 6775c119 3a2b474e d3428EFD 31¢c81666 dad20c3c dbb38ec9 a10d800f 7b167714
bffdb094b293bc 205815e9 db7143f3 DE10C300 DCA82A95 B6C2D63F 906B76DB 6CFES8CBC
F270350C DC991935 DCD7C8463D53671 AE57FBB7 826DDC quit

Iboly 128 pu ldouivds):

2w (loyls Ids 1J@)les)

# show crypto pki certificates verbose CA-GTS-Root-R1



CA Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 0203E5936F31B01349886BA217
Certificate Usage: Signature
Issuer:
cn=GTS Root R1
o=Google Trust Services LLC
c=US
Subject:
cn=GTS Root R1
o=Google Trust Services LLC
c=US
Validity Date:
start date: 00:00:00 UTC Jun 22 2016
end date: 00:00:00 UTC Jun 22 2036
Subject Key Info:
PubTlic Key Algorithm: rsaEncryption
RSA Public Key: (4096 bit)
Signature Algorithm: SHA384 with RSA Encryption
Fingerprint MD5: O5FEDOBF 71A8A376 63DA01EQ D852DC40
Fingerprint SHAl: E58C1CC4 913B3863 4BE9106E E3ADS8E6B 9DD9814A
X509v3 extensions:
X509v3 Key Usage: 86000000
Digital Signature
Key Cert Sign
CRL Signature
X509v3 Subject Key ID: E4AF2B26 711A2B48 27852F52 662CEFFO 8913713E
X509v3 Basic Constraints:
CA: TRUE
Authority Info Access:
Cert install time: 14:39:38 UTC Mar 13 2023
Cert install time in nsec: 1678718378546968064
Associated Trustpoints: CA-GTS-Root-R1 Trustpool

# &)u0 Uwoblw crypto pki verbose ca-GTS-root-R1CA zlds Juolso: IJlosl) [Jpw9es): 3 Lol
239p wuwduvds (hex): 0203E5936F31B01349886BA217 | e ésle Jiolss: puos) 1o dse:
cn=GTS root R1=Google Trust Services LLC=IJp9_09¢ IJiPJ§d§: cn=GTS Root R1=Google
Trust Services=c vl s IJuodlzss Vs IJydlsle 1Jpeess: wlysg [Jwse: 00:00:00 ldosdse
IJeldpes WO 22 s9069 2016 wlhsg IJluwole: 00:00:00 Lldeydse IJeldes WOs 22 s9usy 2036
pedople ez IJp9o9e: 29l5ess pule Idog s IUele: (4096 Lo) g9lipss IJosdse:
SHA384 os Lo po wubds) RSA MD5: 05FEDOBF 71A8A3763DA0 EO D852DC40 oo
lJluowe SHA1: E58C1CC4 913B3863 4BE9106e ESADSEGB 9DD9814A x509v3 | jweésle
pOulz x509v3: 8600000 w9 dse pdvle IUosdse IU,des woldse CRL x509v3 pusulz
|Je9o9e: EAAF2B26 711a2B48 27852F52 662CEF0 8913713e x509v3 1J 859> 1l wlwsé: CA:
TRUE Authority Info Access: 9 ¢ wowse CERT: 14:39:38 UTC MAR 132023 9 9o wowsw Cert
9 NSec:
167871885469868868886868868868868868686888868688866868888868688866886868866888886688
064 Associated TrustPoints: CA-GTS-Root-R1 TrustPool

23, CA-GlobalSign:
op lJeey) eds oo I iol>s Vs 03l IJp99e:

https://support.globalsign.com/ca-certificates/root-certificates/globalsign-root-certificates



https://support.globalsign.com/ca-certificates/root-certificates/globalsign-root-certificates

IJodosu:

29w (lool 1ds 1J8)led)

(config)# crypto pki authenticate CA-GlobalSign-Root

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

MIIDATCCA12gAwIBAgILBAAAAAABFUtaw5QwDQYJKoZIhvcNAQEFBQAWVZELMAKG
A1UEBhMCQkUxGTAXBgNVBAOTEEdsb2JhbFNpZ24gbnYtc2EXEDAOBgNVBASTB1]v
<snip>
DKqC5JTR3XC321Y9YeRq4VzWIv493kHMB65jUr9TU/QrécfItveCX4XSQRjbgbME
HMUfpIBvFSDI3gyICh3WZ1Xi/EjIKSZp4A==

Certificate has the following attributes:
Fingerprint MD5: 3E455215 095192E1 B75D379F B187298A
Fingerprint SHA1l: B1BC968B D4F49D62 2AA89A81 F2150152 A41D829C

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

(config)# end

(config)# crypto pki authenticate CA-GlobalSign-RootEnter Juolsé CA lJe,ej6 JJ8lg>6 64.End
luwogsle guly BLE 19 JJpes "quit" eds vl wluwbs L wo
MIIDdTCCAI2gAwIBAgILBAAAABFUtaw5QwDQY JKoZIhveNAQEFBQAWVZELMAKGATUEBhMCQKUXxG
FpIBvFSDJ3gylCh3WZIXi/EjJKSZp4A==Certificate vzw9s eJs Iduwple IJoldss:FingerMD5:
3E455215 095192E1 B75D379F B187298A Finger Sha1: B1BC968B4D4F49D62AA28 9A81

F2150152 A41D829C. od w9wd 030 IJwol>6S [YES/NO]: wp §u9d Uuolsé CA J YesTrustPoint.

op luvos)l guelxsr (config)# wugle

lJogdl pu uoeé running-config:

2w (loyls s 1J@)les)

# show run | sec crypto pki certificate chain CA-GlobalSign-Root
crypto pki certificate chain CA-GlobalSign-Root
certificate ca 040000000001154B5AC394
30820375 3082025D A0030201 02020B04 00000000 01154B5A C394300D 06092A86
<snip>
2AC45631 95D06789 852BF96C A65D469D 0CAA82E4 9951DD70 B7DB563D 61E46AE1
5CD6F6FE 3DDE41CC 07AE6352 BF5353F4 2BE9C7FD B6F7825F 85D24118 DB81B304
1CC51FA4 806F1520 C9DEOC88 0A1DD666 55E2FC48 (9292669 EO
quit

# ouvgsd lJeyuo | sec crypto pki guolss yuduwJé CA-GlobalSign-Rooterypto PKI ol
wJuwJo CA-GlobalSign-Root CA 040000001154B5AC394 30820375 3082025D
A030201020B0400001154B3035A C394300D 06092A86 <snip> 2AC45631 95D06789 852BF96C
A65D469D 0CAA82E4 9951DD70 B7DB563D 61E4e6AE1 5CD6F6FE 3DE4 1CC 07AE6352
BF5353F4 2BE9C7FD B6F7825F 85D24118 DB81B304 1CC51FA4 8061520
CO9DEOCB88A1DD6655E2FC48 C92922222222 |0le 69 EO



lbol, IJoz 8l pu lJouvds):

29w (Il 1ds 1J8)led)

#show crypto pki certificates verbose CA-GlobalSign-Root
CA Certificate

Status: Available

Version: 3

Certificate Serial Number (hex): 040000000001154B5AC394
Certificate Usage: Signature

Issuer:

cn=GTlobalSign Root CA

ou=Root CA

0=GlobalSign nv-sa

c=BE

Subject:

cn=GTlobalSign Root CA

ou=Root CA

0=GTlobalSign nv-sa

c=BE

Validity Date:

start date: 12:00:00 UTC Sep 1 1998

end date: 12:00:00 UTC Jan 28 2028

Subject Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit)

Signature Algorithm: SHA1l with RSA Encryption
Fingerprint MD5: 3E455215 095192E1 B75D379F B187298A
Fingerprint SHALl: B1BC968B D4F49D62 2AA89A81 F2150152 A41D829C
X509v3 extensions:

X509v3 Key Usage: 6000000

Key Cert Sign

CRL Signature

X509v3 Subject Key ID: 607B661A 450D97CA 89502F7D 04CD34A8 FFFCFD4B
X509v3 Basic Constraints:

CA: TRUE

Authority Info Access:

Cert install time: 03:03:01 UTC Mar 16 2023

Cert install time in nsec: 1678935781942944000
Associated Trustpoints: CA-GlobalSign-Root

#show crypto pki |lJ_wolsle verbose ca-GlobalSign-RootCA CertificateStatus: AvailableVersion:
3Certificate Serial Number (hex): 040000001154B5AC394 Certificate Use: Signaturelssuer:
cn=GlobalSign root caOu=Root CAo=GlobalSign nv-sac=BESubject: cn=GlobalSign Root
CAo0=CA=CAGlobalSign nv-sac=BEValbility IJol)sg: wl,sg [Jwse: 12:00:00 UTC Sep 1998
obsg IJluwole: 12:00:00 UTC suls, 28 2028Subject Key Info:gglyjeso lJpdwlz 1Jglo:
rsaEncryptionRSA IJpwlz IJgle: (2048 Lo)gslisipss IJusdse: SHAT pg oS, RSA
FingerMD5: 3e455215095199199 E1 B75D379F B187298A L _opeé IJlowe SHA1T: B1IBC968B
D4F49D62 2AA89A81 F2150152 A41D829C x509v3: | wwgsle pdelz x509v3: 600000Key CERT
CRL SignatureX509v3 Subject Key ID: 607B661A 450D97CA 89502F7D 04CD34A8 FFFCFD4B
X509v3 1J 6595 1l wl wss:CA: CA: TRUEAuexpansion Information Access:g e oo use Cert:
03:03:01 UTC Mar 162023 9 9o oo wse Cert W nsec: 16798 35781942944000 ¢l 1IJe §6
lJeyowbs: CA-GlobalSign-Root



CA-gmail-SMTP:

op lJess) eds Uiolss TLS Jgglse Gmail (CA-Gmail-SMTP) Uluuegsle 1Jgbsle 1U 986 oul:
lowesle Jiobsle TLS JJedd Il

lJodysu:

é&JLJ&Q(LeJU!uLS|JL§ﬂ95)

(ca-trustpoint)# crypto pki authenticate CA-gmail-SMTP

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

MIIEhjCCA269AWIBAgIQUoTgQKT+9wcSalLBP3d3wIDANBgkghkiGIwOBAQsFADBG
MQswCQYDVQQGEwJIVUZzEiMCAGAIUEChMZR29vZ2x1IFRydXNOIFNTcnZpY2VzIEXM
<snip>
b1329ZAyjyd4nfFRG1jelL5KrsfURIhIXufqySv1PUoPuKSi3fvsIS21BYEXEe8uZ
gBxJaeTUjncvow==

Trustpoint 'CA-gmail-SMTP' is a subordinate CA.

but certificate is not a CA certificate.

Manual verification required

Certificate has the following attributes:

Fingerprint MD5: 19651FBE 906A414D 6D57B783 946F30A2
Fingerprint SHAl: 4EF392CB EEB46D5E 47433953 AAEF313F 4C6D2825

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
% Certificate successfully imported

(config)#

(ca-trustPoint)# crypto pki authenticate CA-gmail-SMTPEnter J9lg>6 64 1Jp, 056 Juvol>é CA.End

pE to BLE Iy dUps "quit’ gds ¢l oSl
MIIEhjCCA26gAwWIBAgIQUofgQKT+9wcSalLBP3d3wODANBgkhkiGOWOBAQsFADBGMQswCYDVQQQQ(
21BYEXEE8U GBXJaETUjncvow==TrustPoint 'CA-gmail-SMTP' os _uol>6 CA &ly956.9JY0

lduwolss Jsuwe ywolsé CAlJwe 98 lUs>9s IJpbdye wewss lduuolss gds IUuwpele

lJolJsoe:Finger Print MD5: 19651FBE 906A414D 6D57B783 946F30A2 Finger SHA1: 4EF392CB
EEB46D5E 7433953 AEF313F 4C6D28257 od w§wd 030 lJuolséS [ugp/Jl]: wp Ywod Uuolsé

CA J YesTrustPoint.”Z o e luvos,ls Idguel>é wuoglz(config)#

oz pu uogé running-config:

2w (losls Ids 1J@)les)

# show run | sec crypto pki certificate chain CA-gmail-SMTP

crypto pki certificate chain CA-gmail-SMTP

certificate ca 5287E040A4FEF7071268B04FDDDDFOF4

30820486 3082036E A0030201 02021052 87E040A4 FEF70712 68B04FDD DDFOF430
0D06092A 864886F7 0D01010B 05003046 310B3009 06035504 06130255 53312230
<snip>

92ABB1F5 11F61217 B9FAB24A F94F5283 EE2928B7 7EFB084B 6D416045 C47BCB99
801C4969 E4D48E77 2FA3


https://support.google.com/a/answer/6180220?hl=en
https://support.google.com/a/answer/6180220?hl=en
https://support.google.com/a/answer/6180220?hl=en

quit

# ouvgsd lJeyuo | sec crypto pki yuolss yuduwds ca-gmail-smtp crypto pki yuolsé yuduwJs
CA-gmail-SMTP _iol>s ca 5287E040A4FEF7071268B04FDDDDFOF4 30820486 3082036E
A003020202105287E040A4A40A4 f70712 68b04fdd ddfof430 0d06092a 86488f7 0d01010b
05003046 310b300960350406130255312230 <snip> 92abb06 F5 11F61217 BOFAB24A
F94F5283 EE2928B7 7EFB084B 6D416045 C47BCB99801C4969 E4D48E77 2FA3 | o BlJ

Ibol) 1dezdd pu lJoyvds,:

e (ool s 1J8)led)

# show crypto pki certificates verbose CA-gmail-SMTP
CA Certificate

Status: Available

Version: 3

Certificate Serial Number (hex): 5287E040A4FEF7071268B04FDDDDFOF4
Certificate Usage: Signature

Issuer:

cn=GTS CA 1C3

o=Google Trust Services LLC

c=US

Subject:

cn=smtp.gmail.com

CRL Distribution Points:
http://crls.pki.goog/gtslc3/moVDfISia2k.cril

Validity Date:

start date: 09:15:03 UTC Feb 20 2023

end date: 09:15:02 UTC May 15 2023

Subject Key Info:

PubTic Key Algorithm: ecEncryption

EC PubTlic Key: (256 bit)

Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: 19651FBE 906A414D 6D57B783 946F30A2
Fingerprint SHAl: 4EF392CB EEB46D5E 47433953 AAEF313F 4C6D2825
X509v3 extensions:

X509v3 Key Usage: 80000000

Digital Signature

X509v3 Subject Key ID: 5CC36972 DO7FE997 510E1A67 8A8ECC23 E40CFB68
X509v3 Basic Constraints:

CA: FALSE

X509v3 Subject Alternative Name:

smtp.gmail.com

IP Address :

OtherNames :

X509v3 Authority Key ID: 8A747FAF 85CDEE95 CD3D9CDO E24614F3 71351D27
Authority Info Access:

OCSP URL: http://ocsp.pki.goog/gtslc3

CA ISSUERS: http://pki.goog/repo/certs/gtslc3.der
X509v3 CertificatePolicies:

Policy: 2.23.140.1.2.1

Extended Key Usage:

Server Auth

Cert install time: 03:10:41 UTC Mar 16 2023

Cert install time in nsec: 1678936241822955008
Associated Trustpoints: CA-gmail-SMTP



# &0 uvoble crypto pki verbose ca-gmail-smtpca CertificateStatus: AvailableVersion:
3Certificate Serial Number (hex): 5287E040A4FEF7071268B04FDDDDFOF4Certificate Use:
Signaturelssuer: cn=GTS CA 1C30=Google Trust Services LLC=USSubject: cn=smtp.gmail.crl
udlb IJogjse: http:/icrls.pki.goog/gts1¢3/moVDfISiazk.criValidity lJol,sé: olysg lJwoe:
09:15:03 UTC W )ls,) 2023 wlysg Idlowole: 09:15:02 UTC plsy 15 2023 pedyple pdole

lJe9 0988986 pdulz glp: ecEncryption pdwle gle: (256 wo)églyjpso IUe9dse: SHA256
p& w8y RSA L opd IUluows MD5: 19651FBE 906A414D 6D57B87 3 946F30A2 o ed
IJluowe SHA1: 4EF392CB EEB46D5E 47433953 AEF313F 4C6D2825 x509v3:|juwgsle pdulz
x509v3: 800000 IJw9dse 1dyB8ps X509v3 pg 08 powlz IJp9o9g: 5CC3699 2 DO7FEQ97
510E1AB87 8A8ECC23 E40CFB68 x509v3 1J. 859> Il wl_w.sé:CA: FALSEX509v3 Subject
Alternative Name:smtp.gmail.com gy9ly IP: OtherNames: X509v3 Authority Key ID: 8A747FAF
85CDEE95 CD3D9CDO0 E4 614F3 71351D27 Authority Info Access:OCSP URL:
http://ocsp.pki.goog/gts1c3CA Issuers: http://pki.goog/repo/certs/gts1c3.derX509v3
CertificatePolicies:Policy: 2.23.140.1.2.1Extended Key Use:Server AuthCert time: 03:10:41 UTC
Mar 16:2023 9 9o wewse CERT ws NSEC:

167893624 1822955008AssociatedContacts8AssociatedPointsAssociatedTtttttrPoints: CA-gmail-
SMTP

b,586 luved JJews) eds IJoslgsuo

_?V)J| y-19) S3JdJy. @pdod roa|_9J6 luuoébllo fou’JLJroé OpenSSL y-19) ébro/drov..sﬁoj PEPBJ GJJD)§L§6
luwod Jdzuesd eds Iduboble ey Ebpe SMTP »9¢ IJlo byl 1Us luweddle wuozse IJIgble
9ldeze Vs Google Jowwgop:

openss1 s_client -showcerts -verify 5 -connect gmail-smtp-in.1l.google.com:25 -starttls smtp

Spedud Lsu'ol sshé 1Jes9e use smtp.gmail.com:

openss1 s_client -showcerts -verify 5 -connect smtp.gmail.com:25 -starttls smtp

Ivoouoeu pioele o3l Idluwesgle Idgvoble IJwedss b wol IJos Spdu luvwsleol
Judosule "crypto pki authenticate <trustPoint>".

ltooh IM Cluwegsle SMTP IUles 0,6 13

lJl W& I Sup wbousy Iduvoble gds zolj Cisco 10S XE: syuwd wyulee IM IJouos Huwlisd
SMTP IJTrogé Jpl 09 pu9 9.

# event manager run SendSecureEmailEEM



2283 eu IUptio IUglue wetiele IJouus) IdJled 9ouopse SSL:

29w (lool 1ds 1J8)led)

# event

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

*Mar

16
16
16
16
16
16
16

16

manager run SendSecureEmailEEM

03:
03:
03:
03:
03:
03:
03:

03:

28:
28:
28:
28:
28:
28:
28:

28:

50.
50.
50.
50.
50.
50.
50.

50.

673:
673:
674:
674:
674:
674:
674:

674:

1C 7F 3D 52 67 66 D5

*Mar
*Mar
*Mar
*Mar
*Mar

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

16
16
16
16
16

16
16
16
16
16
16
16
16

<snip>

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

*Mar
*Mar

*Mar
*Mar

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

16
16
16
16
16
16
16
16
16
16
16
16
16

16
16

16
16

16
16
16
16
16
16
16

03:
03:
03:
03:
03:

03:
03:
03:
03:
03:
03:
03:
03:

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
TLS server

03:
03:

03:
03:

03:
03:
03:
03:
03:
03:
03:

28:
28:
28:
28:
28:

28:
28:
28:
28:
28:
28:
28:
28:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

50.
50.
50.
50.
50.

50.
50.
50.
50.
50.
50.
50.
50.

50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.

675:
675:
675:
675:
675:

675:
676:
676:
676:
676:
676:
676:
676:

679:
679:
679:
692:
692:
692:
692:
692:
692:
692:
692:
693:
693:

extension

28:50.693:
28: 693:
28:
28:

28:
28:
28:
28:
28:
28:
28:

50.

50.
50.

50.
50.
50.
50.
50.
50.
50.

693:
693:

693:
693:
694:
702:
702:
702:
702:

CRYPTO_OPSSL: Allocated the memory for OPSSLContext

CRYPTO_OPSSL: Set cipher specs to mask 0x02FC0000 for version 128

Set the Default EC Curve 1list: 0x70Set the EC curve Tist: secp521rl:secp384rl:pri
opss1_SetPKIInfo entry

CRYPTO_PKI: (A069B) Session started - identity selected (TP-self-signed-486541296
CRYPTO_PKI: Begin local cert chain retrieval.

CRYPTO_PKI(Cert Lookup) 1issuer="cn=I0S-Self-Signed-Certificate-486541296" serial

CRYPTO_PKI: Tooking for cert in handle=7F41EE523CEO, digest=
59 E2 66 58 E7 8B E7 9B 8E

CRYPTO_PKI: Done with Tocal cert chain fetch 0.

CRYPTO_PKI: Rcvd request to end PKI session A069B.

CRYPTO_PKI: PKI session A069B has ended. Freeing all resources.TP-self-signed-486
opss1_SetPKIInfo done.

CRYPTO_OPSSL: Common Criteria is disabled on this session.Disabling Common Criter

CRYPTO_OPSSL: ciphersuites ECDHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES256-GCM-SHA
Handshake start: before SSL initialization

SSL_connect:before SSL initialization

>>> 7?77 [Tength 0005]

16 03 01 00 95

>>> TLS 1.2 Handshake [length 0095], ClientHello
01 00 00 91 03 03 26 4B 9F B3 44 94 FD 5F FD Al

03 03 01 02 01

SSL_connect:SSLv3/TLS write client hello
<<< ??? [length 0005]
16 03 03 00 3F

SSL_connect:SSLv3/TLS write client hello

<<< TLS 1.2 Handshake [Tength 003F], ServerHello
02 00 00 3B 03 03 64 12 7E 05 25 F6 7A BD A0 2E
58 83 12 7F 90 CD F4 AB E2 69 53 A8 C7 FC 44 4F
57 4E 47 52 44 01 00 CO 2B 00 00 13 00 17 00 00
FF 01 00 01 00 00 OB 00 02 01 00 00 23 00 00

TLS server extension "unknown" (id=23), 1en=0
"renegotiate" (id=65281), len=1

00
TLS server extension "EC point formats" (id=11), Tlen=2

01 00
TLS server extension "session ticket" (id=35), 1en=0

<<< ??? [length 0005]
16 03 03 OF 9A

SSL_connect:SSLv3/TLS read server hello

<<< TLS 1.2 Handshake [Tength OF9A], Certificate
0B 00 OF 96 00 OF 93 00 04 8A 30 82 04 86 30 82

03 6E A0 03 02 01 02 02 10 52 87 EO 40 A4 FE F7



<snip>

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

16
16
16
16
16
16
16
16
16
16
16

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.

763:
763:
763:
765:
765:
765:
767:
767:
768:
768:
770:

82 35 CF 62 8B C9 24 8B A5 B7 39 0C BB 7E 2A 41
BF 52 CF FC A2 96 B6 C2 82 3F

CC_DEBUG: Entering shim Tayer app callback function

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

(A069C) Session started - identity not specified
(A069C) Adding peer certificate

Added x509 peer certificate - (1162) bytes
(A069C) Adding peer certificate

Added x509 peer certificate - (1434) bytes
(A069C) Adding peer certificate

Added x509 peer certificate - (1382) bytes

16
16

03:
03:

28:
28:

50.
50.

*Mar
*Mar

*Mar 16 03:28:50.
A7 CC 4B OF 36 C3 AC

*Mar 16 03:28:50.770:

*Mar 16 03:28:50.771:

03 9F CF 59 82 EE 09

*Mar 16 03:28:50.771:

*Mar 16 03:28:50.771:

94 40 D1 90 AO A3 5D

*Mar
*Mar
*Mar
*Mar 16 03:
#28:50.772:
*Mar 16 03:
*Mar 16 03:

*Mar 16 03:
*Mar 16 03:

*Mar 16 03:

770:
770:

770:

16 03:28:50.771:
16 03:28:50.772:
16 03:28:50.772:

28:50.773:
28:50.773:

28:50.774:

CRYPTO_OPSSL: Validate Certificate Chain Callback

CRYPTO_PKI(Cert Lookup) 1issuer="cn=GTS CA 1C3,0=Google Trust Services LLC,c=US" s

CRYPTO_PKI: Tooking for cert in handle=7F41EE523CEO, digest=
D1 2F 77 DD 1D 9A 37 DC FC

CRYPTO_PKI(Cert Lookup) 1issuer="cn=GTS Root R1l,0=Google Trust Services LLC,c=US"

CRYPTO_PKI: Tooking for cert in handle=7F41EE523CEO, digest=
CC 4F 53 AE D8 02 7E 4B AF

CRYPTO_PKI(Cert Lookup) issuer="cn=GlobalSign Root CA,ou=Root CA,o0=GlobalSign nv-

CRYPTO_PKI: Tooking for cert in handle=7F41EE523CEO, digest=
47 E5 B5 31 F6 63 AD 1B 0OA

CRYPTO_PKI: Cert record not found for issuer serial.
CRYPTO_PKI: crypto_pki_get_cert_record_by_subject()
CRYPTO_PKI: Found a subject match

CRYPTO_PKI: ip-ext-val: IP extension validation not required:Incrementing refcount for cont
28:50.773:
28:50.773:

CRYPTO_PKI: create new ca_reg_context type PKI_VERIFY_CHAIN_CONTEXT,ident 35
CRYPTO_PKI: (A069C)validation path has 1 certs

CRYPTO_PKI: (A069C) Check for identical certs
CRYPTO_PKI(Cert Lookup) 1issuer="cn=GlobalSign Root CA,ou=Root CA,o0=GlobalSign nv-

94 40 D1 90 AO A3 5D

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

16
16
16
16
16
16
16

03:
03:
03:
03:
03:
03:
03:

28:
28:
28:
28:
28:
28:
28:

50.
50.
50.
50.
50.
50.
50.

774:
774:
774:
774:
774:
774:
775:

CRYPTO_PKTI:

Tooking for cert in handle=7F41EE523CEO, digest=

47 E5 B5 31 F6 63 AD 1B OA

CRYPTO_PKTI:
CRYPTO_PKIT :
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:

Cert record not found for issuer serial.
(A069C) Validating non-trusted cert
(A069C) Create a Tist of suitable trustpoints
crypto_pki_get_cert_record_by_issuer()
Found a issuer match
(A069C) Suitable trustpoints are: CA-GlobalSign-Root,
(A069C) Attempting to validate certificate using CA-GlobalSign-Root p

16
16
16
16
16
16

03:
03:
03:
03:
03:
03:

28:
28:
28:
28:
28:
28:

50.
50.
50.
50.
50.
50.

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar 16 03:28:50.
*Mar 16 03:28:50.
DA OE E6 99 8D CE A3
6B EA 48 1F F1 2A BO
<snip>

*Mar 16 03:28:50.780:

775:
775:
775:
775:
776:
776:
776:
776:

CRYPTO_PKI: (A069C) Using CA-GlobalSign-Root to validate certificate
CRYPTO_PKI(make trusted certs chain)
CRYPTO_PKI: Added 1 certs to trusted chain.
CRYPTO_PKI: Prepare session revocation service providers
P11:C_CreateObject:
CKA_CLASS: PUBLIC KEY
CKA_KEY_TYPE: RSA
CKA_MODULUS:
E3 4F 8A 7E FB F1 8B 83 25
B9 95 11 04 BD FO 63 D1 E2

CKA_PUBLIC_EXPONENT: 01 00 01



*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

16
16
16
16
16
16
16
16
16
16
16

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.

780:
780:
781:
781:
781:
781:
781:
781:
781:
781:
781:

30 82 01 22 30 OD 06
01 05 00 03 82 01 OF
<snip>

CF 02 03 01 00 01

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

*Mar

16
16
16
16
16
16
16
16
16
16
16
16

16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16

16

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

03:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

28:

50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.

50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.

50.

788:
788:
788:
788:
788:
788:
788:
790:
790:
790:
790:
790:

790:
790:
790:
790:
790:
790:
790:
791:
791:
791:
791:
791:
791:
791:
792:
792:
792:
792:
793:
793:
793:
793:
793:
794:
794:
794:

794:

30 59 30 13 06 07 2A
86 48 CE 3D 03 01 07
<snip>

*Mar 16 03:28:50.796:

CKA_VERIFY_RECOVER: 01

CRYPTO_PKI:
CRYPTO_PKI:

Deleting cached key having key id 45
Attempting to insert the peer's public key into cache

CRYPTO_PKI:Peer's public inserted successfully with key id 46
P11:C_CreateObject: 131118

P11:C_GetMechanismInfo slot 1 type 3 (invalid mechanism)
P11:C_GetMechanismInfo slot 1 type 1

P11:C_VerifyRecoverInit - 131118

P11:C_VerifyRecover - 131118

P11:found pubkey in cache using index = 46

P11l:public key found 1is :

09 2A 86 48 86 F7 OD 01 01
00 30 82 01 OA 02 82 01 01

P11:CEAL:CRYPTO_NO_ERR
P11:C_DestroyObject 2:2002E

CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:

Expiring peer's cached key with key id 46

(A069C) Certificate is verified

Remove session revocation service providers

Remove session revocation service providersCA-GlobalSign-Root:validat
(A069C) Certificate validated without revocation check:cert refcount
Populate AAA auth data

Unable to get configured attribute for primary AAA 1ist authorization

PKI: Cert key-usage: Digital-Signature , Certificate-Signing , CRL-Signing

CRYPTO_PKTI:
CRYPTO_PKTI:

CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:

(A069C)chain cert was anchored to trustpoint CA-GlobalSign-Root, and
(A069C) Removing verify context

destroying ca_reqg_context type PKI_VERIFY_CHAIN_CONTEXT,ident 35, ref
ca_reg_context released

(A069C) Validation TP is CA-GlobalSign-Root

(A069C) Certificate validation succeeded

CRYPTO_OPSSL: Certificate verification is successful

CRYPTO_PKTI:
CRYPTO_PKTI:

Rcvd request to end PKI session A069C.
PKI session A069C has ended. Freeing all resources.:cert refcount aft

<<< 77?7 [length 0005]

16 03 03 00

SSL_connect:

<<< TLS 1.2
0C 00 00 8F
DE A2 9E CC
EO D7 D5 9C
4E E5 72 7B
8D 36 (C9 83
20 67 B3 F1
87 52 D9 00
A8 02 20 24
E4 DE 81 OB
0D 94 E2

93

SSLv3/TLS read server certificate
Handshake [length 0093], ServerKeyExchange
03 00 17 41 04 3D 49 34 A3 52 D4 EB
BO 91 AA CB 1B 39 DO 26 1B 7D FF 31
75 CO 7D 5B D6 B2 OA B5 CC EA E1 4B
54 5D 9B B2 95 91 EO CC D6 A5 8E CE
42 BO 4D AC 0C 04 03 00 46 30 44 02
DA D1 BF 13 72 DD B6 B2 11 3B 6E 6F
F7 44 31 C3 C2 5E BE 2D FF 93 4E FO
42 91 BE B7 10 1C D1 CO 12 28 FB 1F
AA 66 19 CD 28 5A A0 30 7D 3C 4A 56

P11:C_FindObjectsInit:
CKA_CLASS: PUBLIC KEY
CKA_KEY_TYPE: : 00 00 00 03

CKA_ECDSA_PARAMS:

86 48 CE 3D 02 01 06 08 2A
03 42 00 04 63 B6 D3 1A 28

P11:C_FindObjectsFinal



*Mar 16 03:28:50.796: P11:C_VerifyInit - Session found

*Mar 16 03:28:50.796: P11l:C_VerifyInit - key 1id = 131073

*Mar 16 03:28:50.796: P11l:C_Verify

*Mar 16 03:28:50.800: P11:CEAL:CRYPTO_NO_ERR

*Mar 16 03:28:50.800: <<< 7?77 [length 0005]

*Mar 16 03:28:50.800: 16 03 03 00 04

*Mar 16 03:28:50.800:

*Mar 16 03:28:50.800: SSL_connect:SSLv3/TLS read server key exchange
*Mar 16 03:28:50.800: <<< TLS 1.2 Handshake [Tength 0004], ServerHelloDone
*Mar 16 03:28:50.801: OE 00 00 00

*Mar 16 03:28:50.801:

*Mar 16 03:28:50.801: SSL_connect:SSLv3/TLS read server done

*Mar 16 03:28:50.810: >>> 77?7 [length 0005]

*Mar 16 03:28:50.810: 16 03 03 00 46

*Mar 16 03:28:50.811:

*Mar 16 03:28:50.811: >>> TLS 1.2 Handshake [Tength 0046], ClientKeyExchange
*Mar 16 03:28:50.811: 10 00 00 42 41 04 26 C3 EF 02 05 6C 82 D1 90 B3
*Mar 16 03:28:50.811: 17 31 9A CD DD 8C 81 91 BA E8 CO 86 40 7B 2C E4
*Mar 16 03:28:50.811: 9A 2C 18 9D D1 6A CO 56 A0 98 2E B7 3B AB B3 EB
*Mar 16 03:28:50.811: BB CD 5E 42 C5 76 CO C4 BF 15 F4 87 F2 7C AD 74
*Mar 16 03:28:50.812: 97 OA 97 2B 06 B5

*Mar 16 03:28:50.812:

*Mar 16 03:28:50.812: SSL_connect:SSLv3/TLS write client key exchange
*Mar 16 03:28:50.812: >>> 77?7 [length 0005]

*Mar 16 03:28:50.812: 14 03 03 00 01

*Mar 16 03:28:50.812:

*Mar 16 03:28:50.812: >>> TLS 1.2 ChangeCipherSpec [length 0001]

*Mar 16 03:28:51.116: >>> 7?77 [length 0005]

*Mar 16 03:28:51.116: 17 03 03 00 35

*Mar 16 03:28:51.116:

*Mar 16 03:28:51.116: >>> 7?77 [length 0005]

*Mar 16 03:28:51.116: 17 03 03 00 1A

*Mar 16 03:28:51.116:

*Mar 16 03:28:51.116: >>> 7?77 [length 0005]

*Mar 16 03:28:51.116: 17 03 03 00 30

*Mar 16 03:28:51.116:

*Mar 16 03:28:51.116: >>> 7?77 [length 0005]

*Mar 16 03:28:51.116: 17 03 03 00 1B

*Mar 16 03:28:51.117:

*Mar 16 03:28:51.713: <<< 7?77 [length 0005]

*Mar 16 03:28:51.713: 17 03 03 00 6D

*Mar 16 03:28:51.713:

*Mar 16 03:28:51.714: >>> 77?7 [length 0005]

*Mar 16 03:28:51.714: 17 03 03 00 1E

*Mar 16 03:28:51.714:

*Mar 16 03:28:51.732: <<< 7?7 [length 0005]

*Mar 16 03:28:51.732: 17 03 03 00 71

*Mar 16 03:28:51.732:

# o35, IJipsle s@89p wouvésd SendSecureEmailEEM*Mar 16 03:28:50.673: crypto_opssl:
1J31,06 1Jpeg o006 J OPSSLContext*Mar 1603:28:50.673: crypto_opssl: pze986 o9l uodle
lJouvds) IJs Yulg 0x02FC000 JJlesl, 128*Mar 1603:28:50.674: wessu ldpuzous
IJle,los J EC: 0x70Set $lisps puzusle EC: secp521r1:secp384r1:prime256v1*mar 16
03:28:50.674: opssl_SetPKlInfo entry*Mar 1603:28:50.674: crypto_PKI: (A069B) wslc eJuwo -
lJo9so IJpess6 (TP-3lwss w9y 9se-4865412966x)x TP-Signature-486541296:refcount g>
IJ;s1>6 = 1*mar 16 03:28:50.674: crypto_PKI: lusl Il gweob 1Jpeds Juvduwds lJoclsg.*mar
1603:28:50.674: crypto_PKl(cert lookup) 1Je_o>,="cn=ios-self-signed-certificate-486541296"
lJy$e IJouvduvds= 01*"mar10 3:28:50.674: crypto_pki: Idoee g0 p9Uiy Bs



|Jp9ui,=7f41e523ce0. digest=1c 7f 3d 52 67 66 d5 59 e2 66 58 e7 8b e7 9b*m 1603:28:50.675:
crypto_pki: wp wluwogsle pwduwdé IJpsze Idpeds zde 0.mar 1603:280 crypto_pki: RCVD
bdo luole gduws PKI A069B.*Mar 16 03:28:50.675: crypto_PKI: PKI gJwé A0GIB Iy wow.
oSy gesE lJesl)s. TP-sign-486541296:Unlock TrustPoint TP-SIGNATURE-486541296.
refCount o9 0*Mar 1603:28:50.675: opssl_setPKlInfo v e.*Mar 1603:28:50.675: CRYPTO_OPSSL:
we websd ldeglss) Idpuveyds WS o030 ldgduws.oebsd 9bsw9s IUpglss) IJglps W Cisco
ssssl L gJs SSL CTX 0x7F41F28EAFF8*m 16 03:28:50.675: crypto_opssl: ciphersuites ecdhe-
rsa-aes256-gcm-sha384:ecdhe-ecdsa-aes256-gcm-sha384:ECDHE-RSA-AES256-HP
sha384:dhe-rsa-aes256-gcm-sha384:dhe-rsa-aes256-sha256:AES256-GCM-SHA384:AES256-
SHA256:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-DECDECDECD-AES128-GCM-
SHA256:ECDHE-RSA-AES128-SHA256:DHE-RSA-AES128-GCM-SHA256:AES128-GCM-
SHA256:AES1288-SHA256:AES128-SHA26 56 ol, v 16 03:28:50.676: L>e IJpoldz6: S J
w0556 SSL*pl,yw 16 03:28:50.676: SSL_connect: §od wosisé SSL*pl, v 16 03:28:50.676:>>
¢ee [IJbed 0051 ol v 16 03:28:50.676: 16 0301 00 95* ol , 4w 16 03:28:50.676: * ol _yw
1603:28:50.676: >>> TLS 1.2 poldz6 [IUlbgd 0095]. ClientHello*m 1603:28:50.676:
010000910333 6 4B 9F B3 44 94 FD 5F FD A1<snip>*m 16 03:28:50.679: 03 03010201*m
1603:28:50.679: *Mar 1603:28:50.679: SSL_Connect:SSLv3/TLS write hello*Mar 1603:280.6992<:
¢ee [IJbged 0051 pl, 4w 16 03:28:50.692: 16 03 03 00 3F*pl,w 1603:28:50.692: * ol yw
1603:28:50.692: SSL_connect:SSLv3/TLS |Jwy client hello* ol u 1603:28:50.692: <<</TLS 1.2
puoldzo IJss [03F] 1Jgb e pyew!*m 16:03:28:50.692: 02 000 3b 03 03 64 12 e 05 25 F6 7a bd
a0 2e*m 1603:28:50.692: 583 12 F 90 CD f4 AB E2 6953 A8 C7 FC 44 4F*m 1603:28:50.69: 57
4e 47 52 44 01 00 c0 2b 000 13 00 17 000*Mar 16 03:28:50.693: FF 01 001 000 Ob
0020010023000*Mar 1603:28:50.693: lowsls glop TLS "¢, pg 99" (id=23). len=pJz9 TLS "TLS"
olg o (id=65281). len=1*m 16 03:28:50.693: 00*m 1603:28:50.693: pJz 9 ¢l>p TLS
"wuuwsdle uebsé EC" (id=11). len=2"m 1603:28:50.693: 010*m 1603:28:50.693: TLS Server
Extension Session "Ticket" (id=35). len=0 16 ol, v 3:28:50.693: << €¢¢ [IJbyd 005]*pl, v 16
03:28:50.693: 16 03 030F 9a*pl, w 16 03:28:50.694: *ol, 4w 1603:28:50.702:
SSL_connect:SSLV3/TLS 18,l IJghe pyzul* oluw 1603:28:50.702: <<<<</TLS 1.2 p_oldzs IJs>
[OF9A]: yuol>é pl,w 16 03:28:50.702: 0Ob 00 0f 96 000f 93 004 8a 30 82 04 86 30 82*mar 16
03:28:50.702: 03 6e a03 02 0102 102 10 52 87 €0 40 A4 FE f7<snip>*m 1603:28:50.73: 82 35 CF
62 8B C9 24 8B A5 B7 39 0c BB 7e 2a 41*m 1603:28:50.763: BF 52 CF FC A2 96 B6 C2 82
3F*Mar 1603:28:50.763: *pl, v 1603:28:50.765: CC_DEBUG: |>¢lJ ShiM gbsws IJo,lze*Mar 16
03:28:50.765: wp wie gduws gpd CRYPTO_PKI: (A069C) - Jp Swpe wzass IJogssé*Mar
1603:28:50.765: crypto_PKI: (A069C) |_olwo uolys IJulbs,*Mar 1603:28:50.767: crypto_PKI:
opw luols uols uwlbs) X509 - (162)*Bytes6666 03:28:50.767: crypto_PKI: (A069C) | ol
Juobs IJubs,)*MAR 16 03:28:50.768: crypto_PKI: | olws Luolys wlbs, X509 - (1434) bytes*mar
1603:28:50.768: crypto_PKI: (A069C) |_olws Luolss IJulbs,*MAR163:280 CRYPTO_PKI: wpeo
lolwe Guols ulbs, J x509 - (1382) Llsw*MAR 1603:28:50.770: CRYPTO_OPSSL: IJwz 83
U louold gwduwdsé IJgvolble*Mar 1603:28:50.770: CRYPTO_PKI(Cert Lookup)
lJeo>,="cn=GTS CA 1C3.0=Google Trust Services LLC.c=US" serial number=5 87 E0 40 A4
FE F7 07 12 68 BO 4F DD FO F4*Mar 16 03:28:50.770: CRYPTO_PKI: IJoze gu
p9u)=TF41EE523CEOQ. digest=A7 CC 4B OF 36 C3 AC D1 2F 77 DD 1D 9A 37 DC FC*Mar63
8:50.770: crypto_PKl(cert lookup) issuer="cn=GTS root R1. o=Google Trust Services LLC. c=US"
serial number= 02 03 bc 53 59 6b 34 c¢7 18 f5 01 50 66™mar 1603:28:50.771: crypto_pki: IJoege
eu pouy=f41ee52ce0. digest=03 9F CF 59 82 EE 09 CC 4F 53 AE D8 02 7E 4B AF*Mar
1603:28:50.771: crypto_PKI(Cert Lookup) issuer="cn=GlobalSign root CA.0=Root
CA.0=GlobalSign nv-sa.c=BE" serial number= 77 BD 0D 6D 6D d d 36 F9 1A 21 OF c4 FO 58 D3



OD*Mar 16 03:28:50.771: crypto_PKI: IJoze g0 3Spo Vs 1Jpyi,=7f41e523ce0. digest=940 D1
90 A0 A3 5d 47 E5 B5 31 F6 ad 1B 0A*m 1603:28:50.771: crypto_pki: Je Swpe lJew9) eds uved
lJevwe lJelue wldpues) IJogndunds.*Mar 16 03:28:50.772: crypto_PKI:
crypto_pki_get_cert_record_by_subject()*Mar 1603:28:50.772: crypto_PKI: Mar 1603:#28:50.772:
crypto_PKI: ip-ext-val: Jp swpe bde [Jozdd po pded IPse £35 p)lo pgyd Iduwsl 8-35*MAR
16 03:28:50.773: crypto_PKI: |oule u,9¢ ca_req_context z>s>
PKI_VERIFY_CHAIN_CONTEXT.ID 35*Mar 1603:28:50.773: crypto_PKI: (A069C)szw9s pumly
lJozdd pu lduozo eds 1 certs*Mar 1603:28:50.773: CRYPTO_PKI: (A069C) Wz o certs*Mar
1603:28:50.773: crypto_PKI(cert lookup) issuer="cn=GlobalSign Root CA. ou=root CA.
0=GlobalSign nv-sa. c=BE" serial number= 77 BD 0d 6D d DB 36 F9 1A EA 21 0f4 FO 58 D3
OD*Mar 1603:28:50.74 CRYPTO: PKI: Idwz e g0 p9uiy O 1Jpsui,=7F41EE523CEO.
lJpJéo=94 40 D1 90 A3 5D 47 E5 B5 31 F6 63 AD 1B Oa*Mar 16 03:28:50.774: w v, PKI:
Je sup ldeey) eds uved CERT Jpues) IJoundund.*Mar 1603:28:50.774: crypto_PKI: (a0:
69C) IJoz 8 pu Iduogs €6y 1Jp9es s wol*Mar 1603:28:50.774: CRYPTO_PKI: (A069C) |uule
Ilspes woudlb 1Je@s IJeul v é*Mar 1603:28:50.774: crypto_PKI:
crypto_pki_get_cert_record_by_issuer(*Mar 1603:28:50.774: crypto_PKI_PKI: v lJg&y,) eJs
plole 9 603:28:50.774: crypto_PKI: (A069C) gzolw IUlwold IJpulgwwé os: CA-GlobalSign-
Root.*Mar 16 03:28:50.775: crypto_PKI: (A069C) pelads ez 8l pu uoed Idubolsé wlywwgsle
CA-GlobalSign-root policy*Mar 1603:28:50.775: crypto_PKI: (A60 9C) | uwgsle CA-GlobalSign-
Root Jdweg 8l pu uoeéd IJuvolx6*MAR 16:03:28:50.775: crypto_PKI(luuvle yvduwds wolisg
093939 wol)*MAR 16:03:28:50.775: crypto_PKI: wpew [uolds 1 Juolss |Js gwduwds 09899
wol.*Mar 1603:28:50.775: crypto_PKI: |g>1> 099, ¢3p0 lobld IJzd vl o*MARG03:280.77 76:
P11:C_CreateObject:*Mar 16 03:28:50.776: CKA_CLASS: |Jpwulz IJglp*Mar 1603:28:50.776:
CKA_KEY_TYPE: RSA*Mar 1603:28:50.776: CKA_Modulus: DA 0E6 998D CE A3:5E3 4F 7E F1
8B 83 25 6B EA 48 1F1 2a b09 95 11 04 BD F0 63 D1 E2 <snip>*m 1603:28:50.780:
CKA_PUBLIC_ENT: 01001*m 1603:28:50.780: CKA_VERIFY_RECOVERY: 01*MAR603:28
0.780: crypto_PKI: 2308 IJpelz 1Upg i po9del 1Uss sewss eJs pdele o9 45" mar 16
03:28:50.781: crypto_pki: pzlodo Iz pdle IJubs) IUgle Vs 31956 IUog s [Jpesde*m
1603:28:50.781: crypto_pki:PEER < p |>¢ldo wuglz pg pdwlz id 46*mar 1603:28:50.781:
p11:c_createObject: 13: 118*Mar 16 03:28:50.781: P11:C_GetMechanismInfo slot 1 IJo9e 3 (IJs6
£s) weldeé)*Mar 16 03:28:50.781: P11:C_GetMechanisminfo slot 1 type 1*Mar 1603:28:50.781:
P11:C_VerifyRecoverlnit - 13111118*Mar603:8:50.781: P11:C_VerifyRecover - 13118*Mar 16
03:28:50.781: P11:Found Pubkey W 319,68 IJogisu Idpedde wluvegsle IJ®o, u = 46*Mar 16
03:28:50.781: P11:Public key 1U3s wp lJg ey, edso 09 30 8201 2230 D 0692A 8686 F7 0D
010151115 00 03 82 01 OF 00 30 82 01 0a2 82 01 01 <snip>cf 0203 001*mar 1603:28:50.788:
p11:ceal:crypto_no_err*mar 1603:28:50.788: p1:c_destroyObject 2:2002E*188 603:28:50.788:
crypto_PKI: polz IJobs) 1U3s wp wiisuo pddel wes)d Idpewdelz 46*mar 16 03:28:50.788:
op ldozdd pu lduvolss crypto_pki: (A069C)*mar 1603:28:50.788: crypto_PKI: |51Jo p9<8,s 200
lobld IJzgduwe™m 1603:28:50.788: crypto pki: [51Js 99,8 300 lobld IJzduvle CA-GlobalSign-
Root:zldé IJwz 8 pu lduoesé - crypto_VALID_CERT_WITH_WARNING*Mar 1603:28:50.788:
CRYPTO_PKI: (A069C) wp lJwzdld pu uoed IJuvolsé s9u lobld:lgls puwle IUuows9 8 wes
lJysbe = 1*Mar 1603:28:50.790: CRYPTO_PKI: wgwiso wslule [dpuol> 96 9ldew99s o
9ldpelves 99381 JJpes))*160:28:50.790: crypto_PKI: wg3) 1zuo9d eJs Lwpd wp wdsuol
Joos o Blisps AAA IJI wlwss.*Mar 16 03:28:50.790: PKI: Cert key-use: Digital-Signature o
Certificate-signature 9 CRL-Signature*Mar 1603:28:50.790: CRYPTO_PKI: (A069C)wp ,obo
wwolé IJuwduwdé o TrustPoint CA-GlobalSign-Root gdlue lJuwsgs:
crypto_valid_cert_with_warning*mar 16 03:28:50.790: crypto_pki: (A069C) [51Js IJwez 99 pu



lJuwslg*mar 1603:28:50.790: crypto_pki: wsps, ca_req_context type
pki_verify_chain_context.ident 35. ref 1:|Jgle |Jo,ose J context id-35 |Js™m16:2 8:50.790:
crypto_PKI: ca_req_context release*mar 16 03:28:50.790: crypto_pki: (A069C) IJwe 99 pu Lozd
TP o9 ca-globalSign-root*Mar 1603:28:50.790: wp lJwz 89 pu ueed Iduvolsé crypto_PKI:
(A069C)*Mar 1603:28:50.99 0: crypto_opssl: vze lJogdl pu lJuvel>é*mar 16 03:28:50.790:
crypto_pki: revd bJo luole zduwé PKI a069c.*mar 16 03:28:50.790: crypto_pki: PKI zJvé A069c
lowow. weys) gese IJpsbs.ilebé puwle Loy wes ldouldue = 0%l 16 03:28:50.791: <<
¢C¢ [IJbed 005]* ol 4w 16 03:28:50.791: 16 03 00 93* pl, 4w 16 03:28:50.791: *pl,u
1603:28:50.791: SSL_connect:SSLV3/TLS g,)leé Juolsé IJgle* el uw 1603:28:50.791: <<</TLS
1.2 puoldzs 1Jss [IUbyd 093] IJgb e wwlbd Idpwdlese* elhuw 16 03:28:50.791: 0C 00 00 8F 03
00 17 41 04 3D 49 34 A3 52 D4 EB*pl, v 1603:28:50.791: de A2 9e cc B0 91 aa CB 1b 39 DO 26
1B 7D ff 31* pl, 4w 1603:280.7 92: EO D7 D5 9C 75 DO 7B 5D6 B2 0A5 CC EA E1 4b*m
16:03:28:50.792: 4e €5 72 7b 54 5d 9b2 95 91 EO CC D6 A5 8e CE*m 1603:28:50.792: 8d 36 C9
842 BO D1 ac Oc 04 03 00 46 30 44 02*m 16 03:28:50.792: 20 67 B3 F1 DA D1 BF 13 72 DD B6
B2 11 3B 6e 6F*m 1603:28:50.793: 8752 D9 00 F7 4431 C3 5e e be 2D ff93 E0* ol w
1603:28:50.793: A8 02 20 24 42 91 BE B7 10 1C D1 C0 12 28 FB 1F*pl, v 1603:28:50.793: E4
DE 81 0B AA 66 19 CD 285A0 307D 3C 4A 56*Mar 1603:28:50.793: 0D 94 E2* ol, v 16
03:28:50.793: *pl, 4w 16 03:28:50.794: P11:C_FindObjectsInit:* o, v 1603:28:50.794:
CKA_CLASS: puulz glp*pl, 1603:28:50.794: CKA_KEY_TYPE: 0000003*13 603:28:50.794:
CKA_ECDSA_PARAMS: 30 59 30 13 06 07 2a 86 48 CE 3d 02 01 06 08 2a 86 48 CE 3d 0301
0703 42004 63 b6 D3 1A 28 <snip>*m 1603:28:50.796: p1:11C FindObjectsFinal*Mar 16
03:28:50.796: P11:C_Verifylnit - gJwé IUgpd IJos wp IJge9, eJsol*Mar 16:03:28:50.796:
P11:C_Verifylnit - pg,9 I[Jpdwlz = 131073*Mar 1603:28:50.796: P11:C_Verify*Mar
1603:280.800.800000003: 11:CEAL:CRYPTO_NO_ERR*MAR 16 03:28:50.800: <<< €€¢ [IUbsJ
005]* el v 16 03:28:50.800: 1603 0004* ol 4w 16 03:28:50.800: *ol, v 1603:28:50.800:
SSL_connect:SSLV3/TLS §,les pdwle IJghe*pl,uv 1603:28:50.800: <<</TLS 1.2 pol 926
Handshake [004]. 0,z |Done*Mar 16 03:28:50.801: OE 00 000*Mar 16 03:28:50.801: *Mar 16
03:28:50.801: SSL_Connect:SSLV3/TLS g,leé 1J¢l> e wpe*Mar 16 03:28:50.810:> €€ [IUbsJ
005]* pl, v 16 03:28:50.810: 16 03 00 46* ol v 16 03:28:50.811: *pl, v 1603:28:50.811: >>> TLS
1.2 poldes [IJbged 0046]. ClientKeyExchange*Mar 1603:28:50.811: 1000004441 4 26 C3 EF 02
05 6C 82 D1 90 B3*Mar 16 03:28:50.811: 17 31 9A CD DD 8C 81 91 BAE8 C0 86 40 7B 2C
E4*Mar 1603:28:50.811: 9A 2C 189D1 A0 56 A0 98 2E7 B3 B b3 eb*m 1603:28:50.811: BB CD
5e 42 C576 C04 BF 15 F4 87 F2 7C ad 74*m 1603:28:50.812: 97 A 97 2B 06 B5*m
1603:28:50.812 * ol , v 1603:28:500.812: SSL_connect:SSLV3/TLS Julws oulbd pelz

lJg psd*Mar 16 03:28:50.812: >>> €€ [IJbyd 005]*pl, 4w 16 03:28:50.812: 14 03 000 1%, yw 16
03:28:50.812: *pl, 4w 1603:28:50.812: >>> TLS 1.2 wg s, CipherSpec [IUbgd 0001]*0l,
1603:28:51.116:>C¢¢ [IJbbgd 005]* ol 4w 16 03:28:51.116: 17 03 00 35* oI, 4w 16 03:28:51.116:

* s, 1603:28:51.116: >>>> €€ [IJlbgJ 0005]* o, w 16 03:28:51.116: 17 03 00 1 I* oI, w 16
03:28:51.116: *pl, 4w 1603:28:51.116: >>>> $¢€ [IJbbgd 0005]* ol 16 03:28:51.116: 17 03 00
30% el 16 03:51.116:51.28:03:28:51.116: >>>> €€¢ [IJbged 0005]*pl, 4w 16 03:28:51.116: 17 03
03 00 1b*plyyw 16 03:28:51.117: * ol v 1603:28:51.713: << €€ [IJbbgd 0005]*pl, 4w 16
03:28:51.713: 17 03 00 6d* ol w 16 03:28:51.713: * o, yw 1603:28:51.714: >>>> €T¢ [IJbboeJ
0005]* el v 16 03:28:51.714: 17 03 03 00 1e*pl, v 16 03:28:51.714: * ol , v 1603:28:51.732: <<
Ceee [IJbsd 0005]* oIy yw 16 03:28:51.732: 17 03 00 71* ol , 4w 16 03:28:51.732:

Sedud IJozdd po odds Idwrss IUIJIe,90s 9p0 Tu JIss 1Je8sd (IJs: puc wuwgsd: p9 29¢.
OuP) wp wEwiswol wuudd Loese:



[ ] This is my subject - Inbox -

] Delete = Archive Fa Move E Flag

This is my subject

y at 10:25 PM

M

To:

This is my email body.

Spdud ks Lol 1Jopdd pu 229¢ puoldzs TLS sldeduws pu IJodlb 1Jz506 Js zol; Cisco 10S
XE (IJpy99 J "WorkingSMTPwithTLS.pcap"):

i@ mERR Se>EFTEIHE B & 4

Source Destination e

11 2023-83-16 @3:28:50. 18.122.144.15@ 142.251.163.199 TLSv1.2 208 @xB79@ (34784) Client Hello

12 2023-83-16 @3:28:58_ 142.251.163.189 18.122.144.158 TLSv1.2 598 @x7641 (38273) Server Hello

32 2023-03-16 ©3:28:50. 142.251.163.189 18,122.144.159 TLSv1.2 439 ex7649 (30281) Certificate, Server Key Exchange, Server Hello Done

33 2023-83-16 B3:28:50_- 18.122.144.158 142.251.163.189 TLSv1.2 180 8x879d (34717) Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
34 2023-93-16 B3:28:50_ 142.251.163.1089 18.122,144.158 TLSv1.2 349 @x764a (38282) New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
36 2023-03-16 ©3:28:50.. 10.122.144,150 142.251.163.199 TLSv1.2 187 exa879f (34719) Application Data

38 20623-03-16 @3:28:50- 142.251.163.189 18.122.144.158 TLSv1.2 386 @x764c (38284) Application Data

39 2023-83-16 B3:28:50. 10.122.144.158 142,251.163.189 TLSv1.2 116 @x87a@ (34728) Application Data

41 2023-83-16 B3:28:50_ 142.251.163.109 18.122.144.158 TLSv1.2 181 ex764e (38286) Application Data

42 2023-93-16 83:28:50. 10.122.144.158 142,251.163.109 TLSv1.2 189 8x87al (34721) Application Data

lJonss IUIJIe 906 [Jpuwedse:

Q,  insent
Compose

This is my subject

Inbox

Starned

This i iy @il body.

+ Reply 4 Reply all Forward

Jpehs, sldlgcoble 1Jig)s

Iu“PIC |quuoé_)pg__30 PE JPS) @

SpJdu 986 IJpunlJd g0 pelads luwedsle eyzsd SMTP. o uwow oyesd SMTP. wzwss
wwduwdé 1Jgbe eds odl ldouwsd (A@" Os luwpe IJpuwesp):



event manager environment _email_server email.relay@y.Domain.Name:MyPasswordString@smtp-relay.gmail.co

SSwe Ips Jordsd luwe Ipuwcesp 99Jp8 1 pa9) 1dunduwds B lad oy, Jdres "@".
SuosEd J3Jd seeds IJuble I luve IJeuosd Jehe swol puluiné wes 1des "@" 19 pu
el ols [duvdunds 9899p wuged JJ yvse Yod 3JY gds luo "username:password”.

Suwwdse wudss TCL J SMTP ceos) s (regex) selde pedsele luwe IJpuweselddped
pasullJelsp 030 wuindd ppeded. womow ol 1UIEJIG, Suwpe TCL Gluuels 1dpuvcss pso
coms "@" 908 5JI. Jl $38p Cisco 10S XE TCL IJeuv s,y JsJI Jl 92 2sly Jhuwld suwlisd
w83 [JJessus lpws g, TLS.

Jdodgsue:

* B IJess IUIJYensos welzs 1ds clesu Sl spdud hywldo pg TCL.
¢ B 2ldb 929 "@" s luwe Weuwerp IJelue wde Il spdod ulde pg IM.

Op ULOUSY pE B wuopse IJigble oo Cisco CSCwe75439 Jogldes 030 IJd,,06 Joguwsy
536 w2 IMIJIJIens0s: 9pg 3JIe Jl wops rslos brsy Jbde ldozuusy ol eldsl:

IJsoub

Jel 09 p9 oz 0ul: pu IUppdo Luwld Huwlisd vy [JIes90s Tews eu) w9wsdsd SMTP
wluwegsle ublp TLS Clywedsle ldobos IJuogs) dpesez Jb1L6 Uia)lo (EEM). sswbdo
3JY veuo Idlesh gds eluw 1Ughe: wldluolss |Js odsso Iduuoble 1JJles Jduwele wlJe@s.
9JIuo ppdo Bl Jue oyss lousle ledlele w8 IUIe 1908 p9opss 9lous.


https://tools.cisco.com/bugsearch/bug/CSCwe75439
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Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
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