Jog,d eds 18God 1epluwle slduuesue
IJo8s6 J IM

lJpzogsle
| 9300

el dole 1wl w.sé

Lpclo ol

|Jp 95006

s o3l lpwows 1B ad pebuwle cdaso Idwulpz Iuwes JbbLs Uiesle IJpuoews (EEM)
eJs lzoj6 Cisco IOS® XE.

IJecbdole IJlul jusé
lJeobdolo

59008 Cisco Ly odoy Jssd pg,98 wosl IJes o9¢ 95,lsé wo:



o sy Idese Idpeuopu I0S 9 Cisco I0S XE
I3l Jp oo gJs 3,)ls8 wodo lJpsié wldbed. Bs)zs @led wb s glod £.s o556 EEM lgJI.
lJpdovlo Idpuweispd
ouwow Idpedypele 1Uglyo WO o3l ldpuwews IJs luesble Idolez ldedsule 1Jebss Ideldss:

* IJpeedlw Cisco Catalyst 9300 9 9400 9 9500 switches
« wyulez 10S 1Jluosl, 16.x 19 17.x oy Cisco

pdlebo: 030 IJu)lpz IJuuoss £65) 038906 oo Yowd Cisco TAC 9swp w99 ol eds
Il ol 09 JIg)lue cedsess.

op quuls: IJrogdgplu |J9I_,.>o u_95 o.>| IJrOuuuu.) ,ou I._Jlao_,o |Jp_923.)0 n_9§ R rog_,thso aluoo


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/configuration/xe-16-12/eem-xe-16-12-book/eem-overview.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/configuration/xe-16-12/eem-xe-16-12-book/eem-overview.html

IJlsobdlzle

lzJe Cisco Bius byld |0l § Jpgd9pd £Js 90896 lowdls.

8o IJpelumle

9sébs 03l 1d3uwe weup 1) IUpuwlsd wws9gl IJos Jogbo gus wuppse 90udss wile
IJowdss Idpodled. Jeiss pu ldpedsple 29d 1 od pebuwle EEM. lze 96886 1 oJ
pebuwlo EEM eyl ldsol Gopo Suwe Iplze.

oid§) 929> p2b 96 puluvud

51 Il 2ol suwegse Ipupbds sldedss s sldeeluves (AAA). Bszo edsd IJolds pu
od9su uude IMIJes wp cdysuol eds Idzols wluwesle puveise lJpuol> 86 slJod9s o
sldpzlumwes (AAA) IJGD, eds cubésd Il s Idwolez IJouas: s po wdosu celss
IJegasd wluwedsle ol ogasd Idible, Bs wersd Iwsolez IJuuss.

luolds $is9s J IM s Idouigsd slJes IJIEuas JJeesd

wundd 18e)luos: spdu oubEsd wilez EEM IJouoss Jpsé 20 luss Jgs lduos. Bl e
wOUBESe witler uLes SuweEHd 9dul Ibyd Jdouvgsd: s Jiu edsd IUlue bl wso
S0 lay B Gses maxRun gdss pubéd 228 Iwsolee Iduoés) Jobss) pddw
lJoouwss IJlve,)lss.

o0 Ipop lsuol 185 £33 IJpyle 1dos spdo Bsol wuvgsd IJese 1Uss suved wulez eld
IUIJs. Bl Gpo wouvgsd 0Ll GudS3S pu 2lds wpdd wuwEd BS V)6 §uSH0 pu [
(eds wwosd Idpold: pungd syslog Jedlele MAC): Bpu Idpop wuppsu Uinl 2 Idpesd eds
o IM Jpug 25 Jos) pu ldleslele oldoshis 9pue luveodld polys Izl

oeuw IJoudss ghe ldoyose

Jpl 09 p9 o VS 9olsd IM sep ldoedpe VS wyose wudss suble Idlgle pu gJIJ
IJouwess 1Jeluos wop (8ds uwwsd Ipdld: suveed 1Jle, 0001 cli gJs ouwess 0001). §sp6
IJouwess 030 Jsuwe sdpl wd 08 luzasé 1 8pss. swp By Idlplele vogudund pdlose
o8 08pS cuolEss luwegsp suvsbs IJouwess Jpdole By 9sop wubgsdol B ol
IJouwduwd. $> $9>8 3JI 1Js wrose €8 posde JJoudsh wule gds Js9s6 osdJs
ouweslo Idlg)lele 1Ugluoé 3.

oled B 03l 1JpelJ:

event manager applet test authorization bypass

event timer watchdog time 60 maxrun 60

action 13 syslog msg "You would expect to see this message first"
action 120 syslog msg "This message prints first"
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event manager applet test authorization bypass
event timer watchdog time 60 maxrun 60

action 0010 syslog msg "This message appears first"
action 0020 syslog msg "This message appears second"
action 0120 syslog msg "This message appears third"
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event manager applet snmp_cpu authorization bypass

event timer watchdog time 60

action 0010 info type snmp oid 1.3.6.1.4.1.9.9.109.1.1.1.1.3 get-type exact

action 0020 if $_info_snmp_value ge "50"

action 0030 syslog msg "This syslog message is sent if CPU utilization is above 50%"

action 0040 elseif $_info_snmp_value ge "30"

action 0050 syslog msg "This syslog message is sent if CPU utilization is above 30% and below 50%
action 0060 else

action 0070 syslog msg "This syslog message is sent if CPU utilization is below 30%"

action 0080 end
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event manager applet int_util_check auth bypass

event timer watchdog time 300 maxrun 120

action 0001 c1i command "enable"

action 0002 cl1i command "term exec prompt timestamp"

action 0003 cl1i command "term Tength 0"

action 0010 syslog msg "Running iteration 1 of command"

action 0020 cli command "show interface te2/1/15 | append flash:interface_util.txt"
action 0030 wait 10

action 0040 syslog msg "Running iteration 2 of command"

action 0050 c1i command "show interface te2/1/15 | append flash:interface_util.txt
action 0060 wait 10

action 0070 syslog msg "Running iteration 3 of command"

action 0080 c1i command "show interface te2/1/15 | append flash:interface_util.txt
action 0090 wait 10

action 0100 syslog msg "Running iteration 4 of command"

action 0110 cT1i command "show interface te2/1/15 | append flash:interface_util.txt
action 0120 wait 10

action 0130 syslog msg "Running iteration 5 of command"

action 0140 cli command "show interface te2/1/15 | append flash:interface_util.txt"
action 0150 wait 10

action 0160 syslog msg "Running iteration 6 of command"

action 0170 c1i command "show interface te2/1/15 | append flash:interface_util.txt"
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event manager applet int_util_check auth bypass
event timer watchdog time 300 maxrun 120

action 0001 cli command "enable"

action 0002 cli command "term exec prompt timestamp
action 0003 cl1i command "term Tength 0"

action 0010 set Toop_iteration 1

action 0020 while $loop_iteration le 6

action 0030 syslog msg "Running iteration $loop_iteration of command"

action 0040 cli command "show interface te2/1/15 | append flash:interface_util.txt
action 0050 wait 10

action 0060 increment loop_iteration 1

action 0070 end
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event manager applet check_pid auth bypass

event none

action 0010 c1i command "show proc cpu | i SNMP ENGINE"

action 0020 regexp "A[ 1*([0-9]+) .*" $_cli_result match matchl
action 0030 syslog msg "Found SNMP Engine PID $matchl”
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event manager applet mac_trace authorization bypass
event timer watchdog time 30



action
action
action
action
action
action
action
action
action
action
action
action
action

0001
0002
0003
0010
0020
0030
0040
0050
0060
0070
0080
0090
0100

c1li command
c1li command
c1li command
c1li command

"enable"

"term
"term
"show

exec prompt timestamp"
length 0"
ip arp | in b4e9.b0d3.6a41"

regexp ".*(ARPA).*" $_cTli_result
if $_regexp_result eq 1
syslog msg $_cli_result

end

c1li command "show mac add vlan 1 | in b4e9.b0d3.6a41"
regexp ".*(DYNAMICO).*" $_cTli_result

if $_regexp_result eq 1

syslog msg $_cli_result

end
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event manager applet high-cpu authorization bypass

event snmp oid 1.3.6.1.4.1.9.9.109.1.1.1.1.3 get-type next entry-op gt entry-val 80 poll-interval 1 rat
c1li command "enable"

cli command "term exec prompt timestamp"

c1li command "term Tength 0"

syslog msg "High CPU detected, gathering system information."

c1i command "show clock"

regex "([0-9]|[0-9]1[0-9]1):([0-9]|[0-91[0-91):([0-9]|[0-9]1[0-9]1)" $_cli_result match matchl
string replace "$match" 2 2 "."

action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action
action

0001
0002
0003
0010
0020
0030
0040
0050
0060
0070
0080
0090
0100
0110
0120
0130
0140
0150
0160
0170
0180
0190
0200
0210

string replace "$_string_result" 5 5

set time $_string_result

cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command
cli command

"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show

proc cpu sort | append flash:tac-cpu-$time.txt"

proc cpu hist | append flash:tac-cpu-$time.txt"

proc cpu platform sorted | append flash:tac-cpu-$time.txt"

interface | append flash:tac-cpu-$time.txt"

interface stats | append flash:tac-cpu-$time.txt"

log | append flash:tac-cpu-$time.txt"

ip traffic | append flash:tac-cpu-$time.txt"

users | append flash:tac-cpu-$time.txt"

platform software fed switch active punt cause summary | append flash:tac
platform software fed switch active cpu-interface | append flash:tac-cpu-
platform software fed switch active punt cpuq all | append flash:tac-cpu-

"no monitor capture tac_cpu"
"monitor capture tac_cpu control-plane in match any file Tocation flash:tac-cpu
"monitor capture tac_cpu start" pattern "yes"

yes



action 0220 wait 10
action 0230 c1i command "monitor capture tac_cpu stop"
action 0240 c1i command "no monitor capture tac_cpu"
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event manager applet TAC-SNMP-INPUT-QUEUE-FULL authorization bypass
event syslog pattern "INPUT_QFULL_ERR" ratelimit 40 maxrun 120

action 0010 c1i command "en"

action 0020 c1i command "show proc cpu sort | append flash:TAC-SNMP.txt"
action 0030 c1i command "show proc cpu | i SNMP ENGINE"

action 0040 regexp "A[ 1*([0-9]+) .*" $_cli_result match matchl

action 0050 syslog msg "Found SNMP Engine PID $matchl"

action 0060 cli command "show stacks $matchl | append flash:TAC-SNMP.txt"
action 0070 syslog msg "$_cli_result"

action 0080 cli command "configure terminal"

action 0090 c1i command "no event manager applet TAC-SNMP-INPUT-QUEUE-FULL"
action 0100 c1i command "end"
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event manager applet UPGRADE authorization bypass
event none maxrun 300

action
action
action
action

0001
0002
0020
0030

cli command "enable"

cli command "term Tength 0"

cli command "install add file flash:cat9k_iosxe.16.06.02.SPA.bin activate commit" pattern "
cli command "y" pattern "y\/n"



action 0040 syslog msg "Reloading device to upgrade code"
action 0050 c1i command "y"
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ip sla 10

icmp-echo 10.10.10.10 source-ip 10.10.10.10

frequency 10

exit

ip sla schedule 10 1ife forever start-time now

track 11 ip sla 10 reachability

exit

event manager applet track-10 authorization bypass

event track 11 state down

action 0001 cli command "enable"

action 0002 cli command "term exec prompt timestamp"

action 0003 cli command "term length 0"

action 0010 syslog msg "IP SLA object 10 has gone down"

action 0020 cli command "show mac address-table detail | append flash:sla_track.txt"
action 0030 cli command "show ip arp | append flash:sla_track.txt"
action 0040 cli command "show log | append flash:sTa_track.txt"
action 0050 cli command "show ip route | append flash:sla_track.txt"
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event manager environment email_from email_address@company.test

event manager environment email_server 192.168.1.1

event manager environment email_to dest_address@company.test

event manager applet email_syslog

event syslog pattern "SYSLOG PATTERN HERE” maxrun 60

action 0010 info type routername

action 0020 mail server "$email_server" to "$email_to" from "$email_from" subject "SUBJECT OF EMAIL - S
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event manager applet shut_port authorization bypass
event timer cron cron-entry "0 18 * * *"

action 0001 cli command "enable"

action 0002 cli command "term exec prompt timestamp"
action 0003 c1i command "term Tength 0"

action 0010 syslog msg "shutting port Te2/1/15 down"
action 0030 c1i command "config t"

action 0040 cli command "int Te2/1/15"

action 0050 cli command "shutdown"

action 0060 cli command "end"
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event manager applet disable_link authorization bypass

event interface name te2/1/9 parameter transmit_rate pps entry-op ge entry-val 100 poll-interval 1 entry-type value
action 0001 cli command "enable"

action 0002 cli command "term length 0"

action 0010 syslog msg "Detecting high input rate on interface te2/1/9. Shutting interface down.”
action 0020 cli command "show int te2/1/9"

action 0030 syslogmsg $_cli_result

action 0040 cli command "config t"

action 0050 cli command "int te2/1/9"

action 0060 cli command "shutdown"

action 0070 cli command "end"
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