wvelwo TrustSec pog 802.1x MACsec gJs plb6
elj6 3750X sery puoulz ouvdsd peld

lJpzossle
| Jp, 9506
IJpobJole Il wsé

lJodoule | OEdp0

wJosy ISE
leal> PAC J 3750X-5

lpols PAC o ols. 36 3750X-6 9 NDAC
oVl osd 29d weass 59, 802.1x

ouisd wslws SGA
ole o SAP

ogdse 2,96 | Iy 850
ou9sd |J wesl wé o8 SGACL

| o288 o0 | 6

|, wod ol 1JIsble gl o Jl>ol

peJ9ple do o

NFX YY)

Sued 03l 1Jplld IUgbsle 1Jplbdyws Jodssy uweles Cisco TrustSec (CTS) wluwwgsle
ouvds) Idbhovlb wsu pesdsu pu lJuvduvde Catalyst 3750X Series (3750X).

Suine 03l 1Jedld £pdss ouuds) lelo IJoede B lJso9d Ids 1dguwlislo (MACsec) pu
lJeeod IJs 1dpead lJos ouwegse wu9e9dsd hoolb Idlely (SAP). ouuegse 030 IJgpdsd
9u2¢g IEEE 802.1x woJl pu IUsog [Jsr9s.

VIspl sds Blisps wldgbsle 1Jpguso:

c 09 wslule lgepls IUsuosd Idezes (PAC) Jdizess IUluwluwss 9¢s) IJlusluuss

c e85 1depde B 1389 1 zols IJuvwds (NDAC) wsly o MACsec pg SAP Jblys
lJelose

- wpdSsY ldusse slduwsluwé

. puab,jé |JroQt_§5 JJE_th: ;

s ogdse 6 1Jegs wluveddle s8e peeses lelo (IU8syw)

- 00 Iuwsluws lawopsle Slises IJopde B 1J9uo9d (ACL) 1gluos wezeses IJlely



IJpcbdoule IJlgulgusé

IJpobdolo
w9os Cisco viu oJ9y s pgy96 wldpesluose 1Joldss:
- pE)I90 |w|uu§o wpdule CTS

« peyd6 Il uwss I CLI ouudsd pu plaé 2udlis pudcle
- wpwd wdsu ppyd erpele 1Jogss (ISE)

IJpdoule 1Jpuuwoédped
ouvows Idpedyple 1Jgl)o WOs 03l IUpuwews IJs luoshle Idelez sldpdsule 1debse Ioldso:

- Microsoft (MS) Windows 7 9 MS Windows XP

- wyulpz 3750X: IJluesble 15.0 gldluosble IJi@o

- wyulez ISE. IJluoslle 1.1.4 sldluoshle 1dizse
we logsle Idpgdsele 191,56 Os o3l IJp e pu UiaoJ6 1J 92956 WOS wSis6 pgpdso ¢luos.
u)lu ZPSE Ula_o_)o |Jp,_).uua.)|oo O o3l |JrOL}Uuu.) uudgsu PPUMIT (lwe,lups). bl dloe
u.uouu-J pu'u-u_)O: dukb U dolp-J JJu|u.,5_) |leaupJ JLS ||o_)

IJodosu

lLuwe Idogbsbs JJubwdo



ISE
(10.48.66.129)

5 p. 10,48 67250

3750X-6
GL/0/1

trunk

G1/0/20

G1/0/48

ﬁ IP: 10.48.66.109

G1,/0/2 3750X%-5 GL/0/1

Vlan2D
Tag: 3
Tag name: VLAMNZD

Vian10
Tag: 2
Tag name: VLANILD

Windows7 WindowsXP
192.168.1,200 192.168.2,200

O o3l Iyuwe Idogbsbs Josdd IJvwds: sd9u IJpzd 3750X-5 o9 IJzol) IUlsds 1J3s
SErS £0810 P Il 6 o ISE. 508 5896 e dlss! wetisd puusé 109,0sJ Iszes (PAC) IUss
S luuu@l,oo Jdeuolb s 1JJlz 96 Wbs uweles CTS. sgpd gols w9y Jpuor§ 802.1x
JJizoss ) IJlsdss. IJ cisco plyé zudlj6 3750X-6 sery pIClz (3750X-6) IJ JI ©3,6 518, sgpd
Jouwoo 802.1x Jols IJe39). wed puolb 86 Idzols es) IJigwlows eJs ISE oo gJIJ 1Jzols
lJIsds: swp lduwpele wldouesd lJs uweled CTS. wed puol> 96 ulaaé. Swp wESS) tlds IJpuds
802 1X g_Js I._J,oagJ 3750X 51Jds .puo.\a _95..;,0 IJudlguo e._hs uuudsJ I\/IACseC Sp SOp

odguo 030 IJB@lspo wx9§ 2yJs 1dp)9) IUpesde:

- ooued Iduuwes 1lsdss 3750X-5 o ISE soujsdle puwsgle 1Usuesd IUpzes (PAC).
dos sop lywoslpol Jlzdl Joprse Idwsiss sldyusluws.

- o@9e Idblogs g6y 1dladss 3750X-6 Llp)le puold§6 802.1X pg 39, IUblJy
Jdpuob@sdegssd souisd puwsé 1Usuesd Idezes (PAC) pu ISE.

- 899 3750X-6 Lou9sy pLol» 96 Sluss pyus Juy9eedsd 802.1X Jdpeuol> 96 Idpwsume
pu edld eduws epd IJenswsdsd Ilew (EAP-FAST) Jdeuol 88 pg 1J0S S [Upzes



luvoobl lJs puusé 1Jsuesd IUpzes.

- uwslywle SGA 1Ugl oo wldoussdle 3750X-5 Juwdwoel goldusles o 3750X-6.

- opd gduwo gpd SAP L 3750X-5 9 3750X-6: 9 swpe IJovdly o eds ud,le MacSec.
ssup wubd lduvslyws.

20 96 0)9) wsu ldpBdolz suu ).

cdosu Idpzadlc Iisdss gy IJlsdss

op odoso IUzoly IUlsds (3750X-5) oy izd luweesle ISE Jilse RADIUS J CTS:

aaa new-model

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa authorization network ise group radius

aaa accounting dotlx default start-stop group radius

cts authorization list ise

radius-server host 10.48.66.129 pac key cisco
radius-server host 10.48.66.129 auth-port 1812
radius-server vsa send accounting
radius-server vsa send authentication

sop wpdsu cudss $lises IJoede B 1d9ue9d (RBACL) IJpuwenss [Js 119l 98lisps
lJoede WS 1Jyuesd Idpuwewd |Js pzesed [Jlelo (SGACL) (swpe luwegsleol Jlzgl):

cts role-based enforcement
cts role-based enforcement vlan-list 1-1005,1007-4094

Supe wdysy IJaoI._j £S) |Jiu.u|L}u;§c (3750X-6) Wb JJp o> 86 9ldegasd sldeeluvws (AAA)
390 1Jzlzo 1Js ewv9s o RADIUS Ig CTS:

aaa new-model

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa accounting dotlx default start-stop group radius

Sod o spdu lue 802.1x gds 1JBLo: 09 L2958 o suvdJ IJ ISE.

odysu ISE
lopw o3l steps in order to LuJJo 1J ISE:
1. loodd 1Js hs > p9bs IJubeds > 12036 I b ds. 9lod JJI ldpesdso Jizois 9,09J

IJs Idubeds (NADS). wew lesble TrustSec IJpo 9306 9p wodosy JJpd 09, CTS
JJluwesle Jligdl eds CLI (9lzos yulbo, 1JIsle)) JJezed.



* Advanced TrustSec Settings

¥ Device Authentication Settings

Use Device ID for SGA
Identification

Device Id | 3750%

* password |-||||||-|| | | Show |

* SGA Motifications and Updates

* Download environment data every | 1 | | Days B3

* Download peer authorization policy every | 1 | [Days |
* Reauthentication every | | [Days  [~=]

* Download SGACL lists every [ 1 | [pays [ ~+]

Other SGA devices to trust this device
Motify this device about SGA configuration changes

2. loedd s Iuusluws > golus Iduusluws > IJoclsz > 1Usuesd [Js preses Ilelo >
peesele IJlelo: 99, wluols Iy 8lule Idpuluves. swpe wujsd oo IJgdlple guspel
obdu lJpgodle werse [Jusss.

sifuai]ia
CISCO  Identity Services Engine

& Home Operafions + Policy +  Administration

|2, Authentication |, Authorization |4} Brofiling |7, Posture |es, Client Provisioning |z Security Group Access

Dictionaries Conditions Rasulls |

( Results Security Groups
[,@, = = :J S Edit  dpadd  @olmport @yExport v M Delete »  (Q)Push
o e Name  SGT(Dec/Hex) Description
: — ::;:i:d: 0 Unknown 0 f 0000 Unknown Security Group
» : Profiling [0 VLANLO 270002 SGA For VLAM1O PC
» B Posture 0O VLAN100 4 /0004 Wlans For Phone
= ] vLANZO 3 /0003 SGA For VLANZ0 PC

¥ ] Client Provisioning
v o] Security Group Access
* | Security Group ACLs
* | Securfty Groups
¥ | Security Group Mappings

(E RN

3. luwdd [Js IJuwsluws > goluas IJuwslaws > IJuclsz > 5028d pzeses IJlpls > Gskse
IJozdp B 1Usuesd Jpeeses IJislo: 960 wodosy SGACL.



stfvatfns
€CISCO  [dentity Services Engine

|!| Home Operations Folicy Administration

|2, Authentication [8) Authorization |4, Profiling |@, Posture |es, Client Provisioning |z, Security

Dictionaries Conditions Results
(7 Security Groups ACLs
Results Y ps
( L) f Edit opAdd [yDuplicate ) Delete Push
¢ — S Edi {3 Duplicate - @
b .
— = — Name . Description IP Version
b Authenticati
== i 0O IcMp Permit All Iemp Traffic  IPv4
» ] Authorization
» 2 Profiling

» ] Posture
* ] Client Provisioning
v [ Security Group Access
* || Security Group ACLs
* | Security Groups
¥ || Security Group Mappings

P W

4. 1u08J 1Js IJuwsluws > 1Jsuosd [Js peeses IJiplo: 9235 gusluwd wluwegsle
lJp o 9996.

silasallis
CikES (deniiy Sorvies i sqper
il w  Paiay

& Homa
Bgdtaara g W, b T 4 Pting 7y Pesles iy CastPreonmy (S TeiwCoim Biivt  JA Pala Doy

wive Tida Oesplisalon Thess m

Egross Polkcy | Matrin View)

ofeidd M CRend Mappiig = | 4 Conllgure = Mk Bhisder Al ] Oumamgan v 3= [ LE _l_-
Deahwainne Lniimn L] Ak i vl
| ETT A 1 B 318080 (hE SO0} 30 D)
b
i
e B nibiwl Biraul [T
@reNn AL P ALY W BALLY W Qe P
LA
vl
VLD
AreNaE

- FEFL PR

pdlzbo: szo wIdssu vog lJugssd Jebdo MS Windows zos sopdu po odds IJedlps
IJuozses: bee lJs peld oJdasy ASA g Catalyst 3750X Series Switch TrustSec 9.Js.J

lwod vl 1JIgble 9loJlzol JJzuo9d eds wdssy pdod Josl.

lpe>l> PAC J 3750X-5

ould 2lzé lJs puwséle 1Jsuosd Idezes (PAC) JJpuolb 86 B peld CTS (ped 1deszds 1J
EAP-FAST). Jpl o uuegse pu lzd 1dzuosd eds vslule Idossé gldgwsluws po ISE. 90390


/content/en/us/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html
/content/en/us/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html

puwdE 1Jsuosd ldezes Iduoese: Jl spdu Idewesd eds edd ldoslule po p)d; IJoBdsse
IJeumwe§d.

w8 0dsp wslule ldlgwels Iduozses eds 3750X-5 sup wujsd puwstle IUsuesd Idpzes
(PAC):

bsns-3750-5#cts credentials id 3750X password ciscocisco
bsns-3750-5#show cts pacs
AID: C40A15A339286CEAC28A50DBBAC59784
PAC-Info:
PAC-type = Cisco Trustsec
AID: C40A15A339286CEAC28A50DBBAC59784
I-ID: 3750X
A-ID-Info: Identity Services Engine
Credential Lifetime: 08:31:32 UTC Oct 5 2013
PAC-Opaque: 000200B00003000100040010C40A15A339286CEAC28A50DBBAC5978400060094
0003010076B969769CB5D45453FDCDEB92271C500000001351D15DD900093A8044DF74B2B71F
E667D7B908DB7AEEA32208B4E069FDBOA31161CE98ABD714C55CA0C4A83E4E1I6A6E8ACACID0O8]
F235123600B91B09CY9A909516D0A2B347E46D15178028ABFFD61244B3CD6F332435C867A968CE
A6BO09BFA8C181E4399CE498A676543714A74B0C048A97C18684FFA9BFOBB872405
Refresh timer is set for 2y25w

Swp wujsd puwstle 1dsuosd Idpeees (PAC) ey EAP-FAST pg w)9w9d9d IJpol> 96 Joid..,.s.)
IJlouold odses Idogss (MSCHAPY2) oo Microsoft. pg wslule IJlgwels 1Jeds 06 s CLI
Judw wslule IJlgcpb 1Jos op odssuoel eds ISE.

Swp luwosle puwsé IJ9uosd Idpzes (PAC) Jopsse Idousiss slduor. Jodd Idpzadle:
luwegsp bdole RADIUS pg cisco av-pair cts-pac-opaque. 9lJos swe luvwodldoel pu pule
PAC 9s5pJdu WY ouvds ol gJs ISE.

lp>1> PAC Jpol> 36 3750X-6 9 NDAC

in order for zas> 1516 1o sJsw Bls, To syubo [Js I CTS peld: 09 o9, 1o spdo 802.1x eds IJ
Seled psule.

Sop luwodle wi90sdad SAP JbLs IJpdlesz 9p38l9ole preses IJouvds). sunedsp se)
o286 Huwlisd Galois (GMAC) JJe ol 86 990 Galois/Counter (GCM) JJoivd.s,)-

VIS polz IJwisg):

interface GigabitEthernetl/0/20
switchport trunk encapsulation dotlg
switchport mode trunk
cts dotlx
sap mode-list gcm-encrypt

B 1Jpeod &) Iiuwluws:

interface GigabitEthernetl/0/1
switchport trunk encapsulation dotlg
switchport mode trunk

cts dotlx

sap mode-list gcm-encrypt



03l p3g9p VYb gds pulds gbyb IUloold (pdelz-pdelz MACsec). wlduuwwé J MacSec
Jpuos 1Jpead: 9lUss Suveese wi9wsdsd lodldss IJpdlese (MKA) Ll po SAP. Leze IUs
od9sy o wds,; MACsec.

poluind e wpdsu 802.1x eds IJeulds. sged IUpzsd Esy Uiuwluus Jpdpd JJpeod
lJlsJs: 909 lUpo>9.

9sbJy eds o030 IJgpdsé NDAC: 90590l 09 w9 08d zolj 238> weeld CTS. IJpuolr 96 Sulisss
lJloelo. STUIS lJzoly 1Jz>s> eds wslule [gwply wp UC{C&& pQ?' eJs ISE Jgbpe Idpuol>96.
w8 ©99S) pumdE 1U9uo9d Idpzes (PAC). sdsu IJzol lsual polddhsl pu logoldo wpeeld CTS.

pdlebs: suucgsp puust 1Jsesd Iezes (PAC) Jlugile 0 clpsu buds IJudd
(TLS) J EAP-FAST. s&8 1Jpz9d 3750X-6 WBs pwstle puwsele IJsuo9d ez es (PAC)
I,Jno‘,s S99,0l 1Ughe wldb,séo IJos sed wol IJgpsd WS Idyivolxs 1Jped306 pu lJEb e
Jlwdso EAP-TLS.

Sup wubd juwlisd RADIUS 1Jpewgs56:

7

o

000000

soe luvopsle IUeduws 1Jisds eu 1 3750X (IJpzed IJlods) Josds) eumst 1J9uo9d IUpzes.
Sop luwegsle EAP-FAST w290 PAC (swp loile 0ibd ez09d Jpuols s MSCHAPY2).

12131 EAP-FAST built anonymous tunnel for purpose of PAC provisioning

22037 Authentication Passed

11814 Inner EAP-MSCHAP authentication succeeded

12173 Successfully finished EAP-FAST CTS PAC provisioning/update

11003 Returned RADIUS Access-Reject

SUp LJuibé)ho|Lyup PL)uc;a)P_guﬂhLoé 29 MSCHAPv2 LJkJigsg;CQp ¢>£{9>5(105ﬂ U EL”LJ'L“(L)(:TE;
credentials. Jol sop Lezle )92 1Usuo9d IJs RADIUS B IJuolsé Jlve wgs ©9s) puw9e
IJsuesd Idpees (PAC) LIded. JI wozs 2lzé 1Js pis> pu 1dpuol> 6.

subsy Wbl IJelos S IJuwed 1Js puols 36 802.1x. suwagse EAP-FAST pe puust IUsuosd
IJezes (PAC) IUss wp wads,0 wlodl.

12168 Received CTS PAC

12132 EAP-FAST built PAC-based tunnel for purpose of authentication
11814 Inner EAP-MSCHAP authentication succeeded

15016 Selected Authorization Profile - Permit Access

11002 Returned RADIUS Access-Accept

030 1Jp,6: 1JuOS Jsuw pzesd IJogss 9JIuo pzps woluwbd puuséle IUsuesd Idezes. wad
12)sc swp luwodslp v wslule IUlgepls Jeduws gpd MSCHAPV2. &p sop ldozdd puo
pdlod 8sles 1dpuolb §6 9ldods o eds ISE. 9swpe Lzle Swod 9u09d RADIUS. Ces 3.

sbod lpselz puord IJubel sozer 91d 802.1x edws J lu psule suodd IJs 59J6 puo)z.

el ©ws9 gpdiss 19d 2duweso 802.1X pu Idpzsd 1lsdsS

oullop wupese IJigble po IJw3,6. odund Iduss) g lu IJpsuole prode. gozlod wesss ks 9,


//www.cisco.com/en/US/docs/switches/lan/catalyst4500/15.1/XE_330SG/configuration/guide/swmacsec.html

Sovgs o suwoged J 802.1x - 1Jp e 19 1pun38:

debug cts all

debug dotlx all

debug radius verbose

debug radius authentication

Apr 9 11:28:35.347: CTS-ifc-ev: CTS process: received msg_id CTS_IFC_MSG_LINK_UP
Apr 9 11:28:35.347: @@Q cts_ifc GigabitEthernetl/0/20, INIT: ifc_init ->
ifc_authenticating

Apr 9 11:28:35.356: CTS-ifc-ev: Request to start dotlx Both PAE(s) for
GigabitEthernetl1/0/20

Apr 9 11:28:35.356: dotlx-ev(Gil/0/20): Created authenticator subblock

Apr 9 11:28:35.356: dotlx-ev(Gil/0/20): Created supplicant subblock

Apr 9 11:28:35.364: dotlx-ev:dotlx_supp_start: Not starting default supplicant
on GigabitEthernetl/0/20
Apr 9 11:28:35.381: dotlx-sm:Posting SUPP_ABORT on Client=7C24F2C

Apr 9 11:28:35.397: %AUTHMGR-5-START: Starting 'dotlx' for client (10£3.11a7.e501) on
Interface Gil/0/20 AuditSessionID COA800010000054135A5E32

ltsol luwogpde IUpuosd 29, JIu Idpvele sodlds puds IUs IJ ISE. s 3750X-6. swp
l2osl) sy, Idblde.

oluosd 29d weasd »9) 802.1x

pdlelod: s 10 seued 1Jeesd IJpedds eds puusg 1Jsuesd IJpzsdic (PAC) sswp
lJouossd eds 802.1X: s 99p vouisd vslule Idosiss (IJesuozs Jizdl) sswede
eudlu IP 1Jgluo wibe AAA. BOs 05! lJpeld: STUIS JJl NJpzsdsu eds loold (|uu|uu.5)
ptuewe J ISE. 9V9spl wede spdu o wdyy Iyl pgodudss Bsuowe IJpead IJlsd 1U3s
Suwodwd luvoelosd pu Ebe AAA 09 IJpo>8: 9suowt Idprad Ielus o9 Idpedbs.

903 ppIdy Jio JJI lJpeeodsu LJ_J')@Q Sepdlo ebpe AAA 1SS wp 908 £dlpd AAA edso &J.,s o0
eds B 1Uesls syuwdlo pe)ysd bde Jo9esdsd Ideuol> 86 IJecsuwe (EAP). ssuowe 19d pu
Suvw9wd EAP Identity Response o9 IJp 239 95w 9 bdole 1Jogss 1JJIz96.



Mao. |Time Source Destination | Protocol | Len.gth| Info

1 2013-07-08 22:20:28.255317008 Cisco_25:a5:14 Nearest EAPDI 60 Start

22013-07-08 22:20:28 278219608 Cisco_aT:ie5:01 Nearest EAPOL bE start

3 2013-07-08 22:20:28.280005000 Cisco 25:a5:14 Nearest EAP 60 Request, Identity
12013-07-08 22:20:28. 289280000 Cisco al:e5:01 NHearest EAP 6o Request, Tdentity

5 2013-07-08 22:20:25.2908000080 Cisco a7:e5:01 Hearest 68 Response, Identity

G 2013-a7-08 22:20:28.317915000 Cisco 25:a5:14 Hearest EAP B8 Request, Identity
T2013-a7-08 22:20:28.324109008 Cisco_aV:ebh:01 Nearest EAP 68 Response, Identity
H2013-a7-08 22:20:28.325778000 Cisco 25:a5:14 Nearest EAP B8 Response, Identity

0 2013-07-08 22:20:28.330537000 Cisco av:ebh:01 Nearest EAP 60 Request, Identity
16 2013-07-08 22:20:28.401497008 Cisco_25:a5:14 Nearest ILSw] a8 Tgnored Unknown Record

11 2013-07-08 22:20:28. 407317000 101 Hearest TLSv1 266 Client Hello

d |
* Frame 5: 68 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface @
¢ Ethernet II, Src: Cisco_av:e5:01 (10:f3:11:a7:e5:01), Dst: Nearest (B1:80:c2:00:00:83)
= BB2.1¥ Authentication
Yersion; B02.1X-2010 (3)
Type: EAP Packet (0)
Length: 15
= Extensible Authentication Protocol
Code: Response (2)
Id: 1
Length: 15
Type: Identity (1)
Identity: CTS client

.......

W& weds 29 802.1X (W 03l IUywsubsy: sY9u IJ 3750X-6 o9 IJplb 9w Jive Jsuv Jo
90u29d s el AAA Les) woopu IUgie IJeldss oolbd EAP-FAST Joguds, PAC. sop
luveesle gpsd CTS Jluwe puwegsp bdo RADIUS 9Jogss EAP:

Apr 9 11:28:36.647: RADIUS: User-Name [1] 12 "CTS client"
Apr 9 11:28:35.481: RADIUS: EAP-Message [79] 17
Apr 9 11:28:35.481: RADIUS: 02 01 00 OF 01 43 54 53 20 63 6C 69 65 6E 74 [ CTS client]

o8> wole 083 EAP-FAST &) 1Jpe 190 oo 2duws MSCHAPY2 Ul wpe IJpuuctse 3750X6
(puwséle CTS). pu €y Idppdu 1o w)s 3JY eds 1dprad: Jlue 098 TLS (suvd)): sJIJu
IJuovedle Idowviosdss gds ISE Jougds) PAC coww 3JY. spdod 1o o)s gesd CTS Jluwe
st e RADIUS 98 Jes owsisé luwozlud 0956 EAP. 908 39 wldouuwd JJb s 1Usls s
(MSCHAP). sep lguwoisle loup IJpuucése 3750X6:

EAF Authentication Method : EAP-MSCHAPWZ
EAF Tunnel Method : EAP-FAST
Username: 3750XE

RADIUS Username : CTS client

Calling Station 1D: 10:F3: 11 A7 ES:01

oS ,ouob,jé EAP-FAST IJ&!Q@&S.}E@ 030 IJp)6c Suwwgdp pun9é 1Jsue9d Idpezps (PAC)
lJ3s wp w9 0 wlodl 06 136 sop luwegsle gosd CTS Jluwp puweise RADIUS gldogss
lJgbeso: 9JIJu sop luwwesle 3750X6 JJogsé 1Uslgdss (MSCHAP). veew lJpuol> 86!



RADIUS Status:
MAS Failure:
Username:
MAC/PF Address:
Metwaork Device:
Allowed Protocol:
ldentity Store:

Authentication succeeded

37506

10:F3:11:A7:ES:01

750X : 10.48.66.109 : GigahitEthernet1/0/20
MOAC SGT Service

Internal CTS Devices

Authorization Profiles:  Fermit Access
SGA Secunty Group:  Unknown
Authentication Protocol : EAP-FASTEAP-MSCHAPYZ)

9p€ 309 ez ISE 030 16 £36 Guple B 2506 Gwsd RADIUS:

F Authentication Hesult

User-Mame=3750xX6
State=ReauthSession:COAS00010000053A33FD79AF
Class=CACS:COAB00010000053A33FD79AFise/162314118/3616
Session-Timeout=85400
Termination-Action=RADIUS-Request
EAP-Key-Name=2b:54:e8:37:14:10:f0:3c:1b:90:f1:d7:ad:1c:0b:cc:62:e5:03:4c:6b
cisco-av-pair=cts:security-group-tag=0000-01
cisco-av-pair=cts:supplicant-cts-capabilities=sap
MS-MPPE-Send-Key=ce:d6:28:6f:b4:c0:25:96:69:93:fe:41:0d:1e:80:9d:31:e2:b8:c
MS-MPPE-Recv-Key=d4:8c:13:cd:d7:18:c7:1f.57:21:0d:de:39:fa;cd:68:aa:ca:1b:4f

ouli sy IUpuord pdclz Idpsule [Js 1U>9J6 puosd:

bsns-3750-5#show authentication sessions int gl1/0/20

Interface:
MAC Address:
IP Address:

User-Name:
Status:

Domain:
Security Policy:

GigabitEthernet1/0/20
10£3.11a7.e501
Unknown

3750X6

Authz Success
DATA

Should Secure

Security Status: Unsecure
Oper host mode: multi-host
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: N/A
Session timeout: 86400s (local), Remaining: 81311ls
Timeout action: Reauthenticate
Idle timeout: N/A
Common Session ID: COA800010000054135A5E321
Acct Session ID: 0x0000068E
Handle: 0x09000542
Runnable methods list:
Method State
dotlx Authc Success

s sede p29d IJpuosd 1o luwp IJpuwcgse 09 3T50XES Llduuwws Jluwe puvadse RADIUS
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1Jz858:s. 031 [Juwdod pesld§ pe RFC. oo 1dBuwe 3.0 1Jgl_o o RFC3579:

The User-Name attribute within the Access- Accept packet need not be the same

as the User-Name attribute in the Access-Request.

WO 1Jgjeo IJIgs)6 pu gduwo puolb 96 802.1x: syze ISE Huwlds 9w9J RADIUS j9g cisco-av o¢
EAP-Key-Name:

30 10.48.66.129 10.48.66.189 RADIUS 447 Access-Accept(2) (id=70, 1=419)

d|

—FOCRE T IOETTCITIET UXS0 (707
Length: 419
Authenticator: afb2clbfcb908ec5df3d544da26c7979
[This is a response to a request in frame 29]
[Time from request: 0.009000000 seconds]

= Attribute Value Pairs

F AYP: 1=8 t=lUser-Name(l): 37506
FAVP: 1=40 t=S5tate(24): 52656175746853657373696T6e3a43304138303030313030. ..
FAYP: 1=50 t=Class(25): 434143533a43304138303030313030303030353341333346...
F AYP: 1=6 t=Session-Timeout(27): 856400
b AVP: 1=6 t=Termination-Action(29): RADIUS-Request(1)
I
]

AVP: 1=b t=EAP-Message(79) Last Segment[1]
AVP: 1=18 t=Message-Authenticator(80): 1b2b37b613fb42244bc3cbc2c038172e
AVP: 1=67 t=EAP-Key-Name(102): +T\3587\024\020\360<\033\220\361\327\255\034\\
= AVP: 1=38 t=Vendor-Specific(26) v=Cisco(9)
b ¥SA: 1=32 t=Cisco-AVPair(l): cts:security-group-tag=00008-01
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RADIUS 9.9.9J RADIUS Jg!puuoé_)p 3760x6. o3l ploJsw Jouisd uwsluwle 2,J6 09,
lJoslole po p@se Idbde. lop yuposu:

= AVP: 1=31 t=Vendor-Specific(26) v=Cisco(9)

b VSA: 1=25 t=Cisco-AVPair(l): cts:trusted-device=true
- AYP: 1=38 t=Vendor-Specific(26) wv=Cisco(9)

b VSA: 1=32 t=Cisco-AVPair(1l): cts:security-group-tag=0000-01
= AVP: 1=38 t=Vendor-Specific(26) v=Cisco(9)

b ¥SA: 1=32 t=Cisco-AVPair(l): cts:authorization-expiry=86400

(cts:trusted-device=true). sls_ol sps) 2y J6 )9, untagged pg ol §5=0.
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No. | Source Destination Protocol| Length | Info

22 Cisco _25:a5:14 Nearest EAP GO Success

23 Cisco_al:e5:01 Nearest 316 Unknown Type (0x9D)
24 Cisco 25:a5:14 Nearest EAPOL 159 Key

25 Cisco_25:a5:14 Nearest EAPOL 286 Unknown Type (0x9D)
26 Cisco_25:a5:14 Nearest EAPOL 159 Key

27 Cisco_aT7:e5:01 Nearest EAPOL 113 Key

28 Cisco 25:a%:14 Nearest EAPOL 159 Key

20 Cisco al:e5:01 Nearest EAPOL 152 Key

30 Cisco al:e5:01 Nearest EAPOL 152 Key

31 Cisco 25:a5:14 Nearest EAPOL 129 Key

32 Cisco 25:a5:14 Nearest EAPOL 129 Key

33 Cisco 25:a5:14 Nearest EAPOL 129 Key

|
,,,,,,,

b Frame 23: 316 bytes on wire (2528 bits), 316 bytes captured (2528 bits) on interface ©
¢ Ethernet II, Src: Cisco_a7:e5:01 (10:f3:11:a7:e5:01), Dst: Nearest (01:80:c2:00:00:03)
= 802.1X Authentication
Version: 802.1X-2018 (3)
Type: Unknown (157)
Length: 298
= Data (298 bytes)
Data: B80000a3042810714015601221e5b57f28f4267813c4195dd. ..
[Length: 298]

93938 Idugle Ws lugl) 030 Idpole IJs lugile Hlobs ipgggé.
eds |Jpzod:
bsns-3750-6#show cts interface gl/0/1

Global Dotlx feature is Enabled
Interface GigabitEthernetl/0/1:

CTS is enabled, mode: DOT1X
IFC state: OPEN
Authentication Status: SUCCEEDED
Peer identity: "3750Xx"
Peer's advertised capabilities: "sap"
802.1X role: Supplicant
Reauth period applied to link: Not applicable to Supplicant role
Authorization Status: SUCCEEDED
Peer SGT: 0 : Unknown
Peer SGT assignment: Trusted
SAP Status: SUCCEEDED
Version: 2

Configured pairwise ciphers:
gcm-encrypt

Replay protection: enabled
Replay protection mode: STRICT

Selected cipher: gcm-encrypt
Propagate SGT: Enabled
Cache Info:

Cache applied to link : NONE

Statistics:
authc success: 12



authc reject: 1556

authc failure: 0
authc no response: 0
authc logoff: 0
sap success: 12
sap fail: 0
authz success: 12
authz fail: 0
port auth fail: 0
L3 IPM: disabled.

Dotlx Info for GigabitEthernetl/0/1

PAE = SUPPLICANT
StartPeriod = 30

AuthPeriod = 30

HeldPeriod = 60

MaxStart =3

Credentials profile = CTS-ID-profile
EAP profile = CTS-EAP-profile
IS IJpuoré:

bsns-3750-5#show cts interface gl/0/20
Global Dotlx feature is Enabled
Interface GigabitEthernetl/0/20:
CTS is enabled, mode: DOT1X
IFC state: OPEN
Interface Active for 00:29:22.069
Authentication Status: SUCCEEDED

Peer identity: "3750X6"

Peer's advertised capabilities: "sap"
802.1X role: Authenticator
Reauth period configured: 86400
Reauth period per policy: 86400

Reauth period applied to link: 86400

default)
server configured)

(
(

(server configured)

Reauth starts in approx. 0:23:30:37 (dd:hr:mm:sec)

Peer MAC address is 10f3.11a7.e501
DotlX is initialized

Authorization Status: ALL-POLICY SUCCEEDED

Peer SGT: 0 :Unknown
Peer SGT assignment: Trusted
SAP Status: SUCCEEDED

Version: 2
Configured pairwise ciphers:
gcm-encrypt
{3, 0, 0, 0} checksum 2

Replay protection: enabled
Replay protection mode: STRICT

Selected cipher: gcm-encrypt

Propagate SGT: Enabled
Cache Info:
Cache applied to link : NONE
Data loaded from NVRAM: F
NV restoration pending: F

Cache file name : GigabitEthernetl_0_20_d
Cache valid . F
Cache is dirty : T

Peer ID : unknown



Peer mac : 0000.0000.0000
DotlX role : unknown
PMK :
00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000

Statistics:
authc success: 12
authc reject: 1542
authc failure: 0
authc no response: 0
authc logoff: 2
sap success: 12
sap fail: 0
authz success: 13
authz fail: 0
port auth fail: 0

L3 IPM: disabled.

Dotlx Info for GigabitEthernetl/0/20

PAE = AUTHENTICATOR
QuietPeriod = 60
ServerTimeout =0

SuppTimeout = 30

ReAuthMax =2

MaxReq =2

TxPeriod = 30

oule suwegpd Idesule 1JIuvdyw gem-encrypt JsJd o9 seus 1o 298 p19, sdso IJ pu
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WO 030 ldpyzJo: $I90 pop Ibdw S&HV oldued guslu IP 1Ugluo wibe AAA J3JY spduo

Lee IJs eold oJosy ASA g Catalyst 3750X Series Switch TrustSec g5 JsJ lweJduld iz ble
9luodlzol JJzue9d eds wluosd 29d IJwsss sopdrse [duvwsluwe.

SwiY, I.Jrog_éola I.,Jrog_éola |J RADIUS ¢lsd guglu: even when ould ol oo RADIUS ¢lbd suvdd
9ewpl IJ CTS suldbg ¢hss (wilo IJpuosd p0elR). 9pg S3JI: o0 IJppdu lewh IUpzsd eds
uuwslyoe:

bsns-3750-6#show run | i radius

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa authorization network ise group radius

aaa accounting dotlx default start-stop group radius


https://techzone.cisco.com/t5/Identity-Services-Engine-ISE/Trustsec-on-ASA-and-3750X-configuration-example-and/ta-p/301156
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radius-server vsa send authentication

bsns-3750-6#show cts server-list

CTS Server Radius Load Balance = DISABLED

Server Group Deadtime = 20 secs (default)

Global Server Liveness Automated Test Deadtime = 20 secs
Global Server Liveness Automated Test Idle Time = 60 mins
Global Server Liveness Automated Test = ENABLED (default)

Preferred list, 1 server(s):
*Server: 10.48.66.129, port 1812, A-ID C40A15A339286CEAC28A50DBBAC59784
Status = ALIVE
auto-test = TRUE, keywrap-enable = FALSE, idle-time = 60 mins,
deadtime = 20 secs
Installed list: CTSServerListl1l-0001, 1 server(s):
*Server: 10.48.66.129, port 1812, A-ID C40A15A339286CEAC28A50DBBAC59784
Status = ALIVE
auto-test = TRUE, keywrap-enable = FALSE, idle-time = 60 mins,
deadtime = 20 secs

bsns-3750-6#show radius server-group all
Server group radius
Sharecount = 1 sg_unconfigured = FALSE
Type = standard Memlocks =1
Server group private_sg-0
Server (10.48.66.129:1812,1646) Successful Transactions:
Authen: 8 Author: 16 Acct: O
Server_auto_test_enabled: TRUE
Keywrap enabled: FALSE

bsns-3750-6#clear cts server 10.48.66.129

bsns-3750-6#show radius server-group all
Server group radius
Sharecount = 1 sg_unconfigured = FALSE
Type = standard Memlocks =1
Server group private_sg-0

>¢Jw inorder to > 9 9¢ lJwsso 9 wslyws gds IJpelz bldo: 03l ipJ:

bsns-3750-6#show cts environment-data
CTS Environment Data

Current state = COMPLETE
Last status = Successful
Local Device SGT:
SGT tag = 0-01:Unknown
Server List Info:
Security Group Name Table:
0-00 :Unknown
2-00:VLAN10
3-00:VLAN20
4-00:VLAN100
Environment Data Lifetime = 86400 secs
Last update time = 03:23:51 UTC Thu Mar 31 2011
Env-data expires in 0:13:09:52 (dd:hr:mm:sec)
Env-data refreshes in 0:13:09:52 (dd:hr:mm:sec)
Cache data applied = NONE
State Machine is running

bsns-3750-6#show cts role-based permissions

Jebsl Jl oo, Is gusluwles Jl el ls woz: Jlve szw edsd wpdsy Wyuo CTS Jubusdope:



bsns-3750-6 (config) #cts role-based enforcement
bsns-3750-6 (config) #cts role-based enforcement vlan-list all
bsns-3750-6#show cts role-based permissions
IPv4 Role-based permissions default:
Permit IP-00
IPv4 Role-based permissions from group 2:VLAN1l0 to group Unknown:
ICMP-20

Jeb3l sdo Jdeblde pusluws 91206 B8 Jogese €y pE199 wsupel JJpuob 96 1Jejs>T

bsns-3750-5#show cts role-based permissions

IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group 2:VLAN10 to group Unknown:
ICMP-20

IPv4 Role-based permissions from group 2:VLAN10 to group 3:VLAN20:
ICMP-20
Deny IP-00

P2 9o Upuv.é:\ JJgpdle

Swp w9uosd gpsd MS Windows o peol> 96 gds pud3 g1/0/1 1Ugluo wIdpezsd 3750-5:

bsns-3750-5#show authentication sessions int gl/0/1
Interface: GigabitEthernetl1/0/1
MAC Address: 0050.5699.4eal
IP Address: 192.168.2.200
User-Name: cisco
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: Dboth
Authorized By: Authentication Server
Vlan Policy: 20
ACS ACL: XACSACLx-IP-PERMIT_ALL_TRAFFIC-51134bb2
SGT: 0003-0
Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA80001000001BD336EC4D6
Acct Session ID: 0x000002F9
Handle: O0xF80001BE

Runnable methods list:

Method State

dotlx Authc Success

mab Not run
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o0l 1J 3750-6. 509 lJpdele 1Jpived:

bsns-3750-6#show cts role-based permissions
IPv4 Role-based permissions default:

Permit IP-00
IPv4 Role-based permissions from group 2:VLAN10 to group Unknown:

ICMP-20
o0l Jusluwelo ool IJlsd 09 IJeduos) Jerds 1dens) w90 edlple wpss; (Ids/po). Idelous
09 pU lLdsw 2 1Js 1ydsw 1Uss Jl szed edles wpssi 909 0. o3l IJuoz p929s Jiw 1Jzols
OO o Suwwgdp wsluws SGA oy ISE: 909 suces |Js SGT=0. Isuol lJ9sw=0 09 gJlps
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oul IJ 3750-5. s sJ9u IJp 038 pdule:

bsns-3750-5#show cts role-based permissions

IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group 2:VLAN10 to group Unknown:
ICMP-20

IPv4 Role-based permissions from group 2:VLAN10 to group 3:VLAN20:
ICMP-20
Deny IP-00

900ld Lusluws 13,8 oul: pu 2 1Js 3. 93JY Jiu gpsd 802.1x (MS Windows) pouod widzsd
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IBsw=3. Blp 031 1Jpeld Llousle gwzd SGACL Jo,9e9dsd Humlisd 1deede s IUloo,oo
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Bspl sds wedse JJuwsluws eds [pzad Il sldozdd pu IJuvsluws 1Uessoe:

bsns-3750-5#cts refresh policy
Policy refresh in progress

bsns-3750-5#show cts role-based permissions

IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group 2:VLAN10 to group Unknown:
ICMP-20

IPv4 Role-based permissions from group Unknown to group 3:VLAN20:
ICMPlog-10
Deny IP-00

IPv4 Role-based permissions from group 2:VLAN10 to group 3:VLAN20:
ICMP-20
Deny IP-00

JJozdd pu wuisd Blises IJoede B 1Jso9d (ACL) oy ISE. xgd o3l 1l

bsns-3750-5#show ip access-lists ICMPlog-10
Role-based IP access list ICMPlog-10 (downloaded)
10 permit icmp log

JJe2dd pu cbusd Blises IJopde Bs 1Jsuosd (ACL) (sgp IJizoss). sgd o3l Ui

bsns-3750-5#show cts rbacl | b ICMPlog-10
name = ICMPlog-10
IP protocol version = IPV4
refcnt = 2
flag = 0x41000000
POLICY_ PROGRAM_SUCCESS
POLICY_RBACL_IPV4
stale = FALSE



ref_qg:
acl_infop(74009FC), name (ICMPlog-10)
sessions installed:
session hld(460000F8)
RBACL ACEs:
Num ACEs: 1
permit icmp log

Ispel sds IJesble §od ICMP:

bsns-3750-5#show cts role-based counters
Role-based IPv4 counters

# '-' in hardware counters field indicates sharing among cells with identical
policies

From To SW-Denied HW-Denied SW-Permitted HW-Permitted
2 0 0 0 4099 224

* * 0 0 321810 340989

0 3 0 0 0 0

2 3 0 0 0 0

Osel sds ool lewald po IhEsw=0 (pz9d 3750-6) [Us wble IJoybgsd MS Windows XP
(IJ9se=3) sldesblw:

bsns-3750-6#ping 192.168.2.200
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.200, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

bsns-3750-5#show cts role-based counters
Role-based IPv4 counters

# '-' in hardware counters field indicates sharing among cells with identical
policies

From To SW-Denied HW-Denied SW-Permitted HW-Permitted
2 0 0 0 4099 224

* * 0 0 322074 341126

0 3 0 0 0 5

2 3 0 0 0 0

Ospl sds e3ble $lisps IJozde Vs 1U9o9d (ACL):

bsns-3750-5#show ip access-lists ICMPlog-10
Role-based IP access list ICMPlog-10 (downloaded)
10 permit icmp log (5 matches)

IJordd pu lJuoes
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