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Rout er 1#show ip interface brief

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
G gabi t Et hernet 0/ 0 1.1.1.3 YES NVRAM up down
G gabit Et hernet 0/ 1 unassi gned YES NVRAM adni ni stratively down down

GigabitEthernetl1l/0 unassigned YES unset administratively down down



VI anl unassi gned YES NVRAM up up
62>9) pazimall oljlioYl s3 EXEC gio9 ol o service-module gigabitEthernet x/0 session oVl i<,
oo leisSs J21 0 ES 6129 U1 oS 6229 J) gl .cwinall a2gall 0 ES dnsill 5a>9)l 8 Sl
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Rout er 1#service-module gigabitEthernet 1/0 session
I P address needs to be configured on interface G gabitEthernet1/0

1 a>gall

Find out the router interface connected to the ES
.module

Rout er 1#show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B -
Sour ce Route Bridge

S- Switch, H- Host, | - IGW, r -
Repeater, P - Phone

Device ID Local Intrfce Hol dt ne Capability
Pl atform Port ID

Lab- 2811 G 1/0 157 R
NME- 16ES-1G G 1/0/2

The Local interface shows the interface !--- on the ---!
router connected internally to the switch. Configure the
.host router to manage the ES module

Rout er 1#configure terminal

Enter configuration commands, one per line. End with
.CNTL/ Z

Rout er 1(confi g) #interface gigabitethernetl/0
Router1(config-if)#ip address 172.16.1.1 255.255.255.0
Rout er 1(confi g-i f) #no shutdown

Rout er1(config-if)#exit

Rout er 1( confi g) #exit

Console into the ES Module

Rout er 1#service-module gigabitEthernetl/(0 session
Trying 172.16.1.1, 2066 ... Qpen

--- System Configuration Dialog ---

Wuld you like to enter the initial configuration
di al og? [yes/no]: no

:[Would you like to termnate autoinstall? [yes

Swi t ch>enable

Swi t ch#configure terminal

Enter configuration commands, one per line. End with
.CNTL/ Z

Swi t ch(confi g) #hostname Switch-ES

Swi t ch- ES(confi g) #interface gigabitethernet 1/0/2

Swi t ch- ES(confi g-if)#no switchport

Swi tch-ES(config-if)#ip address 172.16.1.2 255.255.255.0
Swi tch- ES(confi g-if) #exit




GigabitEthernet 1/0/2 connects the ES module to the ---!
router. Switch-ES(config)#line console 0
Swi t ch- ES(confi g-1i ne) #password a9913
Swi t ch- ES(confi g-1i ne) #exec-timeout 30
Swi t ch- ES(confi g-1i ne) #exit

Swi tch- ES(confi g) #1ine vty 0 4
Swi t ch- ES(confi g-1i ne) #password a9913
Swi t ch- ES(confi g-1i ne)#login
Swi t ch- ES(confi g-1i ne) #exec-timeout 30
Swi t ch- ES(confi g-1i ne) #exit

GigabitEthernet1/0/2 ag>l9 oo .ES ddaail 62>4)l 0 show ip interface brief oVl 21,5V 138 Lo e,
wanll a>g0ll, dwolJ| GigabitEthernet1/0 dag>lg, dlaoill ES 60>9 Juogis

Interface | P- Addr ess
VI anl unassi gned
Fast Et hernet 1/ 0/ 1 unassi gned
Fast Et her net 1/ 0/ 2 unassi gned
Fast Et hernet 1/ 0/ 3 unassi gned
Fast Et her net 1/ 0/ 4 unassi gned
Fast Et hernet 1/ 0/ 5 unassi gned
Fast Et hernet 1/ 0/ 6 unassi gned
Fast Et hernet 1/ 0/ 7 unassi gned
Fast Et hernet 1/ 0/ 8 unassi gned
Fast Et hernet 1/ 0/ 9 unassi gned
Fast Et her net 1/ 0/ 10 unassi gned
Fast Et hernet 1/ 0/ 11 unassi gned
Fast Et her net 1/ 0/ 12 unassi gned
Fast Et her net 1/ 0/ 13 unassi gned
Fast Et her net 1/ 0/ 14 unassi gned
Fast Et her net 1/ 0/ 15 unassi gned
Fast Et her net 1/ 0/ 16 unassi gned
G gabitEthernet1/0/1 unassi gned
GigabitEthernetl1l/0/2 172.16.1.2

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset

Swi t ch- ES#fshow ip int brief
OK? Met hod Status
admi ni stratively down down

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

YES manual up

Pr ot ocol

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

up
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EtherSwitch Service Module

Logical Representation of ISR with ES module

.wanll azgall JI 6392l X a5 B+ _JlJI+CHrl lc lnsiall JI zlixs

service-module gigabitEthernet auul=Jl zuue ol jlao] dd=d (azgall o dwlxl guwe J dxlxy s 13
.lhilieVl s3> a>gall EXEC gi09 0 X/0 session clear

VLAN 9 VTP oSl

clio all the oy Lol .adass 6a>9 ES 8 ¢,16 VTP domain name Jlg Jsb wglwl VTP JI Lol il
ip oVl 0655 pi .10 o8, VLAN S 9 (DHCP (172.16.10.20 o315 2>, (Jlall [3® 8 .VLAN1 _JI
oolic e Jaaxll 10 a9, VLAN éSuis clisowl VLAN olSus o> Je assistant-address 172.16.10.20

.03® VLAN olSai 3 639200l 63650 DHCP p3l5 0 IP

ES Jo>oJ|

VTP Configuration

Swi t ch- ES(confi g) #vtp mode transparent
.Setting device to VIP TRANSPARENT node
Swi t ch- ES(confi g) #vtp domain LAB

Changi ng VTP dormai n name from NULL to LAB
#(Swi t ch- ES(config

Create VLANSs

Swi t ch- ES( confi g) #vlan 10,50,51,100,200
Swi t ch- ES(confi g- vl an) #exit
#(Swi t ch- ES(config

Configure VLANSs

Swi t ch- ES(confi g) #interface vlan 10
Switch-ES(config-if)#ip address 172.16.10.1
255.255.255.0

Swi tch- ES(config-if)#no shutdown




Switch-ES(config-if)#interface vlan 50

Swi tch-ES(config-if)#ip address 172.16.50.1
255.255.255.0

Swi t ch- ES(confi g-if)#ip helper-address 172.16.10.20
Switch- ES(config-if)#no shutdown

Switch-ES(config-if)#interface vlan 51
Switch-ES(config-if)#ip address 172.16.51.1
255.255.255.0

Swi t ch- ES(confi g-if)#ip helper-address 172.16.10.20
Switch- ES(config-if)#no shutdown

Swi t ch- ES(confi g-i f)#interface vlan 100
Switch-ES(config-if)#ip address 172.16.100.1
255.255.255.0

Swi t ch- ES(confi g-if)#ip helper-address 172.16.10.20
Switch- ES(config-if)#no shutdown

Swi t ch- ES(confi g-i f)#interface vlan 200
Switch-ES(config-if)#ip address 172.16.200.1
255.255.255.0

Swi t ch- ES(confi g-if)#ip helper-address 172.16.10.20
Switch- ES(config-if)#no shutdown

Swi t ch- ES#show vlan

VLAN Nane St at us Ports

defaul t active Fal/0/1, Fal/0/2, Fal/0/3 1
Fal/0/4, Fal/0/7, Fal/0/8
Fal/0/9, Fal/0/10, Fal/0/11
Fal/0/ 12, Fal/0/13, Fal/0/14
Fal/0/15, Fal/0/16, G 1/0/1

G 1/0/2
VLANOO010 active 10
VLANOO50 active 50
VLANOO51 active 51
VLANO100 active 100
VLANO200 active 200
f ddi - def aul t act/unsup 1002
t oken-ri ng- def aul t act/unsup 1003
f ddi net - def aul t act/unsup 1004
trnet-default act/unsup 1005
VLAN Type SAID MIU  Parent RingNo BridgeNo Stp BrdgMbde Transl Trans2
enet 100001 1500 - - - - - 0 0 1
VLAN Type SAID MIU  Parent RingNo BridgeNo Stp BrdghWbde Transl Trans2
enet 100010 1500 - - - - - 0 0 10
enet 100050 1500 - - - - - 0 0 50
enet 100051 1500 - - - - - 0 0 51
enet 100100 1500 - - - - - 0 0 100
enet 100200 1500 - - - - - 0 0 200
fddi 101002 1500 - - - - - 0 0 1002
tr 101003 1500 - - - - - 0 0 1003
fdnet 101004 1500 - - - i eee - 0 0 1004
trnet 101005 1500 - - - ibm - 0 0 1005



Renot e SPAN VLANs

Swi t ch- ES#show vtp status

VTP Version D2

Confi guration Revision 0

Maxi mum VLANs supported locally : 1005

Number of existing VLANs : 10

VTP Operating Mde : Transparent

VTP Domai n Nane : LAB

VTP Pruni ng Mde : Disabled

VTP V2 Mode . Disabl ed

VTP Traps Generation : Disabled

MD5 di gest : 0x21 0x51 OxD5 Ox4E 0x30 OxA5 0x46 0x3C

Configuration last nodified by 0.0.0.0 at 10-27-06 18:28: 10
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Spanning-Tree Configuration

Swi t ch- ES(conf i g) #spanning-tree mode rapid-pvst
Swi t ch- ES( confi g) #spanning-tree vlan 10,50,51,100,200
root primary

Trunk & Port Channel Configuration

Swi t ch- ES(confi g) #interface port-channel 1

Swi t ch- ES(confi g-if)#switchport trunk encapsulation
dotlg

Swi t ch- ES(confi g-if)#switchport mode trunk

Swi t ch- ES(confi g-if)#switchport trunk allowed vlan
100,200

Swi tch- ES(config-if) #exit

Swi t ch- ES(confi g) #interface range fastethernet 1/0/5-6
Swi t ch- ES(confi g-if-range) #switchport trunk
encapsulation dotlqg

Swi t ch- ES(confi g-i f-range) #switchport mode trunk

Swi t ch- ES(confi g-if-range) #switchport trunk allowed vlan
100,200

Swi t ch- ES(confi g-i f-range) #channel-group 1 mode on

Swi t ch- ES(confi g-i f-range) #exit

Access1

Accessl switch configuration




VLANOOO1
VLANO100
VLANO200

Por t

Port

Accessl(confi g) #vtp mode transparent
.Setting device to VIP TRANSPARENT node

Accessl(confi g) #vtp domain LAB
Changi ng VTP dorai n name from NULL to LAB

Accessl(confi g) #vlan 100,200
Accessl(config-vl an) #exit

Accessl(confi g) #spanning-tree mode rapid-pvst

Accessl(confi g) #interface port-channel 1
Accessl(config-if)#switchport trunk encapsulation dotlg
Accessl(config-if)#switchport mode trunk
Accessl(config-if)#switchport trunk allowed vlan 100,200
Accessl(config-if)#exit

Accessl(confi g) #interface range FastEthernet 0/1 - 2
Accessl(config-if-range)#switchport trunk encapsulation
dotlg

Accessl(config-if-range)#switchport mode trunk
Accessl1(config-if-range)#switchport trunk allowed vlan
100,200

Accessl1(config-if-range)#channel-group 1 mode on
Accessl(config-if-range)#exit

Swi t ch- ES#{show spanning-tree summary

Switch is in rapid-pvst node

Root bridge for: VLANOOO1l, VLANO100, VLANO200
Ext ended system | D i s enabl ed
Portfast Default is disabl ed

Port Fast BPDU Guard Default is disabled
Portfast BPDU Filter Default is disabled

Loopguard Def aul t i s disabled

Et her Channel misconfig guard is enabl ed
Upl i nkFast i s disabled
BackboneFast i s disabled

Confi gured Pat hcost nethod used is short

Bl ocki ng Li stening Learning Forwardi ng STP Active

0 0 0 1 1
0 0 0 1 1
0 0 0 1 1
0 0 0 3 33

Swi t ch- ES#fshow interface port-channel 1 trunk

Mode Encapsul ati on Status Nati ve vl an

Pol on 802. 1q trunki ng 1
Por t VI ans al | owed on trunk

Pol 100, 200

Por t VI ans al l owed and active in management domain
Pol 100, 200

VIl ans in spanning tree forwarding state and not pruned
Pol 100, 200
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Configure the port for server

Swi t ch- ES(confi g) #interface fastEthernet 1/0/7
Swi t ch- ES(confi g-i f) #switchport mode access

Swi t ch- ES(confi g-if)#switchport access vlan 10
Swi t ch- ES(confi g-i f) #spanning-tree portfast

Swi t ch- ES(confi g-if)#speed 100

Swi t ch- ES(confi g-if)#duplex full

Swi t ch- ES(confi g-if) #exit

Configure Port for Printer

Swi t ch- ES(confi g) #interface fastethernet 1/0/8
Swi t ch- ES(confi g-i f) #switchport mode access

Swi t ch- ES(confi g-if)#switchport access vlan 51
Swi t ch- ES(confi g-i f) #spanning-tree portfast

Swi t ch- ES(confi g-if) #exit

< | Adio

wswlel LAN a8 Jozo (0953 Wlow gl daiall (955 9509

ES Jo=all

Configure the port for Voice

Swi t ch- ES(confi g) #interface fastethernet 1/0/9
Swi t ch- ES(confi g-i f) #switchport mode access

Swi t ch- ES(confi g-if) #switchport access vlan 51
Swi t ch- ES(confi g-i f) #switchport voice vlan 50
Swi t ch- ES(confi g-i f) #spanning-tree portfast

a>qill oS

ES Jo=xall

Configure the default route

Swi t ch- ES(confi g) #ip routing
Swi t ch- ES(confi g) #ip route 0.0.0.0 0.0.0.0 172.16.1.1

1 a>gall

Configure the route to LAN




Rout er 1(confi g) #ip route 172.16.0.0 255.255.0.0
172.16.1.2

do 3| 659> 1peSS

e Jgaxll LoVl Cisco AutoQoS i gl .deasdl 636> oS aslaldl doal 636> awall 1id paiu,
gkl aoxxl 639> Jo> ©logleall (o 2 j0

ES Jo=xall

Configure QoS on the port where IP phone is connected

Swi t ch- ES(confi g) #interface fastethernet 1/0/9
Swi t ch- ES(confi g-if)#auto gos voip cisco-phone
Swi tch- ES(config-if)#exit

.Configure QoS on the uplink port to the host router

Swi t ch- ES(confi g) #interface gigabitEthernet 1/0/2
Swi t ch- ES(confi g-if)#auto gos voip trust

1 a>gall

Create Class map

Rout er 1( confi g) #class-map match-any VoIP-Control
Rout er 1(confi g- cmap) #match ip dscp AF31
Rout er 1( confi g- crmap) #exit

Rout er 1( confi g) #class-map match-any VoIP-RTP
Rout er 1(confi g- cmap) #match ip dscp EF
Rout er 1( confi g- crmap) #exit

Create Policy map

Rout er 1( confi g) #policy-map Policy-VoIP
Rout er 1(confi g- pmap) #class VoIP-RTP

Rout er 1( confi g- pmap- ¢) #priority percent 70
Rout er 1(confi g- pmap- ¢) #class VoIP-Control
Rout er 1( confi g- pmap- ¢) #bandwidth percent 5
Rout er 1( confi g- pmap- ¢) #class class-default
Rout er 1(confi g- pmap- c) #fair-queue

Rout er 1(confi g- pmap- c) #exit

Rout er 1(confi g- pmap) #exit

Apply the policy on the interface connects to the ES
Module

Rout er 1(confi g) #interface gigabitEthernet 1/0
Rout er 1(confi g-if) #service-policy output Policy-VoIP
Rout er1(config-if)#exit

oSl 13D a0 oo B8zl ez | W 229, Y
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