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Create VLANSs




,default

,Fal/5,

Fal/9,

Fal/1lo0,
Fal/1l3,

Routerl#vlan database
Routerl (vlan) #vlan 10
:VLAN 10 added

Name: VLANOO10
Routerl (vlan) #vlan 51
:VLAN 51 added

Name: VLANOOS51
Routerl (vlan) #vlan 50
:VLAN 50 added

Name: VLANOO0O50
Routerl (vlan) #vlan 100
:VLAN 100 added

Name: VLANO0100
Routerl (vlan) #vlan 200
:VLAN 200 added

Name: VLANO0200
Routerl (vlan) #exit
.APPLY completed
....Exiting
Routerl#

Configure VLANs

Routerl (config) #interface vlan 10
Routerl (config-if) #ip address 172.16.10.1 255.255.255.0

Routerl (config-if) #interface vlan 50
Routerl (config-if) #ip address 172.16.50.1 255.255.255.0
Routerl (config-if) #ip helper-address 172.16.10.20

Routerl (config-if) #interface vlan 51
Routerl (config-if) #ip address 172.16.51.1 255.255.255.0
Routerl (config-if) #ip helper-address 172.16.10.20

Routerl (config-if) #interface vlan 100
Routerl (config-if) #ip address 172.16.100.1 255.255.255.0
Routerl (config-if) #ip helper-address 172.16.10.20

Routerl (config-if) #interface vlan 200
Routerl (config-if) #ip address 172.16.200.1 255.255.255.0
Routerl (config-if) #ip helper-address 172.16.10.20

Fal/6,

Routerl#show vlan-switch

VLAN Name Status Ports

active Fal/0, Fal/2, Fal/3, Fal/4 1

Fal/7, Fal/S8
Fal/1ll, Fal/1l2
Fal/1l4, Fal/l5

VLANO0010 active 10
VLANO0050 active 50
VLANO0051 active 51
VLANO0100 active 100
VLANO0200 active 200
fddi-default active 1002
token-ring-default active 1003
fddinet-default active 1004

trnet-default active 1005



VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans?2

enet 100001 1500 - - - - - 1002 1003 1
enet 100010 1500 - - - - - 0 0 10
enet 100050 1500 - - - - - 0 0 50
enet 100051 1500 - - - - - 0 0 51
enet 100100 1500 - - - - - 0 0 100

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans?
enet 100200 1500 - - - - - 0 0 200

fddi 101002 1500 - - - - - 1 1003 1002

tr 101003 1500 1005 0 - - srb 1 1002 1003
fdnet 101004 1500 - - 1 ibm - 0 0 1004
trnet 101005 1500 - - 1 ibm - 0 0 1005
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VTP Configuration

Routerl#vlan database

Routerl (vlan) #vtp transparent

.Setting device to VTP TRANSPARENT mode
Routerl (vlan) #vtp domain LAB

Changing VTP domain name from NULL to LAB
Routerl (vlan) #exit

.APPLY completed

.Exiting

Spanning-Tree Configuration

Routerl (config) #spanning-tree vlan 1 root primary
Routerl (config) #spanning-tree vlan 10 root primary
Routerl (config) #spanning-tree vlan 50 root primary
Routerl (config) #spanning-tree vlan 51 root primary

Routerl (config) #spanning-tree vlan 100 root primary
Routerl (config) #spanning-tree vlan 200 root primary

Trunk and Port Channel Configuration

Routerl (config) #interface port-channel 1

Routerl (config-if) #switchport mode trunk

dotlg is the default encapsulation. Routerl (config- ---!
if) #switchport trunk allowed vlan 100,200

Command rejected: Bad VLAN allowed list. You have to
,include all default vlans

.e.g. 1-2,1002-1005

Command rejected: Bad VLAN allowed list. You have to




MD5 digest

,include all default vlans

.e.g. 1-2,1002-1005

Routerl (config-if) #switchport trunk allowed vlan 1,1002-
1005,100,200

Routerl (config-if) #exit

Routerl (config) #interface range fastEthernet 1/0 - 1
Routerl (config-if-range) #switchport mode trunk

dotlg is the default encapsulation. Routerl (config- ---!
if-range) #switchport trunk allowed vlan 1,1002-
1005,100,200

Routerl (config-if-range) #channel-group 1 mode on

Routerl (config-if-range) #exit

Access1

Accessl Switch Configuration

Accessl (config) #vlan 100,200
Accessl (config-vlan) #exit

Accessl (config) #vtp mode transparent
.Setting device to VTP TRANSPARENT mode

Accessl (config) #vtp domain LAB
Changing VTP domain name from NULL to LAB

Accessl (config) #interface port-channel 1

Accessl (config-if) #switchport trunk encapsulation dotlg
Accessl (config-if) #switchport mode trunk

Accessl (config-if) #switchport trunk allowed vlan 1,1002-
1005,100,200

Accessl (config-if) #exit

Accessl (config) #interface range FastEthernet 0/1 - 2
Accessl (config-if-range) #switchport trunk encapsulation
dotlg

Accessl (config-if-range) #switchport mode trunk

Accessl (config-if-range) #switchport trunk allowed vlan
1,1002-1005,100,200

Accessl (config-if-range) #channel-group 1 mode on

Accessl (config-if-range) #exit

Routerlf#show vtp status

VTP Version : 2
Configuration Revision : 0

Maximum VLANs supported locally : 52

Number of existing VLANs : 10

VTP Operating Mode : Transparent
VTP Domain Name : LAB

VTP Pruning Mode : Disabled
VTP V2 Mode : Disabled
VTP Traps Generation : Disabled

0x8D 0x71 0x37 0x29 0x6C 0xB0 O0xF2 0x0E

Configuration last modified by 172.22.1.197 at 2-20-07 22:31:06

Routerl#

Routerl#show interface fastethernet 1/0 trunk

Mode Encapsulation Status Native vlan
Fal/0 on 802.1qg trunk-inbndl 1



(Pol)

Port Vlans allowed on trunk

Fal/0 1,100,200,1002-1005

Port Vlans allowed and active in management domain

Fal/0 1,100,200

Port Vlans in spanning tree forwarding state and not pruned
Fal/0 1,100,200

Routerl#show spanning-tree summary

.Root bridge for: VLAN1l, VLAN1O, VLAN50, VLAN51, VLAN100, VLAN200

PortFast BPDU Guard is disabled
UplinkFast is disabled
BackboneFast is disabled

Blocking Listening Learning Forwarding STP Active

VLAN1 0 0 0 1 1
VLAN10 0 0 0 1 1
VLANS50 0 0 0 1 1
VLANS51 0 0 0 1 1
VLAN100 0 0 0 1 1
VLAN200 0 0 0 1 1
VLANs 0 0 0 6 6 6

Jouooll 33lis S
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Port for Server Configuration

Routerl (config) #interface fastEthernet 1/2
Routerl (config-if) #switchport mode access
Routerl (config-if) #switchport access vlan 10
Routerl (config-if) #spanning-tree portfast
Routerl (config-if) #speed 100

Routerl (config-if) #duplex full

Routerl (config-if) #fexit

Port for Printer Configuration

Routerl (config) #interface fastethernet 1/3
Routerl (config-if) #switchport mode access
Routerl (config-if) #switchport access vlan 51
Routerl (config-if) #spanning-tree portfast
Routerl (config-if) #exit
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Configure the port for Voice

Routerl (config) #interface fastethernet 1/4
Routerl (config-if) #switchport mode access
Routerl (config-if) #switchport access vlan 51
Routerl (config-if) #switchport voice vlan 50
Routerl (config-if) #spanning-tree portfast
Routerl (config-if) #mls gos trust cos

(Q0S) doal 639> 1peSS

ESW dganill 6250) e oYl doasl 635> (055 o |id

Routerl#show wrr-queue bandwidth
WRR Queue : 1 2 3 4

Bandwidth : 1 2 4 8
wrr-queue bandwidth is disabled

Routerl#show wrr-queue cos-map
CoS Value : 0 1 2 3 4 5 6 7

Priority Queue : 1 1 2 2 3 3 4 4
wrr-queue cos map is disabled

Routerl#show mls gos maps cos-dscp
:Cos-dscp map
cos: o 1 2 3 4 5 6 7

dscp: 0 8 16 26 32 46 48 56
Routerl#show mls gos maps dscp-cos

:Dscp-cos map
dscp: 0 8 10 16 18 24 26 32 34 40 46 48 56

cos: 0 1 1 2 2 3 3 4 4 5 5 6 7
il o lueSil pLudVl 0i® piogs

WRR Uil o5lg9 0SS -
(CoS) doaxll asill @8 _JI daiol =SS -
Slwlul 2019 eSS -

WRR Uil aslgd (0S5
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Routerl (config) fwrr-queue cos-map 1 0 1

Routerl (config) fwrr-queue cos-map 2 2

Routerl (config) fwrr-queue cos-map 3 3 4

Routerl (config) #fwrr-queue cos-map 4 5 6 7
wrr-queue cos-map Router (config) #fwrr-queue ---!
bandwidth 1 16 64 255

wrr-queue bandwidth ---!

HlasYl sl Clales go asill

Routerl#show wrr-queue bandwidth

WRR Queue : 1 2 3 4

Bandwidth : 1 2 4 8

Default values WRR Queue 1 2 3 4 Bandwidth : 1 16 64 255 !--- Configured values ---!
Routerl#show wrr-queue cos-map

CoS Value : 001 2 3 4 5 6 7

Priority Queue : 1 1 2 2 3 3 4 4

Default values CoS Value : 01 2 3 4 5 6 7 Priority Queue : 1 1 2 3 3 4 4 4 !--- Configured ---!
values

oSl a2y U] dnild JS 599 COS dady ,lanVl dssld a8, Joaxll 1id auvs,

sl CoS aasd meJ|
1 10 1

16 2 2
64 43 3
255 765 4

CoS §g5¢) daioll oSG
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Routerl (config) #interface fastethernetl/4

Routerl (config-if) #mls gos trust cos

Trust the CoS value of the frames from the IP ---!
phone. Routerl (config-if)#mls gos cos override

Reset the CoS value of the frames from PC to 0. ---!
Routerl (config-if) #exit

Routerl (config) #interface range fastEthernet 1/0 - 1
Routerl (config-if-range) #mls gos trust cos
Trust the CoS value of the frames from this trunk ---!

link. Routerl (config-if-range) #fexit

Slwlull 019 oSS
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Routerl (config) #ip access-list extended ACTIVE-FTP
Routerl (config-ext-nacl) #permit tcp any any eq ftp
Routerl (config-ext-nacl) #permit tcp any any eq ftp-data
Routerl (config-ext-nacl) #exit

Routerl (config) #class-map ACTIVE-FTP-CLASS

Routerl (config-cmap) #match class ACTIVE-FTP

Routerl (config-cmap) #exit

Routerl (config) #policy-map ACTIVE-FTP-POLICY

Routerl (config-pmap) #class ACTIVE-FTP-CLASS

Routerl (config-pmap-c) #police 5000000 conform-action
transmit exceed-action drop

Routerl (config-pmap-c) #exit

Routerl (config-pmap) #exit

Routerl (config) #interface fastethernetl/2

Routerl (config-if) #service-policy input ACTIVE-FTP-
POLICY

Routerl (config-if) #exit

LD &> )30 D9 .dsasill ESW wlasg (8 plaiall o655 5 abld 50:8 Jid
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Routerl#show policy-map
Policy Map FINANCE-POLICY
Class FINANCE-CLASS
set cos 4

Routerl (config) #interface fastethernetl/4
Routerl (config-if) #service-policy input FINANCE-POLICY
Error: FastEthernetl/4 Service Policy Configuration Failed.Only Police Action S%
upported
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