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AceC6k2 Admin# show np 1 me-stats "-slb -v"
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AceC6k2/Admin(config)#parameter-map type http ParseLen
AceC6k2/Admin(config-parammap-http)# eze9e6 ¢

bod IJg> IJISLos JJpzwss - maxParse-length o dgsy 1Je» U8 os Jdpewss

boJ 1Jes IJisuos Jluw IJodsso-maxParse-header

pe3d p23d 98¢ IUped9ple (URL) pJd wg s IJLowlb (cookie-in-url-query) IJelu9s -
pe>d ped pdVle wgHsV IJhoulb

ou Idsl oz I lJlzuolissle |._~J_9|J>6 ig_,JIo Jl spedu io ouwe JJd Idools! 1dgld9s [Jpewpds.
gldol ol U b, 1Us 1o @l 1ol sniffer 9 w958 1Jz29d IUJILo 8 wluwble B pelads Jdop
el seau.


https://tools.cisco.com/bugsearch/bug/CSCtj42969

03l 09 IJwow 1J3s zedus 18sp 1o, 238> B IUluosh 4.1.x Juwys IJleoldle I psoulbs Lbgld
JIos pesu.

CSCti03084 . |wo: [bol, suLo) wolub - g0 IJloualdle Idpyoubs veoues Jluod
Bspl sds Jsdsé luvaeale 03l 1die) 1zss5s.

lodle G wum Idbgldle IJJILeds B supe "ldedluosd” (IJie) pgds) sluvaediue pesd
IJbéld 1dslgds.

<#root>
Scimitarl/Admin#

show sticky data detail

processor (0/0): 0

results index: 1of 1

sticky group: RESERVATIONS_STICKY

sticky type: IP

rserver: vmware-46

realPort: 80

timeout (secs): 1200

sticky-entry: 192.168.20.0
internal entry-id:

0x200004

time-to-expire (secs): 1198

stcky-hit-count: 63402

active-conn-count: 1

in-use reference count: 0

static entry: FALSE

reverse entry: FALSE

active entry: TRUE

timeout-active-conns: FALSE

created-from-HA-peer: FALSE

HA-replicated-at-Teast-once: TRUE
With the internal entry-id you can 1list all connections using that entry.

Scimitarl/Admin#

show conn sticky 0x200004

conn-id np dir proto vlan source destination state
—————————— R e e A e it
653622 1 in TCP 20 192.168.20.45:47377 192.168.20.15:80 SYNSEEN
658234 1 out TCP 40 192.168.40.46:80 192.168.20.45:47377  INIT
Scimitarl/Admin#
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<#froot>

switch/Admin#

show np 1 nme-stats "-c 242"

Connection ID:seq: 242[0xf2].0

Other ConnID

Proxy ConnID

Next Q

: 243[0xf3].0

: 0[0x0].0
: 0[0x0]

192.168.20.45:44425 -> 192.168.20.15:80 [RX-NextHop: TX] [TX-NextHop: TX]

Flags: PAT: No DynNAT: No Implicit PAT: No On_Reuse: No

L3 Protocol : IPv4 L4 Protocol )
Inbound Flag 1

Interface Match : Yes

Interface MatchID: 3

EncapsID:ver : 45:0 TCP ACK delta : 0xc8228d7e
MSS : 1460 TOS Stamp : 0
Repeat mode : No Punt Flag : No

TOS Stamp : No TCP Window Check: No

ACE ID : 98 NAT Policy ID : 0

Post NAT hop : 0

Packet Count : 5 Byte Count 309

TCP Information: (State = 3)

Window size 1 6432 Window scale : 0

FIN seen : No FIN/ACK seen : No

FIN/ACK exp : No Close initiator : No

FIN/ACK expval: 5b40000 Last seq : 9f50cfcO
timestamp_delta: 0 Last ack : 947b3980
Data/ACK Trigger : 947b3980 Trigger Status 1
Timestamp : 39cd8

TCP options negotiated:

Sack:Clear TS:Clear Windowscale: Clear
Reserved: Allow Exceed MSS: Deny Window var: Allow
Sticky Internal Entry-id : 0x200006

Raw Connection Entry

0000
0010
0020
0030
0040
0050
0060
0070

0x00000000
0xad890050
0x000000f3
0x00000005
0x9f50cfcO
0x00000062
0x00000000
0x0000bc90

Oxc0a8142d
0xc8228d7e
0x00000000
0x00000135
0x947b3980
0x947b3980
0x00000000
0x00000000

0xc0a8140f
0x002d0000
0x080a2480
0x19200030
0x00039cd8
0x00039cb1
0x00000000
0x00000000

0x06090003
0x05b40000
0x24450000
0x05b40000
0x00000000
0x00000000
0x00000000
0x00000000

switch/Admin#
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Can not view this . file attachment inline, please click on the following Tink to view the attachment.
http://cdetsweb-prd.cisco.com/apps/dumpcr_att?identifier=CSCti03084&title=Diffs-commit-converge_dev&ext:

Diffs-commit-converge_dev: ¢ pw [ ols 07/29/2010 04:05:46 oo $J gdufour

Can not view this . file attachment inline, please click on the following Tink to view the attachment.
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Can not view this . file attachment inline, please click on the following Tink to view the attachment.
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Can not view this . file attachment inline, please click on the following Tink to view the attachment.
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_ 07/28/2010 .
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Static-analysis-runinfo —> Static- U boé: 07/28/2010 ol
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N—> RNE-Approval-FLG: 01:59:11 £39199,
—> Static-analysis-runinfo euslu lJpdlebé: 07/28/2010 £39.99,

01:59:11
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<#root>

ctwlprod001/maxcon# show sticky database group groupl
sticky group : groupl
type : HTTP-COOKIE

timeout : 5 timeout-activeconns : TRUE

sticky-entry rserver-instance time-to-expire flags
————————————————————— e et s e e L
18119923635054054134 rser3:0 293 -
5834233610907968705

rser2:0 6 -
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Until version 4.1.x it was also impossible to know the hash value from the original data.
This is why the command

show sticky hash

is useful. This command will hash whatever text you provide and return the hash value in hexadecimal

ctwlprod00l/maxcon# show sticky hash

ciscol23

Hash: 0x50f75c8edad064cl -

5834233610907968705

ctwlprod001l/maxcon# show sticky hash testingl23
Hash: Oxfb76e68ae89a0af6 - 18119923635054054134
ctwlprod001l/maxcon#

In the example above, the text ciscol23 1is hashed into value

5834233610907968705

This value correspond to the sticky entry pointing to rser2:0
Below is another example with cookie insert.

ctwlprod00l/maxcon# sh sticky cookie-insert group groupl

Cookie | HashKey | rserver-instance
———————————— s s ettt bbb e &
R876364218 | 8016668853981260554 | sl/rserl:0
R876365307 | 1555693097661300743 | sl/rser2:0
R876366396 | 9600904050871858939 | sl/rser3:0
R876367485 | 3122196043780649991 | sl/rser4:0
R2830679934 | 17805359266603035579 | s2/rser4:0
R2830681023 | 81717080676150073 | s2/rser5:0

ctwlprod00l/maxcon# sh sticky hash R876364218
Hash: 0x6f40edd93b7dab0a - 8016668853981260554

ctwlprod00l/maxcon# sh sticky hash R2830681023
Hash: 0x12251407dc8ab39 - 81717080676150073
ctwlprod00l/maxcon#
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