wgpesE uvedlo lIdJooog ablwol Llguegsle
ceuwsu Jogwesd 1Jpge>

lJpzooslo
Lo 9500
21,6 glpd

gl o | 8

|Jpé>p6

SueWd o3l IJp e weuwsu Idouvesd 1Jpses 1Jzrs> JJzuosd eds wzywo guduwo Jzpe
epdsle ldooog 1Ugluod wlduble gblwol.

IJIE)lLo 1 pdsé:
o lgwadyulad 1Jigble gl odlzol. guspl $9lzo IdosId puvdJé Blu IJuslole 1Je9z956 B
pJVdle Uoﬁo-__;(c_ SpJdu I.;J:oe)gg, ISpo 2l JJogy eds IdpuvdJs gzdol. =
« ouoese ldligble. 95pdu 1o w99, w9loz pdVle lJoowe Jdpuwedspso puby)l 1Ye) 586
Jiplele Iduble 9¢pdsleo.
Js9O subcedsv

* ouwed psjo IJooos wuluosd Ui@lo lUslgdss IJos wese sld 1Josdd. souvdd 39,680
soe logsle pJBle IJoowe Idos ceess eds Bl Idoowe 1ddled J9zrs uplbss



gupdsol gswpe lJlzevdlb oo ldpdudle Vs >Jsd tracelog.

* Spdud oS puled eds uble lJpddlo. Spdy 2309 pdle IJoowg pu 03l IUsdsd 290
IJeles) eds ble 1Jzol;.

s spdoud udd wedle IJoooe 1Js pslde wasds. spdod [uwegsle FTP 9 TFTP 9pl |Js
3JYe Jouwe Ipdle Jopdsdol Iy oepsdol 1Us 21Js pdegzs wluuogsle pyd; Idpuslesé
lJousse (TAC).

* Jlspdud cgbsd wedle ldooog 9JI0 spdud oess) puvoss lJoooe Jogass
P Idpedsple ldos wrss wreseol JIJ 9226 Lpbss.

euvossle lJooog

opds puwogsle ldoooe zee ldpedsple IJos wp IJlzowlb Lol gs..s lJeeio IJpsde Jdowoe
l9 IJpd. odou zpse puvessle IJowog Idpolzs Idoldss sogine lugle luwlisd Idos sop
ouwzsdol B JJ puwess.

elds IJbshs—> IJuble g5, puvediles) Slod Jdluwaisle.

ebol—> 258 5935 [ds B3l wuwsl JUsblisd 290 2 ddliss: pel spod pupdds Es)
po9986 Jl spdu lu wie) eds Idgpdsle eds 1By, 9JJo spdu o wdys Jol g9l §e WBs
lJeuweodod.

oIS —> puvIdds Spdu gdol edylissl i_9 elJo spdu o w938 |Js Wsly 1J9bswds |51 Je
Sop ldopdsd Ssol 9pgldzool wuw,gs.

lubeb—> pzeses puwess Iduved IJdsluvs JJspole IJopbss. sdodb o3l Idpuucss 1Jizsle
Iolos IJos wzae slgd Idoble.

peJ9plo—> ruwlisd ledlpss B§b. 93, pedsple lualdss eod Iisle IUpops IUpoed §6
Juble 9 ppsjleo.

$98, debug—> Lwzdle wuoese IJigble. ;
S99, verbose—> |Jp w98 IJQI¢3§ Juvgdlo wuoese IJlgble.
IJoos ole—> wp vywesd Ide IUIbuos Jdyuwlsd 1dppdus.

&2 puvossle lJoooe IUeldsé

Spdud 5388 puwe9s IJooue Jis 9236 upbss 9ugss, o wluwegsle 1Jie, show platform
software trace level.

S&Huo o3l Uip_) euvu9s lJooog Jepdsle bLs lebé IJogese eds RP IJuuvb.
Router#tshow platform software trace level forwarding-manager rp active

03l o9 IUpdre:

Module Name Trace Level

acl Notice



active-identity Notice

alg Notice
appnav-controller Notice
aps Notice
bcrpgc Informational
bfd Notice
bier Notice

wgdsd puvess lJooog

Sedud edsd puness coue Jspds wepbss pesud 9 zase Idsedle IJupbss B gedss ol.
JJBsle widd: spdud |uwasle IJle, set platform software trace.

sepd 03l 1Jie, set platform software trace chassis-manager fO0 cman_fp warning eJs s,
puww9s IJoowg cman_fp WS pess) IJosIdd 1Jglue w ESP W 1Jwezs 0 1Js puvess
lJogds,).

Spdud IJoedd pu lJogss) wluvaesle o3l 1Jie, show platform software trace level chassis-
manager fO

03l 09 1Jperz:

Module Name Trace Level
bcrpgc Informational
bipc Notice
bsignal Notice

btrace Notice
btrace_ra Notice

cd111ib Notice

chasfs Notice
cman_fp Warning

esblo ldoowg 1Jgyss0

wael py 168 v 9>p Cisco wepwsy I.Jouuaq._] lJe9z>. 1Josu o9 |uile o:@vé ouwesd uwdwéd
Jdpuwere wsu ouwesd 105e9d IUs 10S 9lubes cuvesd IUgpdsle 1 s. spdu see
IJowedle po JJNJobleso 58,000l Cldesose Ispus: pel suwod edsd luwodulo Ieble
IJoble sluodlzol.

w2 epdsle ldoowe Jepdss peodds

SpJu luweesle 11, show logging process Jg, o pzoss gpdsle IJoooe IJos op loubldol



w9luwbo IJg pdsle 1Jpers6. spdo wuopsu Iduvedlo pu ddsd IJogiso IJpsde 9 tracelogs
s IJIg)lz.

ould lsuol 3gp Jluwe 1Jepdss 1Jziissé luwe 1Jgpdsé pdwsd JIJpsew Sud Idpedd.

pdlelbé: seu lu soblud luve IUepdss (iss! l9 IJsl) pe luwpe tracelog. olJl 88>
ST 830 wblo ppl Jl suoe gwo lel) Ws> IUg)uo.

SpIJu i Sepes Uim show logging process wsu ywedle fman-rp gfman-fp.

Router#show logging process fman

Displaying logs from the Tast 0 days, 0 hours, 10 minutes, 0 seconds
executing cmd on chassis local ...

Unified Decoder Library Init .. DONE

Found 1 UTF Streams



2024/05/22 19:01:01.347466887 {fman_rp_R0-0}{255}: [source] [11941]: (ERR): ipc(mgipc/iosd/iosd-f

UISI dep gpdsle pugssd

sose JI 1o, 9lzes Lul, IJIgle, (CLI) "show logging process” IJIu wesss luwple £ pdslo pogsss
p9,09J6 w99l od wlgwegsle IJIdpeo IJlguluso "process”. w 99p £pdso IJowwg IJpspzo
w02 Idovadle o0 1gedsle 10ppsss Bib. ped £pdisle SMAN sIOS.

Router#show logging process sman,ios
executing cmd on chassis 1 ...
Collecting files on current[1l] chassis.

tsble ulwse 19w

pool Blde odu 0uld puwlzds sop luwodle Ibslog 1jeuss S ldwsdse IJeldes
lJeouwd" (UTC) 9JIJo spdud wussd Idpub s 1Jje0ss Jduvedle vso ldpeds sUTC
Nuwegsle Il set logging timezone <local | o g .

SEHUP IJio, show logging CLI (8§ 13,10 581538 pu Iduwedle po IUsde IUzlds wuvdd
looe,)luos.

Spedu luwwesle 1JJJpd UiquL}u@ij start last Jogwse IUIbL 1Ujpus euve IJlzoslzle

Router#show logging process btman start Tast ?
<0-4294967295> dinterval (default seconds)

boot system boot time
clear display all logs since last "clear Togging"
marker selects latest matching marker from list to start displaying

logs from



pdlelod: I3l lee,o $sps 82358 po Wley IMuwlode spdod crass Uisle Iy Iduwlele o
IU>3lsd 9 IJeslos Jgsh olds.

opw luolus gshle 1JJdpes IJlwlwsé end last Jsuwp luwwesleol LlJlge,ly pe start last
Joesss wolss IJlbl) 1Jjpus. gupl sop luvaesle gshis wolss 9use IJigs) Bluo sop wzpse
IJuwedlo 1Je92956 slgd 1Juldss B e, w9w gsh Iduelss 1JIgs,6: §p wouvesd IJlesble
IJIe)lose Jdpzeses IUs 1dsge 1Jelds J9se Idlueols.

o3l peld gdss lesls ulWss wso Iduwleeso Uiz oso 9lduvles 1Jigs)é:

Router#show logging process btman start last 2 hours end last 1 hours
Displaying logs from the Tast 0 days, 2 hours, 0 minutes, 0 seconds

End time set to show logs before last 0 days, 1 hours, 0 minutes, 0 seconds
executing cmd on chassis 1 ...

Collecting files on current[1l] chassis.



[bol) Idywzdle wew puwess uugd pesd

sedud 0o Uuvedle Jpuwess pesu BEb:

Router#show logging process wncd Tevel ?

debug Debug messages
error Error messages
info Informational messages

notice Notice messages
verbose Verbose debug messages
warning Warning messages

o3l pld gdss euues Iduwedle cew luvel puwess IJgbl:

Router#show logging process btman Tevel notice
Logging display requested on 2024/07/24 06:20:23 (UTC) for Hostname: [Router], Model: [ASR1002-HX

Displaying logs from the last 0 days, 0 hours, 10 minutes, O seconds
executing cmd on chassis local

Unified Decoder Library Init .. DONE

Found 1 UTF Streams

2024/07/24 06:10:59.533374335 {btman_RO-0}{255}: [utm_main] [5809]: (note): Inserted UTF(2) HT(old):dro
2024/07/24 06:10:59.695395289 {btman_R0-0}{255}: [utm_wqg] [5809:15578]: (note): Inline sync, enqueue BT

bol) Idwedle pu Idblog 1Ujp0s

Spdod £00 Iduwedlo po E0p 980 23> Bs UTC ped 03l "2017/02/10 14:41:50.849425" o3
rc)C';kJZ

Router#show logging process wncd start timestamp "2024/07/24 05:36:45.849425"
Logging display requested on 2024/07/24 06:39:15 (UTC) for Hostname: [Router], Model: [ASR1002-HX

executing cmd on chassis Tocal
Unified Decoder Library Init .. DONE
Found 1 UTF Streams

Filter policy: Done with UTM processing

[bol) Idwedle vsu lovsy pu ldblog lUjpos

Spedud g, tracelogs wsu ulW36 198w wluolds gup 99e IUwse gblog 99¢ IJluwole. 03l
pold pe 1 wlgs po wlWis Iduoslus:



Router#show logging process wncd start timestamp '2024/07/24 05:36:45.849425" end timestamp "2024/07/24
Logging display requested on 2024/07/24 06:39:15 (UTC) for Hostname: [Router], Model: [ASR1002-HX

executing cmd on chassis local
Unified Decoder Library Init .. DONE
Found 1 UTF Streams

Filter policy: Done with UTM processing

lole ldogwesd Jpoluu,

Sedod pildus Idwedle IJos wp logsldel B 1Jsde 1Uzdsds Jepdss 9 pJd oeisd.
Supe &ue Iduvedlo gus lugblsol.

Router#monitor logging process cman ?
<0-25> instance number
filter specify filter for logs
internal select all logs. (Without the internal keyword only customer
curated logs are displayed)
Tevel select logs above specific Tevel
metadata CLI to display metadata for every log message
moduTe select logs for specific modules



odese: Jdoygw 19 1Ug )9z suos) suoe Idouwesd Iewluiy CTRL-C.

lovogsle pdle ogysw Idywed IJuwloo IJog s

$99) Jouwesd Idewlui) pdOle g prpzd spdu cbusdel wuwesds. $9s 3Jd Ids
IJlwegole go ldogy eds pdole wed IJgpdslo IUlwlgwss Idos ouvdd 1Jes)o.
oo pu ldousuosule Idesggps JJ. pdu: Jluwdds: sdwan. netconf-yang. restconf. install.

ouvesuelo I._Jiao)&.

SpIdu luwoesle pJud 1Jog s pe show logging ls 1Jie, monitor logging .



pdlebé: sg)u0 ¢sly show logging profile Wb IJuwedle po 1Ueé o Idesde 9J
Swuoeu yvedle pu sJsd tracelogs.

SCP_Test#show logging profile ?

all all processes

file show logs for specific profile file
hardware-diagnostics hardware diagnostics specific processes
install Install specific processes

netconf-yang netconf-yang specific processes
restconf restconf specific processes

sdwan SDWAN specific processes

wireless Wireless specific processes

Router#monitor logging profile ?
all all processes
file show logs for specific profile file
hardware-diagnostics hardware diagnostics specific processes
install Install specific processes



netconf-yang netconf-yang specific processes

restconf restconf specific processes
sdwan SDWAN specific processes
wireless Wireless specific processes

WOs 1712+ swp wuopsu IJzldle ouvdd lve,)los Ws wolss "show logging
<process/profileffile> ...". w90z IUleuolissle 35 Huwlisd IJooog Idos wp VY o)psjol s JJ
PUE9S pu puwssle 1Jgby)s IJos we luoldeol |Us eldle ble WY 1Je,ps) IelJss. £33
IJeuwessle gluo wldiel) 1dpzuuss Béb.

2024/07/24 04:26:41.710239127 {btman_R0-0}{255}: [utm_wqg] [5806:15568]: (note): Inline sync, enqueue BT
2024/07/24 04:26:41.759114843 {btman_R0-0}{255}: [utm_wqg] [5806]: (note): utm delete /tmp/rp/trace/IOSR

Num of Unique Streams .. 1
Total UTF To Process ... 1
Total UTM To Process ... 89177
UTM Process Filter ..... btman
MRST Filter Rules ...... 1

First UTM TimeStamp ............... 2024/07/24 02:51:45.623542304
Last UTM TimeStamp ................ 2024/07/24 04:26:48.710794233
UTM [Skipped / Rendered / Total] .. 89047 / 130 / 89177

UTM [ENCODED] ..vvvervniineeennnnn 130

UTM [PLAIN TEXT] ..vvvviiinnennnnn. 0

UTM [DYN LIB] t'iiiiiriiieeeennnnn 0

UTM [MODULE ID] ....vviviiinnnnnnn 0

UTM [TDL TAN] .o ie e e e e e 0

UTM [APP CONTEXT] .....vviernennnn. 0

UTM [MARKER] ... iiiieieeennnn 0

UTM [PCAP] ..ttt e e e e 0

UTM [LUID NOT FOUND] .............. 0

UTM Level [EMERGENCY / ALERT / CRITICAL / ERROR] .. 0 /0 /0 /0
UTM Level [WARNING / NOTICE / INFO / DEBUG] ....... 0/130/0/0
UTM Level [VERBOSE / NOISE / INVALID] ............. 0/0/0

buwld perzle Iduwed IJs pJw

Spdud luwepsle 1JIJes 1Uluwlguss to-file Jluuule pJwd wlguegsle ozl Ui, show logging.
$9uoe 03l IJpeld Jsds6 huwld uvedle IJoowg 1Uglues weunly Idepdss IUs pdod wluwe
btman_log.txt Ws wble IJeJsle bootflash:

Router#show logging process btman to-file bootflash:btman_log.txt
Logging display requested on 2024/07/25 03:49:41 (UTC) for Hostname: [Router], Model: [ASR1006-X



Displaying logs from the Tast 0 days, 0 hours, 10 minutes, 0 seconds

executing cmd on chassis local

Files being merged in the background, please check [/bootflash/btman_log.txt] output file
Unified Decoder Library Init .. DONE

unified trace decoder estimates: [1] number of files, [139913] number of messages
that may be processed. Use CTRL+SHIFT+6 to break.

Found 1 UTF Streams
2024-07-25 03:49:41.694987 - unified trace decoder estimate: processed 5%
2024-07-25 03:49:41.701433 - unified trace decoder estimate: processed 10%
2024-07-25 03:49:41.707803 - unified trace decoder estimate: processed 15%
2024-07-25 03:49:41.714185 - unified trace decoder estimate: processed 20%
2024-07-25 03:49:41.720592 - unified trace decoder estimate: processed 25%
2024-07-25 03:49:41.726951 - unified trace decoder estimate: processed 30%
2024-07-25 03:49:41.733306 - unified trace decoder estimate: processed 35%
2024-07-25 03:49:41.739734 - unified trace decoder estimate: processed 40%
2024-07-25 03:49:41.746114 - unified trace decoder estimate: processed 45%
2024-07-25 03:49:41.752462 - unified trace decoder estimate: processed 50%
2024-07-25 03:49:41.758864 - unified trace decoder estimate: processed 55%
2024-07-25 03:49:41.765225 - unified trace decoder estimate: processed 60%
2024-07-25 03:49:41.771582 - unified trace decoder estimate: processed 65%
2024-07-25 03:49:41.777968 - unified trace decoder estimate: processed 70%
2024-07-25 03:49:41.784330 - unified trace decoder estimate: processed 75%
2024-07-25 03:49:41.790693 - unified trace decoder estimate: processed 80%
2024-07-25 03:49:41.797099 - unified trace decoder estimate: processed 85%
2024-07-25 03:49:41.803462 - unified trace decoder estimate: processed 90%
2024-07-25 03:49:41.811411 - unified trace decoder estimate: processed 95%
2024-07-25 03:49:41.822322 - unified trace decoder estimate: processed 100%
2024-07-25 03:49:41.822335 - unified trace decoder : processing complete Result:[Success]

Spdud IJoe9d pu luusle 03l I.JPJ-_é wluwegsle Ui,O_) dir bootflash 9o o0 lowe |J|0Jt_§
PC)uk

Router#dir bootflash: | include btman_Tlog.txt
17 -rw- 26939 Jul 25 2024 03:49:41 +00:00 btman_Tlog.txt



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
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