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admin:~$ stcli license show all

Registration Status:
Registered

Registration: Registered — Specific License Reservation
Status: REGISTERED Unregistered
Smart Account: TAC Cisco Systems, Inc. Unregistered — Registration Pending

Virtual Account: DC TAC

Export-Controlled Functionality: Allowed

Initial Registration: SUCCEEDED on Apr 12 15:59:46 2022 EDT Authorization Status:

Last Renewal Attempt: SUCCEEDED on Apr 12 15:59:46 2022 EDT Authorized

Next Renewal Attempt: Oct 9 15:59:46 2022 EDT Eval Mode

Registration Expires: Apr 12 15:54:43 2023 EDT Evaluation Period Expired

Authorized — Reserved

License Authorization: a“tponzed Expired

Status: AUTHORIZED on Jul 14 08:55:08 2022 EDT SEEHIEER S

Last Communication Attempt: SUCCEEDED on Jul 14 08:55:08 2022 EDT

Next Communication Attempt; Aug 13 08:55:08 2022 EDT

Communication Deadline: Oct 12 08:50:08 2022 EDT

Evaluation Period:

Evaluation Mode: Not In Use
EVALUATION PERIOD EXPIRED on Apr 11 10:09:30 2022 EDT
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curl https://tools.cisco.com/its/service/oddce/services/DDCEService
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<h1>DDCEService</hl>
<p>Hi there, this is an AXIS service!</p>
<i>Perhaps there will be a form for invoking the service here...</i>
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ping tools.cisco.com -c 5
nc -zv tools.cisco.com 80
nc -zv tools.cisco.com 443
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<tfroot>

hxshell:/var/log/springpath$ stcli services sch show
cloudEnvironment: production

enabled: True

emailAddress: johndoe@example.com

portalUrl:

enabl eProxy: True

proxyPassword:

encEnabled: True

proxyUser:

cloudAsupEndpoint: https://diag.hyperflex.io/
proxyUrl:

proxyPort: 0
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curl -v --proxy https://url:

https://tools.cisco.com/its/service/oddce/services/DDCEService

curl -v --proxy <Proxy IP>:<Proxy Port> https://tools.cisco.com/its/service/oddce/services/DDCEService
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<#root>
hxshell:/var/log/springpath$ stcli services sch show

cl oudEnvi ronment: production

cloudAsupEndpoint: https://diag.hyperflex.io/
portalUrl:

proxyPort: 0

enabled: True

encEnabled: True

proxyUser:

proxyPassword:

enableProxy: True

emailAddress: johndoe@example.com

proxyUrl:
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cat hxLicenseSvc.log | grep -ia "Name or service not known"
2021-09-01-18:27:11.557 [] [Thread-40] ERROR event_msg_sender_log - sch-alpha.cisco.com: Name or servic
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di ag# stcli services sch set --emmil|l johndoe@xanpl e.com --environnment production --¢
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hxshell:~$cd /tmp

hxshell:/tmp$ wget http://www.cisco.com/security/pki/trs/ios_core.p7b
--2022-08-18 00:13:37-- http://www.cisco.com/security/pki/trs/ios_core.p7b
Resolving www.cisco.com (www.cisco.com)... X.X.X.X ddaad:aaaa:aaaa:aaaa::aaaa
Connecting to www.cisco.com (www.cisco.com)|x.x.x.x|:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 25799 (25K)

Saving to: 'ios_core.p7b'

ios_core.p7b 100%[
2022-08-18 00:13:37 (719 KB/s) - 'ios_core.p7b' saved [25799/25799]

hxshell:/tmp$ 1s -lath ios*

-rw-rw-r-- 1 diag diag 26K Jun 30 18:00 ios_core.p7b
-rw-rw-r-- 1 diag diag 26K Jun 30 18:00 ios_core.p7b.1
-rw-rw-r-- 1 diag diag 26K Jun 30 18:00 ios_core.p7b.2
-rw-rw-r-- 1 diag diag 26K Jun 30 18:00 ios_core.p7b.3
-rw-r--r-- 1 admin springpath 26K Jun 30 18:00 ios_core.p7b.4
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diag# openssl s_client -connect tools.cisco.com:443 -showcerts < /dev/null
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Lad MenTrust Commercial Root CA 1
L. & HydrantiD Server CA 01

L. B tools.clsco.com

tools.cisco.com

Issued by: HydrantlD Server CA O1

Expires: Friday, 20 January 2023 at 3:33:07 AM India
Standard Time

S This certificala is valid

Trust
Details
Subject Name
Common Name 100ls cisco.com
Organisation Cisco Systems Inc.
Locality San Jose
County California
Country or Region US

Issuer Name
Country or Region US
Organisation ldenTrust
Organisational Unit HydrantiD Trusted Certificate Service
Common Mame HydrantlD Server CA O1

A ooy Bl 1zedd 23 sles £ 1B B e oo 19 1o sduind IJoumesJ.
Spdu Jdleso wely Vs Weuo SSL JJlply J IPs 1Ugluo6 wlsho pze9so HyperFlex g
tools.cisco.com:443 | oJlz o3l.

O o3l ldpelde spdudd i oS JsIso 1wz 8l pu wozs uduw Idpedyple 1Ugl)o pu Idyisolso
s HyperFlex CMIP SCVM.

<ffroot>

hxshell:~$ su diag



diag# openssl s_client -connect tools.cisco.com:443 -showcerts < /dev/null

CONNECTED(00000003)
depth=2

C=US, O=IldenTrust, CN = lIdenTrust Commerci al

verify return:1l
depth=1

Root CA 1

C=US, O=IldenTrust, OU = HydrantID Trusted Certificate Service

CN = HydrantI D Server CA OL

verify return:1l
depth=0

CN = tools.cisco.com O = Cisco Systens Inc.

verify return:1l

Certificate chain
0 s:/

CN=t ool s. ci sco. com

/

O=Ci sco Systens Inc.
/

L=San Jose

/

ST=Cal ifornia
/

C=USs

it/

C=Us

/

C=l denTr ust

/

OU=Hydrant I D Trusted Certificate Service

/C
N=Hydrant| D Server CA Ol

<TRUNCATED>

1s:/

L = San Jose,

ST = California,

C=Us



c=Us
/

O=l denTr ust

/

OU=Hydrant I D Trusted Certificate Service

/
CN=Hydrant I D Server CA Ol

i/
c=Us
/

O=l denTr ust

/

CN=l denTrust Commercial Root CA 1

<TRUNCATED>

O=l denTr ust

/

CN=Il denTrust Commercial Root CA 1

i/
C=Us
/

O=l denTr ust

/

CN=l denTrust Commercial Root CA 1

<TRUNCATED>

Server certificate
subject=/

CN=t ool s. ci sco. com

/

O=Ci sco Systens Inc.



/

L=San Jose

/
ST=Cal i forni a

O=I denTr ust

/

OU=Hydrant I D Trusted Certificate Service

/
CN=Hydrant I D Server CA Ol

<TRUNCATED>

DONE
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hxshell:~$stc1i license disable
hxshell:~$stc1i license enable
hxshell:~$stcli license deregister
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hxshell:~$priv service hxLicenseSvc stop
hxshell:~$priv service hxLicenseSvc start
hxshell:~$stcli license register --idtoken IDTOKEN --force
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