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Production VLANs

Backup VLAN 469
470 to 475

Broadcast and
Multicast Receiver. -
WLAN 471
Broadcast and
= Multicast Receiver:

Broadcast and VLAN 469
Multicast Receiver:
VLAN 470, 472, 473
and 475 |
-~ Border and
: S g Uplink Ports
ai iy .: s
i .
EHM ; SRS Server Ports
B d S,
------- Incoming Broadcast and Multicast Traffic VLAN 470

Incoming Broadcast and Multicast Traffic VLAN 469

——————— Outbound Traffic: Pinning

lJodosule

Sop luwosle odasole DL2 JBLod 2,98 0,9, lduslule sds soodle pesws wlzojs IJue.
zos Jlsoe pie 296 019 wslule oo ds VLAN.

odysy wblile 9lzos IUyveJs (NICS) 1Jg>s56

1Jgboss 1. Lwzd 10589 1Jes UCSM. 510, edis edled IJousse uvods LAN B 1JJszs
lJsuvs.

lbodd s Iduwslusle > 1z > IJeduwuwle 1US,es6 > luwe IJpduwuws 1US,es6 > $sldw
bl §6 9lz0d I bods (VNIC). 1oy win IJelouw IUlsey B9 3JY sludy W98 luuble $lJo
bl 86 9lz06 IJvods IIBe,loss (VNIC).



All v

v Sub-Organizations

v hx-storage-west

L

Flow Control Policies

» Dynamic vNIC Connection Poli
» LAN Connectivity Policies

» Metwork Control Policies

» QoS Policies

» Threshold Policies

» VMO Connection Policies

usMNIC Connection Policies

vNIC Templates

vINIC Template

B I T i

LAN / Pol

vNIC Tem,

Create vNIC Template

lJgl9é 2. 9p vowesd IJBldu: 9lo,d IJouss A peasé. gluwgd Ji._,u;éd‘ga» uvedle VLAN
lJpeuluwed JJhoolb [Jgyss. spdu odssu lJlgshbloe IJpowdss eds 1Jues Idpbdy.

w83 3JY Iy v IJgpdso JIu 23> wule © 030 1Jp,o6.

IJglo9s 3. pu gdlpod IUowsse yvwdo LANG luedd |Js gusluwle > 235 > pogwuwlo W,)e606 >

luwe p9w o WO)e86 > Lwsluwlo louold ybwJs LAN > HyperFlex.



All = LAN | Policies / root [ Sub-Organizations | hx-storage-west /| LAN Gonnectivity Policies / HyperFlax

b LAN Cloud General Events
v root G
Actions Name - HyperFlex
Default vNIC Behavior == .
Delete Description :  Recommended LAN connectivity policy for HyperFle:
* Flow T 1 Polici
How Conaut Relcies Show Palicy Lisage Owner Local
Shaw Palicy Usage
* Dynamic vNIC Connection Policies Click Add 1o specify one or more vNICS that the server should use 1o connect to the LAN.
» LACP Policies Marme MAC Addrass Native VLAN
» LAMN Connectivity Policies p vNIC hv-m Derived
» Link Protocol Policy p VNIC b Drerived
» Multicast Policies p VNIC hv-vmation-a Derived
* Metwork Control Palicies p vNIC hv-vmotion-b Drerived
QoS Policies ¢ VNIC storage-data-a Drerived
» Theeshald Policies p vNIC storage-data-b Derived
» VMO Connection Policies :
3 a Drerive
» usNIC Connection Palicies ® add

WNIC Templates
= Sub-Organizations
(*) Add iSCSI wNICs
* hax-storage-west )
» Flow Control Policies
» Dynamic vNIG Connection Poli
= LAN Connectivity Policies

HyperFlex

» Network Control Policies

1J£1096 4. 1038 B398 |l 86 &p Bp wouwpsd VNIC. 9235 czeg MAC po 1UGlks pé 1UpouusJé.

2> powts luvodsle Sldo wbl$é slzed IJuveds (WNIC) 959z IJodb. pu 1U8lises IdpugwsJs
Jéldo wbl§s 9lzes I uwds (NIC). 233 IJSIJw 1Jzas3: suzlowo: bgd luve IJubs).

22> wwsluws 1Jezad 1dplbdscs sludy eds e9ldés.



Create VNIC B X

Name :  DL2-A
Use vNIC Template :

Redundancy Pair : Peer Name : DL-B
vNIC Template vm-network-DL2-3 ¥

Adapter Performance Profile

Adapter Policy | VMWare ¥

1J¢b9o 5. Vs $lispes wbl§o 9lzos Juvwds (NIC). luze gu ldubs) 1Uss wp lugile JJo:
52530: 9108y B8 Cgrsd.

lod) 898 IJerve luwopsle Bldo wlbl§s 9lzos IUuvods (VNIC) 9235 IUBIJe IUIE, 1Uss e p
logblse pu 1J8ksed IJpuguads. :

lod) W99 edb IJogss)le Vs IJlgwdd: 9031 $958 |Js wuvesd IJloyivbs IJeed 96 JJE9lp
sle 1donds.

1,1 wlJiouibs 1Jee J 86

IJglogs 1. wed 1U>¢9d IJs louold HX 9o Loz IUs pedyple IJuble > 1Jg @950 9lu@) 893 leds
lJe 8> wp ludy W9 beld 9 oe Iduoslus HX: we luch) zos wuwos [Jpopes.



itk HyperFlex Connect

€3 Dashboard System Overview  Nodes Disks
MONITOR I ) Enter HX Maintenance Mode I * Exit HX Maintenance Mode
"—3 Alarms
Node ~ Hypervisor Hypervisor Controller Controller

1 Events Address Status Address Status
[ Activity 10. Online 10. D Online
AMALYZE

10 Online 10 i Online

ldh Performance

10, Online 10 iy Online
PROTECT

@ Replication

1-30f3
MANAGE

System Information

Datastores

Meodel

HX240C-

M45X

HX240C-

M4SX

HX240C-

M4SX

Version

5.042c)

5.042¢c)

5.0§2¢)

Command Line
Mode

Root shell (1)

Root shell L1

Root shell LE

IJglogé 2. oo vCenter. olds pu lu 1Je 86 B IJuoslus.

Cluster Time : 07/

1Jg 96 3. ol lo ooy 1Ug 956 Bs Loslus: hze IJs UCSM. 108 W98 ye) IJzuuw B 151986

IJeds! IUspus: goee lebs Idogvgsd 1Jlo.

22 Idpsyog Idss soblod pg 1ghe 1Jpszes 2ldsl B 1duoslus: &p lud) 9939 p9l9s.



Pending Activities X

| User Acknowledged Activities Scheduled Activities
Service Profiles Fabric Interconnects Servers Chassis Profiles
Ye Advanced Filter 4 Export % Print |+/| Show Current User's Activities Acknowledge All 3
Name Overall Status Server Acknowledgment St...  Config. Trigger State Reboot Now
Service Profile ra.. Pending Reboot sys/rack-unit-1 Waiting For User Waiting For Next Boot
Service Profile ra...  Pending Reboot L= Waiting For User Waiting For Next Boot
Acknowledge
oK Cancel Help

lJglooé 4. ugd wposs IUED e AR U 929> whblilw glzges IUvoJs (NICS) 1Ugrs36 pu gJIJ
IJloesld lJs |.Ja9|)p > ro.Jk.éL;'; UE);S\-Q |.Jt)r06 >2 > |,Jp_§uuuu|o |JL3JE_50 > |uufo |Jp_§,_}uuu5
|Jk.9)&60 > |uup ro.Jk.S UE)uSd |,J'a)|o5.

1oy 898 IJuveds: §p wldoers) Jigwdd sszw v odso wblile slzes 1w ds (VNICS)
lJz>56 092926.



Servers | Service Profiles | root / Sub-Organizations [ hx-storage-west |/ Service Profile rack-unit=1

LAN Connectivity Policy Instance :

No Configuration Change of vNICs/vHBAs/iSCSI vNICs is allowed due to connectivity policy.

F EIrG Print

Advanced Filter Export

IJg96 5. 1,2 1Ughp pu 9,28 IJuoslus pu 9lzos puvagse HX Connect.

bsb$s ze pu HX Loslus luvdse.

98w el swIWd IUghp gu I\_Jyo.§|g,6‘ @.,.)i lJzoly IUbloys (SCVM) 1Ugluo w9z30 [deedp B
IJogisw B Idoposs 95wl wble 1Uezeses epdss IUpgldes.

po led @l 3ws epdiss IUpeldzs: sop 1beld SSH Bis wi9wsdsd bbLs peesele (IP) J HyperFlex
(HX) souvésd IJle:

sysmtool --ns cluster --cmd healthdetail

Cluster Health Detail:

State: ONLINE

HealthState: HEALTHY

Policy Compliance: COMPLIANT

Creation Time: Tue May 30 04:48:45 2023

Uptime: 7 weeks, 1 days, 15 hours, 50 mins, 17 secs

Cluster Resiliency Detail:

Health State Reason: Storage cluster is healthy.

of nodes failure tolerable for cluster to be fully available: 1

of node failures before cluster goes into readonly: NA

of node failures before cluster goes to be crticial and partially available: 3

of node failures before cluster goes to enospace warn trying to move the existing data: NA
of persistent devices failures tolerable for cluster to be fully available: 2

of persistent devices failures before cluster goes into readonly: NA

of persistent devices failures before cluster goes to be critical and partially available: 3
of caching devices failures tolerable for cluster to be fully available: 2

of caching failures before cluster goes into readonly: NA

FHOoH OH K K K K H R



# of caching failures before cluster goes to be critical and partially available: 3
Current ensemble size: 3

Minimum data copies available for some user data: 3

Minimum cache copies remaining: 3

Minimum metadata copies available for cluster metadata: 3

Current healing status:

Time remaining before current healing operation finishes:

# of unavailable nodes: 0

IJe198 6. wpz lu suove wble IUpzeses uwdsel: I 1Jebsle po 11ds 6. Jl o e
oldpologs pe 1Ugbys [Joldss zos owyd) Jzese 1Uggbe wbl@le glzes IJuvwJo (NICS)
lJz>s26.

odysu uvwdle VLAN

lJ¢b9o 1. o UCSM: luo@dd IJs v do LAN > VLANS > pzp9ele VLAN 9lo§,) |uolds.

LAM / Policies / LAN Cloud
All =
v LAN LAN Uplinks V0LAMNS Server Links MAC Identity Assignment IP Identity Assic

LAN Cloud All Dual Mode Fabric A Fabric B VLAN Groups VLAN Optimization Sets
» Appliances Y, Advanced Filter 4 Export & Print Fo
» Internal LAN Name Native VLAN Native VLAN DN Size
» Policies
» Pools
» Traffic Monitoring Sessions
» Metflow Monitoring

&) Add

1J21096 2. §p wouwpss peesed VLAN 9235 uvwdle VLAN IJpulguos bole: lod, W IJelds:
sluedd IJs 1Jgbgs 2 pu ldpglde Jluol9s pulds 9 odle less l9 [Js 1Ugbys 3 Jlolds



Oulw puluds.

Create VLAN Group D <

Name : DL2_Config
VLANSs

Add Uplink Ports
Y, Advanced Filter 4 Export % Print | No Mative VLAN

Add Port Channels Select Name Native VLAN
44
6666
890
v DL2_VLAN

hx-inband-mgmt

hx-storage-data
Create VLAN

Next > m Cancel

IJglo9s 3. 140 1Uguods psole Iy Suls lsuu vodiop 908, I >>lsésu. bbys lugh B
NMEN)




Create VLAN Group P <

Select VLANs Uplink Ports Selected Uplink Ports
Add Uplink Ports Fabric ID  Slot ID Aggreg... PortID Fabric ID  Slot ID Aggreg... PortID
A 1 0 14 No data available
>>
Add Port Channels 2 1 0 15 -
B 1 0 14

< Prev Next > m Cancel

wdysu ESX

IUg 96 1. Guzd 1Us¢9d [ VSphere IUgluo wpunssd ESXi 9ou0bz 1Us Iduivwds > IJpzsdle
IUblo,s6: 9lud) [uol 6 prod bloss Ssluvs.

U296 2. G wouwesd VSWitch glzs IUlzo6 1022836 09295 wldded: lud,y W99 | olss 9,0J6
Jluolds IJzol; MUlos 16,9, 89,8 |olds (Add).




*8 Add standard virtual switch - vswitch-hx-DL2

"2, Add uplink

vswitchName vswitch-hx-DL2

MTU 1500

Uplink 1 vmnic8 - Up, 10000 Mbps

> Link discovery Click to expand

> Security Click to expand

IJglb9o 3. lowdd IJs yveds > pzesele pulds 9lud) [uol96 pzp9es pulds

1Jglo9s 4. §p wowpsst pgpeaed Jpeulds 9lgld e do VLAN IJplbdsws 9235 IUpezod IUbloys
lJz>s> pu 1JB8lispd |Jpouwsds.



@ Add port group - DL2-vm-network-469

Mame DL2-vm-network-468

VLAN ID 469

Virtual switch vswitch-hx-DL2

» Security Click to expand

KN o

IJglogs 5. 9, IJgbys 4 JIJ Jvwdo VLAN wesd§ pu gJIJ IdLhoulble [Jzass6.

IUgboss 6. I, 1Jgbosle oo 11Js 5 JIJ gbe suvdd ziel oo wble ez e9es.

IJozdd pu lduogs
lJoz 8l pu UCSM

loodd [Js 1Ulzos6 > 1zsled > 1Jgslse > 1Ugbe # > ouwble VIF 99 we 1Jeuuly Al Bl lud]
£09> Wbl 96 9lz06 IJ s (NIC). sluee g 1Upszo 1Uss sbluwd wlbl@s 9lzos 1 uwds (NIC)
bb,l5 DL2 VNIC: Jpl Szv wowse IUsks)o IUbloyss s 9,0J6 Fabric Interconnect (FI) I9 Buls
lJpewds IJos wp wdgswol p9g)l.



Ml JCS Manager 19 090090@

- Equir Rack=Mounts | Servers | Server 1 (CDMXT)
+ - + - 2
EX
Servers N
Server 1

- * Server 2

'
“

v
3 ’

Je2dd pu slzos uub, 1Jisle, (CLI)
ouwly 1Jslzo6 1Ublo,s6 (VIF)

eJs eduwd SSH |Us pulds Hub IJuuss: 8p wouvgsd IUle:

show service-profile circuit server <server-number>

s&u2 03l 1Jley puwlle VIF. 9ubléle 9lzos I uwds (VNICS) IJpdluds Jole slUslzos lJos wpe
wowswol gdsol.

Fabric ID: A

Path ID: 1

VIF VvNIC Link State Oper State Prot State Prot Role Admin Pin Oper Pin
966 hv-mgmt-a Up Active No Protection Unprotected 0/0/0 0/0/1
967 storage-data-a Up Active No Protection Unprotected 0/0/0 0/0/1
968 vm-network-a Up Active No Protection Unprotected 0/0/0 0/0/1
969 hv-vmotion-a Up Active No Protection Unprotected 0/0/0 0/0/1
990 network-DL2-a Up Active No Protection Unprotected 0/0/0 1/0/14

Szw 10 SEHu2 €093 Oper PIN 9 0Jé Fl lJos wp wdssuol gl 19 uls IJpuwds wew v w
IJuwl) pod wbl@e 9lzos v Js (NIC) IJglos wldb,l; DL2.

B 03l IIE)lze S p wiuse VIF 990, 9lUss $eoldd pe wlbl$s 9lzos 1 iwds VM-network-
DL2-b. gJs IJslz0s 1/0/14.

oouse Vs IJyodle

Fabric-Interconnect-A# connect nx-os a
Fabric-Interconnect-A(nxos)# show pinning border-interfaces



____________________ +_________+________________________________________
Border Interface Status SIFs

____________________ +_________+________________________________________
Ethl/14 Active sup-eth2 Veth990 Veth992 Veth994

gds 03l lJpeoz: sew o sblud Lde IJouwes L9e VIF 1ss we publerce gds Ilole Iduwlod
Slo sI9u eds v Iduwb, ped 9lzod IUs o Js IJuozses.

zoly luwvoguld peso:

Fabric-Interconnect-A# connect nx-os a
Fabric-Interconnect-A(nxos)# show platform software enm internal info vlandb id <VLAN-ID>

vlan_id 469

Designated receiver: Ethl/14
Membership:
Ethl/14

B o3l Iprz: sew &rue 1Jsueds Iduozses.
roa9J|o |.J'a|.)lp
eJs eduwé SSH |Js peadle o spdu Ideedd pu 229d guldsu MAC gsew &2 ewdlu

MAC Jiss zol; blo,s (VM) gJs svwds VLAN oso.

Nexus-5K# show mac address-table vlan 469

Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link

VLAN MAC Address Type age Secure NTFY  Ports/SWID.SSID.LID

————————— et e ekt L L e e e e e Tt

* 469 0000.0c07.ac45 static 0 F F Router

* 469 002a.6a58.e3bc static 0 F F Pol

* 469 0050.569b.048c dynamic 50 F F Ethl/14

* 469 547f.ee6a.8041 static 0 F F Router

VIS pold IJodssy o3l VLAN 469 os Lo ds VLAN IJpudods: suwpes euslo MAC
0050:569b:048c |Js pg9d VM pu Linux swpe wesswe lJs 1Jpeed vSwitch vswitch-hx-DL2
9022986 IJpulds DL2-vm-network-469: 9swpe & 000 wuvdd Lozse eds 9lgos Ethernet 1/14.
gldus o5 9lzos pzod IUvw IJpouod wldhoulble IJouusess.



P WO 2duwd IJgpd Ids prad IUEhe spdu 1ozl pu odssu oo ds VLAN.

Nexus-5K# show vlan brief

VLAN Name Status Ports

1 default active Ethl/5, Ethl/8, Ethl/9, Eth1l/10
Ethl/11, Ethl/12, Eth1/13
Ethl/15, Ethl/16, Ethl/17
Ethl/19, Eth1/20, Ethl/21
Ethl/22, Ethl1l/23, Ethl/24
Ethl/25, Ethl/26

469 DMZ active Pol, Ethl/14, Eth1l/31, Ethl/32

B o3l IUIE)lz: Sop eSS 9206 IUlsenoe 1114 L vdd Lozse Juvwds VLAN 469.

lpwod ol IJIzble 9] odlzol

Igble Jdgsy UCSM

gl Buvd 1Jees) eds ks pods woLosd epdslos seed zose ubwdlo VLAN IJglos o VNIC
(8)- wsop lsdld wyugsd VINIC) pel yusdss Ids ludble 2)ds 1pu9) eds zese bedle
VLAN 192956 £Jis V(NIC).

I.J'abi SEUS o Jl 09z> 9uodlw ga6836 Jzpd 2ydé 1Upy9) [Jerss6: goglod I..s euwldd py
IJbo@o 1 9ldbe§o 2 gds [Jglzole: 9lglso 1Jpzlads.

ebl: "Vuud wouse puos) ENM

Soedd IJgbl wuvudle VLAN IUpde,06 Jubl s slzos IJuuwds (NIC) s, 1092956 £ds
9uoJs.

lJovdodslo 1Uglbiss [Jeewpdd

<9389 1Usodle I wlows erdd IJoslole Jio iodle VLAN lJ2>826 092926 wlJed eds
wbl9é 9lzos IUubvw s (NIC) 9swp wowswol gds Idsuodle [Jgassé.

e s VLAN pod, £dis Iduulod WNIC Bldo. loodd 1Js Iouslosle > 10z3) > 1 esuule

18,856 > lwp 1 edouuws IUB,es6 > B9ldo bl s slzos [ buds IUIde,loss (NIC) o5l
o VLAN o0 Bldo wbl$s slzes IUubods IUIG el oss (WNIC) Jubwds VM.

pedyple Sl LoJs



https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html



/content/dam/en/us/solutions/collateral/data-center-virtualization/unified-computing/white_paper_c11-692008.pdf

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



