ouvgsd blé IUoz 8l pu Logé HyperFlex
9GSO purdl

lJpzogsle

lJp, 9500
lJpobJolo Il wl wsé

Lpclo ol

S w0
JS0 o wogspo
HX 11051, 4.5 sl l_oslle Lizse
HX Ll _ool, 4.0 90l 8o

lJp 95,00

Suod 03l 98888 IJg pdsé 1o s, I o |J Hypercheck Logé 9 pre-upgrade slé.

IJpclbdole Il ulusé
lJeobdolo
CiISCO 9,2 U SeJds luw pg )86 pu 03l p9 oIE:
* HyperFlex
lJpdoulo Idpuweispsd
ouvows Idpedple 1Ugl)o Ws 03l IJpuwews |Js I>16 Hypercheck Health 9 PreUpgrade.
e logile |Jp&d3p|u IJgIJ)o B 03l IJpuwows pu 1Jiz06 10092936 B wsisé pgpdsé gl os.
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peJsple luwlpussd

030 IJ316 gly6 g0 116 puwless w89p Llz)le Weauole 3loss luweuldss s lubes HyperFlex
Juoelu luve@)lel 90 90wol. 9o ules 030 1Jis16 eds iopoé Ilispd vepdsle 1Jozdd pu
IJuo2é 90l Bod IJe)dss eds lubes HyperFlex Josds, IJsde ool gpdsle 1Je,@ss
slduoslus olgweesle o 9uss HyperFlex.

pdlebi: $p woussd leae luosh po IUbI6 slisel od IUlguegsle. wel o 1JbI8 s e
ceuwsvol vuvdd pod)) Slu luwesle luosh wlod spdu o $9rs [ds 81y
eVl popd.

lolbes HX 1Jp3£906

s |Jluoshle HyperFlex-1.892.092192592693.093.594.094595.095.5
* pep9ed HyperFlex 1IJ9slwsd
> pep9ed HyperFlex |Jpposé



+ ublp HyperFlex Edge Cluster (vuliss 1g 9> 9 3 1de9> 9 4 1Jg9>)
* p389p V9 g pzp9gs HyperFlex e Js VMWare ESXi

plebs: JJeuosd eds pedsele 29 Jdsdss wubesd HyperCheck &Jss pzesgd
HyperFlex HyperV. L,ze |Js Isl6 HyperCheck -
lJo,8.56 HyperFlex - HyperV.

PUS LEIPo
IJlssle 1JdelJs Jlguegsle bls 1Jezdd pu woes HyperFlex 90,208 ol Gud 1Jo,8ss os:

* Yod wydsle HyperFlex

¢« IJozdd po uwdles HyperFlex $oJ [blle IJuoslus 9wgsol
« Jopss peydle 1JIE)luollJig,luo 1 es bds

* ewpl ugpd pg Cisco TAC
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https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/216027-hypercheck-hyperflex-health-pre-upgr.html
https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/216027-hypercheck-hyperflex-health-pre-upgr.html
https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/216027-hypercheck-hyperflex-health-pre-upgr.html
https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/216027-hypercheck-hyperflex-health-pre-upgr.html
https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/216027-hypercheck-hyperflex-health-pre-upgr.html

Js g po
HX 1Jl ool 4.5 sldluoshle IJizse

1J 1096 1. 1usl louold SSH ldzols 1dbloys J9zsé cpde Iosiss (SCYM) Lluwedsle IP 1UElLo
obbé uble Ipzeses (CMIP). 909 gusly IP 1Ugluo od JJosuosd gu) wble HX.

IJ21096 2. 80 wowdss IJie, hypercheck .

admin:~$ hypercheck

IUgbo9s 3. 1¢d JJpbé 0,9, puwdsd SCVM g bdwol shsgd Jdes p)9, IUes) 1J¢luos o ESX.

admin:~$ hypercheck

HX Health Check 4.5.0
Please enter below info of HX-Cluster:
Enter the HX-Cluster Root Password:

Enter the HX-Cluster Admin Password:
Enter the ESX Root Password:

HX 11,030, 4.0 90l $odo

lJglo9é 1. &ujsd Hyperflex-Hypercheck.zip ooz wle Cisco Github Devnet. Iz od £Js iz3e wuwes wouoeu g Idozuusole

sldoersole.


https://github.com/CiscoDevNet/Hyperflex-Hypercheck
https://github.com/CiscoDevNet/Hyperflex-Hypercheck

adlgds: spdy VG Jpuwwgses Cisco ldpuwedso 1Uyuosd 1Us i>_9|c, Cisco 9pJSlw 9ped9ple slgdss.
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[ CiscoDevNet / Hyperflex-Hypercheck| 1 @unwatch~ 15  star 0  ¥Fork 1

<> Code Issues 0 Pull requests 0 Projects 0 Wiki Insights Settings

Perform pro-active self checks on your Hyperflex cluster to ensure stability and resiliency Edit

Manage topics

P 12 commits P 1 branch > 0 releases 42 2 contributors s MIT

Branch: master = New pull request Create new file  Upload files  Find File

avshukla Update ReadMe.txt Clone with HTTPS & 2 Use SSH
E HXTool.py Update HXTool.py Use Git or checkout with SVN using the web URL.
E) LICENSE. T /CiscoDevNet/Hyperflex-Hypercheck.git = [
E) ReadMe.txt Update ReadMe.txt

Open in Desktop Download ZIP

[E) Testinfo.txt Update TestInfo.txt
El prettytable.py initial version 3 3 days ago
El progresshar.py initial version 3 days ago

IJgb9s 2. §p wogesdo IJs SCVM Clywegsle CMIP.

iuuo'@p bysdod 1dpdoJs - scplsftplftp/tftp - Jouwg Hyperflex-Hypercheck.zip IJ>Jsd [Js /tmp.
lJogwes |Js MAC:

iuzje SCP oy CLI (Hyperflex-Hypercheck.zip Idse o B I wdywo peds pu zse lue wubéd SCP).
# scp Hyperflex-Hyper check.zip r oot @<scvm-ethO: mgmtip>:/tmp/.

Ipwegse 03l IUgsh JJogrd eds gwslo IPIJElLo wbbls wble Idpzeses s wsiss HX Ussd - 388¢ ouig s HyperFlex.

[AVSHUKLA-M-013M:Downloads avshukla$ scp Hyperflex-Hypercheck.zip rootC S : / tmp/
HyperFlex StorageController 3.5(2a)
[root S s password:
Hyperflex—-Hypercheck.zip 160% 26KB 107.4KB/s Be:08
[AVSHUKLA=M=013M:Downloads avshukla$
[AVSHUKLA-M-013M:Downloads avshukla$

vldouwos Juble IJogugsd Windows:

§pdod !uuo'aﬂp WINSCP o3l |.JipJ Jusd |Jp.JQ9|C; GJP| 09 90T oul:


https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/214290-hyperflex-playbook-for-easier-administra.html
https://www.cisco.com/c/en/us/support/docs/hyperconverged-infrastructure/hyperflex-hx-data-platform/214290-hyperflex-playbook-for-easier-administra.html

Local Mark Files Commands Session Options Remote Help

[ &= E3 Synchronize Bl &P [F] (&} | (50 Queue - Transfer Settings Default - @~
& roct@ WIS ' Mew Session
2, C: Lowal Disk B - BEEO2 % tmp ~EE -

C\Users\avshukla\Downloads

B & D FindFiles | T

& lw EHEE / %3 Download - | [ Edit = 3 =5 [ Propetties |£5 [ (@ -] M
ftmp

Name . /Size Type Name Size Changed
Parent director vmware-root-2866351085 4/24/2019 11:34:39 PM
EHyperfle(-Hypercheck,zip 26KB zip Archive temp 4/18/2015 4:30:24 PM
Ay , 9604 KB Application asup_cache 3/28/2019 7:29:14 AM
hxde_tmp 3/972019 4:03:23 PM
hxde_au 3/9/2019 4:03:23 PM
tomcatl-tomcat8-tmp 3/9/2019 3:43:25PM
nginx 3/9/2019 3:43:02 PM
vmware-root 3/9/2019 3:42:59 PM
DHyperflex: Hypercheck.zip] 26KB  5/20/2019 5:34:42 PM
— e Ipnsaroosoas
[] nfstoal.pid 1KB  5/18/2019 3:03:38 PM
@storls—packages—z,m e-26812.1gz 1,180,25.. 5/3/2019 2:45:15PM
| filegBQRNg OKB  5/1/2019 1:52:02 PM
[ ] storfseventsfifo OKB 4/18/2019 6:50:37 PM
(B support-workflow-4.0.2a.tgz 52,509KB  4/18/2019 4:28:13 PM
| ] fileyQlsel OKB  4/1/2019 1:52:01 PM

[Eeu pport-workflow-3.3.2a-31601.tgz

< >«

IJgbys 3. |uwed)le pewssle Hyperflex-Hypercheck.zip.

lJoo cd tmpddogss) lds tmp ldsdsd.

root@SpringpathController7PV QWPEWV 1:~# cd /tmp/

ldo o unzip Hyperflex-Hypercheck.zip in order to | v g jz e IJpdSlo.

root@SpringpathController7PV QWPBWYV 1:/tmp# unzip Hyperflex-Hypercheck.zip
Archive: Hyperflex-Hypercheck.zip
b61c59f7962b72902692ce70548ba3d760ef df 06
creating: Hyperflex-Hypercheck/
inflating: Hyperflex-Hypercheck/HXTool.py
inflating: Hyperflex-Hypercheck/L I CENSE.txt
inflating: Hyperflex-Hypercheck/ReadMe.txt
inflating: Hyperflex-Hypercheck/TestInfo.txt
inflating: Hyperflex-Hypercheck/prettytable.py
inflating: Hyperflex-Hypercheck/progresshar.py
root@SpringpathController7PV QWPBWYV 1:/tmp#

IJg¢b9s 4. §p wouds> uue HXTool Python.

51,971 KB

3/19/2019 1:55:36 AM

=
a

233333323 F2gFzzze.,

W

A



lJow cd Hyperflex-Hyper check JJo o $d |Js Hyperflex-Hypercheck |>JsJ.

root@SpringpathControllerABCDE01234:/tmp# cd Hyperflex-Hypercheck

[Joo python HXTool.py Joudss Ideolez IJouos.

root@SpringpathControllerABCDEOQ1234:/tmp/Hyperflex-Hypercheck# python HXTool .py

IJglogé 5. bgd JJpé 19, 23, SCVM g0 bduol.

Enter thisinformation of HX-Cluster:
Enter the HX-Cluster Root Password:
Enter the ESX Root Password:



adizs: JlsBlud culdss IJusulez IJuuos: luvogse Idpdole (CTRLZ) 9598w 89,.

IJ¢1096 6. w89, 1>l HyperFlex-Hypercheck woigsd gpdsle IJezdd 1gluos wol. suveérd [Jpld IJooudss ol uso 39 10
238ls 9 9031 509BD edss £33 1Ued> Ipzpes Ss ublpe IJpzesgs.

IJgbss 7. 1dzuosd eds wdus) eu porle Idesuler IJouas. spdud oddsol Jel o9 p9og:

Swp g9 Hypercheck Report tar |JeJwd wew 9/var/log/springpath /tmp/Hyperflex-Hypercheck. J3JJ: spdud ujsd zied tar po
wew Ivar/log/springpath Is /tmp/Hyperflex-Hypercheck. waJl o 3. spdod logile 506 380 IUubps 90 psdol Bib. slJos
ceoss lsuol eds wds) Jlgoul) IJogvgws tar.

pold pdod tar JJod)s, - HX_Report_2020_08_30_10_43 50.tar swp wuweo lJs [Jpuwl,: Ivar/log/springpath.



IJew Is-1 | grep HX_Report Jp,lzes IJpdBle 1os wp logbldel woluubs 1316 HyperFlex-Hypercheck.

Under /var/log/springpath,

root@SpringpathControllerABCDE01234:/var/log/springpath# |s -1 | grep HX_Report
-rw-r--r-- 1 root root 380K Sep 23 15:41 HX_Report_2020 08 30 10 43 50.tar

root@SpringpathControllerABCDE01234:/var/log/springpath#

Under /tmp/Hyperflex-Hypercheck,

root@SpringpathControllerA BCDEQ1234:/tmp/Hyperflex-Hypercheck# Is
HX_Report_2020_08_30 10 43 50.tar prettytable.py HX_Report_ 2020 08 30_10 43 50 TestInfo.txt progressbar.py

HXTool.py prettytable.pyc ReadMe.txt progressbar.pyc LICENSE.txt
root@SpringpathControllerABCDE01234:/tmp/Hyperflex-Hypercheck#

lJedle sl wedle B gips ywed HyperCheck:

root@SpringpathControllerABCDE01234./tmp/Hyperflex-Hypercheck# |s HX_Report_2020 08 30 10 43 50/
HX_Tool_2020-08-30_10-43-50.log

HX_Tool_Main_Report_2020-08-30_10-54-34.txt

HX_Tool_Summary.json

IUg 196 8. G wouo3s) HX_YYYY_MM_DD_HH_MM_SStar TAC 9 il deo pgo.

Iwogse IUb)s8s IUpdods Jssd Jouoss) uvedle HyperCheck Ll wagsle scplsftplftpititp SCVM Iy spdod wouwlbs wojsd
ped e ldogisu ldos weoss eds gjps tar HX_REPORT.

Bop lUptrzlelepdsle Uz o Ides p lz)l90l

epdsle 1Jozdd IJos sop lzylsol w9l uls Hypercheck

swp lple 030 IJozddle woluulos 1516 HyperFlex-Hypercheck:

<tfroot>

Hyperfl ex Checks:

(Below checks are performed on all the storage controller VMs)


mailto:root@SpringpathControllerABCDE01234:/tmp/
mailto:root@SpringpathControllerABCDE01234:/tmp/
mailto:root@SpringpathControllerABCDE01234:/tmp/

Cl uster services check

- Verifies the status of storfs, stMgr and stNodeMgr services

Enospc state check

- Checks if the cluster space usage is above the warning threshold or no

Zookeeper check

- Checks whether the Zookeeper 1is running or no

Exhi bi tor check

- Verfies the status of the Exhibitor service which manages the ZK

System Di sks Usage

- Checks 1if /sdal, var/stv and /var/zookeeper is Tless than 80%

HDD heal t h check

- Reports if you have any blacklisted disk in your cluster

DNS check

- Checks whether DNS 1is configured and reachable

vCenter reachability check

- Checks whether the vCenter is reachable on the required ports

Ti mest anp check

- Checks if all the controller VMs have the exact same time

NTP sync check

- Checks whether NTP is reachable from the storage controller VMs and synced

Check package & versions -

Checks for packages and versions on Storage Controller VMs

Check 1 ptabl es count

- Checks for Iptables count on and ensure it is same on all Storage Controller VMs.

Extra pnodes check

- Looks for any extra/duplicate pnode entries in the cluster

Qut of menory check

- Checks through the log files if the cluster had any oom event



Supported vSphere versions

- Shows all the vSphere Versions supported with your current HXDP version
Perm ssions for /tnp

- Checks if the /tmp permissions are set correctly

Check Cluster Policy

- Checks the Configured Cluster Policy

Check springpath_keystore.jceks file

- Check if A11 the SCVM have same keystore file

SED Capabl e

- Checks if the cluster is SED Capable

SED Enabl ed

- Checks if Encryption is enabled in the Cluster

USB- 0 Check

- If Encryption is enabled, Checks that USBO interface is present on all the SCVMs

SED 5100/ 5200

Drive Check - If we have Micron SED 5100 drives and version is below 3.5.2b, we wont be able to replac

Di sk Lock Check

- If Encryption is enabled, Checks for any Locked drives
Net wor k Checks

- Checks the connectivity in Storage network

Check ZK-d eanup- Scri pt

- Checks to identify ZKTxnCleanUp Script

Replication Checks

- If replication is enabled, we check the Tocal and remote network connectivity (HX 4.5 Only)

Stretched O uster Checks

- Checks the Tatency between the sites and the witness VM (HX 4.5 Only)

ESXi Checks:

(Below checks are performed on each ESXI node)

HX User Account check

- Verifies if the HXUser is created on all the esxi hosts and has admin rights

vibt i on enabl ed check



- Checks if the vMotion network is confirgued

Check for ESXI Fail back tiner

- Check for ESXi Failback timer on ESXi host

Check connectivity between vnkl and ethl

- Checks the connectivity between the Mgmt and Storage network

No extra controller vmfol ders check

- Checks for duplicate Controller SCVM Folders

VMhar e Tool s | ocation check

- Checks for Non default VMware Tools location

vfat Disk Usage check

- Checks for vfat Disk Usage

Check /tnmp usage

- Checking for /tmp usage

Conput e Node Checks

- A1l the ESXI checks are also performed on Compute nodes (HX 4.5 Only)

uedde Jetoele Hypercheck oo wble IJpeesged 3lo 4 £9> IUppwsé

Enter thisinformation of HX-Cluster: Enter the HX-Cluster Root Password: Enter the ESX Root Password: Cluster Name: HX-10-Stretched Site-100 Site-
| Check ZK-Cleanup-Script | PASS | Checksto identify ZKTxnCleanUp Script. |

+ + + + HX Controller: 192.168.53.136 Test Summary: +-------
| Check ZK-Cleanup-Script | PASS | Checks to identify ZKTxnCleanUp Script. |
+ + + + HX Controller: 192.168.53.137 Test Summary: +------
| Check ZK-Cleanup-Script | PASS | Checksto identify ZKTxnCleanUp Script. |
+ + + + HX Controller: 192.168.53.138 Test Summary: +-------
| Check ZK-Cleanup-Script | PASS | Checks to identify ZKTxnCleanUp Script. |
+ + + + | Check Disk for SMART Failure. | PASS | Checks dist

+. + +
T T T

4) If you have performed any activity on your vcenter(like upgrade, certificate replacement,etc.), it is recommended to reregister your cluster to the veenter

wedsd pezle Idbls



IJ¢bsle Ideldss

o 0@ IUbls Lo pes gpdss wubgsd IJbles 1053956 eJis lulbes HyperFlex.

e plUlpe Ui)lé ogpd ej‘ddjogb§ Sausy d@ JJ IJlooblo. 3Ilo ublpe HX sdy es> JIJ IJozddle IJos $lp
IJesolez IJoues woudssol.

o Bsldeldle 1Jos wges Bsol IJbIs g0 1dgad eds weuo Idozddle I Jl ogpd wozle: spdud luvegsle lsle, CLI
(IJp2)2d) Joudss uduw Idezddle eds uble HyperFlex Jel o9 IJzld pe Idouuo IJoudsis $298l.

o Jlodse IUbls ulJozdd po 929 Is wedslle $3506/23838/p 80926/ p 2ol 5p0 Ep SILOS WIS wplzEd
pdlzble [uosl, HyperFlex 9lbJé 1Je; 986 Wod s uubll o986 19 oslus.

PIEES: Ul e 2l prdds I pumless 1Juss wumow Bubd cubgsd Iwulez 1Juoas. $p weoubgsd Ilsle,



8398l 9ldogyd eds 1JpuvdJs 98wz SR Jdp v dJs 1Jeess6.

i9le, CLI

eJs HyperFlex SCVM:

SSH to All Hyperflex SCVMs-

# service_status.sh

# sysmtool --ns cluster --cmd enospcinfo

# echo srvr | nc 0 2181

# pidof exhibitor

# stcli disk list --ip <Corresponding ESXi Mgmt |P Address> |grep -B 2 -A 8 blacklisted
# steli services dns show (and ping the I Ps listed)

# ping <vCenter |P Address>

# date ; compare the time on all SCVMs. They should ideally be identical
# stcli services ntp show

# stcli cleaner info

#ntpq -p -4

# dpkg -l | grep -i springpath | grep -v storfs-support*

# sysmtool --nsdisk --cmd list | grep -i blacklisted
#iptables-L -n|wc -l

# stcli cluster info

# df -h ; check that /var/stv should be less than 80%

# zgrep -i “out of memory” /var/log/springpath/debug-storfs.*
# ping -1 ethO <eth0> of al SCVMs

#ping -l ethl <eth1> of all SCVMs

#"Is-Id /tmp" check for 775 and 777

# stcli cluster info | grep -i "clusterAccessPolicy:' | head -1



# md5sum /etc/springpath/secure/springpath_keystore.jceks
# cat /etc/springpath/sed_capability.conf

# cat /etc/springpath/sed.conf

# cat /var/log/springpath/disksl otmap-v2.txt

# stcli cluster info | grep datazklp (ping datazklp for latency)

eJs lulbps ESXi:

SSH to all ESXi hosts

# esxcli system account list

# esxcli network firewall ruleset list | grep -i vMotion

# esxcli software vib list| egrep -i 'scvm|stHyper|stfs

# chkconfig --list | grep -E 'ntpd|hostd|vpxalstHypervisor Svc|scvmclient|hxctlvm'

# esxcfg-vmknic -I ; confirm that vMotion VMK2 is created

#vmkping -I vmk1 <eth1> of all SCVMs

# cd /vmfs/ivolumes/Springpath-X XX XX XXX XX ; Ensure that it has only one Folder that has the Storage Controller VM

#df -h | grep vfat ; Ensure dir has free space

pedyple slo Lodsé



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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