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dows 2000
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CALL CONNECTS I

PPP NEGOTIATION BEGINS
CHAP Chal

fifi
VPDN LNS HGW

lenge

=il

CHAF Response

-
ISP NAS successfully authenticates the client

ISP MAS assignes the client an
address during IPCP Negotiatio

Call is successfully connected

=
n

-

Win 2K PC initiates an LZTP Tunn

l the LNS the chent 15 authenticated below I

PPP RE-NEGOTIATION BEGINS

: : : -
glto | Mote: The Tunnel tself is not authenticated, Only

CHAP Challenge

CHAP Response

- - - F‘
Client iz authenticated.

ANintual-Access Interface is created for the client

LNS assignes the Client a new "Internal” IP
address dunng IPCP negotiation

olugSal
WSS 132 day9 13D Josiw,

(FIFI (VPDN LNS/HGW .
LNS 855 0 lasd dall 85 sl uoini pi tdla>No

(FIF1 (VPDN LNS/HGW

host nane fifi

!

usernane | 2t p-w2k password 0 ww

This is the password for the Windows 2000 client.
l-—-- With AAA,

_
the username and password can be
offloaded to the external !--- AAA server. ! vpdn enable
!I-—- Activates VPDN. ! vpdn-group | 2tp-w2k /--- This is
the default L2TP VPDN group. accept-dialin protocol |2tp
!--- This allows L2TP on this VPDN group. Virtual -
tenplate 1 !--- Use virtual-template 1 for the virtual-
interface configuration. no |2tp tunnel authentication
!-—— The L2TP tunnel is not authenticated.
authentication is not needed because the client will be

! -—— Tunnel




!--- authenticated using PPP CHAP/PAP. Keep in mind that
the client is the !--- only user of the tunnel, so
client authentication is sufficient. ! interface

| oopback 0 ip address 1.1.1.1 255.255. 255. 255
interface Ethernetl1l/0 ip address 200.0.0.14
255.255.255.0 ip router isis duplex half tag-swtching
ip! interface Virtual -Tenplatel !--- Virtual-Template
interface specified in the vpdn-group configuration. ip
unnunber ed LoopbackO peer default ip address pool pptp
!--- IP address for the client obtained from IP pool
named pptp (defined below). ppp authentication chap ! ip
| ocal pool pptp 1.100.0.1 1.100.0.10 /--- This defines
the "Internal" IP address pool (named pptp) for the
client. ip route 199.0.0.0 255.255.255. 0 200.0.0. 45

iceadl o aasgl

2o JSuin Josy ousSil ol oo 35Tl Lgolasiuw] diSay wlogleo pwsll 13 499,

Dl o0 el puiiillo (laad elxuall eMawll) 21,3V o> o 613l dAlawlyy o2l ol Lo, acs aiy
ol ol 21,31

VPDN _5 Jilw,Jl &8 209 laiill L2X 45 Js> wlogles (o ,2; —show vpdn -

VPDN aulx) 638Ul _le clogleo Lo ,2,—639L dwl> show vpdn -

.a290ll obainll uoaziomal] gua) dloliv dasld ,99,—show user -

bVl S pSxill JSi9 1 Jio copmall paimall olales ,lglbY— Juaiall pasiuo awl Juolis 5l -
3 I g PPP g PPP dsj> lales (cuzall IP lsic I adloYl, IPCP 9 NCP wYl>g (LCP)

show vpdn

L2TP Tunnel and Session |Information Total tunnels 1 sessions 1
Note that there is one tunnel and one session. Locl D Renl D Remote Name State Remote ---!
Address Port Sessions

JVEYNE-W2K1l.c est 199.0.0.8 1701 1 1 25924

This is the tunnel information. !--- The Remote Name shows the client PC's computer name, ---!
as well as the !--- IP address that was originally given to the client by the NAS. (This !---
address has since been renegotiated by the LNS.) LoclD Remi D TunlD I ntf Username State

Last Chg Fastswitch

Vil 12tp-w2k est 00: 00: 13 enabl ed 25924 1 2

This is the session information. !--- The username the client used to authenticate is 12tp- ---!
w2k. 9%%No active L2F tunnels %No active PPTP tunnels 9%\o active PPPOE tunnel s show vpdn session
window

L2TP Session Information Total tunnels 1 sessions 1

LocID Rem D TunlD ZLB-tx ZLB-rx Rbit-tx Rbit-rx Wsize M nW5 Ti neouts Qsi ze
0 0 0 0 0 0 0 0 25924 1 2

No active L2F tunnel s%
No active PPTP tunnel s%
No active PPPoE tunnel s%

show user
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Li ne User Host ('s) Idle Location

con O idle 00:00:00 0 *
Interface User Mode Idle Peer Address
vil 12tp-w2k Virtual PPP (rL2Tp ) 00:00:08
User 12tp-w2k is connected on Virtual-Access Interface 1. !--- Also note that the ---!

connection is identified as an L2TP tunnel. show caller user 1l2tp-w2k detail

User: 12tp-w2k, line Vil, service PPP L2TP
Active tine 00:01:08, Idle tine 00:00:00
Ti meout s: Absolute ldle
- - cLimts
- - : Di sconnect in
PPP: LCP Open, CHAP (<- local), |PCP
The LCP state is Open. LCP: -> peer, AuthProto, Magi cNunber <- peer, Magi cNunber, ---!
Endpoi nt Di sSc NCP: Open IPCP
The IPCP state is Open. |PCP: <- peer, Address -> peer, Address IP: Local 1.1.1.1, remote ---!
1.100.0.2
The IP address assigned to the client is 1.100.0.2 (from the IP pool !--- on the LNS). ---!
VPDN: NAS , M D 2, M D Unknown
HGW, NAS CLID 0, HGWCLID 0, tunnel open
The VPDN tunnel is open. Counts: 48 packets input, 3414 bytes, 0 no buffer O input errors, ---!
0 CRC, O frane, O overrun 20 packets output, 565 bytes, 0 underruns O output errors, O
collisions, O interface resets

Le>Molg ez BLiSiwl

LMool (oSl clias] BlisSiwY lgolasinwl liSay ologleo pumill 13D 9,

Le>Nolg a3V BliSiwl ol

Jlx oo ol ai,ille (ladd ¢eluuall eMawll) 21,3V a2 o 31 dlawley oyl solsl Loz, acs ai
ol uel 231

a3Vl anai olol 9 dagall wlogleall @21, sVl aunas jolsl jlan] b dlas>Vo

PPP wlsSe e Loglaill el PPP Uslsg 49,0 &5,> Jg> wlogles o ,2,—debug ppp negotiation -
@8>5Laolly pgéy a3 [LCP &l> zisy Y9l z>Wl PPP Loglas pgé, .NCP 9 adsLaallg LCP &3 9 Loy
(IPCP 65lc) NCP _lc oolail Ly3lg

calein Bl o Solell aill elin] o lej> ami (il &Vl Jo> Jilw, o ,=; —debug vpdn event -

08Linl a3 385 ONE] (8w Ll eVl 9l s clisl gios Ll slasVI o ,2,—llas debug vpdn -

alis Blay) 9l sole 38 elinl oo £ D Ll olaoVl Jo> Jilw, Lo ,2—debug vpdn I2x-event -
L2x J

bl ai2is gios 9l L2x clis] gios Ll L2X JgSg39  clasi Lo ,2,—debug vpdn I2x-error -

dellall (ol,eY 63200 jglaw J| 0i® el aonas ol 30 jglaw o puwss i tda>No

ek Windows 2000 Juac jiguaS o aallSo ea,9 LNS e oMel 83ax0ll ellasVl aunai 5ol9l (uSois 09
P Glsis) oglaill 65lely « ol d8slasg « g2l clisly Jwo=ll o gaill Llb ld clasV

LNS: | ncom ng session from PC W n2K

Jun 6 04:02:05.174: L2TP: I SCCRQ from JVEYNE-W2Kl.cisco.com tnl 1*
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This is the incoming tunnel initiation request from the client PC. *Jun 6 04:02:05.178: Tnl ---!
25924 L2TP. New tunnel created for remote

JVEYNE-W2Kl.cisco.com, address 199.0.0.8
The tunnel is created. Note that the client IP address is the one !--- assigned by the NAS. ---!
I-—- This IP address will be renegotiatied later. *Jun 6 04:02:05.178: Tnl 25924 L2TP. O SCCRP
to JVEYNE- W2K1. cisco.comtnlid 1 *Jun 6 04:02:05.178: Tnl 25924 L2TP: Tunnel state change from
idle to wait-ctl-reply *Jun 6 04:02:05.346: Tnl 25924 L2TP: | SCCCN from JVEYNE- V2K1. ci sco. com
tnl 1 *Jun 6 04:02:05.346: Tnl 25924 L2TP: Tunnel state change from wait-ctl-reply

to established
The tunnel is now established. *Jun 6 04:02:05.346: Tnl 25924 L2TP. SM State established ---!
*Jun 6 04:02:05.358: Tnl 25924 L2TP: | | CRQ from JVEYNE- WK1. cisco.comtnl 1 *Jun 6
04:02:05.358: Tnl/d 25924/2 L2TP: Session FS enabled *Jun 6 04:02:05.358: Tnl/d 25924/2 L2TP:
Session state change fromidle to wait-connect *Jun 6 04:02:05.358: Tnl/C 25924/2 L2TP: New
session created *Jun 6 04:02:05.358: Tnl/Cd 25924/2 L2TP: O ICRP to JVEYNE- W2K1. ci sco.com 1/1
,*Jun 6 04:02:05.514: Tnl/d 25924/2 L2TP: I ICCN from JVEYNE-W2Kl.cisco.com tnl 1

cl 1
The LNS receives ICCN (Incoming Call coNnected). The VPDN session 1s up, then !--- the LNS ---!
receives the LCP layer along with the username and CHAP password !--- of the client. A virtual-

access will be cloned from the virtual-template 1. *Jun 6 04:02:05.514: Tnl/d 25924/2 L2TP:
Session state change from wait-connect

to established
A VPDN session 1s being established within the tunnel. *Jun 6 04:02:05.514: Vil VPDN. ---!
Virtual interface created for *Jun 6 04:02: 05.514: Vil PPP: Phase is DOMN, Setup [0 sess, O
| oad] *Jun 6 04:02:05.514: Vil VPDN: Clone fromVWtenplate 1 filterPPP=0 bl ocking *Jun 6
04: 02: 05.566: Tnl/d 25924/ 2 L2TP: Session with no hwi db *Jun 6 04:02: 05.570: %] NK- 3- UPDOMN:
Interface Virtual - Accessl, changed state to up *Jun 6 04:02: 05.570: Vil PPP: Using set call
direction *Jun 6 04:02: 05.570: Vil PPP: Treating connection as a callin *Jun 6 04:02:05.570: Vil
PPP: Phase is ESTABLI SH NG, Passive Open [0 sess, 0 load] *Jun 6 04:02:05.570: Vil LCP: State is
Listen *Jun 6 04:02:05.570: Vil VPDN: Bind interface direction=2 *Jun 6 04:02:07.546: Vil LCP: I
CONFREQ [Listen] id 1 len 44
LCP negotiation begins. *Jun 6 04:02:07.546: Vil LCP: Magi cNunber O0x21A20F49 ---!
(0x050621A20F49) *Jun 6 04:02:07.546: Vil LCP: PFC (0x0702) *Jun 6 04:02:07.546: Vil LCP: ACFC
(0x0802) *Jun 6 04:02:07.546: Vil LCP: Callback 6 (0x0D0306) *Jun 6 04:02:07.546: Vil LCP: MRRU
1614 (0x1104064E) *Jun 6 04:02:07.546: Vil LCP: EndpointDisc 1 Local *Jun 6 04:02:07.546: Vil
LCP: (0x131701708695CDF2C64730B5B6756CE8) *Jun 6 04:02: 07.546: Vil LCP: (0xB1AB1600000001) *Jun
6 04:02:07.550: Vil LCP: O CONFREQ [Listen] id 1 len 19 *Jun 6 04:02:07.550: Vil LCP: MRU 1460
(0x010405B4) *Jun 6 04:02:07.550: Vil LCP: AuthProto CHAP (0x0305C22305) *Jun 6 04:02:07.550:
Vil LCP: Magi cNunber OxFA95EEC3 (0x0506FA95EEC3) *Jun 6 04: 02: 07.550: Vil LCP: O CONFREJ]
[Listen] id 1 len 11 *Jun 6 04:02: 07.550: Vil LCP: Callback 6 (0x0D0306) *Jun 6 04:02:07.550:
Vil LCP: MRRU 1614 (0x1104064E) *Jun 6 04:02:07.710: Vil LCP: | CONFNAK [REQsent] id 1 len 8
*Jun 6 04:02:07.710: Vil LCP: MRU 1514 (0x010405EA) *Jun 6 04:02:07.710: Vil LCP: O CONFREQ
[REQsent] id 2 len 15 *Jun 6 04:02: 07.710: Vil LCP: AuthProto CHAP (0x0305C22305) *Jun 6
04:02: 07.710: Vil LCP: Magi cNumber OxFA95EEC3 (0x0506FA95EEC3) *Jun 6 04:02:07.718: Vil LCP: |
CONFREQ [REQsent] id 2 len 37 *Jun 6 04:02:07.718: Vil LCP: Magi cNunber 0x21A20F49
(0x050621A20F49) *Jun 6 04:02:07.718: Vil LCP: PFC (0x0702) *Jun 6 04:02:07.718: Vil LCP: ACFC
(0x0802) *Jun 6 04:02:07.718: Vil LCP: EndpointDisc 1 Local *Jun 6 04:02:07.718: Vil LCP:
(0x131701708695CDF2C64730B5B6756CE8) *Jun 6 04:02:07.718: Vil LCP: (0xB1AB1600000001) *Jun 6
04:02:07.718: Vil LCP: O CONFACK [REQsent] id 2 len 37 *Jun 6 04:02:07.718: Vil LCP: Magi cNunber
0x21A20F49 (0x050621A20F49) *Jun 6 04:02:07.718: Vil LCP: PFC (0x0702) *Jun 6 04:02:07.718: Vil
LCP: ACFC (0x0802) *Jun 6 04:02:07.718: Vil LCP: EndpointDisc 1 Local *Jun 6 04:02:07.718: Vil
LCP: (0x131701708695CDF2C64730B5B6756CE8) *Jun 6 04:02:07.718: Vil LCP: (0xB1AB1600000001) *Jun
6 04:02:07.858: Vil LCP: | CONFACK [ACKsent] id 2 len 15 *Jun 6 04:02:07.858: Vil LCP: AuthProto
CHAP (0x0305C22305) *Jun 6 04:02:07.858: Vil LCP: Magi cNunber OxFA95EEC3 (0x0506FA95EEC3) *Jun 6
04:02:07.858: Vil LCP: State is Open
LCP negotiation is complete. *Jun 6 04:02:07.858: Vil PPP: Phase is AUTHENTI CATING by this ---!
"end [0 sess, O load] *Jun 6 04:02:07.858: Vil CHAP: O CHALLENGE id 5 len 25 from "fifi

Jun 6 04:02:07.870: Vil LCP: | IDENTIFY [Open] id 3 len 18 magi c 0x21A20F49*
MSRASV5. 00
Jun 6 04:02:07.874: Vil LCP: | IDENTIFY [Open] id 4 len 27 magi c 0x21A20F49*

MSRAS- 1- JVEYNE- VK1
"Jun 6 04:02:08.018: Vil CHAP: I RESPONSE id 5 len 29 from "1l2tp-w2k*
Jun 6 04:02:08.018: Vil cHAP: O SUCCESS id 5 | en 4*
CHAP authentication 1is successful. If authentication fails, check the !--- username and ---!

password on the LNS. *Jun 6 04:02:08.018: Vil PPP: Phase is UP [0 sess, 0 |load] *Jun 6



04:02:08.018: Vil IPCP: O CONFREQ [Closed] id 1 len 10 *Jun 6 04:02:08.018: Vil | PCP: Address
1.1.1.1 (0x030601010101) *Jun 6 04:02:08.158: Vil CCP: | CONFREQ [Not negotiated] id 5 len 10
*Jun 6 04:02:08.158: Vil CCP: Ms-PPC supported bits 0x01000001 (0x120601000001) *Jun 6
04:02:08.158: Vil LCP: O PROTREJ [Open] id 3 len 16 protocol CCP (0x80FD0105000A120601000001)
*Jun 6 04:02:08.170: Vil IPCP: | CONFREQ [REQsent] id 6 len 34 *Jun 6 04:02:08.170: Vil | PCP:
Address 0.0.0.0 (0x030600000000) *Jun 6 04:02:08.170: Vil IPCP: PrimaryDNS 0.0.0.0
(0x810600000000) *Jun 6 04:02:08.170: Vil IPCP: PrimaryWNS 0.0.0.0 (0x820600000000) *Jun 6
04:02:08.170: Vil | PCP: SecondaryDNS 0.0.0.0 (0x830600000000) *Jun 6 04:02:08.170: Vil | PCP:
SecondaryW NS 0. 0.0.0 (0x840600000000) *Jun 6 04:02:08.170: Vil IPCP: Pool returned 1.100.0.2
This is the new "Internal" IP address for the client returned by the !--- LNS IP address ---!
pool. *Jun 6 04:02:08.170: Vil IPCP: O CONFREJ [ REQsent] id 6 Len 28 *Jun 6 04:02:08.170: Vi1l
| PCP: PrimaryDNS 0.0.0.0 (0x810600000000) *Jun 6 04:02:08.170: Vil IPCP: PrimaryWNS 0.0.0.0
(0x820600000000) *Jun 6 04:02:08.170: Vil |IPCP: SecondaryDNS 0.0.0.0 (0x830600000000) *Jun 6
04:02:08.170: Vil | PCP: SecondaryWNS 0.0.0.0 (0x840600000000) *Jun 6 04:02:08.174: Vil | PCP: |
CONFACK [REsent] id 1 Len 10 *Jun 6 04:02:08.174: Vil | PCP: Address 1.1.1.1 (0x030601010101)
*Jun 6 04:02:08.326: Vil IPCP: | CONFREQ [ACKrcvd] id 7 Len 10 *Jun 6 04:02:08.326: Vil | PCP:
Address 0.0.0.0 (0x030600000000) *Jun 6 04:02:08.326: Vil I PCP. O CONFNAK [ACKrcvd] id 7 Len 10
*Jun 6 04:02:08.330: Vil IPCP: Address 1.100.0.2 (0x030601640002) *Jun 6 04:02:08.486: Vil |PCP:
| CONFREQ [ ACKrcvd] id 8 Len 10 *Jun 6 04:02:08.486: Vil |IPCP: Address 1.100.0.2
(0x030601640002) *Jun 6 04:02:08.486: Vil I PCP: O CONFACK [ACKrcvd] id 8 Len 10 *Jun 6
04:02:08.490: Vil | PCP: Address 1.100.0.2 (0x030601640002) *Jun 6 04:02:08.490: Vil IPCP: State
is Open *Jun 6 04:02:08.490: Vil IPCP: Install route to 1.100.0.2 *Jun 6 04:02:09.018:
+» %LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl

changed state to up
.The interface is up ---!

Sl 12> aallSall Jlasl glai, pgé; il Windows 2000 Juae LNS e 13® clasVl aumas 21,31 el
: saill caybas 2o Bliyl >l pigg JuaiVl ghad e LNS & ,eiy cu> dcgiiall

Jun 6 04:03:25.174: vil LCP: I TERMREQ [(Open] id 9 Len 16*

(0x21A20F49003CCD7400000000)
This is the incoming session termination request. This means that the client !--- --- !
disconnected the call. *Jun 6 04:03:25.174: Vil LCP: O TERVACK [Open] id 9 Len 4 *Jun 6
04:03:25.354: Vil Tnl/d 25924/2 L2TP: | CDN from JVEYNE- W2K1. cisco.comtnl 1, CL 1 *Jun 6
04:03:25.354: Vil Tnl/CL 25924/2 L2TP: Destroying session *Jun 6 04:03:25.358: Vil Tnl/CL
25924/ 2 L2TP: Session state change fromestablished to idle *Jun 6 04:03:25.358: Vil Tnl/CL
25924/ 2 L2TP: Releasing idb for LAC/LNS tunnel 25924/1 session 2 state idle *Jun 6 04:03: 25. 358:
Vil VPDN: Reset *Jun 6 04:03:25.358: Tnl 25924 L2TP: Tunnel state change from established to

no-sessions-left
(Jun 6 04:03:25.358: Tnl 25924 L2TP. No more sessions in tunnel, shutdown (likely*

in 10 seconds
Because there are no more calls in the tunnel, it will be shut down. *Jun 6 04:03:25.362: ---!
%.1 NK- 3- UPDOMN: I nterface Virtual - Accessl, changed state to down *Jun 6 04:03:25.362: Vil LCP:
State is Cosed *Jun 6 04:03:25.362: Vil IPCP: State is dosed *Jun 6 04:03:25.362: Vil PPP:
Phase is DOMN [0 sess, 0 load] *Jun 6 04:03:25.362: Vil VPDN. C eanup *Jun 6 04:03:25.362: Vil
VPDN: Reset *Jun 6 04:03:25.362: Vil VPDN: Unbind interface *Jun 6 04:03:25.362: Vil VPDN:
Unbind interface *Jun 6 04:03:25.362: Vil VPDN. Reset *Jun 6 04:03:25.362: Vil VPDN: Unbind
interface *Jun 6 04:03:25.362: Vil |IPCP. Renpbve route to 1.100.0.2 *Jun 6 04:03:25.514: Tnl
25924 L2TP: | StopCCN from JVEYNE- VK1. ci sco.comtnl 1 *Jun 6 04:03:25.514: Tnl 25924 L2TP:
Shutdown tunnel
The tunnel is shut down. *Jun 6 04:03:25.514: Tnl 25924 L2TP: Tunnel state change fromno- ---!
sessions-left to idle *Jun 6 04:03: 26.362: %.| NEPROTO 5- UPDOMN: Li ne protocol on Interface
Virtual - Accessl, changed state to down

do old ol
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