od9su VPDN 9y AAA

Slhgizall

dolsoll
duw bV o Wllaial|

do2Ziwoll oLgSall

AV

. Sg--“

aSuill | Jaulasill puw )l

ol oSGl

il o g8l

L>Voolg sVl oLl
le>Molg ellas V] WliSiwl olol
o old ologleo

doasoll

i, Ua)l anll JlasYl iSuid 2 dadall o Laaill JlasVl JsS5iop cuoSs ad piy oS5 Jlio siuall 13D o,
(AAA) dsmwolly Saygsilly ddslanll el azg, ¥ .éy bl dllaally ISDN & lallSel (VPDN) (L2TP)
sleYl 13 9 J e

JlasM > eSsi9n Clise Jiadl G gax sV (IETF) "coidl dwaid Jac §:,9" )bwo 9@ L2TP

Cisco o (L2F) 2 dadall a>gs bslel -
(Microsoft (PPTP s _J| dais oo _aadl JlasYl JgSsi9, -
oY o protocol L2TP. L2F LoVl @liol, L2TP pasius olaeYl 1id 9

Olaleo oz (T(1)12.0 1ol ®Cisco 10S 2ol 9 paaall vpdn-group oVl plaziwl Cisco _.ogs
w9 i S 3] 3 go9 (L2TP (LNS S a9 (L2TP (LAC _JI Jgogll 58,0 0 JS 9 VPDN
@ Uall a3l JlasVl ol 6986 I 921 > 49 6 0Lall VPDNg 65,lgJl VPDN olgVl plastiw]

ol S LD slael g duug )l olaally

a9>La0ll ayliw] (8 adli o sl Jrall pusl LI bliswl VPDN Jsos 335 upSl9 daisMI S 0l -
ad=all VPDN loleo pasiiuy.(3lacyl 13® 8 [CHAP] saxill dass, JuasVl St a8slaall JoSoi9 1)
LNS plaziwl awllly gaill Jo,e) a4 ol

@95La0.LAC o Josll duwl=9 VPDN (845 Joud) 4y awolxll adxall VPDN ololeo pasiwy:gul ol JI -
ol Jl 4 Lol (lxell goxill (o IP plgic e Wxo sl pasiuell

auwlwd o llazall



//www.cisco.com/en/US/docs/ios/12_0/dial/configuration/guide/dcvpdn.html

ao13iuoll &lgSall

0Ll 63,le)l dslall & lgSally ol Ghluol plasiwl B,y gl 03D ek ai
VPDN aSui) +IP 6510 ,965 o3l .CiSCO (o LosmasiJ)| lauall 12.2 150Y1 10S 2ol -

bl ol)Sallg ISDN wladSo Jgid aiSay .Mica aSla,g E1 sl go (CiSCO AS5300 (LAC -
o_,g.>)l| o> ol .aols ddaso diy 9 639>00Jl 6562V (o o)l 13D 9 doaioll ologleall elis| oo

Sl elagd o aSTd (6 uilo aSuis (9 Jows S 13] (Lol i81) pouman (oS Aitwoll |.@,_,.94.o.x.>.uuo.l|
d.ol.xkuulJaS_).ohsB’J.m.ko“
Mool

Ol oMawvl Jo> wlogleall 0 30 Je Jaaxl dusill Cisco wlual oWMawl g1,

Aol 138 9 dxiogall olisall (e85 wlogles U padi «pudll 1id 9

doaziwoll ,oloVl Jo> wlogleall (o ajo Ll giell (Jasd el eMasll) LoloVl oy 813l paziwl tda>Vo
Aiiwoll 13D 9

iSyil) Jadasill puw )l

W1 @il slac] xiiwall 13D pastiuy

LHS LAC
—

ClientPC
ol gSil
)\

version 12.2
service timestamps debug datetime msec

service timestamps log datetime msec
!



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

hostname LAC
spe 2/0 2/9 !
firmware location system:/ucode/mica_port_firmware
|
!
modem country mica belgium
!
vpdn enable
Enables VPDN. ! vpdn search-order domain ! -- VPDN -- !
tunnel authorization is based on the domain name ! --

(the default is DNIS). ! vpdn-group GroupCisco request-
dialin protocol 12tp ! -- L2TP is used instead of the
default (L2F). domain cisco.com ! -- The domain name

cisco.com is used to identify a VPDN user when ! --
receiving the CHAP response from the user. initiate-to

ip 10.48.74.35 ! -- The tunnel and session are
initialized to the ethernet ip address of the ! -- LNS
10.48.74.35. 12tp tunnel password cisco ! -- for tunnel

authentication ! isdn switch-type primary-net5 !
controller E1 0 clock source line primary pri-group
timeslots 1-31 ! interface Ethernet0 ip address
10.48.75.7 255.255.254.0 ! interface Serial0:15 no ip
address encapsulation ppp dialer rotary-group 1 isdn
switch-type primary-net5 isdn incoming-voice modem !
interface Group-Asyncl no ip address encapsulation ppp
async mode dedicated ppp authentication chap pap group-
range 1 120 ! interface Dialerl no ip address
encapsulation ppp ppp authentication chap pap ! ip
classless ip route 0.0.0.0 0.0.0.0 10.48.74.1 ! line con
0 exec-timeout 0 0 line 1 120 modem InOut transport
input all line aux 0 line vty 0 4 exec-timeout 0 0

! password cisco login

LNS

version 12.2

service timestamps debug datetime msec

service timestamps log datetime msec

!

hostname LNS

!

username UserISDN@cisco.com password 0 cisco

username UserAnalog@cisco.com password 0 cisco

The LNS authenticates the remote users locally. ! -- !

vpdn enable ! -- Enables VPDN. ! vpdn-group VPDN accept-
dialin ! -- Enables the LNS to accept VPDN request.
protocol 12tp !-- L2TP is used instead of the L2F
(default). virtual-template 1 ! -- For each user, the

virtual-template 1 is used to terminate the PPP session.
terminate-from hostname LAC ! -- The LNS accepts VPDN
request from router LAC. 12tp tunnel password cisco ! --
for tunnel authentication ! ! ! ! interface Loopbackl ip
address 12.12.12.1 255.255.255.255 no ip route-cache no
ip mroute-cache ! interface Ethernet(0 ip address
10.48.74.35 255.255.254.0 no ip route-cache no ip
mroute-cache no cdp enable ! interface Virtual-Templatel
! -—- The PPP session 1s terminated in the virtual-access
cloned from this ! -- virtual-template ip unnumbered
Loopbackl peer default ip address pool GroupCisco ppp
authentication chap pap ! ip local pool GroupCisco
12.12.12.2 12.12.12.50 ! -- The LNS assigns an ip
address to the remote user ip classless ip route 0.0.0.0
0.0.0.0 10.48.74.1
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vpdn-group VPDN
accept-dialin

protocol 12tp
virtual-template 1
terminate-from hostname LAC
local name LNS-cental

2o JSuiy Jagy oueSil ol o STl Lgolaziw] diSoy ologles puudll 13D 499,

2,2 (OIT) 23Vl a2 io 613l paiawl .ShOW Lolol aes (lad ulrualleNasl)) 213V p o 6131 acs
. Show oVl 2,50 Jul>s

el b gawis 9 alaiudl L2TP 9 L2F sl gao> Jo> wlogleo Lo ,2s — show vpdn tunnel -
0,995 SAI IP ylgie) Jainll ologlea) Laxle o 2, — show caller ip -

Le>MNolg elasVI OLiSiwl

Le>Mooly Sl ellas] Blisiwy Lol xiwl iSay closles pmill 13 9,

Le>Moolg el BliSiwl olgl

.debug ol9l paziws ol Jid clasVl auzuai olol ¢ dngo wlogles JI g2l tdla>Ve

o SUlg sVl 1S, 0l ddlaio Jo>

Blay) ol solell gaill elin] oo lej> azs Ll &lasVlg L2TP ellasl o ,2, — debug vpdn event -
VPDN oSl alisis

Blay) ol ale Blasl clinl o 5> @ il olasVl Jg> Jilw, Lo ,2s — debug vpdn 12x-event -
A2x J i

bl di2is gios 9l L2x elis] gios _l 12X JgSgi9 s clasl o 42, — debug vpdn I2x-error -

Jasiis ey elil Ll piy il PPP o3> debug ppp oVl Lo, ol wuwsy — debug ppp negotiation -
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PPP ol go Jogladl piy cu> PPP
or (3 asdall) ISDN aSuis oVbasl J1sls oldSall slac] Jo> ologles o 2, — debug isdn q931 -
LSy (paxiwmall ilz) (Jxall azgall
Jewogll o515 e pig0ll o> blis Lo 2, — debug modem -
:LNS JI _le

&a> debug vpdn -
debug vpdn I2x-event -
debug vpdn 12x-error -
o a8 g3 il aiy S o)l o 5, DUl Jowoll dg>le) gumill wlosles o 2, — debug viemplate -
a)lSall slgsl i 5 Uall Jswoll dgzly Blayl ad aiy sl ol JI 5,0l 1B
DEBUG PPP _o9lss -
.UserlSDN@cisco.com Jw=ll 0 ISDN JLail L laud

ol sl ausWI IS, 0l ddlnioy ddlsiall 4olgVl clasVl auonas

8101 p8,J1 0 ISDN dollSo oy lSUl szl dilniog ansWI Sy ol ddlnio ol

#LAC
Feb 1 14:45:09.684: ISDN Se(0:15: RX <- SETUP pd = 8 callref = 0x3D03*
Feb 1 14:45:09.688: Sending Complete*
Feb 1 14:45:09.688: Bearer Capability i = 0x8890*
Feb 1 14:45:09.688: Channel ID i = 0xAl18387*
,Feb 1 14:45:09.688: Calling Party Number i = 0xAl, '8101', Plan:ISDN*

Type:National
,Feb 1 14:45:09.688: Called Party Number i = 0x81, '214', Plan:ISDN*

Type : Unknown
,Feb 1 14:45:09.692: %LINK-3-UPDOWN: Interface SerialQ:6%*

changed state to up
Feb 1 14:45:09.692: Sel0:6 PPP: Treating connection as a callin*
Feb 1 14:45:09.692: Se0:6 PPP: Phase is ESTABLISHING, Passive Open*

[sess, 0 load 0]
Feb 1 14:45:09.692: Se0:6 LCP: State is Listen*
Feb 1 14:45:09.696: ISDN Se0:15: TX -> CALL_PROC pd = 8 callref = 0xBD03*
Feb 1 14:45:09.696: Channel ID i = 0xA98387*
Feb 1 14:45:09.696: ISDN Se0:15: TX -> CONNECT pd = 8 callref = 0xBD03*
Feb 1 14:45:09.696: Channel ID i = 0xA98387*

The ISDN phase is finished and the B channel is up ! -- as soon as the LAC receives RX <- —-- !
CONNECT _ACK. *Feb 1 14:45:09.752: ISDN Se0:15: RX <- CONNECT_ACK pd = 8 callref = 0x3D03 *Feb 1
14:45:09.752: ISDN Se0:15: CALL_PROGRESS: CALL_CONNECTED call id 0x90, bchan 6, dsl 0 ! -- PPP
starts with LCP phase : authentication protocol and other LCP ! -- options (compression,
multilink, and so on) are negotiated. ! -- In the debug below, only chap is negotiated. *Feb 1
14:45:09.844: Se0:6 LCP: I CONFREQ [Listen] id 179 len 10 *Feb 1 14:45:09.844: Se0:6 LCP:
MagicNumber 0x5B90B785 (0x05065B90B785) *Feb 1 14:45:09.844: Se0:6 LCP: O CONFREQ [Listen] id 1
len 15 *Feb 1 14:45:09.844: Se0:6 LCP: AuthProto CHAP (0x0305C22305) *Feb 1 14:45:09.844: Se0:6
LCP: MagicNumber 0x1A9DC8AS5 (0x05061A9DC8AS5) *Feb 1 14:45:09.844: Se0:6 LCP: O CONFACK [Listen]
id 179 len 10 *Feb 1 14:45:09.844: Se0:6 LCP: MagicNumber 0x5B90B785 (0x05065B90B785) *Feb 1
14:45:09.876: Se0:6 LCP: I CONFACK [ACKsent] id 1 len 15 *Feb 1 14:45:09.876: Se0:6 LCP:
AuthProto CHAP (0x0305C22305) *Feb 1 14:45:09.876: Se0:6 LCP: MagicNumber 0x1A9DC8AS5
(0x05061A29DC8A5) *Feb 1 14:45:09.876: Se0:6 LCP: State is Open *Feb 1 14:45:09.876: Se(0:6 PPP:
Phase is AUTHENTICATING, by this end [0 sess, 0 load] ! -- The LAC sends the client a CHAP
challenge. *Feb 1 14:45:09.876: Se0:6 CHAP: O CHALLENGE id 1 len 24 from "LAC". ! -- The LAC
receives the CHAP response from the client with username ! -- UserISDN@cisco.com. *Feb 1
14:45:09.924: Se0:6 CHAP: I RESPONSE id 1 len 39 from "UserISDN@cisco.com" ! -- The LAC checks
out if UserISDN@cisco.com is a VPDN client or not. ! —-- Because the domain cisco.com 1is
configured in the vpdn-group ! -- GroupCisco, UserISDN@cisco.com is a VPDN client. The LAC takes
! -- the VPDN parameters in the vpdn-group where the domain name ! -- cisco.com is located. *Feb



1 14:45:09.924: Se0:6 PPP: Phase is FORWARDING [0 sess, 0 load] *Feb 1 14:45:09.924: Se(0:6 VPDN:
Got DNIS string 214 *Feb 1 14:45:09.924: Se0:6 VPDN: Looking for tunnel -- cisco.com -- *Feb 1
14:45:09.928: Sel0:6 VPDN/RPMS/GroupCisco: Got tunnel info for cisco.com *Feb 1 14:45:09.928:
Se0:6 VPDN/RPMS/GroupCisco: LAC *Feb 1 14:45:09.928: Se0:6 VPDN/RPMS/GroupCisco: 1l2tp-busy-
disconnect yes *Feb 1 14:45:09.928: Se0:6 VPDN/RPMS/GroupCisco: IP 10.48.74.35 *Feb 1
14:45:09.928: Se0:6 VPDN/GroupCisco: curlvl 1 Address 0: 10.48.74.35, priority 1 *Feb 1
14:45:09.928: Se0:6 VPDN/GroupCisco: Select non-active address 10.48.74.35, priority 1 *Feb 1
14:45:09.928: Se0:6 VPDN: Find LNS process created *Feb 1 14:45:09.928: Tnl 2027 L2TP: SM State
idle ! -- In order to bring up the tunnel, the LAC sends SCCRQ (Start Control ! -- Connection
Request) to the LNS. ! -- A CHAP challenge is included in the packet. *Feb 1 14:45:09.928: Tnl
2027 L2TP: O SCCRQ *Feb 1 14:45:09.928: Tnl 2027 L2TP: Tunnel state change from idle to wait-
ctl-reply *Feb 1 14:45:09.928: Tnl 2027 L2TP: SM State wait-ctl-reply *Feb 1 14:45:09.928: Se0:6
VPDN: Forward to address 10.48.74.35 *Feb 1 14:45:09.928: Se0:6 VPDN: Pending *Feb 1

14:45:09.932: Se0:6 VPDN: Process created ! -- The LAC receives from the LNS SCCRP (Start
Control Connection Reply). ! -- The response to its own chalenge and another chap chalenge from
the LNS ! -- are included in the packet. *Feb 1 14:45:09.956: Tnl 2027 L2TP: I SCCRP from LNS

*Feb 1 14:45:09.956: Tnl 2027 L2TP: Got a challenge from remote peer, LNS *Feb 1 14:45:09.956:
Tnl 2027 L2TP: Got a response from remote peer, LNS *Feb 1 14:45:09.956: Tnl 2027 L2TP: Tunnel
Authentication success *Feb 1 14:45:09.956: Tnl 2027 L2TP: Tunnel state change from wait-ctl-
reply to established ! -- The LAC sends to the LNS SCCCN (Start Control Connection Connected). !
-- The response to LNS's challenge is included in the packet. *Feb 1 14:45:09.956: Tnl 2027
L2TP: O SCCCN to LNS tnlid 11514 *Feb 1 14:45:09.956: Tnl 2027 L2TP: SM State established *Feb 1
14:45:09.956: Se0:6 VPDN: Forwarding... *Feb 1 14:45:09.956: Se0:6 VPDN: Bind interface
direction=1 *Feb 1 14:45:09.956: Tnl/Cl 2027/18 L2TP: Session FS enabled *Feb 1 14:45:09.956:
Tnl/Cl 2027/18 L2TP: Session state change from idle to wait-for-tunnel *Feb 1 14:45:09.960:
Se0:6 Tnl/Cl 2027/18 L2TP: Create session *Feb 1 14:45:09.960: Tnl 2027 L2TP: SM State
established ! -- The Tunnel is up. The LAC brings up the session for the user ! --
UserISDN@cisco.com. For that, it sends ICRQ (Incoming Call ReQuest). *Feb 1 14:45:09.960: Se0:6
T™nl/Cl 2027/18 L2TP: O ICRQ to LNS 11514/0 *Feb 1 14:45:09.960: Se0:6 Tnl/Cl 2027/18 L2TP:
Session state change from wait-for-tunnel to wait-reply *Feb 1 14:45:09.960: Se0:6 VPDN:

UserISDN@cisco.com is forwarded ! -- After receiving ICRP (Incoming Call Reply, we don't see it
in the debug) ! -- the LAC sends ICCN Incoming Call Connected. The VPDN session is up . ! --
Then the LAC forwards to the LNS what it has negotiated with the client ! -- (LCP options) along

with the username and chap password of the client. *Feb 1 14:45:10.008: Se0:6 Tnl/Cl 2027/18
L2TP: O ICCN to LNS 11514/6 *Feb 1 14:45:10.008: Se0:6 Tnl/Cl 2027/18 L2TP: Session state change
from wait-reply to established *Feb 1 14:45:10.960: $LINEPROTO-5-UPDOWN: Line protocol on
Interface Serial0:6, changed state to up *Feb 1 14:45:15.692: %ISDN-6-CONNECT: Interface
#Serial0:6 is now connected to 8101 UserISDN@cisco.com LAC

LNS _le olgVl clasVl auas

oSl 2l dilning asMI Sy 0l oo dpLiwdl Gloasdl e Jlasl 6505 Juazig

#LNS

Mar 1 02:13:06.499: L2TP: I SCCRQ from LAC tnl 2027%*

Mar 1 02:13:06.507: Tnl 11514 L2TP: Got a challenge in SCCRQ, LAC*

Mar 1 02:13:06.511: Tnl 11514 L2TP: New tunnel created for remote LAC, address*

10.48.75.7

The LNS replies with SCCRP which includes the CHAP response to LAC's ! -- challenge and a -- !
CHAP challenge. *Mar 1 02:13:06.515: Tnl 11514 L2TP: O SCCRP to LAC tnlid 2027 *Mar 1
02:13:06.523: Tnl 11514 L2TP: Tunnel state change from idle to wait-ctl-reply ! -- The LNS

receives SCCCN. *Mar 1 02:13:06.535: Tnl 11514 L2TP: I SCCCN from LAC tnl 2027 *Mar 1
02:13:06.539: Tnl 11514 L2TP: Got a Challenge Response in SCCCN from LAC *Mar 1 02:13:06.543:
Tnl 11514 L2TP: Tunnel Authentication success *Mar 1 02:13:06.543: Tnl 11514 L2TP: Tunnel state
change from wait-ctl-reply to established *Mar 1 02:13:06.547: Tnl 11514 L2TP: SM State
established ! -- The tunnel is up. The LNS receives ICRQ to bring up the session. *Mar 1
02:13:06.555: Tnl 11514 L2TP: I ICRQ from LAC tnl 2027 *Mar 1 02:13:06.559: Tnl/Cl 11514/6 L2TP:
Session FS enabled *Mar 1 02:13:06.563: Tnl/Cl 11514/6 L2TP: Session state change from idle to

wait-connect *Mar 1 02:13:06.567: Tnl/Cl 11514/6 L2TP: New session created ! -- The LNS replies
with ICRP (Incoming Call Reply). *Mar 1 02:13:06.567: Tnl/Cl 11514/6 L2TP: O ICRP to LAC 2027/18
! -- The LNS receives ICCN (Incoming Call coNnected). The VPDN sesion is up, ! -- then the LNS
receives the LCP layer along with the username ! -- and chap password of the client. ! -- A

virtual-access 1is cloned from the virtual-template 1. *Mar 1 02:13:06.583: Tnl/Cl 11514/6 L2TP:



I ICCN from LAC tnl 2027, cl 18 *Mar 1 02:13:06.591: Tnl/Cl 11514/6 L2TP: Session state change
from wait-connect to established *Mar 1 02:13:06.591: Vtl VTEMPLATE: Unable to create and clone
vaccess *Mar 1 02:13:06.595: Vil VTEMPLATE: Reuse Vil, recycle queue size 1 *Mar 1 02:13:06.595:
Vil VTEMPLATE: Hardware address 0000.0c4a.4314 *Mar 1 02:13:06.599: Vil VPDN: Virtual interface
created for UserISDN@cisco.com *Mar 1 02:13:06.603: Vil PPP: Phase is DOWN, Setup [0 sess, O
load] *Mar 1 02:13:06.603: Vil VPDN: Clone from Vtemplate 1 filterPPP=0 blocking *Mar 1
02:13:06.607: Vil VTEMPLATE: Has a new cloneblk vtemplate, now it has vtemplate *Mar 1
02:13:06.611: Vil VTEMPLATE: ******k*x%k4x CLONE VACCESSL ****kksxkksxkksx* *Mar 1 02:13:06.615:
Vil VTEMPLATE: Clone from Virtual-Templatel interface Virtual-Accessl default ip address no ip
address encap ppp ip unnumbered Loopbackl end *Mar 1 02:13:07.095: $LINK-3-UPDOWN: Interface
Virtual-Accessl, changed state to up *Mar 1 02:13:07.099: Vil PPP: Using set call direction *Mar
1 02:13:07.103: Vil PPP: Treating connection as a callin *Mar 1 02:13:07.103: Vil PPP: Phase 1is
ESTABLISHING, Passive Open [0 sess, 0 load] *Mar 1 02:13:07.107: Vil LCP: State is Listen *Mar 1
02:13:07.111: Vil VPDN: Bind interface direction=2 *Mar 1 02:13:07.111: Vil LCP: I FORCED
CONFREQ len 11 *Mar 1 02:13:07.115: Vil LCP: AuthProto CHAP (0x0305C22305) *Mar 1 02:13:07.119:
Vil LCP: MagicNumber 0x1A9DC8A5 (0x05061A9DC8A5) *Mar 1 02:13:07.119: Vil VPDN: PPP LCP accepted
rcv CONFACK *Mar 1 02:13:07.123: Vil LCP: I FORCED CONFACK len 6 *Mar 1 02:13:07.127: Vil LCP:
MagicNumber 0x5B90B785 (0x05065B90B785) *Mar 1 02:13:07.131: Vil VPDN: PPP LCP accepted sent
CONFACK ! -- The LNS authenticates the user. It doesn't send a new CHAP challenge ! -- (the
debug may be confusing) since it has received the CHAP challenge ! -- and response from the LAC.
*Mar 1 02:13:07.131: Vil PPP: Phase is AUTHENTICATING, by this end [0 sess, 0 load] *Mar 1
02:13:07.135: Vil CHAP: O CHALLENGE id 2 len 24 from "LNS" *Mar 1 02:13:07.143: Vil CHAP: I
RESPONSE id 1 len 39 from "UserISDN@cisco.com" *Mar 1 02:13:07.151: Vil CHAP: O SUCCESS id 1 1len
4 *Mar 1 02:13:07.155: Vil PPP: Phase is UP [0 sess, 0 load] ! -- The IPCP phase starts. ! --
The IP address 12.12.12.2 is assigned to the client. *Mar 1 02:13:07.159: Vil IPCP: O CONFREQ
[Closed] id 1 len 10 *Mar 1 02:13:07.163: Vil IPCP: Address 12.12.12.1 (0x03060C0C0C01l) *Mar 1
02:13:07.215: Vil IPCP: I CONFREQ [REQsent] id 34 len 10 *Mar 1 02:13:07.219: Vil IPCP: Address
0.0.0.0 (0x030600000000) *Mar 1 02:13:07.223: Vil IPCP: Pool returned 12.12.12.2 *Mar 1
02:13:07.227: Vil IPCP: O CONFNAK [REQsent] id 34 len 10 *Mar 1 02:13:07.231: Vil IPCP: Address
12.12.12.2 (0x03060C0C0C02) *Mar 1 02:13:07.235: Vil IPCP: I CONFACK [REQsent] id 1 len 10 *Mar
1 02:13:07.239: Vil IPCP: Address 12.12.12.1 (0x03060C0C0CO01) *Mar 1 02:13:07.271: Vvil IPCP: I
CONFREQ [ACKrcvd] id 35 len 10 *Mar 1 02:13:07.275: Vil IPCP: Address 12.12.12.2
(0x03060C0C0C02) *Mar 1 02:13:07.279: Vil IPCP: O CONFACK [ACKrcvd] id 35 len 10 *Mar 1
02:13:07.283: Vil IPCP: Address 12.12.12.2 (0x03060C0C0C02) *Mar 1 02:13:07.287: Vil IPCP: State
is Open *Mar 1 02:13:07.295: Vil IPCP: Install route to 12.12.12.2 ! -- The virtual-access 1is
up. *Mar 1 02:13:08.159: $LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl,
#changed state to up LNS

2ol o e

LAC#show vpdn tunnel

L2TP Tunnel Information Total tunnels 1 sessions 1

LocID RemID Remote Name State Remote Address Port Sessions
LNS est 10.48.74.35 1701 1 45655 36556

No active L2F tunnels$%

No active PPTP tunnels$

No active PPPoE tunnels$

#LAC

LNS#show vpdn tunnel

L2TP Tunnel Information Total tunnels 1 sessions 1

LocID RemID Remote Name State Remote Address Port Sessions
LAC est 10.48.75.7 1701 1 36556 45655

No active L2F tunnels$%

No active PPTP tunnels$

No active%

LNS#show caller ip

<-> Line User IP Address Local Number Remote Number
\ Vil UserISDN@cisco.com

in 8101 214 12.12.12.2

#LNS



do by Olegleo

Jowoglle Llall dss ac -
Cisco Systems - olaiuwally sl acall -



//www.cisco.com/cisco/web/psa/default.html?mode=tech&referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



