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debugs:

debug dialer

debug dialer packet
debug isdn 931

debug ppp negotiation
debug ppp authentication

Lag in to your router and enable these

Then ping an IP Address on the Internet

(Howe to log in and capture these debugs)

Does the Router
Atternpt to Dial?

Ooes the [SD
Call Connect
Successfully?

Dioes the PPP LCP
Phase succeed?

Does PPE
Authentication
Succeed?

Does the PPF
MCP (IFCP1 Phase

complete?

Fossible Causes:

- ip routing is not configured

- IP Addressing is not configured
- Route to dialer int does not exist
- dialer-list i= not configured

- dialer-group is not configured

- dialer string is not specified
(Click here for other possible
cases and sample output)

Fossible Causes:

- Problem with 150N wiring

- IS0M Circuit is not functioning
- Incorrect dialer string

- Long distance carrier issue

- Incorrect SPIDs

(Click here for other posgible
cases and sample output)

Fossible Causes:

- encapsulation ppp is not
configured

- ISOM Speed mismatch 56k vs
Bak)

- Routers do not agree an
authentication protocal

(Click here for other possible
cases and sample output)

Fossible Causes:

- wrong username (on either called
and calling router)

- wrong password (on either called
and calling router)

(Click here for other possible cases
and sarnple output)

Fossible Causes:

- fixed IP address configured an
calling router while called router
wants to assign a specific address
- dialer pool incorrectly specified
- dialer remote-name does not
match the authenticated username
(Click here for other possible cases

. Choose from one of the following

!

\

post-connection problems

and sample output)

Call disconnects
prermaturely

Possgible Causes:

- Low dialer idle-timeout
- Incorrect interesting
traffic definition

Call does not disconnect .
link
Possible Causes:

- High dialer idle-timeout
- Incorrect interesting
traffic definition

Possible Causes:

periodic traffic) is
interesting

Router repeatedly dials the

- Routing protocol {or other

//
IF Connectivity lssues

Fossible Causes:
- WAT Configuration lssue
- IP Routing issue
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IJeuudunds 1Elue wlddposse [duvioos 1Ugluo wdi by po 21 luweesle wyolez Telnet.

l>| Juo ualao IJs IJleold ulJro_gao Ualua u-J ,ou CJIJ _9@0 Uuadp‘ Vs Idyese IUs
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Telnet. Vel gJsY Jw9s luwwgsle gpsd wiulpe Telnet JJlouold wewslo IP 1Jgluo wldeszo
e lJlse,ue.

B Is 2lJs (9238 wedp 19 wyuler Telnet). oo 1JIBod luwadsle gpsd suvee JI wldleo sl
upadgblu JIglz Uus ope wdysol A S lJzduwé: 2 95 swesu edsy IJuPJgSJ 06 Ia,s
B lo)lz wuoese IJigble Jdwze gu ouwlisd pesws.

e woudisb edds wluss eds [plz cusese IJigble s )uulsd Iduved. gusel sbdo pud.
Sded [JIJps suvdd eds puvele wedsyd 9s>¢d enable |gudou:

rout er >enable

Password: (enter the enable password) router# router#configure terminal
Enter configuration comrands, one per line. End with CNTL/Z
router(confi g)#service timestamps debug datetime msec
router(confi g) #service timestamps log datetime msec

Bl oo pogadl wluwedsle wyolez Telnet Bldo o IUpyl§wb [Jbydss Jel sds:

rout er #terminal monitor
router#

&3 3JY. bed lsle, ousese IJigble I>olo:

rout er #debug isdn g931

| SDN @31 packets debugging is on
rout er #debug ppp negotiation

PPP protocol negotiation debugging is on
rout er #debug dialer packet

Di al on demand packets debugging is on
rout er #debug dialer

Di al on denmand events debugging is on
rout er #debug ppp authentication

PPP aut henti cati on debugging is on
router#

&p ol ool Ilegeld eds poze Idloeld. Bspl sds le cusese leble Jesus luvesgle
olgz: swp lusl Idpsled Idpgodws Jol wp wg)sVol Os IJpebb IJIuusslos.

router#ping 194.183.201.1
Type escape sequence to abort.
Sendi ng 5, 100-byte |ICVWP Echos to 194.183.201.1, timeout is 2 seconds:

*Mar 1 00:06: 36.383: Dil DDR: ip (s=10.1.0.1, d=194.183.201.1),
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100 bytes, outgoing interesting (ip PERMIT)

! -- The ping for 194.183.201.1 is interesting traffic and uses Dialer 1(Dil) *Nar 1

00: 06: 36.387: BRO DDR rotor dialout [priority] *Mar 1 00:06:36.391: BRO DDR Dialing cause ip
(s=10.1.0.1, d=194.183.201.1) *Mar 1 00:06:36.395: BRO DDR: Attempting to dial 8134

! —— Number used to dial.

! -- This is configured using the dialer string or dialer map conmand

I -- |If you do not see this nessage proceed to section

I -- Synptom The Router Does Not Attenpt to Dial *Mar 1 00:06:36.411: |SDN BRO: TX -> SETUP pd

= 8 callref = 0x02 *Mar 1 00:06: 36.415: Bearer Capability i = 0x8890 *Mar 1 00: 06: 36. 423:
Channel IDi = 0x83 *Mar 1 00: 06: 36.427: Called Party Nunber i = 0x80, '8134', Pl an: Unknown,
Type: Unknown *Mar 1 00: 06: 36.519: |1 SDN BRO: RX <- CALL_PRCC pd = 8 callref = 0x82 *Mar 1

00: 06: 36.527: Channel IDi = 0x89 *Mar 1 00: 06: 36.727: | SDN BRO: RX <- CONNECT pd = 8 callref =

0x82 *Mar 1 00: 06: 36. 743: | SDN BRO: TX -> CONNECT ACK pd = 8 callref = 0x02

*Mar 1 00:06:36.751: %LINK-3-UPDOWN: Interface BRIO:1, changed state to up

! -- | SDN Layer 3 CONNECT message and Link Up nessage ! -- If you do not see this message
proceed to section ! -- Synptom The | SDN Call Does Not Connect Successfully *Mar 1

00: 06: 36. 767: BRO:1: interface must be fifo queue, force fifo *Mar 1 00: 06: 36. 775: %Dl ALER- 6-
BIND: Interface BRO:1 bound to profile Dil *Mar 1 00: 06: 36. 787: BRO: 1 PPP: Treating connection
as a callout *Mar 1 00:06:36.791: BRO:1 PPP: Phase is ESTABLI SHI NG Active Open ! -- LCP
negotiation begins *NMar 1 00:06:36.791: BRO:1 PPP: No renote authentication for call-out *NMar 1
00: 06: 36. 795: BRO:1 LCP: O CONFREQ [Closed] id 3 len 10 *Mar 1 00: 06: 36. 799: BRO:1 LCP:

Magi cNunber 0x0012586A (0x05060012586A) *Mar 1 00: 06: 36.859: BRO:1 LCP: | CONFREQ [ REQsent] id
59 len 15 *Mar 1 00: 06: 36. 863: BRO: 1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1 00: 06: 36. 867:
BRO: 1 LCP: Magi cNunber 0x10D36A4C (0x050610D36A4C) *Mar 1 00: 06: 36. 871: BRO:1 LCP: O CONFACK
[REQsent] id 59 len 15 *Mar 1 00: 06: 36.875: BRO:1 LCP: AuthProto CHAP (0x0305C22305) *Mar 1
00: 06: 36.875: BR0O:1 LCP: Magi cNumber 0x10D36A4C (0x050610D36A4C) *Mar 1 00: 06: 36.879: BRO: 1 LCP:
I CONFACK [ ACKsent] id 3 Ien 10 *Mar 1 00: 06: 36.883: BRO: 1 LCP: Magi cNunber 0x0012586A
(0x05060012586A) *Mar 1 00:06:36.887: BRO:1 LCP: State is Open

! -- LCP negotiation is complete. Any LCP state other than Open indicates

I -- that LCP negotiation has fail ed.

I -- If you do not see this nessage proceed to section

I -- Synptom PPP LCP Phase Does Not Succeed *Mar 1 00:06:36.903: BR0:1 PPP: Phase is

AUTHENTI CATI NG, by the peer *Mar 1 00:06:36.907: BRO:1 CHAP: I CHALLENGE id 38 len 24 from"|SP"
! —- Incoming CHAP challenge *Mar 1 00:06:36.915: BRO:1 CHAP: Using alternate hostname XXXXX

! -- Using alternate hostname configured with ppp chap hostname conmand

*Mar 1 00: 06: 36.915: BRO:1 CHAP: Usernane | SP not found

*NMar 1 00:06:36.919: BRO:1 CHAP: Using default password

! -- Using password configured with ppp chap password conmand

*Mar 1 00:06:36.923: BRO:1 CHAP: O RESPONSE id 38 len 26 from " XXXXX"

! -- Sending response from "XXXXX" which is the alternate hostname for the router *Mar 1

00: 06:36.939: BRO:1 CHAP: | SUCCESS id 38 len 4 ! -- NAS has succesfully authenticated the
router *Mar 1 00:06:36.943: BRO:1 PPP: Phase is UP

! -—- PPP Authentication is successful ! -- PPP NCP (IPCP) negotiation begins *Mar 1

00: 06: 36.947: BRO:1 | PCP: o CONFREQ [Not negotiated] id 3 len 10

*Mar 1 00:06: 36.951: BRO:1 | PCP: Address 0.0.0.0 (0x030600000000)

! —- This router does not have an address configured, so it sends a

! -- CONFREQ with the address 0.0.0.0. This tells the other peer to assign an address

! —— which is accomplished by the sending of a CONFNAK with the proper address. *Mar 1

00: 06: 36.955: BRO:1 | PCP: I CONFREQ [ REQsent] id 26 len 10

*Mar 1 00:06: 36.963: BRO:1 | PCP: Address 194.183.201.1 (0x0306C2B7C901)

! —- Incoming CONFREQ indicating the peer's IP address *Mar 1 00:06:36.967: BRO:1 I PCP. o
CONFACK [ REQsent] id 26 len 10

*Mar 1 00:06:36.971: BRO:1 | PCP: Address 194.183.201.1 (0x0306C2B7C901)

! -- The router accepts the peer's IP address

! -- (since it 1is not trying to assign one to the peer)

! —- Once the call is connected a route to this address will be installed *Mar 1 00: 06: 36. 975:
BRO: 1 | PCP: I CONFNAK [ ACKsent] id 3 len 10

*Mar 1 00:06:36.979: BRO:1 | PCP: Address 194.183.201.2 (0x0306C2B7C902)

! -- The peer CONFNAKs our initial Address request of 0.0.0.0

! -- It responds with the address that this router could use

! —— The NAS can assign this using the peer default ip address or dialer map conmand

*Mar 1 00:06:36.983: BRO:1 | PCP: 0 CONFREQ [ ACKsent] id 4 len 10

*Mar 1 00:06: 36.987: BRO:1 | PCP: Address 194.183.201.2 (0x0306C2B7C902)

! —- This router requests the address previously suggested by the NAS *Mar 1 00:06:37.011: BRO: 1



| PCP: I CONFACK [ ACKsent] id 4 len 10

*Mar 1 00:06:37.015: BRO:1 | PCP: Address 194.183.201.2 (0x0306C2B7C902)

! —-- NAS accepts the address requested by the client *Mar 1 00:06:37.015: BRO:1 IPCP: State is
Open

! —-——- PPP NCP (IPCP) negotiation is complete ! -- If you do not see this message proceed to
section

! -- Symptom: PPP NCP (IPCP) negotiation does not succeed *Mar 1 00:06:37.019: Dil | PCP: Instal
negotiated IP interface address 194.183.201.2 *Mar 1 00: 06:37.031: BRO:1 DDR dialer protocol up
*Mar 1 00:06:37.039: Dil IPCP: Install route to 194.183.201.1

! -- Route to peer is installed *Mar 1 00: 06: 37.943: 9%. NEPROTO 5- UPDOAN: Li ne protocol on
Interface BRI 0:1, changed state to up *Mar 1 00:06:38.383: Dil DDR ip (s=194.183. 201. 2,

d=194. 183.201. 1), 100 bytes, outgoing interesting (ip PERMT) *Mar 1 00:06:38.427: Dil DDR ip
(s=194.183. 201. 2, d=194.183.201.1), 100 bytes, outgoing interesting (ip PERMT) *Mar 1
00:06:38.471: Dil DDR ip (s=194.183.201.2, d=194.183.201.1), 100 bytes, outgoing interesting
(ip PERMT) *Mar 1 00:06:38.515: Dil DDR ip (s=194.183.201.2, d=194.183.201.1), 100 bytes,
outgoing interesting (ip PERMT) router# *Mar 1 00:06:42.783: %ISDN-6-CONNECT: Interface BRIO:1
is now connected to 8134

unknown
router#

loweduuld IJigble ol oJlzol: oJ selod 1eszo IUbJLS

Jeer96 el Bl Il 1dpgze selad lole pdldps: 0289 ppl Bl Jlve Jrsd IUgbyb 1Jeldss Ss
ol wuoese IJIgble [UEluo wpvzo Ul old:

*Mar 1 00: 06:36.395: BRO DDR: Attenpting to dial 8134

Vs 1B)lz wuozse Uitl?lc‘ SJ90 8134 09 ,9p >JsJ ISDN 1Jss szlad Idpsze bdwo. wpe wpas>
03l L_J_),jro g_;|u.uoé_.)|fo |J|ro_) ououo |J|m."au0J l9 b§bo LquUDJ

26 [ s Idpglob Il w.slos Jowed il Iz ble of o lzol

IJeruor Jl selad 1Jpsze lUbdy

3l dpe sYu Idpszoe IJgluo wd selad IUbdo Would IJgsss pu Idlzwpldle:

Jl s9p> [ole cuorse Ieble eds 1JIbJIS

I3l Jp sYu ould @)l wuoest Ieble eds IUIbJIE: Blo o3l sdss eds Idbze Jiu 2ips IP 1Jos
o99p whuwldel Jp sop wozsool zos IUs 9lzos lJpouod. sldlpwole IUIYe, Gussel JsJY ot

- 02dd pu odosu P eds 9lzos IUpouad. sew lu sdsu Josd guslo IP gdis slzos
IJpcuod 19 91206 IP £, 1Jp)806 (256 wIJ90 1J9lz06 9lzos uplup ped lse,ow . loopback
x 90l 1Js 3J9) Ig guslo IP IUss ep IJelso wuslue (151 Jlu 1g psd uvszuod eds guslo
IP oo NAS). 3l Juo oguegsp 31,0 DDR IJ@55p06 Bszw wdsy gudlu IP gds 1Uglzos
Ipl>s6 (8Js uvwsd Ipeld. slzoé BRI 0).

- 02U pu wIdIsy IJio, ipnrouting. &?)M ooub) lds Idodssu 1Ugluo od wluwegsle IJio,
show running-config. sz lJI w,s 1Jle, no ip routing.



C 0Bl pw 929 puvh Gluw suvs) 1Us Slzes IJpouod s 1Jglbes IJeldss (31 Jouo
wunogde plsb ldeouod). deold Idolds (Jedod oers Idpouad) 09 puul Sloo J

172.22.53.0/24 pg pood IJEb9s IJoldsé 1:
maui - soho- 01(confi g) #ip route 172.22.53.0 255.255.255.0 dialer 1

lJeeld IJelds (U DDR IJ@ssp) 09 puwl) eloo J 172.22.53.0/124 pg 1Jp,2dé IJoldso
172.16.1.1. sgo lu seblod gusly 1Jgbgs IJoldss pg gusly IP BOs oo gsbo
|.Jroouo.J Urou.uo'a)roé JdbJu:

maui - soho- 01(confi g) #ip route 172.22.53.0 255.255.255.0 172.16.1.1

- 0283 0 1o IJpoued I 1dslzos 1delss Jsuwe B lds Ls Sl bhsl b suoe IJluweesls.
luvegse IJlp, show interface dialer X |9 show interface bri X J_opelo 1o 1Jglzos W 1JzlJs
up/up (IJlueeld).

I3 oo 1J9lzoé pelbds blysl Bluuegse IJie, no shutdown Bbs 9 os wIJ9su IJslzos.
131 Jlue 1Jslzos B 2lds Idluwoesls. Blo slzos Idleuold 19 9lz06 BRI o dss wedlud wuwgs

leeslbss Jlouold $eo ldoubgsd. sedod lol 151Js o, 9lz06 IJouwg IUlzeslbes v
Islzos Il wlwss 19 pweo IJIod po 1Uslzos 11wl uss.

92> [ole wusese Wigble sddy JI o> HuwlJs "eeleds IUbJL"

B 030 1Jzlds: §> ©dau 0uld 2506 IP 09206 [Js 1Uslzos: 9JJu IJpsze swelodol 9 Swol
|L.Jrod|.Jrof> Juvow r°|' _)|a& |a)|a OUOLST |\J|§_b|c ,Jp&)do Vo Edp !aﬂc I.oa|_9.J6 Ulu.uo)elc.
Osel sds weue wloe wusese IJIRble sluuolool Idpzopds:

el 1

*Mar 13 10:43:50.253: Dil DDR ip (s=10.1.1.1, d=172.22.53.1),
100 bytes, outgoing uninteresting (list 101).

Jlooblod dsé 1dess) ldos op logbldel pe wers I8 1pss) Idpes, Jdlowele. Jol
Iecld Gp ooessd Blises lUgoed 101.

OEHSY 2Ib p)9) wuwsh 9ppee 9> sYIU JJuwele Jeese 2yIs o9, IP Jpl Bes:

nmaui - soho- 01(confi g) #dialer-1list 1 protocol ip permit

OIS’ &> S90S wesss ds p9) IP gds Ivol ps,6 JJlowele 1Us wdle boolb ISDN s>
IJouvgsd Ids led €5y pumps: Eluod Bl o Josd wiesdsd wozso 19 2)dé )9, 29,86 ).
lool ogrs ds 1de9) Idppce Jsdlse lzosllod.

sé lJlo

Jeiss pu ldpedsple eo 2o 1dpns) Idees,6: slee wlde wlJoes96: w6 gled

90928 alu

pC‘JU 2

*Mar 1 00:07:22.255: Dil DDR ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing uninteresting (no dialer-group defined).
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Jl w9z pzesgs pouad pdsud eds sleod IJpouod. [olB86 pzeses pouod Jel 09 1Jeld O
IUpold IJolds:

interface Dialerl
di al er-group x

odlebs: szu lu ©dan 8spd X ol 1UBsps wd wol IJpuwegsed e 1o, dialer-list.

puld 3

*Mar 1 00:08:24.919: D1 DDR ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing uninteresting (dialer-list 1 not defined).

$92> wslu presesd IJpouod eds slzoes Ipouod 9JIu Slises IJpouod Idpuily [dsol £s)
£92926. 9p wodssu Ylspd Idpouod Jel 09 p9oz S ldecld Idelds:

dialer-list X protocol ip permt

odlebé: szu 1o odaw Bsps X os 1UBsp6 wd ol IJp uegses e 1Ule, dialer-group 1w
9lzod lJpood.

el 4

*Mar 1 00:25:32.551: Dil DDR ip (s=10.1.0.1, d=194.183.201.1),
100 bytes, outgoing interesting (ip PERMT)
*Mar 1 00:25:32.555: Dil DDR No free dialer - starting fast idle tiner.

WO oo IJzlJs sgow) 1Jgjp0 Iguo|>J6 PS80 wpl sJVs Jedw |J|_)QV|JID:_9J€JQ JI s9g> 9lzoo
phsé pules Jlple IJpdldps. wlds oo wdssu gue9 wrpe IUpouod uw O 1U9lzod IJelss 9o
odysu wept IJpouod X s 9lzod ldpouod. pold:

interface BRI 0O

di al er pool -nenber 1
!

interface Dialerl
dialer pool 1

283 lsuol pu 1o 9lz06 BRI Js e B 2lJs ls bl 1o g s.
pold 5
*Mar 1 00:37:24.235: Dil DDR ip (s=10.1.0.1, d=194.183.201.1),

100 bytes, outgoing interesting (ip PERMT)
*Mar 1 00:37:24.239: Dil DDR: Cannot place call, no dialer string set.

B 030 IJeldé: Jp sop wdysu guduwds IJpouad s Slzed Idpouod- $usd IUpsze lale
edldpdé 9JJuo Jl sg,09 58 >JsJ ISDN IUss sew ldleuold ve. wgysw pwduwds ldpouod:



interface Dialerl
dialer string 8134

Jeiss pu pedsele luvedguld IUigble sluodizel: bze [Us IJBuwe "eszo IUlouold JI syuwd
Huolds 1esls” B I puuoos luwed il 1gble ISDN BRI b 6 3 sloolzol Ul wegsle [,
debug isdn g931.

26 IJs ezl [l

[uweduulad IJigble 9lodlzol: oJ e louold luwesgls ISDN
woele$

Joeass ol 31 Ilo logeld louold louold ISDN: luze o umlJé Connect ACK 97LINK-3-
UPDOWN s woopse IJighble:

*Mar 1 00:06:36.743: ISDN BRO: TX -> CONNECT_ACK pd = 8 callref = 0x02
*Mar 1 00: 06: 36.751: % . NK-3-UPDOMN: I nterface BRIO:1, changed state to up

I3l oy JJ 030 IUyuwldo S wswe wyLosd p-J|.Jroo ISDN uualagspdud lJpoleogs [Js
|Jglogs IJuldss. bl e ouvles juwlds Jodo. L9|L9J| bolo Jpg)9o I._Jlu.uulu lJpeweds.

26 I s Idpglob Il wslos Jowed il I JiEble ol oJlzol

lJeruo: luwosgle ISDN Jl souod wuele

1. BlLlse pioele peleds el sds: Sozdd pu wvosd Jod ISDN B JJ pu ldesze
9p8wuw Telco.
*Mar 1 21:31:18.190: DIl DDR ip (s=x1.x2.x3.x4, d=yl.y2.y3.y4),
100 bytes, outgoing interesting (ip PERMT)
*Mar 1 21:31:18.190: BRO DDR rotor dialout [priority]
*Mar 1 21:31:18.198: BRO DDR Dialing cause ip (s=x1.x2.x3.x4, d=yl.y2.y3.y4)
*Mar 1 21:31:18.198: BRO DDR: Attenpting to dial 8134.
*Mar 1 21:31:20.186: Dil DDR ip (s=x1.x2.x3.x4, d=yl.y2.y3.y4),
100 bytes, outgoing interesting (ip PERMT).

*Mar 1 21:31:26.226: | SDN BRO: Could not bring up interface
*Mar 1 21:31:26.226: BRIO: wait for isdn carrier tineout, call id=0x849E
*Mar 1 21:31:26.246: |SDN BRO: Could not bring up interface.
Success rate is 0 percent (0/5)
2. 0280 pu luslis8 ISDN wepd wuvdd yoese. luwegse IJle, show isdn status JJwe 909
o0 o 1Ubu@s 1 ouubé. sldbu@s 2 os MULTI_FRAME_ESTABLISHED 9 SPIDs (3! Jjpe

IJie)) Lozses. Jeiss pu ldpedsple: Lze 1Us IJpuwoos oluwegsle I Jis, show isdn status
Jlwod ol Izble BRI gl oJlzol.

lo sodds lue ooz po &yue isdn 9usog 1o, po J cisco bls. lue suvelbse luvogpdo
cisco CLI 2 JJ o SE2 ppIdu luesl) su8bs pesus. Jluwwesle Cisco CLI Analyzer (pzJJ
9lz006  wl) I._Jigll,o, ou Cisco): sgw i od9u pwgdel p e, Jl‘gio ouved >2'9.J-3J‘_9io SUp
wpedsy JavaScript.
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3. vzl pU LoTd uwduwdé ,o;c,,_g,o._] |SPN lJos op wdysuol. wid, o0 9> Su9zw £JsI
luol8s o) Lhbis ouwed 9 Lidle 1)s Jzuesd eds eb thes e loualdd g, PBX.

4. 51 Jly IJlogold suvegse yids udd puwlvle bysdo: Vlood wyiydos IJlooldle
IUp2ds6 9098, Idpuwlle 1dbysdsé JJozlds pu wuuish 1Jgses. 9gldul ol sdo Jos
U Js Telco 1Upzdsé 5lis)é ISDN IJos wp odysuol ouvdd Es) woese vese Jl sop
o29sd pdldele ISDN IJogsss 1Juols 1Us sivods 098, 1dpuuldle 1JbssJs
IJpoluwes. szw edsd lsuol 1ozdd po wuvésd Uiods pad)s Idpusldle IUbssds.

B lJodlsle 1Jpeess. 98s Ieldle IJos soes) Bsol gds Ui,Js Telco Iy o908,
IJeuwlile IJbysds ed Idpuvddé: @5 rgo Vs luwegsle Ju,Js InterexChange Carrier
(PIC) puwzJs puwodl. 595 PIC o5 Lbsle e guog glole e Gindle Ilogoldle
lJogs»o JJsdlslo ldpoess |Js giydle Idusasylds Ideedss (LEC). ssose 03l JJgpdle
luwedsle idle louoldle pgodws Jdeuwlvle IUbysds JJpdldele 1JW8)586. wp
w90 e PIC Jobiss J$e IJpbdac. odou pebpe wbl$le PICSs Cldoouwsd
10100x¢.Jl o uwegsp guduwds pouoad xoxx s Jl o9z grsbs pouod JIIJs 1J,8e
IJp929> &p wdosu IUde 1dzdso.

eds wosd Idecld: gudueds lJeouod 101032151255111.
5. 1uz¢ £0 yuwlds Blog leuolJ ISDN.

S89p woulpz Cisco 10SCLBY &5 H05 Iduwow B Huwlds Glog 1dlogold oo 9sebsd
Dunlds 0 oS8 9luors wrwss Eldul eds pedaple eS8 LIS IUS Uvow IJpubdds.
IJowdlond Ipzeeds IJos $> wrrol ool wuuppunde £5) pELPLE 19 ) pESUIZOS £
P98 86 (suivsy IJlopl 1Us 1o 1Ur8p Iplodse $> v s worselde euvgsd (ppl
Subsy s 1o Idzlow Ieouad puvgad)IJBid 1dpdde (Id3s suvsy [Js lodble pdde
gu uveds Telco)dde ) eds Iduvow Idpeopd Juvew logble pessc sizes Ioroe IJs
Wop 09 wow ludblg IUloold ISDN g931.eJs yvesd Idpeld: 8> sop IJlublye 1Us

Sbg lJlouold vuwow 1 8e ISDN Es) Lorzse pé!
*Mar 3 00:10:38.756: |SDN BRO: RX <- DI SCONNECT pd = 8 callref = OxEB
*NMar 3 00: 10: 38. 764: Cause i = 0x84D8 - Incompatible destination

AlGsbs 1Js puwows L9 Iwole @bg IJlooold Ieuuly [Jso puvedl spdool weass
b Les Sbe Ilogold Jlu oleel o prlads Idleuold weedle s, ISDN (eds wwosd
lJpeolde yubo,y wullb)s).95 sop ldluvlhé IJs Ybg lJlouold vuvew 9293 08 puuwd

vundd £s) Lorse pE!
Aug 13 18:23:14.734: 1SDN BRO: RX <- RELEASE _COWP pd = 8 callref = 0x86

Aug 13 18:23:14.742: cause i = 0x829C - Invalid number format
(incomplete number)

IJluihys [Js 1p95 uwoo Blog Ilo ol JISDN g931 1J¢l b wos Ipuuous. spduul
ops lu,es Bbe Idloold I wwowo couwsd £ waldz Jide ISDN Ideess. sy
IJosuosd Jio goglu 1sz0s pére (IJs IJpdule) Bs coumsd Jl spdu IJogrd gdso: s
IUglsé euslu &y Jlpd.s9uor Idpeld IJolds pdldes 099,06 wuwow 1 §e ISDN Es)

UoTSe:
*Mar 13 11:29:04.758: | SDN BRO: RX <- RELEASE_COMP pd = 8 callref = 0x83

*NMar 13 11:29: 04. 769: Cause i = 0x8295 - Call rejected
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6. 131 Wl Telco Luglds,) pe,yBle pdud we s IJgspé (SPIDS) Jd Jsop luwegsleol. Belds
PU oJdysy peydle SPIDs 030 eJs 9lzod BRI swp lgwwgsle SI?IDS wubdd Jilisg Wb
Vs Idsdlsle lJpwessé 9pe lugle IJpzodle NI 9 DMS (JI weolz lugle 1Jpzedle Sess |Js
SPIDs).
interface BRIO

i sdn spidl 51255511110101 5551111
i sdn spid2 51255511120101 5551112

Spdud luwegsle 1Jle, show isdn status JJez 88 po Loz pesdle IJpuwe (SPIDS).Jejss
eu ldpedople: bhze lJs IJpuwows luwed il iz ble ISDN BRI SPIDs ol oJlzol.

lo sodds lue Idloclz po gyue isdn 9o lo) pu J cisco bls. lue suvebse cisco CLI
pedd suvogpd o SE2 ppIdu luosl) su8bs pesus. Jluwwesle Cisco CLI Analyzer

lz06 Lwlb, I JIgle, o0 Cisco). szw o wJ9s puwegsel puwzdl 9o ouved >89
9l Swp wedsy JavaScript.

7. 131 Jp sed IJlle 1Jp3dy, ledlo 1 pund J6. Bl uegsp bods ISDN BRI 3 Izl 08
lowed vl 12ble 1Jpuweus sluodlzol Uluwegasle Iie, debug isdn q931 Jejss pu
Iovedulad IJigble ol odlzol.

26 1es Idppbolo Il weslo -l I3 ol

loweduuldd IJigble 9lodlzol: oJ wzew pyedé PPP LCPS
Bs llz wuozse Uigble szo 1o oms vl Huwlds 1Js ol sds:

*Mar 1 00: 06:36.887: BRO:1 LCP: State is Open

I3 slse 03l 1dgwloye Bosl suis) U Two &> wp |Jo§9|_9ub_vubio w9u9ded Ideedp B
ool (LCP) wuozle: wuvs) ls gldé g6, pow9esd lJs wuvd LCP.

26 IJs Izl Il

lJeHruo: Jl ooee poedo PPP LCP

IJuveouw IJpzoped: Jp sop wdssu PPP

131 I dssd 8)lz ousese igble ppled JJiowlb, IJoldsé Blo o3l suis) 1Js o PPP Je swsl.

*Mar 2 19:34:21.761: Dil DDR dial er protocol up.

*Mar 2 19:34:23.397: Dil DDR ip (s=10.48.74.9, d=10.0.0.14), 100

bytes, outgoing interesting (ip PERMT).

*Mar 2 19:34:25.397: Dil DDR ip (s=10.48.74.9, d=10.0.0.14), 100

bytes, outgoing interesting (ip PERMT).

*Mar 2 19:34:27.397: Dil DDR ip (s=10.48.74.9, d=10.0.0.14), 100

bytes, outgoing interesting (ip PERMT)

*Mar 2 19:34:27.753: %ISDN-6-CONNECT: Interface BRIO:1 is now

connected to 8101.

! —— Call connects but the router does not send any PPP CONFREQ packets *Mar 2 19:34:29.397: D1
DDR: ip (s=10.48.74.9, d=10.0.0.14), 100 bytes, outgoing interesting (ip PERMT). Success rate
is 0 percent (0/5)

Jleb o0 8z wuoese IJigble 1o 1dpszo JI s uwd ls Huwlisd PPP confreq. (8> sJ9u 03l wuwow
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Iwo Jp swp wdosu IUslzos JoLopsy PPP.

W9 030 I.Ja_lJé. ow@ PU WISy I.Ji,o) epdsdé Jouwdsé PPP wew glgod Idpood 91Jglzos
lJpl>s6. 909 el SJs lpodd eds 3JY:

interface Dialerl
encapsul ati on ppp

or

interface BRI 0

encapsul ation ppp

OS wELP [Jia@lo 9> wys uuwlisd LCP CONFREQ IJols ;6 Wb 9JIdy JI 9> Huwlisd LCP
9y36. 95> bule puld gds 3JI:

*Mar 14 01:49:10.160: %. NK-3-UPDOMN: I nterface BRIO:1, changed state to up
! -- Call is connected. PPP negotiation will begin

*Mar 14 01:49:10.168: %O ALER-6-BIND: Interface BRO:1 bound to profile Di 1.
*Mar 14 01:49:10.188: BRO:1 PPP: Treating connection as a call out

*Mar 14 01:49:10.188: BRO:1 PPP: Phase is ESTABLISHING, Active Open

[0 sess, 0 |oad]

! -- PPP negotiation begins

*Mar 14 01:49:10.196: BRO:1 LCP: o CONFREQ [Closed] id 24 len 15

*Mar 14 01:49:10.200: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 14 01:49:10.204: BRO:1 LCP: Magi cNunber 0x545D708A (0x0506545D708A). ! -- Outgoing
Configure-Request (CONFREQ)

*Mar 14 01:49:12.176: BRO:1 LCP: TIMEout: State REQsent

! -- Router has not received a CONFREQ from the peer, hence the timeout
*Mar 14 01:49:12.180: BRO:1 LCP: O CONFREQ [REQsent] id 25 len 15

*Mar 14 01:49:12.184: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 14 01:49:12.188: BRO:1 LCP: Magi cNunber 0x545D708A (0x0506545D708A).
*NMar 14 01:49:14.160: BRO: LCP. TIMEout: State REQsent

*Mar 14 01:49:14.164: BRO:1 LCP: O CONFREQ [REQsent] id 26 len 15

*Mar 14 01:49:14.168: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

*Mar 14 01:49:14.172: BRO:1 LCP: Magi cNunber 0x545D708A (0x0506545D708A)

8> SuRE wvww 030 ldpuvdds |Us:

e N

c Jp sop od8s0 by IJugss J PPP. LindJe 1Jis) £pdisé Jouudsd ppp e 1l
|.Ju€6) ]

 Jlouod ese oo 21U suslisko Ibusld. Wase 1196, Ginssel Josl 0 g3p oblus pugd
ISDN

boses IJpuind s pu 9208 0o, ISDN. 16 123 1Jzlowsu swpl $dsu poued! 56 J wsuel 118
e9uod 64 eJ PU I.Jlfaao_,oJ lJl wogp lUslis)6 ldpedss 19 ldogsso lUlooldle el josé
wuE6 64 1Jo Jusé vs 1 8s9é. glad widgsy JJl IJuelsusu JJouvgsd gus 56
Jsdoulsw.

Jedulo ogysd ldpood:

maui - soho- 01( confi g) #interface Dialerl

nmaui - soho-01(confi g-if)#dialer string 81560 class 56k

! —- Dial 81560 and use the map-class named "56k" (defined below) maui-soho-01(config-if)#exit
nmaui - soho- 01( confi g) #map-class dialer 56k

! -- map-class named "56k" that was used with the dialer string

! —— in int Dialerl



maui - soho- 01( confi g- map-cl as) #dialer isdn speed 56
! -- Set the speed of the call to be 56k (default is 64k)

wldouwed J DDR IJW@>s06 (Blisb Idpwuod):

naui - soho- 01(confi g) #interface bri 0
nmaui - soho-01(config-if)#dialer map ip 10.1.1.1 name maui-nas-08 speed 56 81560
!-- The keyword speed 56 sets the outgoing call rate at 56k

uwew Upzopd: JI $918E IJpszolo eds wa9esdsd puolb§s (CHAP iy PAP)
Jlgwcésleo

131 Yy s 1)l LUOTST i'a]olc ppled Jdiuujo_, lJoldss Bly o3l suves) 1Js Io lJe9z0
sldelow ldogss Je $9ludl eds wi9e9dsd puolb 96 Jlgwosleo:

*Mar 1 00:07:24.051: BRO:1 LCP: I CONFREQ [ACKrcvd] id 136 len 14

*Mar 1 00:07:24.055: BRO:1 LCP: AuthProto PAP (0x0304C023)

*Mar 1 00:07:24.059: BRO:1 LCP: Magi cNunber 0x1110C3C5 (0x05061110C3C5)

! -- An incoming CONFREQ (Config-Request) indicating the peer is

! -- willing to do PAP *NMar 1 00:07:24.063: BR0:1 LCP. O CONFNAK [ACKrcvd] id 136 len 9

*Mar 1 00:07:24.063: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

! —— The router send a Configure-Negative-Acknowledge (CONFNAK) rejecting PAP

! -- The router suggests CHAP instead *Mar 1 00:07:24.087: BRO:1 LCP: I CONFREQ [ ACKrcvd] id 137
len 14

*Mar 1 00:07:24.091: BRO:1 LCP: AuthProto PAP (0x0304C023)

*Mar 1 00:07:24.091: BRO:1 LCP: Magi cNunber 0x1110C3C5 (0x05061110C3C5)

! —— The peer once agalin requests PAP

! —— This is probably because PAP is the only protocol configured on the peer

! —— The router will once again CONFNAK PAP and suggest CHAP *Mar 1 00:07:24.095: BRO:1 LCP: o
CONFNAK [ ACKrcvd] id 137 len 9

*Mar 1 00:07:24.099: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

! —— The router NAKs PAP and suggests CHAP for the 2nd time *Mar 1 00:07:24.119: BRO:1 LCP: |
TERMREQ [ ACKrcvd] id 138 len 4 *Mar 1 00:07:24.123: BRO:1 LCP: O TERVACK [ ACKrcvd] id 138 len 4
! —— The two routers cannot agree on LCP parameters so the call is disconnected

WO 030 IJzlJo wz 8l pu wdsy pl sUs:

interface Dialerl

encapsul ati on ppp

ppp authentication chap pap callin

! -- This permits both CHAP and PAP and one-way authentication

Jeiss po IJpedsele 29d wu9e9dsd 1dpuol§s Joldss IUleuald wdses IJezss (CHAP) Iy
290999 pLol> 96 IJ0s 1009, (PAP). Dzg 1 IUpuuowle IJoldss:

- lwoselo ool 96 PPP CHAP 9o Y9 syl

« 213,86 PPP Ul wegsle lale) [uwesgle oy90,999.) PPP chap 9,015,856 PPP
- 0J9SU w9w9Y9d o 01>,86 JJpd 0,9, PPP (PAP) ol wod il Zble 03l lJu ;90,999
luoJlzol

Spdud lsuol luwegsle pzops 380 Cisco Jpjss pu luwed il gble PPP gl oJlzol.

26 | bbb [ JIC

Ioweduuldd IJigble 9lodlzol: oJ Gz puol> 86 PPPS

Sedd pu lele wuoese IJigble Jgb ppled Josl:
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*Mar 1 00: 06:36.943: BRO:1 PPP: Phase is UP

26 I s Idpglob Il wslos Jowed il IJIEble ol olzol

Jesuo: puols 36 PPP &) uleed

olds po wdssy IJiuwb, 1Jolss:

interface Dialerl

ppp chap host name XXXXX

ppp chap password YYYYY

ppp pap sent-username XXXXX password YYYYY

B Idpelde XXXXX 09 luwe I puuetse 1Jgluo wd 8 YYYY o5 Jdes 1Upss, 1Ugluos wd.

pdlgbé: S wodssu luwe Ipuwetse 99Jpd 1pi9) S8 Jb)sds IJpob 86 Idos
ool pe IJubs) Irsd. gds wosd Idpeld: Bl dp oguegse ddlopl PAP. lud Jl weole
IJss 1, PPP PAP send-usemame. s0¢ 5JJ. sl Jo cdo poldsl po sge lJolbes, PAP is CHAP.
B9 wodisu JJsopl.

eJs zuvw luodh wuuleg Cisco 10S software godgsuo: 9> wbo, Jdps 1Jps9) pud,6 SOs
lJodssu 1Jgluo wd. B3I Jly 03l 09 IJzlde g0 w983 o) show running-configuration. v s
Idpd "JJps 1de9)" powses IS 7 op vouwdund pu IdLdle: pod 1dpcld Idelds:

interface Dialerl
ppp chap password 7 140005

WO oo IJzlJs. JIspdod IJozds pu wozs Jdes 1des9s IJos we wdsuol |ro Joldob) lJs
lJoJosy. Jdolds PO LTS JJpeod 1Jpy9) wouwlbs I.>CJ 9P lJodssu 99p uleo JJpo
29, sodaswel 038 1. Jogrsd Suvd ddps IJpis) B wusrse Iigble: SLo [olz
SUOTST Ulablc et lolz IJupede bolo.

51 1o 031 1Jpoze wsd9e weuoh$s IJubsy Sulds oo wdss Jps pi9) luwe IJpuwotse
JIJpd 1Jpu9) 25 SIIU luwe Idpuweese 09 1Jluwe 1Upas, pu Sod poze IJubs) Jpuol 6.

el 1

Seus Huwlds pod 1d,uwlds 1Jeldss 1o IJes 0,9, CHAP ¢, Lozses.

*Mar 1 00:16:54.403: BRO:1 CHAP: I CHALLENGE id 94 len 24 from"I| SP"

! -- Incoming CHAP challenge *Mar 1 00:16:54.407: BRO:1 CHAP: Using alternate hostnane XXXXX ! -
- Using alternate hostname configured with ppp chap hostname conmand

*Mar 1 00:16:54.411: BRO:1 CHAP: Usernane | SP not found

*Mar 1 00:16:54.415: BRO:1 CHAP: Using default password

! —-- Using password configured with ppp chap password conmand

*Mar 1 00:16:54.415: BRO:1 CHAP: O RESPONSE id 94 len 26 from " XXXXX"

! -- Sending response from "XXXXX" which is the alternate hostname for the router *Nar 1

00: 16:54.439: BRO:1 CHAP: I FAILURE id 94 len 25 nsg is

"MD/DES compare failed"

! —— Incoming CHAP failure. The remote router failed to authenticate this router. ! -- Check the



username and password configured on both routers *Mar 1 00:16:54.447: BRO:1 LCP. | TERMREQ
[Open] id 165 len 4 *Mar 1 00:16:54.451: BRO:1 LCP: O TERMACK [Open] id 165 len 4

odpst: seus Yuvd CHAP 1Jsl)s (Ideuih) [Jso w9luwlos CHAP: | Failure) i IJubs) £s) 8l
eds puolb 86 1Jpszo. quUE_)p ol o PPP 1J¢l o vouozse Ulablc eds IJpsze IJubs,)
Jogsss Idpwow IbEsd JJwuid.

Jpss> o0 Ipgsple Lizg IS 201386 PPP JJpgweos lwetsle lolo, luwegle w9099
PPP chap 9,,,01>,86 w9599 [

pC‘JU 2

9> weus ouwldo pod Idyuwldé bolo Iy luwpe puwegse CHAP g, Lolde:

*Mar 1 00:18:34.831: BRO:1 CHAP: I CHALLENGE id 97 len 24 from"I| SP"

! -— Incoming CHAP challenge *Mar 1 00:18:34.835: BRO:1 CHAP: Using alternate hostnanme Xdwgdqw !
-- Using alternate hostname configured with ppp chap hostname conmand

*Mar 1 00:18:34.839: BRO:1 CHAP: Usernane | SP not found

*Mar 1 00:18:34.839: BRO:1 CHAP: Using default password

! -- Using password configured with ppp chap password conmand

*Mar 1 00:18:34.843: BRO:1 CHAP: O RESPONSE id 97 len 28 from "Xdwgdqgw"

! —-- Sending response from "Xdwgdqw" which is the alternate hostname

! -— for the router *Mar 1 00:18:34.867: BRO:1 CHAP: I FAILURE id 97 len 26

nmsg i s "Authentication failure"

! —-- Incoming CHAP failure. The remote router failed to authenticate

! —— this router. Check the username and password configured on both routers *Mar 1
00:18:34.875: BRO:1 LCP: | TERVREQ [Open] id 171 len 4 *Mar 1 00:18:34.879: BRO:1 LCP: O TERMACK
[Open] id 171 len 4

odpse: seos Buvd CHAP 1Jshys (IJeuily [Jse wsluwlos CHAP: | Failure) io 1Jubs) és) By
gJs euob§8 1Jeszo. luwegse odlao PPP IJEl 0 wousrse Iigble s IUpsze IJubis,)
Jopsss dpwow IUb8sd JJwuid.

Jeis> po Idpedsele: Lize 1Js e ,ob 96 PPP JJpwews oluwegsle lale) lawosgle o 90939
PPP _chap 9,,,01>96 w9599 I

pQU 3

e0s Juwlds ped pl sds 1o JJps )9, PAP &) Loz

*Mar 1 00:21:33.927: BRO:1 PAP. O AUTH-REQ id 3 |len 18 from "XXXXX"

! -- Outgoing PAP Authentication Request from XXXXX

! -- XXXXX is the username configured in

! -- ppp pap sent-username XXXXX password YYYYY

*Mar 1 00:21:33.947: BRO:1 PAP: I AUTH-NAK id 3 len 27 nmsg is

"Authentication failure"

! -- An incoming PAP failure. The peer could not authenticate this router

! -- Verify that the username and password configured on both routers

! -— are identical *Mar 1 00:21:33.955: BRO:1 LCP: | TERVREQ [Open] id 182 len 4 *NMar 1
00: 21:33.955: BRO:1 LCP: O TERMACK [Open] id 182 len 4 *Mar 1 00:21:33.959: BRO:1 PPP: Phase is
TERM NATI NG

ledo J Jos) pedses 1U9os 86 suvdd 95 wed ind PPP JJes Loz6 09.56 w 90999 (PAP).

‘o-.“.-LJ 4

2e0S Juwlds pid ol sJs 1o luwe puveese PAP gy Lolde:
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*Mar 1 00:20:41.023: BRO:1 PPP: Phase is AUTHENTI CATI NG, by the peer

*Mar 1 00:20:41.031: BRO:1 PAP. O AUTHREQid 1 len 17 from "ewddew'

! —-- Outgoing PAP Authentication Request from ewddew

! -- ewddew is the username configured in

! -- ppp pap sent-username ewddew password YYYYY

*Mar 1 00:20:41.047: BRO:1 PAP. I AUTH-NAK id 1 |len 27

nNeg i S "Authentication failure"

! -- An incoming PAP failure. The remote router could not authenticate

! —— this router. Check the username and password configured on both routers

! -- Note the PAP authentication failure in example 3 and 4 are identical.

! -- Hence the only way to determine if the username, password or both are

! -—- wrong 1is to run debug ppp negotiation on the authenticating router *Mar 1 00: 20: 41. 055:
BRO: 1 LCP: | TERVREQ [Open] id 178 len 4 *Mar 1 00:20:41.059: BRO:1 LCP: O TERVMACK [Open] id 178
len 4 *Mar 1 00: 20:41. 063: BRO: 1 PPP: Phase is TERM NATI NG

lede J Jos) pedees 1Uses86 suvdd 95 wediud PPP JJeé Lozd 0956 w9099 (PAP).

Spdud ks ol luwaesle pzoes 38 p Cisco Jluwad vl Igble PPP gl oJlzol wuvdd |uold.s.

26 IJs Izl [l

Iuvedunled IJigble gl odlzol: oJ 19 pJe pyedé PPP NCP
(IPCP)¢

IJgwwes Wluwlous 1J5s op Idodly o gdso B IPCP og eusly I9J 0bs). Sud wdlos IPCP.
sy Jdd ubs) Bs s eldose propdosyt el o sdsu Jo gl IP Iy JI. 31 Jo IJubs,)
Jsso £l wldBed. Bluo syuwd 03l IJgusls s CONFREQ JUs Idolbes, 112, 31 Jlg
IJewslo pdwsdl JJubs) IIE): swpe bzle CONFACKS. |31 I IJgwslo sy pdwsd: sdsu U)o
eulyé 80 CONFNAK szw9s eds guslo JJdubbs, Jlgwwgslpo.

030 0 UPJC,J° lJ9zss6 IJus J 5pdu wedsdol wuvdd pogse wldub) lJs vl 9z Wb,
JJul-J.) Pu 1o u909dsd IJoedpe Os IP (IPCP) swpe lesho wuvdd wozse: sdipd IJezdd pu
o0 op lJovsly o uuulu colysu IP s JJl Idleglosu. lub) lJs wuozse Iablsd Jdlbdle
eds Iduwby) IJoldse:

*Mar 1 00:06: 36.967: BRO:1 | PCP; O CONFACK [ REGsent] id 26 len 10
*Mar 1 00:06: 36.971: BRO:1 | PCP: Address 194. 183. 201. 1( 0x0306C2B7C901)
S

*Mar 1 00:06:37.011: BRO:1 IPCP: | CONFACK [ ACKsent] id 4 len 10
*Mar 1 00:06:37.015: BRO:1 | PCP; Address 194.183.201.2 (0x0306C2B7C902)

*Mar 1 00:06:37.015: BRO:1 IPCP:. State is Qpen

9> Jl wowg odo ldpgpesslo IJodle U lJgbbolb wg ool IUog o £Js Udg_, U ldpop oz 89
ppl 3 Iy ool |9 wdssy Lol (I9 CONFACK) sgw9s: pu wsu esble Iz)s eds guslu

guo.
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Sew o sJow ould lsuol 16,1 wIJosu 9lys (I CONFACK) o suole IPTE) wewo.

_9i'a..§J|‘ STw i.;, SIY9u ould b suvs) IJs ig 2lJo IPCP p90926. wg5 03l Sgw ig odyy 9yl
eds ool logold dJl guslus IP wugle ole po 1Jpszo 1UElue v poli,é.

26 IJs ezl [l

lJg)uo: wlg o PPP NCP (IPCP) ¢s) ulge

pubdJs: Buvd IJoVla o eds guslu IP

iz IWluwole IJos @ w9ss IJs Buud IPCP og Bund pWlsole guly IP. gds uvwsd 1dpsld.
L9> sdsu NAS 5a|9J uessu Eu_9|u Us IJesz usu,ol SJ9u Jpeogo Ue,wd Eu_9|u P paqu
NAS gJss ks g0l9su po9s 6 JJgpsd:

eJs pozgo lloolJ:

151 Jlu |.J,o_930 I._J,o_930 Iquuubgs 6dﬁp uu&§6u Eu_9|u IP uuudJ >§u|psds U.,s I,<>_9ao

131 Il 98, NAS/ISP (95> pued guslo IP pwldy |uwolosds: Bepdd po wdsso guslu IP ol
(v8ule IUuveds 1Jd,e86) WO 9lzos IJpouod wluwedsle IJle, ip address subnet_mask.

eds IUpszo IJpdde:

olds po o 1J9lzos IJos wopdp b lJleuold (eds uvesd Idpeldint dialer x) Jol gusly IP
90 99p woessu guslu JJdubs) wluwegsle IUle, peer default ip address .

uluuuplp IJI,oJ peer default i ip address

IJpuweos sl lwed ol 1Jizble

586 lo

Jeiss pu Idpedsplo: bze IJs w8
| lzol.

pubdJs: IJpszo IJpuvengs Suvd swb pdUd og)rsd Idecuod

Bl e soblod luwe IJpuvetse IUss weo puobdue pe luse ldpoued 0 wed IUss wpe
odysuo weow 9lzos ldpouod: Suvsope Vg louold 1dedldes woluwbs 1Jeszo 1U3s wp
luwesglgo. Bspl sds 1B)lz blde wuozse IJIgble Josl IUgb:

eJs pozo IUloolJ:

sbo, cuopse IJigble IJelds $bg louold cuvow sub pdd oersd blde §s) wozse eds
Iesze Idpumps:

*Mar 15 03:19:13.050: BRO:1 CHAP: O CHALLENCE id 32 len 33 from "naui - soho-03"
*Mar 15 03:19:13.094: BRO:1 CHAP: | CHALLENCE id 32 len 33 from "naui - soho-01"
*Mar 15 03:19:13.094: BRO:1 CHAP: O RESPONSE id 32 len 33 from "maui - soho-03"
*Mar 15 03:19:13.134: BRO:1 CHAP: I SUCCESS id 32 len 4

! -- CHAP authentication is successful
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*Mar 15 03:19:13.222: | SDN BRO: RX <- DISCONNECT pd = 8 callref = OxAO0

*Mar 15 03:19:13.226: Cause i = 0x8090 - Normal call clearing ! -- We have received (RX) a
DISCONNECT from the peer

! -- We have to move troubleshooting to the called router

*Mar 15 03:19:13.238: | SDN BRO: TX -> RELEASE pd = 8 callref = 0x20

*Mar 15 03:19:13.242: %1 NK-3-UPDOMN: I nterface BRIO:1, changed state to down
*Mar 15 03:19:13.250: BRO DDR: has total 2 call(s), dial_out 0, dial_in O
*Mar 15 03:19:13.254: BRO:1 PPP: Phase is TERM NATI NG

*Mar 15 03:19:13.254: BRO:1 LCP: State is O osed

*Mar 15 03:19:13.254: BRO:1 PPP. Phase is DOM

*Mar 15 03:19:13.254: BRI0:1 DDR disconnecting call

pdlebo: Jl suwle> OUOTST Ulablc ou lJzlow dpouod WS quuduuld 030 IquudJo
sluadlzel U JJlgblye 1Js 1o IJubs) $le @l IUlouold. v dd quuduuld I._JIaJoI:: sluadlzol
IJs [Jpsgo 1U3s wp luwesgliso.

eJds 1Jpgzo lUpd e

sbo, wuozse Uiablc IJolds Wuvd 1Jpedldps ouvew puvldd job pdd wg)rs ldpouod:

*Mar 15 03:54:09.804: BRO:1 CHAP: O SUCCESS id 33 len 4

*Mar 15 03:54:09.808: BRO:1 CHAP: Processing saved Chal l enge, id 33

*Mar 15 03:54:09.812: BRO:1 DDR. Authenticated host maui-soho-03 with no matching dialer profile
! —— a binding failure because the dialer remote-name

! —- does not match the authenticated username

*Mar 15 03:54:09.816: BRO:1 DDR disconnecting call

*Mar 15 03:54:10.086: % NK-3-UPDOAN: I nterface BRI 0:1, changed state to down

*Mar 15 03:54:10.093: BRO:1 PPP: Phase is TERM NATING [0 sess, 0O | oad]

Sp wodsso IJips ozee Dl Idpoued £Js slzos IJpouod. sev 1o soblod Lée Idozet pe
08 IJogpe 1Uds wp wdysuoe gds IUslzod IJoedsé.

Bp wodssy IJie, dialer remote-name £Js 9lzos lJpo od. Sew lo soblod 1dluwe 1pees>
oelpl pg luwe Idpuucse Ids s8>p0 Idpgzo gu wed JJpuolb§s. B o3l Idpld: luwe
lJouwede lU3s wpo puold §uo 09 maui-soho-03.

JJeuesd eds PIS> PU \Jpedsple 2od |u»udu»|-9 Ulablcsluodlaol S puuldd I,obhze
lJs Upuuuu-) )

Spdud ks ol luwaésle pzops 38 p Cisco Jpjss pu luueduld I2ble PPP g oJlzol.

26 I s Idpglob Il wslos Jowed il IJIEble ol oJlzol

puvIdJlo ol v IUlouolJ
IJe,ue: Blog IJloueld Sud IJbly b9 g3p Blog Idloyold gdis IJIbJIG

Il op log Idlouold wubdd £8) posde 19 Jp sop Bbg IUlouold lusl Bepdd pu we)ssd
C)Jo PJ9) |Ju6|ulu |JC|pJo 3|Jporoo spdud lL)”UC-)lP ||o_) a,,oo puuDJ debug Jp&)do |.c>| |.)|
-J|uu C)po P&Suo pu..s_)o JJ|0uro|lo |p J| E_Jd u»u..SJ UpuU

Apr 26 01:57:24.483: Dil DDR ip (s=192.168.1.1, d=224.0.0.5), 64 bytes,
outgoing uninteresting (list 101)
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Apr 26 01:57:26.225: Dil DDR ip (s=192.168.1.1, d=10.1.1.1), 100 bytes,
outgoing interesting (list 101)

B IJpald IJshs Tedlo: wgs wadle OSPF ¢, pinsys JJlowple JIJ $lisps 9,09d 101 B
zsu wdyy Idg)psd [Joluss pos,6 Jdlowple JIJ $lisps 9,09J 101,

1. 9p wuowb podd ¢led IUpouod Vs wdysy 9lzos IUpeod. IUlgsh 1UIG e )luos o9 120
Sloso 9JIo @ wHgw Bs jshhs 030 1SS p0 19 9 ool 909381 Jlzwslzled.

2. 9p LUESS) wEHSYW 290 1Uey9) Idpes)6 Jdlowple (wp wdssuo wluuwgsle IJle, dialer-
list). 131 wp Yog IUloold Bod 191y W@ oygw Vs wgHsW 2o Idp)y9) IJpes,)o
Jlocple wupdd 19e, o osdl I3l Jp &8 1dpdldes lusl Bedsd GEsS) GEsd
dé 1ders) Idpes) Jdlocele Jsuovt IWe) oéserl eds wwosd Idecld: spdud
&S Y6 )9y wi9weded IJugese eds luol £, pos,6 Jdlowpele. oul 5w 2yI6 p)9)
OEHSI:
access-list 101 remark Interesting traffic for dialer-list 1
access-1ist 101 deny ospf any any
! -—- mark OSPF as uninteresting
!--- This will prevent OSPF hellos from keeping the link up.
access-list 101 deny udp any any eq ntp ! -- Define ntp traffic as NOT interesting.

! -- This will prevent periodic ntp traffic from keeping

! -- the link up indefinitely.

access-list 101 pernit ip any any

! -- All other IP traffic is interesting.

! —— Change this depending on your traffic needs.

dialer-list 1 protocol ip list 101 ! -- this interesting traffic is applied to the dialer
! -- interface using dialer-group 1

Jeiss pu ldpgdyple Lze 1Js 1Uses 96 Dialup Technology: olo,6 gled 909 052l0.

Uesuo: $dse Ipsze wlele Ilouald wuvdd 3958

B gl pesus @ odleb 1o 1Jeszo Sd9p we b IJleuold wuvdd 2958 zos Vs 2lJs g
929> I8 019, 91Uoes JJpuwo e wobde o sdsu ldboollb G lJoyugsd. 9spdu lu $9os
S IS sum9p sum9e HUmIP NI LRI PITIES 2SY ST Oy JnIe EJS E206 ISDN W
lJ> 9596 lJ9gle>s.

IUowow IIYe, svssgl 09 Tu 1depdss IJes ©9d> 258 019 39,86 (ped wi9esdsd IJeszso: 9
NTP. 9 SNMP. 9l [Js 3J9) @> sop lewclol 390 §uos pos,yo Jdlowele. luved sl o3o
IJeudJd 9luodlzoel eds gbsosu:

1. 22 2do Idpy9) Idos cogves Vs bdo IJLoulb.

2. 1Jlublhye 1Js 2y9s 1dpy) eds ivol S psy6 Jdlowple.
e Yo IJpys) IJos vogwey G louold IULoulb idbde,.
Jozass s 1dess) Idos cowon s bdo Idhoolb sdied cpdso gips blde ouozse
IJIgble. sl 900 lJpuwele wgrss wsupl Id isdn glbgs sy lowdd 918w wELD 298 pogd
96 p)9) 1o seled 1o sedw 1Jelbss.

OJpSe 9p wUESSU geSE wigwsdodle ldugzse lJos we wdosuel eds 1Jpgzo €5 pos,6
Jdlowple: pl Jp oIdy ould glzé |Jsol wuvdd pess.

Suoe IJpeld Idolds gJI 86 OSPF 1Usg,s6 [Jos wp wpssjol Jedled pus,yé Jdlowple:

*Mar 15 00:25:58.865: Dil DDR ip (s=172.22.25.1, d=224.0.0.5),
64 bytes, outgoing interesting (ip PERMIT)
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IJb,596 192836 Jog)swd Iu lJz) e igJIo 0S8 luwoguld OSPF o5 pu gusly 1Uggod
(d=224.0.0.5) IU5s wpe wgyrs9o J OSPF. suw)s 1der9d IJolds Idgulaso lJpuwegspsd Jogo
wswsddle ldogese Idublsge:

élsé guslo J
WS |
woosded lJoprsele ly
lJo9zso ouwlisd

oougrshb
IJlouold
RIPv1 255.255.255.255
RIPV2 224.0.0.9
EIGRP 224.0.0.10
w2999
IS0y 924005
euwl loJl
(OSPF)

Stw 9u2e edlps eds 296 1dp9) IJos couwew B bdo 1deszo (w9999 Idoszso 19 zyJds
1Jp95 1d29,86 1UIR)s) eds luel g5, pesy6 Jdlowple.

ogssu 96 1Up9) 139,86 eJs Tuol ) posrd JJlowplp

L9r° uuégSgS) u&_);Sk.Q C)\JO |.Jro_)_9) |qu§)0 J.JlOurolro (up ud9§u0 ulwua)lp |Jip) dlaler'llst)
EgSUO E)LJO ro_)_9) u&)gSLQ

access-list 101 remark Interesting traffic for dialer-list 1

access-list 101 deny ospf any any

!--- mark OSPF as uninteresting

!--- This will prevent OSPF hellos from keeping the link up.

access-list 101 deny udp any any eq ntp ! -- Define ntp traffic as NOT interesting.
! -- This will prevent periodic ntp traffic from keeping

! -- the link up indefinitely.

access-list 101 permit ip any any

! -- All other IP traffic is interesting.

! —— Change this depending on your traffic needs.

dialer-list 1 protocol ip list 101 ! -- this interesting traffic is applied to the dialer
interface

! —— using dialer-group 1

Jeiss pu ldpgdyple: Lze 1Us 1Uses 96 Dialup Technology: olb,6 gled 909 o5z10.

pdlzbé: seuss OSPF eds psio wuwps slsyé IUbde spdu luvesleol lsuol oul. Jlze
lJpuweows Jabbl o wop, slis,6 bdo OSPE s |bol, IU)oulb JJdzuosd Js p5S> pu
IJped9ple

IJe)yuo: IJduls IJeluss Jl oouad

Os 1Jedss pu I,JCIJIU‘ 9> swued IJpesze VWb wduls B 9lers. WS esu wbd I.JL9UIo B IJI@s

IS 9,28 1Uge9d. |E_.Ju J Jes) pedsed eJs sopys 03l ool 1Jees s sozis elosd §uld
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