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interface BRI

interface async x
interface dialer x

i nterface group-async x
interface serial x:23

ad>l . pasiue JSJ dlgall clgil o> 801 (AAA) duwlxally Jaygailly @8skaall o35 plaziwl Loyl eiSay
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interface BRIO/O

ip address 10.1.1.1 255.255.255.0

no i p directed-broadcast

encapsul ation ppp

dialer idle-timeout 900!/--- Idle-timeout is set at 900 seconds (15 minutes) dialer-group 1 /---
Apply interesting traffic definition from dialer-list 1 isdn switch-type basic-5ess no cdp
enabl e ppp authentication chap ! dialer-list 1 protocol ip permt !--- Designate all IP traffic
as interesting. This definition was applied to BRIO/0 using dialer-group 1. Note that the
dialer-1list and dialer-group numbers match

oo Sl 8 P 19,50 &,5) 2aws JBYI e (48> 15) il 900 620) Uit JLasVl oMel oSl oy
3 1P 19,0 45,5 sl jos @) 5] o JWLs a5t 900 I 5,51 60 Jsacil dlgo laio d3leY (Lol ,idVI) oLyl
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190 &S.,>) 80 adiall Lle TCP 9,0 S, Jaid pouy 1id .claall Jolil edsall bays 651y Juaiall
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interface BRIO/0

ip address 10.1.1.1 255.255.255.0

no ip directed-broadcast

encapsul ati on ppp

dialer idle-timeout 600 inbound

Idle timeout is 600 seconds. Only inbound interesting traffic will reset the idle timeout ---!
dialer-group 1

Apply the interesting traffic defintion from dialer-list 1 peer default ip address pool ---!
dialin isdn switch-type basic-5ess no cdp enabl e ppp authentication chap ! access-1list 101
permit tcp any any eq 80

Permit tcp port 80 (http) from any host to any other host access-list 101 deny ip any any ---!
All other IP traffic is uninteresting dialer-list 1 protocol ip list 101 ---!

Use list 101 for granular interesting traffic definition ip local pool dialin 10.1.1.2 ---!
10.1.1.254

diol jiall e olg2loll plaziw]

.DDR @iSan lolezy Slaill 31> Juasall plasiw] 018 i) (DDR Lol il JSuin Async olezly o ai ¥

Interface group-async 1

i p unnunbered ethernet O

no ip directed-broadcast

encapsul ati on ppp

dialer in-band

dialer idle-timeout 600

dialer-group 1

peer default ip address pool dialin

no cdp enable

ppp aut hentication chap

1

access-list 101 permit tcp any any eq 80
access-1list 101 deny ip any any
Access-1ists have an implicit deny. However, we are explicitly denying IP here for clarity. ---!
dialer-list 1 protocol ip list 101

ip local pool dialin 10.1.1.2 10.1.1.254
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950l a8, laad lasll Jolil cdsall G dsle] oSoy olS T(4)12.2 a0l Cisco 10S zoby Jid
5oVl plasiwly Group-async 9 PRI § BRI .Jball Juw _lc) Juiall ac cols Ll olezlgl e 6zl
sl I ole>lgy haiall cuorzimall e dlolsl HUasVl oL gubes Hiss (Sladl 31> Juasall
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S35, Jols 30 &l e saiig (asbginll) 5,@Uall Jsosll wlezls paius _ily (VPDN) s Ul
(PPP) JlaVl

loal ilgo 0 . acxl
e Woly asllas] BliSiwly Jgall dgo Jobu oo izl all wlolasll ezl o8

.show user ;oY plaziwly aallSoll Juogs oo a5 .1

Joa| dlgo s o5 OIS 13] Lo 2,01 show caller usery .show dialery .show caller timeout p.).i?u.ui 2
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PLi®W o Layymi 490 &3l a3y ol e JuSiall
oslel i I3l bo o) s,31 6,0 Juaiall show usery show dialery show caller timeout Juziviy 09 .4
2o JSuin lgami piy o) plaidW 6all 9,00l 855> O ol w3 Saxy @) 13] . Jsatl dlgo s
(Juaioll dcgoz0 plaziwl) dg=lo)l e Laulns iy o 9l (dialer-list plaziwl)
0Ll Joosl dgo Jolw (o il doadimall 4ol9V] 3w o

Jlail glad J19 c89gll Hlase JI a9lioYL (duiall dlollg asllaall dlgall (o ,=, - show caller timeout -
algall elgsl oY Sb paziwall

151 .DDR J koSS o5 il wlegzlol) dolell jaciill wlogles o ,2, - [number ag=19)] £45] show dialer -
aalall ¢ el 3] .obly bli)l dalo dlw, (@ Juioll di> b auxo JSin Juaiall e jeiell o
iy gl o) (NCP) aSuil 8 oSl JoS9i9,0 SJ9 cogli] pi 28 lazl JoSgi9, wl iz 13g8 Lol
S5 Ll oV 13D (o2 ol s o (9 ] ol Lill dojall dgzelly suaall puslic Lose
JLasVl dlgo clgisl 19 <99)l9 w930l

enzall [P Glgic Jio cueoll paivually doll wloleall Jo 42 - Juaiall pasiuwe pwl Juolss lghbl -
2oV paziwld oVl 138 Cisco 10S aobu ,laol pexn o) 15 .83 Jl g PPP 9 PPP doj> claleog
.show user

ISDN oK)

dialer ,oVl plaziuwl 1 dg>lo)l LJlUasy dag o BRI dg>ly plasiwl aliall Bl o azgall (955 b Laud9
Sladl J31> 1019Vl Juais plaiwl ade DDR ¢uSas o5 1 dg>loll Lo ol HlieVl 9 2o .rotary-group 1

interface BRIO
description 96665500
no i p address
encapsul ati on ppp
no ip route-cache
no i p nroute-cache
dialer rotary-group 1
dialer-group 1
i sdn switch-type basic-5ess
no cdp enabl e
ppp authentication pap
I
interface Dialerl
i p address 10.1.1.1 255.255.255.0
encapsul ati on ppp
no ip route-cache
no i p nroute-cache
dialer in-band
dialer idle-timeout 600
dialer-group 1
peer default ip address pool dialin
no cdp enabl e
ppp authentication chap callin
ppp chap hostname cisco
<ppp chap password 7 <del eted
I
ip local pool dialin 10.1.1.2 10.1.1. 255
dialer-list 1 protocol list 101
access-list 101 permit icmp any any
access-list 101 permit tcp any any eq 80
access-list 101 deny ip any any
I Only http traffic and icmp traffic are interesting —---!



‘Joal dlgo o Bazill ddlll clglasl el,>L ad

Aol Juw e - pasiuall JUasl oo 3axill Show user oVl plasiw! liSay aslSall Jlasl o a5

i sdn2- 4#show user

Li ne User Host (s) Idle Locati on

vty 0 idle 00: 00: 00 172.22.88.109 2 *
Interface User Mbde I dl e Peer Address
BRO: 1 Preet Sync PPP 00:00:51 PPP: 10.1.1.2

Juio _JI Jo3 I Preet pasiwmall wlb o JWI Jliall 5 .Jlas¥l le Jgosdl dlgo sulai o0 g5 .2
plaziwl oo gaxill QY lies .gaxill Jlasl oo IP 10.1.1.2 glsie e Ja>9 ol pig 1 ag>loll
(8L> 10) a4l 600 0 dol> dlgo JLasVl
i sdn2- 4#show dialer interface dialerl
Dil - dialer type = I NNBAND SYNC NO PARI TY
Load threshold for dialing additional calls is 255
Idle timer (600 secs), Fast idle timer (20 secs) !--- The idle timeout value configured on
int dialer 1. If the default is in use, this value will be 120. WAit for carrier (30 secs),
Re-enabl e (15 secs) Nunber of active calls = 1 Dial String Successes Failures Last DNI' S
Last status BRIO - dialer type = | SDN Rotary group 1, priority = 0 O incoming call(s) have
been screened. 0 inconming call(s) rejected for callback. BRIO:1 - dialer type = ISDN Idle
timer (600 secs), Fast idle timer (20 secs) !--- The user Preet obtained the idle timeout
of 600 seconds. Wait for carrier (30 secs), Re-enable (15 secs) Dialer state is data link
| ayer up Time until disconnect 557 secs

a,> Jid oSy o) b)Yl e plaidW 6,0 49,0 &,> 49,0 pasd Ll JlasVl glad wdg wlu> i
43 - 600 ygiae 9 pasiumall Jlasl glad sy ( JWLY .asl 43,31 (9 ud@lul o Sl LS 6,50 4950
) s dolel o6 paciwall Jlasl >,y Jawd Jlasdl glad > edoll Ja> lws Iy .aul 557 =
.ploidW 6,40 49,0 a5 > pMiw] aic k:¢1§y|JJJ|

(Connected to 4086666700 (Preet

BRIO:2 - dialer type = | SDN

(Idle timer (600 secs), Fast idle timer (20 secs

(Wait for carrier (30 secs), Re-enable (15 secs

Dialer state is idle

: Juaiall dlgo lgbl 989 Jool dlgo o gixill aslaiw] oSy 3T ol JUd

i sdn2- 4#show caller timeout

Li ne User Limt Remai ni ng Timer Type

vty 2 - 00:10: 00 00:09: 59 Idle Exec

BRO: 1 Preet 00:10: 00 00:09:13 Dialer idle

Li> o)l Laiiall Jasl elng leioSs a5 il ((358aJL) dlolsl dlgall w8Vl axl axl Jal gl
Jlasl glad

e 6,005 cla)] o a5t ulaill olai®W 6480 59,0 a5 5> OY Tawiaw ulaill plai®W 6,460 49,0 &5,> Inl .3
Jlw) Js59i9,2 101 Jsuogll daild saxi a9 pleidW 6,uiall 49,0l &5,> oy yes aaxid Jaseiinid| o955
Szl oY pgdiw «lA . ploidW Lo ail lc 80 iaial TCP 49,0 aS,>9 (ICMP) co i)l 8 aSxill
a290)l o (ade Loglaill, Preet paziwall o8 sl IP Glgic) 10.1.1.2 JlasVl
i sdn2- 4#ping 10.1.1.2

. Type escape sequence to abort
:Sending 5, 100-byte ICMP Echos to 10.1.1.2, tineout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 36/ 37/40 ns
i sdn2- 4#

show userg show dialerg show caller timeout ,»l9i p.x.>'.ii.wi Joal dlgo cyuses dolel (o g0 4
i sdn2- 4#show caller timeout
Li ne User Limt Remai ning Tiner Type



vty 2 - 00: 10: 00 00: 09: 59 | dl e Exec
BRO: 1 Pr eet 00:10: 00 00:09:59 Dialer idle!--- Idle-timout is reset back to
maximum | Sdn2- 4#show dialer interface dialerl

Dil - dialer type = I NNBAND SYNC NO PARI TY

Load threshold for dialing additional calls is 255
(Idle timer (600 secs), Fast idle tiner (20 secs
(Wait for carrier (30 secs), Re-enable (15 secs
Nunmber of active calls =1

Dial String Successes Fai l ures Last DNIS Last status

BRIO - dialer type = | SDN

Rotary group 1, priority =0

.incom ng call(s) have been screened 0O
.incomng call(s) rejected for callback 0O

BRIO:1 - dialer type = | SDN

(Idle timer (600 secs), Fast idle timer (20 secs

(Wait for carrier (30 secs), Re-enable (15 secs

Dialer state is data link |layer up

Time until disconnect 599 secs

Idle timeout is reset back to maximum. Connected to 4086666700 (Preet) BRIO:2 - dialer ---!
type = ISDN Idle tiner (600 secs), Fast idle tiner (20 secs) Wait for carrier (30 secs),
Re-enabl e (15 secs) Dialer state is idle isdn2-4#

.show caller user ol 499 . paziwmall pwl _JI bliwl dgall clogles (o ,2) aslasiuwl Say mao 31 ol JUd

i sdn2- 4#show caller user Preet
User: Preet, line BRO:1, service PPP
Connected for 00:05:36, Idle for 00:02:37!--- Shows the inactivity for the last two minutes and
37 seconds. This counter increments to ten minutes and then the call is disconnected. Ti meouts:
Limt Remaining Tiner Type

Dialer idle/--- Time until idle disconnect. PPP. LCP Qpen, PAP (<- 00:07:22 00:10:00
none), | PCP Dialer: Connected to 4086666700, inbound Type is ISDN, group Dil IP: Local
10.1.1.1/24, renote 10.1.1.2 Counts: 215 packets input, 5392 bytes, 0 no buffer 0 input errors,
0 CRC, O frane, O overrun 230 packets output, 5603 bytes, 0 underruns O output errors, 0O
collisions, 7 interface resets

Le>Vooly Jooazl dgo clnz] WliSiwl glasoll | dsulioll psd (Joal dlgo s 83le iy o) 13]

diol jinll e oleleaiwdl

ISP diy U5 leind,) eliSay Ll Async clolSall (23905 oS5 Lk Lawd

i nterface G oup-AsyncO

i p unnunber ed LoopbackO

encapsul ati on ppp

dialer in-band
Make this interface dialer capable dialer idle-timeout 600 ---!
Idle timeout of 600 seconds (10 minutes) dialer-group 1 ---!
Interesting traffic definition from dialer-list 1 async node interactive peer default ip ---!
address pool dialin ppp authentication pap chap callin group-range 1/3/00 1/3/71 ! ip local pool
dialin 10.1.1.3 10.1.1. 255 dialer-list 1 protocol list 101
Interesting traffic definition is defined by access-1ist 101 access-list 101 permit icmp ---!
any any
Permit icmp from any host to any other host access-1list 101 permit tcp any any eq 80 ---!
Permit tcp port 80 (http traffic) access-1list 101 deny ip any any ---!
Deny all other IP traffic. This interesting traffic definition will allow icmp and http ---!
.traffic to reset the idle timeout. All other IP traffic will not affect the timeout



JoaR| dlgo 0 §e=ill show call timeouty .show dialery .show users paziwl /SDN &0 JI 92 LSy

il oy Juaioll IP Glgic dgzloll e jgiel) show users oVl paswl

c5800#show users

Li ne User Host(s) Idle Location
con O idle 00: 00: 00 O *
tty 1/3/01 Preet Async interface 00:00:09 PPP: 10.1.1.3/--- User Preet is connected to

async interface 1/3/01 and has IP address 10.1.1.3 Interface User Mdde |dl e Peer Address

1990l 049 adl,0) (gill oz o5 il dg2lgll >axy) show dialer ,»VI AR i

c5800#show dialer interface async 1/3/01
As1/3/01 - dialer type = I NNBAND ASYNC NO PARI TY

Idle timer (600 secs), Fast idle tiner (20 secs) !--- Idle timeout of 600 seconds is applied to
the interface if this value is 120 seconds. !--- Verify that dialer in-band is configured under
the group-async interface. Wait for carrier (30 secs), Re-enable (15 secs) Dialer state is data

link layer up Time until disconnect 574 secs (Preet) !--- Call will be disconnected in 574
seconds unless it receives interesting traffic. Dial String Successes Failures Last DNI S Last
st at us

:JlasYl glad 99 show caller timeout LoVl (o2, Ol ,Soy S

c5800#show caller timeout

Sessi on I dl e Di sconnect
Li ne User Ti meout Ti meout User in
- - - - con O
- - - tty 1/3/01 Preet
Asl/ 3/ 01 Pr eet - 00: 10: 00 00: 09: 19

is,>) 80 aiall JI TCP 9 ICMP 49,0 dS,> 101 Jguogl dasld (8,55 . oloidM 8 i 5950 5,5 oYl Iaiw
Preet pazimall o6 sl IP Glgie) 10.1.1.3 JlasVl ki3] i . ploid®W 6 40 gl le (HTTP 9,0
alo I algall laws 85leY azgall oo (Loslaill,

c5800#ping 10.1.1.3
. Type escape sequence to abort
:Sending 5, 100-byte |ICWP Echos to 10.1.1.3, tineout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/ max = 108/113/124 ns
Z&kyﬂ|"*gﬁ 6)LC!()0‘§§:Q

c5800#show caller timeout

Session Idle Di sconnect
Li ne User Ti meout Ti neout User in
- - - - con O
- - - tty 1/3/01 Preet
As1/ 3/ 01 Pr eet - 00:10: 00 00:09:58!--- Time to disconnect is close to 10 minutes

show oV plasiw] liSoy «oglidl aus JSuin cibby pus JSuin ci pgo 49,0 a8l ol culy 139
:algoll o 0 gaxill dialer

c5800#show dialer interface async 1/3/01
As1/3/01 - dialer type = I NBAND ASYNC NO PARI TY
(ldle timer (600 secs), Fast idle timer (20 secs
(Wait for carrier (30 secs), Re-enable (15 secs
Dialer state is data link layer up



(Time until disconnect 594 secs (Preet
Dial String Successes Fai l ures Last DNI S Last status

Lpaiwall ol wlaleall 0 gaxill show caller user {username} detail o) plaziw| Ll liSay

c5800#show caller user preet detailed

User: Preet, line tty 1/3/01, service Async
Active time 00:01:14, Idle tinme 00:00:18
Ti meout s: Absol ute Idle Idle
Sessi on Exec
Limts: - - 00: 10: 00

- - - : Di sconnect in
TTY: Line 1/3/01, running PPP on Asl1/3/01
Location: PPP: 10.1.1.3
DSO: (slot/unit/channel)=1/4/0
Status: Ready, Active, No Exit Banner, Async |Interface Active
HW PPP Support Active
Capabilities: No Flush-at-Activation, Hardware Flowcontrol In
Har dwar e Fl owmcontrol CQut, Mddem Cal | out, Modem Rl is CD
Li ne usable as async interface, Telnet Faststream
Modem St ate: Ready

User: Preet, line Asl/3/01, service PPP

Active time 00:01:11, Idle tine 00:00:18
Timeouts: Absolute Idle
Limits: - 00:10:00
Disconnect in: - 00:09:41 !--- Idle timeout of 10 minutes. The call will be
disconnected in 9 minutes 41 secs unless 1t receives interesting traffic during that time. If
the absolute column has a value, then the call will be disconnected at that time regardless of
the idle timeout. PPP. LCP QOpen, CHAP (<- local), IPCP LCP: -> peer, ACCM AuthProto,
Magi cNunber, PConpressi on, ACConpressi on <- peer, ACCM Magi cNurmber, PConpressi on, ACConpression
NCP: Open | PCP | PCP: <- peer, Address -> peer, Address Dialer: Connected, inbound ldle timer 600
secs, idle 20 secs Type is | NNBAND ASYNC, group As1/3/01 IP: Local 10.1.1.251, rempote 10.1.1.3
Counts: 12 packets input, 651 bytes, 0 no buffer O input errors, 0 CRC, O frane, O overrun 13
packets output, 666 bytes, O underruns O output errors, O collisions, O interface resets

ol Jl dlgo clas] BLiSiwl

a8,> w9 Juaioll dlols dlgo oo §axi9 dul JuasVl glad piy @) 91 @9sio e JSuiy JLasVl glad s 3]
Y ol plaidW 640 dismo o3> ilS 5] o 49,20) debug Juaio doj> ol plaziw| diSoy . plaidW 6400 49 0
:Jtodl Juww e

, (Apr 26 01:57:24.483: Dil1 DDR ip (s=192.168.1.1, d=224.0.0.5

(bytes, outgoing uninteresting (list 101 64

, (Apr 26 01:57:26.225: Dil DDR: ip (s=192.168.1.1, d=10.1.1.1

(bytes, outgoing interesting (list 101 100

il dosl oS5 > (S 101 Jsuo9 dnild JSU plaid 6 si0 jue OSPF ¥y ass coMel 5,lell Jliall
'l oS Lo Moolg elas VIl Glisiuwl 101 Jow9 dosld JSU ploidW 6 o

S i 1B SJg il 120 98 Lol iVl slaeYl . Juaiall dg2ly oS S Juaiall Jsass dlgo lasia, b .1
Ll ladg lenas o dagdll 04 6505
router(config-if)#dialer idle-timeout

2olin S doaiall) Juaiall Jsas ilgal a0 Ul s pac oo 3830 JlasVl glad piy ) 1) zila>Mo

(T(3)12.1 ,laoY¥l Cisco I0S

Jd JLasVl glassl 13| . (dialerlist oVl plaiwl, aigSs pi) plaidW 6all 49 ,0ll 45,5 Loy ,m usiy @9 .2



sl zlowdly S8 sae ad) I3 LisT Sy plaid 6 iall 49 0ll &, Cayymi (9 e i 189 (lgYl
i ST ey plaidW iall 9 ,0ll 4,5 Caymi s pdd dal dollSall wdg o 151 (3T e i
J9S959.01 19,0 dS,> i o SO bli)VI asiy p) 5] tauali. (31 e JS 29,9 Lasid) zlawll)
oslel o $)H9 3l Jgogll gioy 1389 . plaidW 6,40 € lgl e ()31 4,95 19,0 45,> s19l) agill
i )90 a5, duc LD . Joal dgo uss

access-list 101 remark Interesting traffic for dialer-list 1

access-list 101 deny ospf any any!--- Mark OSPF as uninteresting. This will prevent OSPF
hellos from keeping the link up. access-list 101 deny udp any any eq ntp !--- Define ntp
traffic as NOT interesting. This will prevent periodic ntp traffic from keeping the link up
indefinitely. access-list 101 permt ip any any !--- All other IP traffic is interesting.
Change this depending on your traffic needs. dialer-list 1 protocol ip list 101 !/--- This
.interesting traffic is applied to the dialer interface using dialer-group 1

ol gig dole 6,0 LVl duss dagell @21, «logleall (o Aol

uled giay JS dalSall glass ;o =l

oLl j9,0 Al 9 Li> o oY 99 .(asl 120 WLe) agli "X" JS Junsis aalSall ol (@ s 31 dSiu
eVl e s 5209 .Jsad] dlgo usi d5lely DDR oo ¥ ol ¥l e

lgieyss iz ) plaidM & piall &S, -
agloll e 6 yiall 19,0l 4, e ulos i pl -
Jaiall Say dg2lo)l pis pl -

- alSCinal] 03 =

S g loll il (Juaiall ansld I ,Lisall) Juiall dCg00 (0S5 p09 Jucriall d3ld 2z oo s .1
i 9,0 45,> lowu

rout er (confi g)#interface dialer 1
router(config-if)#dialer-group 1
router(config-if)#exit

rout er (confi g)#dialer-1list 1 protocol ip permit

L lis] wM plaidM ol 19,0l &S > s laws iSay ,Siall Jlaidl glasil dlSiine J> sy

YV .olegazall dioljioll 9 JaVl le> wle> wle> wlezly e Slail J3b Juaiall (19S5 oo 15T .2
J) Serial x:23 ag=lg)lg BRI X dg>lo)l Jio JuasVl aslSol wls wlgzlgl e oVl 1id J| x> sz
(PRI
3 ygllnall dousll 899 Juaioll Jga> dgo lanin, pd

router(config-if)#dialer idle-timeout 900

dlo ol oo

o)l 4isi ac> dxbwo -
Cisco Systems - _asll acall -
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