od9su louold wlpwodsle 0930 eds IJpods
(AUX) IJpwle>

Slhgizall

doadoll
duwlwVl o Wllaiall

o Wllaiol|

doaziwoll o LgSoll

wl>Manl

aSuill ozl auw !

oLy gSall

axall o goxill

2zl 23V o, 2ig0s

Le>Molg clasVl O liiuwl

le>VMuolg elas VI BliSiwl plgog 25 390 slacl
L>Noolg el WOliSiwl olol

dnell ellb3Vl puxai 21,31

o ol ologleo

doodoll
p5is il 13D U5 . aslgl cllall o653 acbuall (AUX) ddiall _lc p3go plasiw] dwS simall 13D piog,
-55550)l @9gall azga) (PRI) _JoVI Jasall dg>ly wlids acbuall (AUX) ddiall Lle p3gas 39;a)l a>gall

o (DDR) ol sie Juasdl apgs Sl ,lglol, b o 1iSJ9 - Jolio] ds soylisws sty o ¥ il Vo
(AUX) daiall _le o350 Ll ez il ole>gall

daw L) o Lol
olllaiall

622 luall (AUX) 38Liall e p3g0)l 6320 dag o)l dalizall JSlisall clagd oo 35T (oSl 1id dlglxo b
2390l a>g0 Jlasl > @21y «JSLisall 0i® Jg> logleall o Ao e Jgaxll

do2Ziwall & LSl

bl dplall olsSally aoll ollaol Il xiwall 13id (8 65,l0) &logleall xiiuws

(2)12.1 Slao)l zoli,, €€Cisco 10S gob J2uin Cisco 2600 Series dlbwbull 0 a>g0 -
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.T(7)12.0 ,lao)l (Cisco 10S ol Juin s3I Cisco 0 AS5300 a>go -
209 . a8 62>9 Adin _i> 91 acluall (AUX) isiall plasiwl a2g0 sl Ll (uoSill 13D Gubas Soy 1da>No
62>9 Adioy p390 S,L ogs ¥ (oL dsleioll JSliall jasg RS232 pgall (9 pSxill JSlived Llas wells
wlogleall o 1o e Jaaxll prgall azg0 Jlasl > &>, . oSl

o)g.>§l| &> Ol .aols dlaso &y (9 639>90)l 632V o itwall 13D 8 dorsall ologleall clis| o
Sl elagd o aSTd (6 uilo aSuis (9 Jomi S 13| (Lol ,i81) pouman (oS Aituoll 13 9 doriuoll
M|w|\_119)o| SY Joizoll

oMol

dwsill Cisco wluali obMawvl JI &> (ol oWMawl Jg> wlogleall (0 150 e Jouaxl)

Aol 138 9 dxiogall oljsall (e85 wlogles Ul pasi «pudll 13i® 9

eMozl)) 4oloVl ey 6151 pastiuwl ituall 138 (8 doasiumall 4olgVl Jg> @dlo] wlogles o jgicll tdka>Vo
(load ol

aSuull _Jaulasill |

o>l ozl pu )l 9 piogall @aidl slac] xiiwall 13D o

aux 0 L T
T f _____ L telco s 0:23 h

maui-si-01

maui-nas-03
(HAS with Internal
Modems)

o liyoSll
i W & liyoSal ikl 13D paiuy

(slt-01 (2600-s9Lo -

(5300) 03-U-s9lo -
maui-nas-03 o Lol PRI Llla) (AUX) iéiall _le p3gall (Maui-SLT-01(2600 pxiwy «onueSdl 1id 9
A3 08, p3g0 Il dndlSall JwyY (NAS (MAUI-NAS-03 055 ai .((AS5300

(slt-01 (2600-s9lo

maui - sl t - 01#show running-config
.. Buil ding configuration

:Current configuration
|
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version 12.1

service tinmestanps debug dateti ne nsec

service tinmestanps | og datetinme nsec

no service password-encryption

|

host nane maui -slt-01

|

aaa new- nodel

aaa authentication |login default |oca

aaa authentication |ogin NO AUTHEN none

aaa aut hentication ppp default |oca

This is the basic AAA configuration for PPP calls. ---!
enabl e secret 5 <deleted> ! usernane adnin password O
<del et ed> user nane naui - nas-03 password O cisco /---
Defines username for remote router (maui-nas-03), and
shared secret !--- password. Shared secret (used for
CHAP authentication) !--- must be the same on both
sides. ! menory-size ionem 30 ip subnet-zero ! chat-
script Dialout ABORT ERROR ABORT BUSY "" "AT" K "ATDT
\'T" TIMEQUT 45 CONNECT \c /--- Sets up chat script
"Dialout" used for the dialout connection on aux 0.
nodenctap entry MY_USR_MODEM MSC=&F1S0=1 !--- Modemcap
(MY_USR_MODEM) is applied to the AUX port line
interface. !--- This modemcap was created through the
command: !--- modemcap edit MY USR_MODEM miscellaneous
&F1S0=1 !--- See the Mddem Router Connection Guide for
more information. ! interface LoopbackO ip address
172.17.1.1 255.255.255.0 ! interface FastEthernet0/0 ip
address 172.16.1.1 255.255.255.0 no keepalive dupl ex

auto speed auto ! !--- Irrelevant output has been
removed. ! interface Async65 !--- Async interface that
corresponds to the AUX Port. !--- This was determined
through the show line conmmand. !--- See External Mdem
Setup and Troubl eshooting Tasks for nmore information. no
i p address encapsul ati on ppp !--- Use PPP encapsulation

over this link. dialer in-band dialer pool-nenber 20 !--
- Designate Asyncé65 as member of dialer pool 20. !---
The dialer pool 20 command is specified in interface
.Dialer 10

async default routing

This permits routing over the async interface. !--- ---1!
This is required for a routing protocol to run accross
the async link. ppp authentication chap callin!
interface Dialerl0 !---Dialer 10 is the logical
interface for Dialer Pool 20. ip unnunbered Loopback0 !-
-- This uses the Loopback 0 IP address. encapsul ation
ppp ip ospf demand-circuit dialer renote-nane naui-nas-
03 !/--- This specifies the remote router name. !--- This
name must match the name that the remote router uses for
!--- authentication. dialer pool 20 !--- Async 65 is a
member of this pool. dialer idle-tineout 900 dialer
string 81690 !--- This defines the phone number of the
destination router. dialer max-call 4096 dialer-group 1
!--- Apply the definition of interesting traffic from
.dialer-1list 1

ppp aut hentication chap callin

Use CHAP authentication for incoming calls. | ---1!
router ospf 5 network 172.16.1.0 0.0.0.255 area 0
network 172.17.1.0 0.0.0.255 area 0 network 172.22.1.0
0.0.0.255 area 0 !---0SPF is used between the routers.
!---A routing protocol is unnecessary if you configure
appropriate static routes. ! ip classless ip route
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0.0.0.0 0.0.0.0 Dialer10 !--- Default route points to
int dialer 10. !--- This is necessary because OSPF is
not configured to send default routes. nho ip http server
! access-list 101 remark Define Interesting Traffic
access-list 101 deny ospf any any access-list 101 permit
ip any any dialer-list 1 protocol ip list 101 !--- Use
access 1list 101 for interesting traffic definition. !---
This is applied to interface Dialer 10 through dialer-
.group 1

1

line con O

| ogi n aut henticati on NO_AUTHEN

transport input none

!

line aux O

Line interface for the AUX port. exec-tinmeout 0 0 ---!
!--- This disables exec timeout on the interface. ScCript
dialer D alout !--- Use chat script "Dialout”. npdem
INnQut !--- This enables incoming and outgoing calls.
nmodem aut oconfi gure type MY_USR MODEM !--- Now apply the
modemcap MY_USR_MODEM that you configured previously.
transport input all stopbits 1 !--- Reduce async framing
overhead to improve throughput. speed 115200 !--- The
AUX port on the 2600 supports a speed of 115200. !---
Note: If you route through the AUX port, each character
generates a !--- processor interrupt. This 1s an
abnormally high load on the CPU, !--- which can be
resolved if you use a lower AUX port speed. flowcontro
hardware !--- This configures RTS/CTS flow control. |ine
vty 0 4 ! no scheduler allocate end

(5300) 03-l- 59l

maui - nas- 03#show running-config
...Building configuration

:Current configuration

|

version 12.0

service timestanps debug dateti ne nsec

service tinmestanps | og datetime nsec

no service password-encryption

|

host nane maui - nas- 03

!

aaa new nodel

aaa authentication |login default |oca

aaa aut hentication |ogin NO AUTHEN none

aaa aut hentication ppp default |oca

This is the basic AAA configuration for PPP calls. ---!
enabl e secret 5 <deleted> ! usernane admin password O
<del et ed> usernane naui-slt-01 password O cisco /---
Defines username for remote router (maui-slt-01) and
shared secret password. !--- Shared secret (used for CHAP
authentication) must be the same on both sides. spe 1/0
1/7 firmvare | ocation system/ucode/ m ca_port_firnare !
i p subnet-zero ! isdn switch-type primary-ni nta receive
maxi mumrecipients 0! controller T1 O !/--- Primary TI1.
fram ng esf clock source line primary |inecode b8zs pri -
group tinmeslots 1-24 ! /--- Irrelevant output has been
removed. ! interface LoopbackO ip address 172.22.1.1
255.255.255.0 no ip directed-broadcast ! interface




Et hernetO i p address 172.22.53.105 255.255.255.0 no ip
di rect ed- broadcast no keepalive ! !--- Irrelevant output
has been removed. ! interface Serial 0:23 !--- D-channel
for T1 0. no ip address no ip directed-broadcast
encapsul ati on ppp isdn switch-type primary-ni isdn

i ncom ng-voi ce mbdem !--- This sends incoming async
calls to the modems. fair-queue 64 256 0 ppp
authentication chap ! !--- Irrelevant output has been
removed. ! interface G oup-AsyncO !--- Group-Async
interface is used to aggregate the modems. ip unnunbered
LoopbackO no ip directed-broadcast encapsul ation ppp ip

ospf network point-to-point !--- This identifies the
type of OSPF network. async default routing /--- This
permits routing over the async interface. !--- It is

required for a routing protocol to run on the async
link. async node interactive peer default ip address
pool clientpool !--- This assigns an IP address from the
pool named "clientpool" for the !--- incoming call. ppp
aut hentication chap group-range 1 96 ! router ospf 5
network 172.22.1.0 0.0.0.255 area 0 network 172.22.53.0
0.0.0.255 area 0! ip local pool clientpool 172.22.1.2
172.22.1.30 !--- IP addresses for dialin calls are given
from this pool. ip classless no ip http server ! line
con 0 login authentication NO AUTHEN transport input
none line 1 96 autosel ect ppp nodem I nCut transport
preferred lat pad telnet rlogin udptn v120 | apb-ta
transport output lat pad telnet rlogin udptn v120 | apb-
taline aux O line vty 0 4! end

09 -(Jsad)MAUI-SLT-01 0 lnas o la)Sall Jgsi) Lols JSuiy MAUI-NAS-03 655 ai o) tda>Mo

13 plasiw] oSay bl o5l oo L3 Jsas 3,50 LD 65,l6)l dallSall o1 (NAS (MAUI-NAS-03 b dg>9
Sy JLasVlg (555,0)l @8gall (NAS) éSuidll o bllay Lol PRI wlla) ¢yassdl eMasdl o sl sSill

.aS il
- " . _ ..I

2o Gy Jagy oueSil ol o 3STl Lgolaziw] diSoy ologles puudll 13D 499,

Juds o e b a9 (Jadd elzuuall eMasll) 21,3Vl a> jio 6151 dlawley Lol solol Las, AS> oy
wousdl ol 2l 2|

AP I )

pac Wl 9 ol jiall ué of Juaiall dg2ly Il ylue JUD oIS 13] Loo 3i5all show ip route oYl paskiu
il oy Luaoll (oS5 06 D3 . Juiall dgls b 93> s 9l doljiall e dgzloll Ll I luso 3929

maui - sl t- 01#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nmobile, B - BGP
D- EICGRP, EX - EIGRP external, O- OSPF, |A - CSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1- IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0
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is subnetted, 1 subnets 172.17.0.0/24

C 172.17.1.0 is directly connected, LoopbackO
is subnetted, 1 subnets 172.16.0.0/24
C 172.16.1.0 is directly connected, FastEthernet0/0

S* 0.0.0.0/0 is directly connected, Dialerl0

Jeiall dg>lg) _aolidl Hlue JUd 1ala>Mo

olly 6266 ks (PPP) dlais | daadl JsSsiop me Losladly JlasVly Lllall digy a>gall poiy U3 sy
il elasY| ayas ologles g2 cddasll 038 Jo> Juwolaill oo 350) .OSPF

1a>Y .azgill OSPF JgS9i9 4 plasiuw] pi gulidl 138 9 .JLasVl 2l sy show ip route ,oVl pasiw [
gl J9ax JI Lidlo| wes il OSPF ol)lue

maui - sl t - 0l#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1SI1S L1 - 1S I1Slevel-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

is subnetted, 1 subnets 172.17.0.0/24

C 172.17.1.0 is directly connected, LoopbackO
is subnetted, 1 subnets 172.16.0.0/24
C 172.16.1.0 is directly connected, FastEthernet0/0
is variably subnetted, 2 subnets, 2 masks 172.22.0.0/16
(o} 172.22.53.0/24 [110/1795] via 172.22.1.1, 00:00:03, Dialerl0
C 172.22.1.1/32 is directly connected, Dialerl0

S* 0.0.0.0/0 is directly connected, Dialerl0

Le>Moly clas VI BLiSiwl

LMool (oSl clias] BlisSiwY lgolasinwl liSay ologleo pumill 13D 9,

Le>Nolg elasVl BliSiwl o 2,15 390 dlacl

Jlail alSal oo izl xie a0 JSuin pasall Jag oo Gaxilly >l pygall slacy aldl wlglasl JaS]
N @8LoYl, 5,90l DDR oS5 sl Sy o390l ligr aolil olaylaill plasiwl, JuasVly wllally azgall
a>gall Ol pusll 13D o sia, .azgall Ll e LoVl sgimall (o &,3Y1 oYsS5i9,l olusSig PPP (oS
oMel pingo o8 LaS aumo JSuin aieSs a5 dallSall Jsiiuy il

Jo> Slogleall o 2o le Jgaxll . o390l I acbuall (AUX) diall oo cawliodl JSIl 3L, 08 .1
390l a>g0 Jlasl s g2l (oMUl Jwoss ol

alago Ol o pe )l le acluall (AUX) isioll dioljiall ué dg>lgll 2,axi) show line Lol paziwl .2
ag>l9 e seixi Access pslgs Gl (1 @inljio Jue dg>19S acluall (AUX) daioll le sgixi wlg>g0ll
e U3 16 e soixy ey azg0ll OIS 131 (Jliadl Jyuw Lle .ty bglas iz, acbuall (AUX) isiall
acluall (AUX) 3dioll 19S5 oy @l 0i® Jio 9 .17 Lozl ¢ (AUX) aiall L8 (0390 91 (ol jio
Jiall 138 gaxi, .ol Jlaw ol ,se ) bliwl acbuall (AUX) Asiall 055 .async 17 dgzloll lc
Maui-SLT-01 _le Async65 ag2loll _lc scluall (AUX) dsiall (4655 Ol o0

maui - sl t-0l#show line
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Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noise Overruns Int

- CTY - - - - - 0 0 0/0 0 *
- AUX 9600/9600 - - - - - 0 1 0/0 65
- VTY - - - - - 0 0 0/0 66
- VTY - - - - - 0 0 0/0 67
- VTY - - - - - 0 0 0/0 68
- VTY - - - - - 0 0 0/0 69
- VTY - - - - - 0 0 0/0 70

:Line(s) not in async node -or- with no hardware support
1- 64

e Jaaxll pogall azg0 Jlail > JI g2l .(AUX) daiall Juaioll o390l @ modemcap (950 o9 .
ol eiai ol modemcap xaz cals . psgall Cwlwdl plaill lolasiw] piww il duwliol] diugil] b
:(MY_USR_MODEM _ ouw) 12> p390) Jlo Ud .loy> (init) dings
maui - sl t-01(confi g)#nodentap edit MY_USR _MODEM mi scel | aneous &F1S0=1
Lle Jouaxl) Modemceap elis] JI g5l .init dluwlw _® oMcl modemcap &F1S0=1 ;65 8
b oI prgall duwliodl init dubw Jo> 63320 wlogleo

ezl e acluall (AUX) daioll ol oo Lo Lasaxs aa) .acluall (AUX) iaiall le Modemcap  gulos .
.65

maui -slt-01(config)#line 65
maui - sl t-01(confi g-1ine)#nmodem aut oconfi gure type MY_USR _MODEM

Jaaxll pseall aza0 Juail Jds J &2l . pssall Juas¥ acluall (AUX) itioll las (055 Loyl oy
50l9Vl Loy Lyl L@ W)l maui-sit-01 J peSill 23905 cpoiain ol (0655 Jo> wlogleo e

S a2y puuo S Modemcap gulai o5 13| oo  gaxill debug confmodem paziuwl.d )9 uall
Lilel p3gall (1955 azgall pga, (o390l

maui - sl t - 01#debug confmodem

Modem Confi gurati on Dat abase debugging is on

maui - sl t-01#

Power cycle the modem. *Mar 1 06:58:10.118: TTY65: detection speed (115200) response - ---!
--OK--- *Mar 1 06:58:10.122: TTY65.: Modem command: --AT&F1S0=1--

Apply the init string specified in the modemcap. *Mar 1 06:58:10. 758: TTY65: Modem ---!
configuration succeeded

Modem configuration is successful. *Mar 1 06:58:10.758: TTY65: Detected nodem speed ---!
115200 *Mar 1 06:58:10.758: TTY65: Done wi th nodem configuration maui-slt-01l#

le el 48 oL LYl @lS ol oo 38> .show line aux-line gl show line aux 0 oVl luol, 48 .
Selay "V Ol 15) L oolasiiuy agd (agsly e i sglay o) 1319 .CD 9 DTR 9 RTS 9 CTS (JlioJl Jysuw
Lle ioSily Ul o gaxid callaso wils 5] .oow pgl iy 13gd (CTS Y (Jlioll Juww o) pguly
JSiiy aiysSs a5 s (AUX) Asiadl Llowg disljiall ue dglgll o colS 13 low Lyl 3835 .azgall
piwl o290l azg0 Jlail L> JI g2l oS Juogs Jo> wlogleall (o a0 Jle Joaxll oo
Blisiwl 48,5 Jg> wlogles le Jguaxll le>Moly JlasVl o Ylail ellas] SliSiwl e il
s L Lowd le>Noly oMSinall

maui - sl t - 01#show line 65
Tty Typ Tx/ Rx A Modem Roty AccO Accl Uses Noi se Overruns I nt
- A 65 AUX 115200/ 115200- i nout - - - 8 1 1/0
Ready

:Line 65, Location: "PPP: 172.22.1.1", Type

Length: 24 lines, Wdth: 80 col ums

Baud rate (TX/RX) is 115200/115200, no parity, 1 stopbits, 8 databits

Status: Ready, Active, No Exit Banner, Async Interface Active
Modem Det ect ed, CTS Rai sed, Mddem Signals Polled

Capabilities: Hardware Fl owcontrol In, Hardware Fl owmcontrol CQut
Modem Cal | out, Modem Rl is CD, Mbdem Aut oconfigure

Modem st ate: Ready

G oup codes: 0

.Line is running PPP routing for address 172.22.1.1

.out put packets queued, 1 input packets O

Async Escape map i's 00000000000000000101000000000000
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Modem hardware state: CTS* DSR* DTR RTS

All signals are up. TTY NUMBER 65 Parity Error = 0 Framing Error = 536 Receive Error = ---1!
536 Overrun = 1 Qutcount = 0 total out = 40615 incount = 0 totalin = 49805 , Mydem
Configured Special Chars: Escape Hold Stop Start Di sconnect Activation ~"x none - - none
Timeouts: ldle EXEC Idl e Session Mbdem Answer Session Di spatch 00: 10: 00 never none not set
I dl e Sessi on Di sconnect Warni ng never Login-sequence User Response 00:00: 30 Aut osel ect
nitial Wait not set Modem type is MY USR_MODEM

Modemcap is MY_USR_MODEM. Session |limt is not set. Time since activation: never ---!
Editing is enabled. History is enabled, history size is 10. DNS resolution in show comands
is enabled Full user help is disabled Allowed transports are |lat pad v120 nop telnet rlogin
nasi. Preferred is lat. No output characters are padded No special data dispatching
characters naui -slt-01#

Slexll JLasVlg llall AT oloVl dcgazo paziwls «p3gall LI acluall (AUX) iaiall 25wl pdr s .6
13 U9 .aumo JSuin wislgll 65159 pogall 6521 Jac oo gixill LoVl 1id plasiw] oSy L9 azl
2065 diall | Telnet gl guSe chle wxy 65 axdl le acluall (AUX) iaiall oY Llas (Jliall
Telnet aob y Jac dwl> clis] | g, awsSsll Telnet zol,y Jo> wlogleall oo 350) .a>gall le

2390 | _wSe

maui - sl t-0l1l#telnet 172.17.1.1 2065
Trying 172.17.1.1, 2065 ...Qpen

User Access Verification

:Usernane: adnmin Password

Authentication performed by local router for the reverse Telnet. at OK atdt 81690 ---!
The modem dials (81690), and connects. !--- This process takes approximately 30 to 45 ---!
seconds. CONNECT 31200/ ARQ V34/ LAPM V42BI S !--- Connection speed and protocols that were
negotiated. User Access Verification Usernane: maui-slt-01 Password: !--- Authentication
performed by the remote router for the incoming call. maui-nas-03> /--- Prompt on the
.remote router

OlS 13] low gaxill at oYl plaziwly (p3gall Sle LuuSce Telnet ol it pois oMel giogo 63 Las
atdt number ;o3 aol3Jl olodeil pladiwl asdl 28,1 Llbl " 33lg0" als lbaic . cuiny 390!
o390)l Ol ey 13 .6, lg)l dallSall d8slany adl azgall pds o5 .l jledl Jaig «aa) Sl Laiuws
dois @lgll bas 0l9 o e 2B pgall Bl9 (WSUI Juogi a0 (o $8308 (Juai Y 2|
Le>Vooly Llla)l o Vlasl elias] Blasiwly dioljiall ué 5,3V olialls p39all 485 1eSs JI @)

131 Lo 5Ly asylioll biSay coMel 6,95 3all wleh,2 Vg pleall JWS] aic.ologleall (o A0 e Jouaxl
eVl aas a2l o0l 23g0s 23] pluwdl g1 Lilal Lol Juasl lgh] aiSay a>gall olS
ologleall 0 20 e Joaxll (AUX) ddiall diwe _Je 0390 plaiwl Jlail oSS o dw R

Le>Moolg el BliSiwl olgl

Jlx ose Al i il (ladd goluuall eMasll) 213Vl a2 s 31l dlawles o=l solsl Loz, acs ai
ol ol 21,31

2lasY] jum olol 9 dagall Slogleall e eMLYI >, ellasVl s olyl laol Jib ralasNo

oSwi i . Juaiall dg>ly e daliwall ol Jo> cllasV aouai ologles o ,2,$CCdebug dialer -
o0 350 (Al o o) @00 Sl 3lei Ll ologleall Lo ,e Lyl piy cdg2ls)l e DDR
.debug cins - debug fras . debug dialer oVl g>1, .o lbogleoll

a2gall e dlael loisis Jilw,9 pogall (9 pSxillg pg0ll b3 blis Lo ,=,5¢Cdebug modem -

g2l, Async/POTS Llb eay aic ainsyall Luall zobil iwsis adlio ST, ellas] aumuas a5 B -
oliss :Dialup duss (8 aivd)oll ol 20Ul dlac puud o g8l - oliioll e slall Jlas)l
logleall (0 a0 e Jouaxl) lg>Vuolg a3Vl olisSiwl

Loslaill clisl lehsls wllacy PPP wlly 49,0 aS,> Jo> wlogles Lo ,2,$$Sdebug ppp negotiation -
iSuiall S pSxl JsS5i99 @8>Lanlly (LCP) boli,Vl 3 aSxdl JsSei9 Jio PPP wlisSo o



//www.cisco.com/en/US/docs/ios/12_0/dial/configuration/guide/dcrtelnt.html
//www.cisco.com/en/US/docs/ios/12_0/dial/configuration/guide/dcrtelnt.html
//www.cisco.com/en/US/docs/internetworking/troubleshooting/guide/tr1916.html
//www.cisco.com/en/US/docs/ios/12_0/dial/configuration/guide/dcmodem.html
//www.cisco.com/en/US/tech/tk801/tk36/technologies_configuration_example09186a0080094579.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_configuration_example09186a0080094579.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_configuration_example09186a0080094579.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_configuration_example09186a0080094579.shtml
//www.cisco.com/en/US/tech/tk801/tk36/technologies_configuration_example09186a0080094579.shtml
//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/docs/ios/11_3/debug/command/reference/dclns.html
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a0080143175.shtml
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a0080143175.shtml#asyncoutboundcallingverifychatscriptoperation
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a0080143175.shtml#asyncoutboundcallingverifychatscriptoperation
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a0080143175.shtml#asyncoutboundcallingverifychatscriptoperation
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a0080143175.shtml

NCP _lc Joglaill, L3l a8sLaall pgé, o5 [LCP &l> zig, Y9l x>l PPP oglas egé, .(NCP)
o> bl cllac ouaii (il PPP é9slas JgSei9 0 Jilw, Lo, ST debug ppp authentication -
(PAP) ,9,0Jl dalS @85kas JgS9i9, Jski wllacy (CHAP) ¢ luiwdl a85kas JsSs59

duell clasVl auvas gl

> Vooly JlasVl elias] BLiSiwY aJul elasVl g yoll paziwl

maui - sl t - 01#debug dialer
Di al on dermand events debugging is on
maui - sl t - 01#debug chat
Chat scripts activity debugging is on
maui - sl t - 01#debug modem
Modem control / process activation debugging is on
maui - sl t - 01#debug ppp negotiation
PPP protocol negotiation debugging is on
maui - sl t - 01#debug ppp authentication
PPP aut henti cati on debugging is on
maui - sl t-01#
maui - sl t - 01#show debug
:General ©s

Modem control / process activation debugging is on
:Dial on dermand

Di al on demand events debugging is on
. PPP

PPP aut henti cati on debugging is on

PPP protocol negotiation debugging is on
:Chat Scripts

Chat scripts activity debugging is on
maui - sl t-01#
maui - sl t- 01#pi ng 172.22. 53. 105

. Type escape sequence to abort
: Sending 5, 100-byte |ICWMP Echos to 172.22.53.105, tinmeout is 2 seconds

[Mar 1 05:37:44.858: As65 DDR rotor dialout [priority*

(Mar 1 05:37:44.858: As65 DDR Dialing cause ip (s=172.17.1.1, d4=172.22.53.105*

Dialing reason. *NMar 1 05:37:44.858: As65 DDR Attempting to dial 81690 ---!

Phone number that is dialed. *Mar 1 05:37:44.858: CHAT65: Attenpting async line dialer ---!
script *Mar 1 05:37:44.858: CHAT65: Dialing using Modem script: Dialout

System script: none &

Use the chat-script "Dialout". *Mar 1 05:37:44.862: CHAT65: process started *Mar 1 ---!
05: 37: 44.862: CHAT65: Asserting DTR *Mar 1 05:37:44.862: TTY65: Set DTRto 1 *Mar 1
05: 37: 44.862: CHAT65: Chat script Dialout started !--- Chat-script "Dialout" has started. *Mar 1
05: 37: 44.862: CHAT65: Sending string: AT *Mar 1 05:37:44.862: CHAT65: Expecting string: OK *Mar
1 05:37:44.990: CHAT65: Conpleted match for expect: OK *Mar 1 05:37:44.990: CHAT65: Sending
string: ATDT \T<81690> *Mar 1 05:37:44.990: CHAT65: Expecting string: CONNECT

Mar 1 05:38:02.774: CHAT65: Conpleted match for expect: CONNECT*

Mar 1 05:38:02.774: CHAT65: Sending string: \c*

Mar 1 05:38:02.774: CHAT65: Chat script Dialout finished, status = Success*

Chat script is successful. !--- Notice the Expect/Send Attributes and the time elapsed. ---!
*Mar 1 05:38:02.774: TTY65: destroy tiner type 1 *Mar 1 05:38:02.778: TTY65: destroy tinmer type
0 *Mar 1 05:38:04.778: %. NK-3-UPDOMN: | nterface Async65, changed state to up *Mar 1
05:38:04.778: Async65 DDR Dialer statechange to up *Mar 1 05:38:04.778: %D ALER- 6- Bl ND
Interface As65 bound to profile D 10 *Mar 1 05:38:04.782: Async65 DDR Dialer call has been

pl aced *Mar 1 05:38:04.782: As65 PPP. Treating connection as a call out

PPP LCP negotiation begins. *Mar 1 05:38:04.782: As65 PPP: Phase is ESTABLI SH NG Active ---!
Open *Mar 1 05:38:04.782: As65 PPP. No renpte authentication for call-out *Mar 1 05:38:04. 782:
As65 LCP: 0 CONFREQ [Closed] id 43 len 20

(Mar 1 05:38:04.782: As65 LCP: ACCM 0x000A0000 (0x0206000A0000*



(Mar 1 05:38:04.782: As65 LCP: Magi cNunber Ox314EFEBB (0x0506314EFEBB*
(Mar 1 05:38:04.786: As65 LCP: PFC (0x0702*

(Mar 1 05:38:04.786: As65 LCP: ACFC (0x0802*

Mar 1 05:38:06.782: As65 LCP: TIMEout: State REQsent*

Mar 1 05:38:06.782: As65 LCP: o CONFREQ [ REQsent] id 44 |len 20*

(Mar 1 05:38:06.782: As65 LCP: ACCM 0x000A0000 (0x0206000A0000*

(Mar 1 05:38:06.782: As65 LCP: Magi cNunber Ox314EFEBB (0x0506314EFEBB*
(Mar 1 05:38:06.782: As65 LCP: PFC (0x0702*

(Mar 1 05:38:06.782: As65 LCP: ACFC (0x0802*

Mar 1 05:38:08.782: As65 LCP: TIMEout: State REQsent*
Mar 1 05:38:08.782: As65 LCP: o CONFREQ [ REQsent] id 45 | en 20*

(Mar 1 05:38:08.782: As65 LCP: ACCM 0x000A0000 (0x0206000A0000*

(Mar 1 05:38:08.782: As65 LCP: Magi cNunber O0x314EFEBB ( 0x0506314EFEBB*

(Mar 1 05:38:08.782: As65 LCP: PFC (0x0702*

(Mar 1 05:38:08.782: As65 LCP: ACFC (0x0802*

Observe that two outgoing CONFREQs timed out. !--- If you observe such a situation with no ---!
incoming CONFREQs, verify that the !--- autoselect ppp Or async mode dedicated commands are
.configured !'--- on the router that receives the call

Mar 1 05:38:08.934: As65 LCP: | CONFREQ [REQsent] id 2 |len 25*
(Mar 1 05:38:08.934: As65 LCP: ACCM 0x000A0000 (0x0206000A0000*
(Mar 1 05:38:08.934: As65 LCP: Aut hProt o CHAP (0x0305C22305*
(Mar 1 05:38:08.934: As65 LCP: Magi cNunber O0x515A1AC7 (0x0506515A1AC7*
(Mar 1 05:38:08.938: As65 LCP: PFC (0x0702*
(Mar 1 05:38:08.938: As65 LCP: ACFC (0x0802*
Mar 1 05:38:08.938: As65 LCP: O CONFACK [REQsent] id 2 |len 25*
(Mar 1 05:38:08.938: As65 LCP: ACCM 0x000A0000 (0x0206000A0000*
(Mar 1 05:38:08.938: As65 LCP: Aut hProt o CHAP (0x0305C22305*
(Mar 1 05:38:08.938: As65 LCP: Magi cNunber O0x515A1AC7 (0x0506515A1AC7*
(Mar 1 05:38:08.938: As65 LCP: PFC (0x0702*
(Mar 1 05:38:08.938: As65 LCP: ACFC (0x0802*
Mar 1 05:38:08.942: As65 LCP: | CONFACK [ACKsent] id 45 | en 20*
(Mar 1 05:38:08.946: As65 LCP: ACCM 0x000A0000 (0x0206000A0000*
(Mar 1 05:38:08.946: As65 LCP: Magi cNunber O0x314EFEBB ( 0x0506314EFEBB*
(Mar 1 05:38:08.946: As65 LCP: PFC (0x0702*
(Mar 1 05:38:08.946: As65 LCP: ACFC (0x0802*
Mar 1 05:38:08.946: As65 LCP: State is Open*
Mar 1 05:38:08.946: As65 PPP: Phase is AUTHENTICATING, by the peer*
"Mar 1 05:38:09.066: As65 CHAP: | CHALLENCGE id 1 len 32 from "maui - nas- 03*
“Mar 1 05:38:09.066: As65 CHAP: O RESPONSE id 1 len 32 from"naui-slt-01*
Mar 1 05:38:09.206: As65 CHAP: I SUCCESS id 1 |en 4*
CHAP authentication is successful. *Mar 1 05:38:09.206: As65 PPP: Phase is UP *Mar 1 ---!
05: 38: 09.210: As65 | PCP: O CONFREQ [ Not negotiated] id 13 len 10 *Mar 1 05:38:09.210: As65 | PCP:
Address 172.17.1.1 (0x0306AC110101) *Mar 1 05:38:09.218: As65 I PCP: | CONFREQ [ REQsent] id 1 len
10 *Mar 1 05:38:09.218: As65 | PCP: Address 172.22.1.1 (0x0306AC160101) *Mar 1 05:38:09.218: As65
| PCP: O CONFACK [RE@ent] id 1 len 10 *Mar 1 05:38:09.218: As65 | PCP: Address 172.22.1.1
(0x0306AC160101) *Mar 1 05:38:09.350: As65 | PCP: | CONFNAK [ ACKsent] id 13 len 10 *Mar 1
05: 38: 09. 350: As65 | PCP: Address 172.22.1.9 (0x0306AC160109) *Mar 1 05:38:09.350: As65 IPCP: O
CONFREQ [ACKsent] id 14 len 4 *Mar 1 05:38:09.478: As65 | PCP: | CONFACK [ACKsent] id 14 len 4
*Mar 1 05:38:09.478: As65 IPCP: State is Open
IPCP negotiation is complete. *Mar 1 05:38:09.482: As65 DDR dialer protocol up *Mar 1 ---!
05:38:09.482: D10 IPCP: Install route to 172.22.1.1 *Mar 1 05:38:10.206: 9%.1 NEPROTO 5- UPDOMN:
,Line protocol on Interface Async65
changed state to up
.Interface is up ---!
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