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Create protocol definition

Hame

C. Match sl traffic

Match protocols

i protocal foptions Source port range e range ents o Statedul TEP session rules psce

loodd Ids lplele > logole beld wi909d9d.

IUluwe: w9e99d9d IJod IUles (SSH) -
[Jugg: IPv4 -
Jpl s298, IP 9 IPV6. -
w9w9dedigsble IP: TCP -
Swp 3gp UDP 9 EIGRP 9 PIM. o0 wsu whbosdle gs.

Ilzsle: Iduwele JJSless welblu$s 25e IP 1Jpzsle. 9031 pdisd Jlve spdo cdumse e *
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wa9w9dsdigshle IP g Jlo.

ubl@ 1Jpeuwds IJ9zoes: sw9wd, o3l IJgsh wib b3l §po wwgss> TCP lg UDP s 2 9d °
wu9w9dedizshle IP.

edlple TCP -

Sw99, o3l 1Jgsh Wb guspl sop weds> TCP WS 29d wy9wsdedigshle IP. -
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EST (5,08): suinsy s leualdle TCP e wp logiliel wlded. gos cpdse -
o3l 1Jgsh Jl spdu weass edlple TCP i3)s.

5800 IJjelos (luwoele): suwedse JlgdIS louold TCP oyublgo. -

RST (lgho sowb): swos IJleuold Wyl 9seglod Ls wslole Jlhojld 9ss -
: odd.
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-l Mexus Dashboard

 Back

e Create protocol entry

Hami

S5H

Type'

1Pvd

IF profocolfoptions

-
am
A
Mans
Q
Analy;
do
Aedien

‘s Mexus Dashboard

+ Back

Edit protocol entry

Name'

Type'
1P

estination pert range

TCP flags

DscP




196 5. odso 9> IJlelo

s> e s> Boles Idleuald wsu presele uilb IJuelss eu bysd wedss wds 1dens) IJeuvese
ol i_9 IJpy 89,06 luweubl |Js wgysdle IJuoz 1Jpde,us. 909 Sgpd JlJss ol wlbud
S9le> 1dengwsdad 9esled Idoodss sldlplele IJes wp wdssuoll el suopu wblod 2,96
lJes9, wso presele IJpuos) 9ldszes pe wusluwle IJlply sldezsiss 1dedun92s.

lood IJs L > wus > pepesgle vusyss > DEVDMS > IJog jisé 9|Jip|g > £.99> Uielg, >
lolele > louile 95 lplo.

23> luolwes $lgss sodasy Idlozlo 9ldlzg)le sog s IJw90999d.

sulss lJloglo: e

subod IJed> woliss logle Jel sds pe pdius wblod verssd -
lJo,9w9ded gds o556 IP TCP psule 22.

Ilezlo JJiele: sblod 1Jeds IUzie wlawedsle wi90999d IP. 9o 9e9ds]
TCP: 90095 9z06 J 22

eduw ldlegler sbloy 1Ueds IUse Cluwodsle ©i9099d9d IP 90,9099
TCP _9roon_-9.') PULD) PU 22.

subod 03l LEus IJub) gu Idpuos, 19 1szos.

izbs IJleglo:
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i Edit security contract
Contract name’

Description

Direction
Custom
Rules
n A bidirectional contract with a protocol definition match summary as IP TCP

Forward direction: The o5 sing IP p , TC
Reverse direction: The contract matches packets using P protocel, TEP protocol, and a source port of

Direstion Action Protece! definition Match summary

bidirections darry S5H 1Pvd TCP Bport:22 statefu

bidirectional permit ICMPvd IPd ICHP

‘S Nexus Dashboard
.;'\. + Back
L Edit security contract
Contraet nams

Daseription

Direction
Custom
Rules

B A bidirectional contract with a pratocoel defintior
Forward direction: The cont matches packe:
Reverse direction: The contract matches packets using IP protoco!

Direction Action Protocs! definition Mateh summary

dary SEH IPv4 TCP dpaet:22 statelu

permit ICMPvd 1Pvd ICHP
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i Edit security association

Contract name
Contract-For-FWs
Source group
Anatyzn

Saurca group VRF
do

Admin

Destination group

Security association name
@ e
Contract-For-F\Ws details

) A bidirectional contract with a protacol definition mateh sumenary as IP TCP detPent:22 would be applied as follows:
Forward direetion: The contract matches packets using 1P protocol, TCF protocol, and a destination port of 22
Reverse direction: The contract matches packets using IP protoced, TCP protocol, and & source port of 22

Dirastion Astian Tenant Pratocol definition Match summary

pidimctional deny S5H port:3Z stateful

Eidigctignal pRrmit

“Gses’ Mexus Dashboard
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e Edit security association

Gomkract name
Contratt-For-Vis
Source group’
Analyze

1o Source group VRF

Admin

Destination group

Setirily astociation name
@ i
Contract-For-VMs details

i) A bidirectional contract with a prodacol definition match summary as IP TGP dstPort:22 would be applied as Tollows:
Forward dirsetion: Tha contract matchas packats using IP peotosal, TP pratacel, and & dastination port of 22
Reverss dirsction: Tha cantract matchas packets using IP pratacel, TCP pretessl, and a sourcs peet of 22

Direction Action Tenant Protocol definition Match ssmmary
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Deploy configuration - MEXICO
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zese Ipgadle. Jlsd9e NDFC 4.2 obos$ Iodsso wldu,ose IUdsy IUpwso.
s9uoz e Idoundund Ideub S Jisle, CLI.

i NDFC 4.2 GPO CONFIGURATION EXPLAINED

SG_FWs (10002)

L1 L1 ]

Fren FreYn

! D T 5 .
I =11 ammw | ¢ ected-endp ¢ c ipvé 10.64.252.16/32
Security Groups [ te ected-endpoints vrf cisco-tac ipvé 10.64.252.11/32

it =i e v S i

CLI CONFIGURATION

PROTOCOLS type security CHPy

n ICMPv4 traffic
Protocol mm
Definitions g -

ICMPv4 S5H

CONTRACTS
Q@ EBx
Security
Contracts i o ICMPya (9
& —EBx

VRF CONTEXT B

Security L o - g
L > 5 C 2 d atiol poli

Associations

ontra

ey
E > security contra C @ ation 18881 policy Contract
t
\! {10001 J. o gure terminal

lwodold I2ble VXLAN gl odlzol g0s wuvésd Jliso wog
IJpzeses (GPO)

IJebgs 1. 1Jeedd pu lJs psi6 pzpses Ilplu

:‘;&9& el Bl wp wpdsy ps)d ,o@_roggg_é Uirolo eds [Jpeod. SELP> VXLAN GPO gJs 030 lJps )6
Jloel ©§9p wovuvsh 1douss IUluvluvss Jedlps pzeses IUlelu (SGT) IJpbbdsws Jouousd
uldbo IJuolss 9oudss 1Jgds 9u)peod lzojo SGACL.

<tfroot>

BGW-1#

show feature | i i security-group

security-group 1 enabled



IU296 2. 0288 pu 9u2E wozso IJuble

28 pU LOTE 9LPE woTSe IJublp IUss wp wdssuo suubgsde eds Idpesd. swbde VXLAN
GPO 9_o¢g w9zs0 >8p pepstle IUlply Jlu oudss SGACL syvwodd p9lys pguouos Jlglho

<{froot>

o9zso IJizosé slgd luwgw ASIC.

BGW-1#

show system routing node

Configured System Routing Mode: Security-Groups Support
Applied System Routing Mode: Security-Groups Support

Uz 096 3. IJozdd po louble wlbs,y VXLAN NVE g)pdlosé GPO

IJo288 po wozs louble ubs) VXLAN NVE Lso 12036 1dwoss Ipedss suble 1dpslde *
lJpwgs36 80 wES. Swp Uuwy ped9ple GPO IJgloé widuveds Idpedss IUblo,sé
(VXLAN) p0 2JIJ puwess ldepde B EVPN JJubods I ppdss [Ublo,ss (VXLAN). 900
Op Sdie w9 gpdsle wely, elows Jduvewds (NVE) Jdogde pu gJld eJled presed

Ilele (SGT) sp5lpws 1Jed> v IJouss.

92,6 pusluwd 1Jpzeses 1Jpsiluss os Iz lop IUpd inle B o3l 1Ulo, Jive s3> ol 131 *
Jluw VTEP g0 w8 wigp lpwshble wog pzesgs VXLAN IJplbdyws Juuiy SGT 9ouuds

<tfroot>

Peer State

Router-Mac

£> SGACL g, pzld VXLAN EVPN pogss IJeslde.

BGW-1#

show nve peers det ai

## Details of nve Peers:

LEAF-1 Loopbackl

, used as the Tocal VXLAN NVE source interface.

NVE Interface : nvel

:Up ———————- > Confirms that the VXLAN tunnel and EVPN adjacency are operational.
Peer Uptime : 6d21h ----—--—-- > Indicates long-term adjacency stability.
: 44b6.beb3.b703 --——-—--- > Remote VTEP router MAC used for VXLAN forwarding.
Peer First VNI : 50012

Time since Create : 6d21h



Configured VNIs : 30136,30155,50012 -------- > VNIs expected across this VXLAN adjacency.

Provision State : peer-add-complete -------- > Confirms successful hardware and software programming

Learnt CP VNIs : 30136,30155,50012 -------- > Confirms successful EVPN control-plane synchronizatio
vni assignment mode : SYMMETRIC -------- > Symmetric IRB forwarding mode is operational.
Peer Location : FABRIC -------- > Indicates a Tocal fabric peer.

Group policy capable: yes -------- > Confirms that the renote VTEP supports G oup Policy extensions and
Peer-Ip: 10.20.20.2 -----—---- > Corresponds to

BGW 2 Loopbackl

, used as the remote BGW NVE source interface.

NVE Interface : nvel

Peer State : Up

Peer Uptime : 01:36:54
Router-Mac : 4488.1618.f093
Peer First VNI : 30136

Time since Create : 01:36:54
Configured VNIs : 30136,30155,50012
Provision State : peer-add-complete
Learnt CP VNIs : 30136,30155,50012
vni assignment mode : SYMMETRIC

Peer Location : DCI

Group policy capable: yes

BGW 2 Loopback100

, used as the Multi-Site Loopback interface for DCI communication.

NVE Interface : nvel

Peer State : Up

Peer Uptime : 01:32:58
Router-Mac : 0200.0a96.9602
Peer First VNI : 30136

Time since Create : 01:32:58
Configured VNIs : 30136,30155,50012
Provision State : peer-add-complete
Learnt CP VNIs : 30136,30155,50012
vni assignment mode : SYMMETRIC

Peer Location : DCI

G oup policy capable: yes



Jeb9s 4. 188 po wedp preses IJiplu soupussd v bs 1Juolss

028 P LPuSS Udlb IJuolss Luvdd LosE B pzestle Ilplo (SGTS). sewps wbusd
VXLAN GPO gJs cessule 59896 Jugbs IJuelss |Us 1Uydsw-

<#root>
BGW-1#
show security-group id al
Security Group ID 10001 , Name SG_VMs --------- > Security Group assigned to the Virtual Machines endpoi
Selector Type : Connected IPv4 Endpoints --------- > Endpoints are classified dynamically based on loc
VRF-Name IPv4-Address/mask-1en
cisco-tac 10.64.252.226/32 ---——-————-- > Endpoint mapped to Security Group 1
cisco-tac 10.64.252.228/32 ---————-- > Endpoint mapped to Security Group 1
Security Group ID 10002 , Name SG_FWs --------- > Security Group assigned to the Firewall endpoint group
Selector Type : Connected IPv4 Endpoints --------- > Endpoint classification occurs using locally lear
VRF-Name IPv4-Address/mask-1en
cisco-tac 10.64.252.10/32 ----—-—---- > Firewall endpoint mapped to Security
cisco-tac 10.64.252.11/32 ----—-—---- > Firewall endpoint mapped to Security

Uz 096 5. [Jo280 e £595 1iele 9lowls I uslwé

2IY PU LSS £89> GPO Jybwds VXLAN sojbgsdoel wubdd uozse: we»s IJedss Bsle»
IJlooold IJos sop oudssol osu peesele IUlplo soped IUso Iduvsluws 1wl gwss 1Jos
Suvwedpol VXLAN GPO Jduogzjsé 1Jgjisss.

<#root>
BGW-1#
show contracts detai
VRF: cisco-tac --------- > Confirms that contract enforcement occurs inside the cisco-tac tenant VRF.
Contract source group 10001 dest group 10001 --------- > Policy enforcement between endpoints belonging
Policy: Contract-For-VMs_ICMPv4 Direction: bidir --------- > Bidirectional contract for ICMPv4 traffic

Stats: 0 - -———————- > No traffic has matched this contract yet.

Class: ICMPv4 --------- > Traffic classification associated with ICMP traffic.



match ipv4 icmp --------- > Matches ICMPv4 traffic including ping requests and replies.
Action: permit --------- > ICMP traffic is explicitly allowed.

OperSt: enabled --------- > Confirms that the contract is operational.

Contract source group 10001 dest group 10001

Policy: Contract-For-VMs_SSH Direction: bidir

Stats: O
Class: SSH

match ipv4 tcp stateful dport 22 -----—---- > Matches SSH traffic using stateful TCP inspection.
Action: deny --------- > SSH traffic is explicitly denied.

OperSt: enabled

Contract source group 10002 dest group 10002
Policy: Contract-For-FWs_ICMPv4 Direction: bidir
Stats: O

Class: ICMPv4

match ipv4 icmp

Action: permit

OperSt: enabled

Contract source group 10002 dest group 10002
Policy: Contract-For-FWs_SSH Direction: bidir
Stats: O

Class: SSH

match ipv4 tcp stateful dport 22

Action: deny

OperSt: enabled

IJg 196 6. IJozdd pu 2lJs wbusy el VRF

2288 pu 2ls ©udiss GPO Juiwds VXLAN Jzese VRFS I e wdssuel gds Ieead:
35835 031 1ip, ol I3l Jle s p Byuo Lusluule SGACL 98895 pze9es IJiels wuidd wuib slgJ
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s8> IJIg)lz Iw Cisco-tac VRF s i, d wuuill Bs ,0 VXLAN GPO pg wessu lJssoe eJs
)00 s £dleb IUluBls 13648 Lusl§ wsluws SGACL IUslsJs Idpes ez s Iizoss J VRF
03l sy uwed Kb Idlple IJIBe)luos IS LBuo Ls 2098 p9) £y puwese wol wubdd
w2z eu edld 88> preses Ilelo souuzsdel: Joudss pusluws ;8o IJoriiss IJgiisss
IJIe,)loss. B 1dpdlod: Blu Idlesh IJlwe,)los: 9bls wzpsd Iwslule 596 1J9 o9z 9116
I>6 VRFs wgpd Vs IJyog £s) 1dpd,9,2¢ ppl SEUS i wSluwle VXLAN GPO Jl swpe
wbousdol Woeu oJJ VRFS slu )96 0)9) IJwslule puwese wol wuvdd 18e)luss.

cotdu eldle 1Jeldd e)9s o9y IJuslule IJpbluds Juog elu VRF. wuis) 1UBses 0 Iuud]
Cisco-TAC VRF |Js luo Jl 9> 2)Js o9, £y pobls,é Blow wouvésd uwdsd 1,8 o
IJIde,luos W 1Jsde 1Uss wp Bso oudss Il wsupl ouis) Bspeé 1esl 4364 1w
VRF IJldo,luos [Js wuslb 2,96 059, Lopw VRF g pd 390 wuddss VXLAN GPO.

<{froot>

BGW-1#

show vrf all security

VRF Mode TAG Action Scope Stats
cisco-tac enforced 13648 deny, log 4 0
default unenforced - permit 1 4364
egress-1loadbalance-resolution- unenforced - permit 2 0
management unenforced - permit 3 0

IJgb96 7. IJopdd pu 2lJs wbusy lely VRF

IJozdd pu lzuolssle pblods 2,96 p)9) IJoslule Jgd9s VXLAN GPO pu 9lzos
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£.99> pZLIES Uiplg lJos op odysuol wuvdd Veld 9ol 131 Jly wudss SGACL $s>
IJoubésd guy ldouss pogss IUpslde Juvwds VXLAN EVPN.
WOs 9lzod Jpwedse lyu9pss (GUI) ey NDFC. luodd 1Js bho > wus > peessle
w0us9s6 > Isdlsle 1Jpwesd IUleysdss [ pduwsd > 1dozsss sldiely > 1o lole Il
> ldesl9es.
S99, 03l IJBuwe lpIdluss 1986 Jusdble louoldle pzeses sl sleuolele -
lJsuosd s 1deds sldlplele Idpuwpesz wol sldy0 e suuslb ¢85 IJogvésd wsu
pzestle vl IJuolss.
sobo lpuolele 1U)uos wuvdd By slgd JJ puol. -
099, lzuolissle 1desldwé o NDFC bo§é wzdd pu lJouvésd weed eds -
lpwodeld gpdsé luvedyuld 1dpuuddle sedol 1UBlses gds slzos yulo 1Uisle,
(CLI) po 2JIJ cldss cudss Iuvslusle B 1dsde 1dSeds 9uwdsd plolu$s 2)ds
oo IJoslole go) IJouss.



S

pdlebi: B l9d pelads Jluwesluo leuolissle eyJs p9) IJuslule bs NDFC 4.2,
SpJdu i Sboy duwe IJp)ldwo Vs IJwslss gl Ws o030 Idzlds: luogb gds )
Resync Jouigsd pslews leuolissle 1Jg@s pu wossé VXLAN. loule oubgsd £pdsé
IJeslews: oguo 9lzes Idpuwesp Isumspsé 2lds lehs pilews I uwlde: 8> IJodap.
8> 19 pld 1 pilaus: ot £ds 13 p9108 Jegsse bysds Ieius e ldus. ves
lowole gpJs6 Il IJc:._)Ipo‘ ouowe lewolssle 26 py9) Idoslole IJpyouls odd
€8> pU 899> preses Idlely prisss O Suwe IJpldws. JJozdd po uwdyd pblo s
296 1Jpus) Ipoluiné §p wlugble 2598 o)) Idoslole vso ullb IJuelss &p lusg b
26 1855 £ds 3y lehs 1Upslpws Jopsse leuolissle 1gds 1Jpg 9,06 bs NDFC.

shboard

Monitoring

Total packets

pu IJuwsobss Iduwlod: sop lduwele wrdsé )9, ICMPVA Cugle wso wilb Iduelss.
908 3JYJ I3l wp lugble gduws SSH. VOl podo IUlouold wuwos Jlu £8> VXLAN GPO
sody wuvdd Losse I6 e19) TCP 1Jeszos [Us Ideuss 22.

<tfroot>

Fw-1#

ping 10.64.252. 11

PING 10.64.252.11 (10.64.252.11): 56 data bytes
64 bytes from 10.64.252.11: icmp_seq=0 tt1=254 time=1.131 ms
64 bytes from 10.64.252.11: icmp_seqg=1 tt1=254 time=0.694 ms
64 bytes from 10.64.252.11: icmp_seq=2 tt1=254 time=0.675 ms
64 bytes from 10.64.252.11: icmp_seqg=3 tt1=254 time=0.657 ms
64 bytes from 10.64.252.11: icmp_seq=4 tt1=254 time=0.648 ms

--- 10.64.252.11 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.648/0.761/1.131 ms

Fw-1#



ssh adm n@0. 64. 252. 11

ssh: connect to host 10.64.252.11 port 22: Connection timed out

pedyple slo Lods

>Jisd odgsy Cisco Nexus 9000 Series NX-OS VXLAN. IJl o5, 10.6(x)

clasy pilds Idoslole olguegsle VXLAN GPO
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