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ip access-1list TAC-IN
statistics per-entry
10 permit ip 192.168.20.2/32 192.168.0.10/32
20 permit ip 192.168.0.10/32 192.168.20.2/32
30 permit ip any any

ip access-Tlist TAC-OUT



statistics per-entry
10 permit ip 192.168.20.2/32 192.168.0.10/32
20 permit ip 192.168.0.10/32 192.168.20.2/32
30 permit ip any any

Fek R NQR -] *

interface Ethernetl/1
description ***Link-to-N9K-2%%%*
ip access-group TAC-IN 1in

ip access-group TAC-OUT out

ip address 192.168.10.2/30

no shutdown

***NgK_z***

interface Vl1anl0

no shutdown

ip access-group TAC-IN-SVI in
ip access-group TAC-OUT-SVI out
ip address 192.168.10.1/30

interface V1an20

no shutdown

ip access-group TAC-IN-SVI in
ip access-group TAC-OUT-SVI out
ip address 192.168.20.1/30

***NgK_3***

interface Ethernetl/4
description ***Link-to-N9K-2%%%*
ip access-group TAC-IN 1in

ip access-group TAC-OUT out

ip address 192.168.20.2/30

no shutdown
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N9K-C93180YC-2# conf

Enter configuration commands, one per line. End with CNTL/Z.

N9K-C93180YC-2(config)# int el/2

N9K-C93180YC-2(config-if)# ip port access-group TAC-IN 1in

ERROR: TCAM region is not configured. Please configure TCAM region Ingress PACL [ing-ifacl] and retry t
N9K-C93180YC-2(config-if)#

lole odosy pub 96 TCAM
lJgbgs 1. wessdle pub9é TCAM
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N9K-C93180YC-2# show system internal access-list globals

LOU Threshold Value : 5

NAT 13 00 1

Ingress PACL1 001
Ingress VACL 2 00 1
Ingress RACL 3 0 1792
Ingress RBACL 4 0 0 1
Ingress L2 QOS 5 1792 256 1

Ingress L3/VLAN QOS 6 2048 512 1 >>>>>> Size of 512
Ingress SUP 7 2560 512 1

Ingress L2 SPAN ACL 8 3072 256 1

Ingress L3/VLAN SPAN ACL 9 3328 256 1

Ingress FSTAT 10 0 0 1

SPAN 12 3584 512 1

Ingress REDIRECT 14 0 0 1

Ingress NBM 30 0 0 1

Ingress Flow-redirect 39 0 0 1

Ingress RACL Lite 42 00 1
Ingress PACL IPv4 Lite 41
Ingress PACL IPv6 Lite 43
Ingress CNTACL 44 0 0 1
Mcast NAT 46 0 0 1

Ingress DACL 47 0 0 1
Ingress PACL Super Bridge 4
Ingress Storm Control 50 0
Ingress VACL Redirect 51 0
Egress Netflow L3 56 0 0 1
5001

>>>>>>> Size of 0

1

o o

01
01

Total configured size: 4096
Remaining free size: 0
Note: Ingress SUP region includes Redirect region
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N9K-C93180YC-2# sh hardware access-1list tcam region

NAT ACL[nat] size =0

Ingress PACL [ing-ifacl] size = 0 >>>>>>> Size of 0

VACL [vacl] size =0

Ingress RACL [ing-racl] size = 1792

Ingress L2 QO0S [ing-12-qos] size = 256

Ingress L3/VLAN QOS [ing-13-vlan-qos] size = 512 >>>>>> Size of 512
Ingress SUP [ing-sup] size = 512

Ingress L2 SPAN filter [ing-T12-span-filter] size = 256

Ingress L3 SPAN filter [ing-T13-span-filter] size = 256

Ingress FSTAT [ing-fstat] size = 0

span [span] size = 512

Egress RACL [egr-racl] size = 1792

Egress SUP [egr-sup] size = 256

Ingress Redirect [ing-redirect] size = 0

Egress L2 QOS [egr-12-qos] size = 0

Egress L3/VLAN QOS [egr-13-vlan-qos] size = 0

Ingress Netflow/Analytics [ing-netflow] size = 0

Ingress NBM [ing-nbm] size = 0

TCP NAT ACL[tcp-nat] size = 0

Egress sup control plane[egr-copp] size = 0
Ingress Flow Redirect [ing-flow-redirect] size
Ingress CNTACL [ing-cntacl] size = 0

Egress CNTACL [egr-cntacl] size = 0

MCAST NAT ACL[mcast-nat] size =0

Ingress DACL [ing-dacl] size = 0

Ingress PACL Super Bridge [ing-pacl-sb] size = 0
Ingress Storm Control [ing-storm-control] size =
Ingress VACL redirect [ing-vacl-nh] size = 0
Egress PACL [egr-ifacl] size = 0

Egress Netflow [egr-netflow] size = 0
N9K-C93180YC-2#
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g9 2: o 9dsd zze lJpulb $o

Ip wvolddsd zee ldpub s et ouos J ing-13-vlan-qoS. (sgwJw 03l JJJ wsiso).

NIK-C93180YC-2(config)# zol; access-list tcam area ing-13-vlan-qos 256 >> < 9Jsd lJwguosue
U 512 1J6 256.
Sozs b IJodssu slels wresd IJuble Jds sums Idodsso.

IUz 696 3. 55156 pobo s TCAM J ing-ifacl

N9K-C93180YC-2(config)# hardware access-list tcam region ing-ifacl 256

S we b IJodsu slehs wepsd IJuble JIds suvis IJodsso.



N9K-C93180YC-2(config)#

lJglbogs 4. p0b IJoJysy

N9K-C93180YC-2(config)# copy running-config startup-config
[#####RBHHHAHRRHHHRRRHHHARR AR HAHHRE] 100%

Copy complete, now saving to disk (please wait)...

Copy complete.

N9K-C93180YC-2(config)#

IJg 9o 5. |glé wepsd

N9K-C93180YC-2(config)# reload
This command will reboot the system. (y/n)? [n] y

lJozdd weo lebo Idozesd

&> lgbs IJozesd: ©2dd pu uwslu IJegssle.

N9K-C93180YC-2# sh system internal access-Tist globals

NAT 13 00 1

Ingress PACL 1 0 256 1 >>> The size value is now 256.

Ingress VACL 2 0 0 1

Ingress RACL 3 256 1792 1

Ingress RBACL 4 0 0 1

Ingress L2 QOS 5 2048 256 1

Ingress L3/VLAN QOS 6 2304 256 1 >>> The size value is now 256.



Ingress SUP 7 2560 512 1

Ingress L2 SPAN ACL 8 3072 256 1
Ingress L3/VLAN SPAN ACL 9 3328 256 1
Ingress FSTAT 10 0 0 1

SPAN 12 3584 512 1

Ingress REDIRECT 14 0 0 1

Ingress NBM 30 0 0 1

Ingress Flow-redirect 39 0 0 1
Ingress RACL Lite 42 00 1
Ingress PACL IPv4 Lite 41
Ingress PACL IPv6 Lite 43
Ingress CNTACL 44 0 0 1
Mcast NAT 46 0 0 1

Ingress DACL 47 0 0 1
Ingress PACL Super Bridge 4
Ingress Storm Control 50 0
Ingress VACL Redirect 51 0
Egress Netflow L3 56 0 0 1
5001

o o

01
01

9001
01
01

Total configured size: 4096
Remaining free size: 0
Note: Ingress SUP region includes Redirect region

ig}ULl9HJty)gSu]LLJC>tk§h§-

N9K-C93180YC-2# sh hardware access-1list tcam region

NAT ACL[nat] size =0

Ingress PACL [ing-ifacl] size = 256 >>> The size value is now 256.

VACL [vacl] size =0

Ingress RACL [ing-racl] size = 1792

Ingress L2 QOS [ing-12-qos] size = 256

Ingress L3/VLAN QOS [ing-13-vlan-qos] size = 256 >>> The size value is now 256.
Ingress SUP [ing-sup] size = 512

Ingress L2 SPAN filter [ing-12-span-filter] size
Ingress L3 SPAN filter [ing-13-span-filter] size
Ingress FSTAT [ing-fstat] size = 0

span [span] size = 512

Egress RACL [egr-racl] size = 1792

Egress SUP [egr-sup] size = 256

Ingress Redirect [ing-redirect] size = 0

Egress L2 QOS [egr-12-qos] size = 0

Egress L3/VLAN QOS [egr-13-vlan-qos] size = 0
Ingress Netflow/Analytics [ing-netflow] size = 0
Ingress NBM [ing-nbm] size = 0

TCP NAT ACL[tcp-nat] size = 0

256
256



Egress sup control plane[egr-copp] size = 0

Ingress Flow Redirect [ing-flow-redirect] size = 0
Ingress CNTACL [ing-cntacl] size = 0

Egress CNTACL [egr-cntacl] size = 0

MCAST NAT ACL[mcast-nat] size = 0

Ingress DACL [ing-dacl] size = 0

Ingress PACL Super Bridge [ing-pacl-sb] size = 0
Ingress Storm Control [ing-storm-control] size = 0

Ingress VACL redirect [ing-vacl-nh] size = 0
Egress PACL [egr-ifacl] size = 0

Egress Netflow [egr-netflow] size = 0
N9K-C93180YC-2#

oJ9su pze9es [Jsuosd s puds IP

Sp wodssu presesd [J9uosd 1Js puds IP eds IUglzole 1Jelbss pu IJpuwess Idelus.

N9K-C93180YC-2# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
N9K-C93180YC-2(config)# int el/2,el/51
N9K-C93180YC-2(config-if-range)# ip port access-group TAC-IN 1in
N9K-C93180YC-2(config-if-range)# ip port access-group TAC-OUT out
Port ACL 1is only supported on ingress direction >>>>>>>>
N9K-C93180YC-2(config-if-range)#

interface Ethernetl/1

description ***Link-to-N9K-1%**%*

switchport

switchport access vlan 10

ip port access-group TAC-IN in >>> Inboud only
no shutdown

interface Ethernetl/3

description ***Link-to-N9K-3***

switchport

switchport access vlan 20

ip port access-group TAC-IN in >>> Inboud only
no shutdown

IJglogs 3. lpweele

ouwwede N9K-1 Loopback0 (Lo0) IJglue wol Jpuos)c vsupl sSpdo J NIK-3 |juwesle
Loopback0 (Lo0) IJ¢glo wol Jglss.
sup wyveset lodsu Idebs ouvgsde Jglzole IUluweele Idos wuwagspel Jig)lue Ile ol
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pdlebs: wp wdysu louold Idbw$6 3 puvedl wluwedsle wu9wsdsd wozso.

***NgK_l***
interface loopback0
ip address 192.168.0.10/32

***NgK_3***
interface loopback0
ip address 10.10.10.10/30

IUgbgs 4. Sp luuile 2yJ8 039, sbhuwld ool logold po NIK-3 Cluueésle
IJpeo>, IP 192.168.20.2 |Js LoO 192.168.0.10 oo, NOK-1



N9K-3# ping 192.168.0.10 source 192.168.20.2

PING 192.168.0.10 (192.168.0.10) from 192.168.20.2: 56 data bytes
64 bytes from 192.168.0.10: icmp_seq=0 tt1=253 time=1.163 ms

64 bytes from 192.168.0.10: icmp_seq=1 tt1=253 time=0.738 ms

64 bytes from 192.168.0.10: icmp_seq=2 tt1=253 time=0.706 ms

64 bytes from 192.168.0.10: icmp_seq=3 tt1=253 time=0.668 ms

64 bytes from 192.168.0.10: icmp_seq=4 tt1=253 time=0.692 ms

--- 192.168.0.10 ping statistics ---

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.668/0.793/1.163 ms

NIK-3#

Uz b96 5. 1Jozdd po pedsple leuolssle PACL 9 RACL 29J NO9K-1 9 NOK-2 g
NO9K-3

* wpllu 250 ICMP sepe loslyel pu NIK-3. Beu 1duosss IJozdd pu wdds 2ie bdule
ICMP 1Jg pw w9l ulod NOK-2.

* 1Jozdd pu Slisps IJopde Vs 1Usuesd 1Uelues wldpuds (PACL) eds NIK-2: oy
IJpe9 e luvodle oo 2ip ool po 192.168.20.2 (ETH1/4 oo N9K-3) Lzse odoy
lJ9z06 NOK-1'Lo0 (192.168.0.10).

N9K-2# show ip access-lists TAC-IN

IP access 1list TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=5] >>>
20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=0]

30 permit ip any any [match=0]

IJedsss 39 Iuods b ETH1/3 oo NIK-2.

interface Ethernetl/3

description ***Link-to-N9K-3**%*
switchport

switchport access vlan 20

ip port access-group TAC-IN in >>> PACL
no shutdown

05 NIK-2, oudg RACL £ 5 250 bdule ICMP ol,ds NIK-2 szl lelss wozsool JJs NOK-
1.

* opllo Blisps Idoede B 1dsuosd IJglues Lldpods (PACL) I wage Idlogle IJuols,.
Bpu IJuoa9ss 1dezdd pu Blises IJopde S 1yuo9d (TAC-OUT-SVI) IJIg)s 1dos e
oJdgsuol gds SVI v ds VLAN 10 gldos wp odysuol J@lisps wepdpe Vs 1Usuo9d



IJglues Lldpuds (RACL) (wbo)l Jiu Idlegle IJuols) p3e9p eds $9lise IJozdp B
IJs o9J 121,06 wldpeds (RACL). &9, Liwds VLAN 10 1Jle old wso NIK-2 9 NOK-1.

N9K-2# show ip access-Tists TAC-OUT-SVI

IP access 1list TAC-OUT-SVI

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=5] >>>
20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=0]

30 permit ip any any [match=0]

configuration associated:

interface Vlanl0

no shutdown

ip access-group TAC-IN-SVI in

ip access-group TAC-OUT-SVI out >>>>
ip address 192.168.10.1/30

luvoobl 1ds IJoolksz IJuslods: op oldss 830 9295 ls BW@s1L 25p pe 2ip bdu ICMP 1Jos wp
LuwlJol oo N9K-3.

c wopad IJgbys IJuldsse Vs Idpclogs 1Js [dzoly Idelds (Idgges NIK-1) gldez 88 pu
oJds B £33 gip bdule ICMP oy N9K-3.
« wubs) lewolssle RACL [Js 1o N9K-2 s 890 whuwld 5 25p bdole ICMP oo N9K-3.

N9K-1# show ip access-1lists TAC-IN

IP access 1list TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=5] >>>>
20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=0]

30 permit ip any any [match=0]

IJedsss 39 1Juods b ETH1/1 oo NIK-1.

interface Ethernetl/1

description ***Link-to-N9K-2%**

ip access-group TAC-IN in >>> RACL
ip access-group TAC-OUT out

ip address 192.168.10.2/30

no shutdown



s lgwoobllds ldeedsple wp lJolds PU E3p0 929 Ls W9 JJgie (bdw ICMP) oo N9K-3
|Js Lo0 192.168.0.10 gJs N9K-2.

s wopsd Igbs IJoldss Bs wedu eip I eds ICMP 1Jos ool po N9K-1 Lo
192.168.0.10 9lJp9z06 |Js NIK-3 ¢ Js 192.168.20.2.

* 908 3JY pu lduoy9ss IJlvedld [Js NIK-2 gldee 8l ppel Bl Jloe wodds gie 1d
lJzew Joy9esded ICMP o 192.168.0.10 |Js 192.168.20.2.

© Jogde e 1dyd eJs ICMP oo NIK-1 s IJozdd o Blises IJezde S 1dsosd
lJgluoo wldpeuds (TAC-IN) IJos wp wdysuol gds ETH1/.

N9K-2# show ip access-lists TAC-IN

IP access 1ist TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=0]

20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=5] >>> 5 icmp reply comming from 192.168.0.10 to 19
30 permit ip any any [match=0]

interface Ethernetl/1

description ***Link-to-N9K-1%**

switchport

switchport access vlan 10

ip port access-group TAC-IN in >>> PACL (Inboud direction only)
no shutdown

o« lgweohl lds Ipedsple IJos wp w@sspol puvodl op IJolds oo 30 9295 ks BEsI0 25p
eJds 298 1Jpu9, oo NIK-1 |Js NOK-2.

s wopsd g IJoldss Bs Ideldss eds 1o NIK-2 s uud 25 o ICMP LU dd Loese
IJs NOK-3. 90l 16 Blisps Idopdp B 1Us ood 1JglLo6 wldpuds (PACL) JI wagp IUlozlo
IJuolsye Beu IJuou9)s Iezdd eu Blises IJopde B Idsuesd IUig)s (TAC-OUT-SVI)
lJos op odysuol ds SVI Juveds VLAN 20: 9ldos wp wdsvol J8lispes wedpe Os
IJsuesd IJs Ubwds (RACL) (zse Tu Idleglo IJuol, 389 eds @slise Idozde B
IJs o9d 1Jgluos wldpuds (RACL). w9, Liwdsé VLAN 20 IJlo old oo N9K-2 9 N9K-3.

N9K-2# show ip access-lists TAC-OUT-SVI

IP access 1ist TAC-OUT-SVI

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=0]

20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=5] >>> 5 ICMP reply packets are being sent out to N

lJodosy 3s 1JuoJé:

interface Vlanl0

no shutdown

ip access-group TAC-IN-SVI in

ip access-group TAC-OUT-SVI out >>> RACL outboud direccion



ip address 192.168.20.1/30

luwoobl lJs gsble $lises Idoede Bs 1Jsuesd (ACL) pu 118z ledlo: wp IJolds oo I NOK-1
$39e whuwld i I IJgeuw 1U2luos o ICMP L dd Lozst IJs NIK-2.

o Jl 9z ls B> JJzip seae po NIK-2 |Js NIK-3.

v sopsd IJgbos Iuolisss B 1Jpclugs 1Js puosy ads 1dp9, NIK-3. 5ldez8é ppl 15!
oo wodds gie 1o 1Jgpuw eds ICMP.

« 20 1Jpsds 0 25p ICMP 1Jg puw ouod 1Js ACL TAC-IN J)395 ICMP 1Jsl)56 oo N9K-1 LoO
(192.168.0.10).
9dJeiss pu ldozdsd: pu IJu2a9)s pileed Blises ldeede Os 1Usuosd Jdluwedold
(TAC-IN) IJpJsué bs ETH1/4.

N9K-3# sh ip access-1lists TAC-IN

IP access 1list TAC-IN

statistics per-entry

10 permit ip 192.168.20.2/32 192.168.0.10/32 [match=0]

20 permit ip 192.168.0.10/32 192.168.20.2/32 [match=5] >>> 5 icmp replies comming from LoO N9K-1
30 permit ip any any [match=0]

lJodasu 3 IJuoJé:

interface Ethernetl/4
description ***Link-to-N9K-2%*%*
ip access-group TAC-IN 1in >>>
ip access-group TAC-OUT out

ip address 192.168.20.2/30

no shutdown

o oluwogslpe gbsle Iovoduldd IJi'aJoIc 3!quI§_oI lJos wp weassol puvodl wp ldogdd
P woed Idpuwl 1Usls slduels, Jdeses eds luwluw zued wsu 1deues) sldgzos.

eds uvosd IJpold op oldss £30 929> Is Bsle JJzip vyl Jive op oJBds zpse 2ip ICMP
IJgeuw 9lehs wozsool wuvdd Lozse eds JJ zobs.
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