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(A I 1 =
No. Time Source Protocol  Length Info
32 12.789387 10.1.2.1 =yl ICMP 148 Echo (ping) request
33 12.789507 10.1.2.1 e ICMP 148 Echo (ping) request
34 12.789516 10.1.1.1 Apply as Column I ICMP 148 Echo (ping) reply
35 12.789546 10.1.1.1 Iy asF .. (ping) reply
36 12.790321 10.1.2.1 Prepare as Filter > (ping) request
37 12.790332 10.1.2.1 Conversation Filter > (ping] request
38 12.790410 10.1.1.1 Colorize with Filter & et (ping) reply
39 12.790444 10.1.1.1 Follow % (ping) reply
40 12.791299 10.1.2.1 /0 Graph > (ping) request
41 12.791308 10.1.2.1 Copy L (ping) request
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Generic Routing Encapsulation (ERSPAN) ExportPacket Bytes.. @#X
Encapsulated Remote Switch Packet ANal iy protocol Page
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Create SPAN Destination Group ()]

Name: | All-dst-jr-flowid

Description: | optional

Destination Type: EPG Access Interface )
Destination EPG: | jr @@ AL ~| ' monitor v
Tenant Application Profile EPG

SPAN Version: Version 2

Enforce SPAN Version: [
Destination IP: |10.0.0.1

Source IP/Prefix: ‘10,255_0.0}'1|8

Flow ID: |1 -
TTL: 64 o
MTU: 8000 o

&

DSCP: |Unspecified

VO pee9ss IUgzos IJeluss: §p wodssy flow-id 1Uglue o 2:



Create SPAN Destination vioup

Name: | All-dst-jr-flowid2

Description: | optional

Access Interface )

Destination EPG: |jr v @ |ALL
Tenant Application Profile

SPAN Version: Version 2

Enforce SPAN Version: [_]

Destination Type: EPG

Destination IP: | 10.0.0.1

Source IP/Prefix: 110.255.0.0/16

Flow ID: |2 -~
TTL: |64 >
MTU: (8000 o
DSCP: | Unspecified
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Create SPAN Source Group (%]

Name: | Src-jr-1

Description:  optional

Admin State: Disabled Enabled

Filter Group: | select an option

Destination Group: | All-dst-jr-flowid1 @,ﬂ
Create Sources
Source Paths

Name Direction Source EPG



ooz s Iee, 1de, ;_:lu'ol-.éé lJewl) 9 EPG. 9peld IUpgow) 09 cbus§ ALL 9 EPG Jpdwd
oSS obousyd IJpuwelz) JR.

Create SPAN Source ()

Name: APP-epg-jr

Description: | optional

Direction: Incoming Outgoing )

Filter Group: | select an option

Span Drop Packets: []

Type: EPG Routed Outside )

Source EPG: |jr ALL app

Tenant Application Profile EPG

Add Source Access Paths

Source Access Path
Pod-1/Node-101/VPC-ESX-169
I Pod-1/Node-102/VPC-ESX-169
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Create SPAN Source

Description: | optional

Direction: Incoming Outgoing )

Filter Group: | select an option

Span Drop Packets: []

Type: EPG Routed Qutside )

Source EPG: | jr ALL db

Tenant Application Profile EPG

Add Source Access Paths

Source Access Path
| Pod-1/Node-103/ethi/6

Pz 98 1,9, 198 Lluplds Jsuw Ideuwl b éb wJ ls sl EPG DB:

Create SPAN Source Group

Name: | Src-epg-2

Description: | optional

Admin State: Disabled Enabled

Filter Group: select an option

Destination Group: ' All-dst-jr-flowid2 i

Create Sources

Name Direction Source EPG Source Paths
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<ffroot>

(erspan. spanid ==

and
) && (ip.src==
and ip.dst ==

IJeouie Ideuwegse JJos88 IUss wp locho BOs ldptowy:

<#root>

(erspan.spanid == 1 and icnp) && (ip.src== 10.1.2.1 and ip.dst == 10.1.1.1)

o2dd eu 10 102508 1Jpg 1908 05 0w IpwdE 13s we bLuwldo:
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Protocol
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP
ICMP

4 = @ MO RE RE«exEF & = =
I | (erspan.spanid == 1 and icmp) && (ip.src== 10.1.2.1 and ip.dst == 10.1.1.1)
No. Time Source Destination
- 33 12.789507 10.1.2.1 10.1.1.1
37 12.790332 10.1.2.1 10.1.1.1
41 12.791308 10.1.2.1 10.1.1.1
45 12.792088 10.1.2.1 10.1.1.1
49 12.792891 10.1.2.1 10.1.1.1
53 12.793663 10.1.2.1 10.1.1.1
57 12.794455 19.1.2.1 10.1.1.1
61 12.795259 10.1.2.1 10.1.1.1
65 12.796080 10.1.2.1 10.1.1.1
69 12.796812 10.1.2.1 10.1.1.1
Frame 33: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits)

Length

148
148
148
148
148
148
148
148
148
148

Info

Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

Ethernet II, Src: Cisco_f8:19:ff (00:22:bd:f8:19:ff), Dst: VMware_b7:4c:66 (00:50:56:b7:4c:66)
Internet Protocol Version 4, Src: 10.255.0.182, Dst: 19.0.0.1
Generic Routing Encapsulation (ERSPAN)

Encapsulated Remote Switch Packet ANalysis Type II

ool ..

0. 1010 0111 1110
000, soue wene wans
B A

eene o Dun wiee waes

«aa. ..00 0000 0001

ARAAR AAAR AAGER

(O 7 spaniD (erspan.spanid), 10 bits

Version: Type II (1)

Vlan: 2686

Cos: o

Encap: Originally 802.1Q encapsulated (2)
Truncated: Not truncated (@)

SpanID: 1

= Reacaruad: @

Packats: 4109 - Displayed: 1000 [24.3%)

B -

request
request
request
request
request
request
request
request
request
request

Profila:
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op luwdlb 1Uz)e6 5lgd IJwoss.

glod 1o o s0:

(erspan.spanid == 2 and icmp) && (ip.src== 10.1.2.1 and ip.dst

== 10.1.1.1)



148
148
148
148
148
148
148
148
148
148

AE 0 B RE Qe=>2EF I ., = & § § I [{
i (erspan.spanid == 2 and icmp) && (ip.src== 10.1.2.1 and ip.dst == 10.1.1.1)
No. Time Source Destination Protocol Length
32 12.789387 10.1.2.1 ()5 i ik ICMP
36 12.790321 %) Ak 2 Al 10.1.1.1 ICMP
40 12.791299 Az Ak 2 10.1.1.1 ICMP
44 12.792076 (e Ahn 25 1l 10.1.1.1 ICMP
48 12.792880 10.1.2.1 10.1.1.1 ICMP
52 12.793654 10.1.2.1 10.1.1.1 ICMP
56 12.794434 10.1.2.1 10.1.1.1 ICMP
60 12.795250 10.1.2.1 10.1.1.1 ICMP
64 12.796038 10.1.2.1 10.1.1.1 ICMP
68 12.796797 10.1.2.1 10.1.1.1 ICMP
Frame 32: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits)

Info

Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

Ethernet II, Src: Cisco_f8:19:ff (00:22:bd:f8:19:ff), Dst: VMware_b7:4c:66 (00:50:56:b7:4c:66)
Internet Protocol Version 4, Src: 10.255.0.103, Dst: 10.0.0.1
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II

0001 ....

.0

aea 2200 0000 0010

AAAR AAAG ARAR

O ¥  spanlD (erspan.spanid), 10 bits

« «ua. = Version: Type II (1)
. 0001 @110 @111

Vlian: 359

cos: 7

Encap: Originally 802.1Q encapsulated (2)
Truncated: Not truncated (@)

SpanID: 2

— Racaruad: @

Packets: 4109

S

Displayed: 1000 (24.3%

requ
requ
requ
requ
requ
requ
requ
requ
requ
requ
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<ttroot>

Switch#

vsh_lc -c “clear platforminternal counters port

<ffroot>

LEAF3#



vsh_lc -c “clear platforminternal counters port 6"

LEAF1#

vsh_lc -c “clear platforminternal counters port 45"

LEAF2#

vsh_lc -c “clear platforminternal counters port 45"
lJog)d eds zee 1Jzies pg Tie pue 928 19 Lo,
Iz eu 2ee ipd &> Jl seuss eds edble B zase IJIoE JIJ po RX 9 TX:

<#froot>

vsh_lc -c ‘show platforminternal counters port

" | grep X_PKT

B Ipald IJolds: zze 1dzp6 1o, po 512 518J po 1024:

<#root>
LEAF101#

vsh_lc -c "show platforminternal counters port 45 " | grep X_PKT

RX_PKTOK 1187
RX_PKTTOTAL 1187
RX_PKT_LT64 0
RX_PKT_64 0
RX_PKT_65 1179
RX_PKT_128 8
RX_PKT_256 0
RX_PKT 512 0 <<
RX_PKT_1024 0
RX_PKT_1519 0
RX_PKT_2048 0
RX_PKT_4096 7
RX_PKT_8192 43
RX_PKT_GT9216 0

TX_PKTOK 3865



TX_PKTTOTAL 3865

TX_PKT_LT64 0
TX_PKT_64 0
TX_PKT_65 3842
TX_PKT_128 17
TX_PKT_256 6
TX_PKT_512 0 <<
TX_PKT_1024 10
TX_PKT_1519 3
TX_PKT_2048 662
TX_PKT_4096 0
TX_PKT_8192 0
TX_PKT_GT9216 0

Sdip wudss IJgbgs B Idhoolb 1Uss swp Sso lglhs wzse IJzie [Uso.
OEdw WY 2yJs 1Upy9)
U |.Jé_|>p 10.1.2.1. SUpe LuwlJ 1000 TIPO e Tipo 520.

>388w £Js 9,86 103 8w 1/6: gse 2yJs p)9) SY9u wle eds RX:

<ffroot>

MXS2-LF103#

vsh_lc -c "show platforminternal counters port 6 " | grep X PKT_512
RX_PKT_512 1000
TX_PKT_512 647

1000 ;b RX: g5, Iw 647 B &b huudo J)s.
ooesd IUgbes IJoldss B 1Jezdd pu ldslzele 1ol JJgsb e 1U1E)s:

JJds, 96 102:

<tfroot>
MXS2-LF102#

vsh_lc -c "show platforminternal counters port 45 " | grep X _PKT_512

RX_PKT_512 0
TX_PKT_512 1000



Je s8e lJouwse wluvdlb Idbde.

lJouwos |Js Leaf 101, RX Packet 647 909 0B w Joss [z TX wluubs ACI.

<{froot>

MXS2-LF101#

vsh_lc -c "show platforminternal counters port 45 " | grep X _PKT_512
RX_PKT_512 647
TX_PKT_512 0
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