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The Vault Configuration feature lets the CX Platform securely connect to a vault service to access sensitive
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“credentials®: {
“snmpe3™ |

"user”: "cisco®,
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Which CX Cloud Agent Do You Want to Connect to?
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Connect to CX Cloud

Connect a Catalyst Center

IF Address or FODN * City *
Select option o
Usarname * Password *

Schedule inventory collection

Frequency Select Time
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B FRun the first collection now (this may take up to 75 minutes)
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(5 VMware vSphere Client X
vmware

VMware vSphere
Client

'_L‘L All vSphere features introduced in vSphere 5.5 and beyond are
avalable only through the vSphere Web Chent. The traditional
vSphere Chent will continue to operate, supporting the same
feature set as vSphere 5.0.

To drectly manage a single host, enter the IP address or host name.
To manage multple hosts, enter the IP address or name of 3

vCenbter Server.
P address [ Hame: |: -
User name: '
Password: |

[ Use Windows session credentials

vSphere Client (g osJ vSphere)
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@ CiCloudAgent_2.2_Build-35_vishnu_10.126.77.136_dev - Virtual Machine Properties = O X

Hardware | Optons | Resources | Virtual Machine Version: §
[~ Memory Configuration

™ Show Al Devices Add... I Remerye |

———r—— Mesmory Saze: | 15 |8 =]
: IHHI ! Maximum Hot-Add Memory for this

_: EP:“W 8 = « power on: 256 GB.

b

::::urd Video card i WWMH

= 1 device Restricted - )

@ 5cSicontroller 0 LSI Logic Parallel 1z8gel{ - Curent configuration value: 16 GB.

= Hord disk 1 Virtual Disk

&l Floppy drive 1 Chient Device 64 GB-1e

B Network adapter] W M ebveair

3268
D& I
e

__ o | o | coce

twolsue VM
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@ CiCloudigent 2.2 Build-35 wvishau_10.126.77.136_dev - Virtual Machine Properties

Virtual Machine Version: 8

™| (3 Add Hardware

Device Type
What sort of device do you wish to add to your virtual machine?

Device Type Choase the type of device you wish to add,
Ready to Complete

Serial Port (unavadable) ~ Information
Paralel Port (unavalable)
Floppy Deive ([unavailable)
COJDOVD Drive {unavalable)
USB Controller

USE Device [unavailable)
PO Device [ursvadabie)
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Hardware | Optens | Resources | Vietual Maching Version: 8

™| (7 Add Hardware 4

Select a Dink

A virtual disk s compesed of one or more fles on the host fle system. Together hese
Select a Disk fles appear a5 8 snghe hard dakc t the guest operatng system,
Create & Diskc

Acvanced Oobons Select the type of disk to use.
Ready to ‘:-mh‘ — Diae

% Create a new virtual dik

™ Use an existing virtual dsk
Reuse & previously configuned virtual disic.
[l b g

Give your virtual machine drect adcess to SAN. This oplion alows you o
USE £ SAN COMMAants tH Manage e Straoe &nd contnue o
Boness it using & datasiore.
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Hﬂ'dﬂr:]gpm|nmm Wirtusal Machine Vergion: §

™| (&) Add Hardware *

Create a Disk
Specify the virtual dek e and provisioning poboy

Desvice Tvpe Capadty
Select 5 Disk . . —
i D Disksize: | 4002 |8 |

Advanoed Opbons

Ready to Complete R
" Thick Provision Lazy Zeroed
(™ Thick Provision Eager Zeroed
(¥ Thin Provision

Bkio0loN

Lacation
% Store with the virtual machine
" Epedfy a datastone or datastore dustes:

| = |

Help | <Back | Nef> Cancel

— o I
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@ CxXCloudAgent_2.2_Build-35_vishnu_10,126.77.136_dev - Virtual Machine Properties - ] o

m|m|nm| Wirtusl Machine Yerson: B
| (5 Add Hardware 4
Advanced Options

These advanced opbons do not usualy need to be changed.

Revice Type Speafy the advanced opbons for this virtual disk, These opbons do not normaly need
Salect 3 Disk to be changed.
m — Wirtual Devioe MNode
Ready to Complete ]5(:5! 1) ;'
- Mode
™ Independent
Independent dsks are not affected by snapshats,
[ Persishent

Changes sre immediately and permanently vritten to the disk.

P Leime P i e Py
L O s Nt

Changes to this disk are discarded when you power off or revert to the
snapshat.
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(B CxCloudAgent_2.2_Build-35_vishnu_10.126.77.136_de

- Virtual Machine Properties . O W

Virtual Machine Yersion: 8

| (5 Add Hardware

Ready to Complete
Review the selected options and didk Finish to add the hardware,

Daicm Typs Optiona:

Salacth p Dok

Create 5 Desk Hardware type: Hard Disk

Advanced Options Create disk: ew virtual disk

Ready to Complete Disk capadty: 400 GE

e Disk prowvisioning:  Thin Frovision

Datastore: datastorel (11)
Virtual Device Node: 5081 (0:1)
Disk mode: Pergstent

o |
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(& CxCloudAgent_2.2_Build-35_vishnu_10.126.77.136_dev - Virtual Machine Properties — O >

Hardware | Options | Resources | Virtual Machine Version: 8
~ Disk Fle -
[~ Show All Devices Ad... Remove | ]
Hardwars | Summary [ .
B Memory (edited) 32768 MB [k Frovislosing —
[ CPUs (edited) 16 R e
video card Video cand Provisioned Sie: I w= e |
& VMCI device Restricted - — N/A
) 5CSlcontroller 0 L5 Logic Parallel
= Hard disk 1 Virtual Disk Virtual Device Mode
dd Floppydrivel Clisnt Daviee
B tetwork adapter ] VM Network |scst (o:2) =l
= Hew Hard Disk (adding) Wirtual Disk =
[T Indep
gl
™ N

Help | oK. E}J Cancel
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& Edit settings - CXCloudAgent_2.2_ Build-DEV-build-7-10.126.77.243 (ESXi 5.0 virtual machine)

£} Add hard disk B Add nelwork adapter ] Add other device

Je

G 8
B Memony
200 GB - ®
» [y Hard disk 1
4% SCS1 Conbrolier O
» '8 Network Agapier | Wi Metwork . Connaet ®

» Bl Floppery drive 1

b :I ideo Card

| I

k.
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'® Edit settings - CXCloudAgent_2.2_ Build-DEV-build-7-10.126.77.243 (E5Xi 5.0 virtual machineg)

£} Add hard disk S, Add netwerk sdapler D) add ather device
s (3 CPU G o
32 B
B Memoey
00 Ge : »

(=) Hard disk 1

& I GB b
3 [} Warw Hard disk
» > SCSI Controler O
» '8, Hatwork Adapter 1 Wi Matwork 5 Connaec b

» B Floppy drive 1

» B Wideo Card
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wowse Oracle Virtual Box: 1Jlesl, 7.0.12
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Cigcd ¥ Clowd Agent Conf iguration

Before you can log into Cizco CX Cloud Agent, you must set a mew password for
cxcadnin, which is the Cisco CX Clowd Agent username. The patsword mast neot

the Fol lowing fegelreacnts:
= Contaims & miniman of 8§ characters
= Includes:

= [t upptrcass characlier

= (ne lmecrcase character

= ne mumber

= Dne of the following special characlers: T @ 8 G5 " @& » () _ »

= [z mol a dictionary ward
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1. 108, 8Js wesso IJpé 1Jpns) Jluolds JJps )9, 22828 J oxcadmin Ig 1o, logsle IJpd
0)9) odllssl Jdzuesd eds Jdps ro_)%): T>SY0.
t

In the Fagtword amd Conlirm Fagiuword icldz. colcr and coaf irm &4 now pattword lor
cecadmim, When yoni are Finizhed, zelect 5ot Fasiword

(Use the Up frroe and Downs firrow eeys to savigate beteeen [lields.
Fresz the Tab ey to select Sct Fazzword. )

IET Y CaCadmin
Paxzward : S
Coml irn Pazsword : |

el Pasassnrd

JJpé 1Jp)9) 1Jers26

2. Bs eld sop wpass wessu JJpé 1dps9 Bhed JJes ey9, cxcadmin gidsol. lu@, B98
Essu JJpd 1Jpas) slocdd s IUgless 3.
l9

Bl op wrass logile IJpé IUpr9) oddlssl Slogwg Ides Ides) Idos we lugulyol
sogisvol JUlgwesle ldpuwodods. lud) ©98 o JJps 1dp,9) Sloedd [Js [Jgbys 4.
hwm Fatrword

Fassuord | 300 MOOWIONGT

Hake smre to store this passeord im a zafe place. This passeord is required to log
inte Cizoo O Cloud Agent.

Miter you have stored the pazsword in a zafe place, zelect Save Pazsword, To return
to the previoms screen, select Cancel,

chave Patiword? € Cancel >

JJpé 1Jp9, I pouuls odéliss!

Em gtﬂ.‘.ﬂﬂi
The zstrength of the wew password iz Medium.
To gave tho pagsword, solect Save Password, To conf igqure a difforoet password ,

#nlect Cancel o return to the Set Patsword fcircen.

£ Camncel 3
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3. lod) B9 2db UJeb e, Jlgwegaleol JJpuolsss.

Hetwork Conf iguration 7

Fleaze enter an IPvi addresz and correspond ing network conf iguration
for the appliance.

(Use UpDoun keys to navigate to next field. Press Tab to jump to
Cont inue buttond

IP Address: C______________________________________|
Subnet Hask: |
Gateway: e
DHS Servers: |
sHaximum 3 IPs with comma separator.

flomt inued

odysu lJyvedo

4. );’Jo |J§Q_9|Q: subnet mask. ﬁ)i'J‘gDNS ulbJ b 9b, 96 !L}UCJﬁJIJ.

Conf i rmat jom
Please conf ira ubether the enteles are correct?

IF fddres=:

Submet Hazxk: Z55.8505.255.0
iy Loy : 10,136,971
DS = 171,700,168, 183

e, Cont ime> € Mo, 6o Back >

oldss

5. 8p woldss IUbgldle 9lJod, 898 wep: sldpolugs.



B35 Cluster Conf lguration

By default Eubernetes will use subnet cluster-cide=172.16.16.0-25,
service-cidr=17£.16.9.0-£5 for installatiom.

Select Continue to proceed with defaunlt configuration.

If default conf iguration iz conf licting with network, then please

provide £ custon subnets For k3s instal lation seperated by comma.
For exanple: 8.0.0.0-25,0.0.0.0-25

Hote:
1. Hinimum <25 zubnet iz mandatory
£, Dustom submet should mot have same [P as m-:ﬁ:igl:n:.;l to UH

lﬂwtﬂ- Subnet - | ——

Llont inied

lJubeods 1J,es6 1pguou0d

6. bed IJuvuds 1Jd,)es6 1o 06 IP Jodsso pzesesd K3S (I3l webuow Idubods
IJ9,es6 IUISe,lgoss Jgpsd pe Uvods lzojoo Bzas Juods B,es6 peuoud 1)5).

Proxy Set Up Conf irmation

Do you want to add prowy details?

Yes, Set Up Proxy bl Mo, Continue to Conf iguratliond

lesh [Jodsd

8. 10y W98 LEp: Wp wlesh sdsd Jusssy wldluosd 1Jsdsd 19 1o@, 898 Jl sluwe e, [Js
IJodssu Jdpologs polyiyg [ds 1debss 1.



Proxy Conf iguration
Flease enter proxy details for the network.
(Use UpsDouwn keys to mavigate to wext field. Press Tab to jump to Setup
Procy button)
Proxy Address: |
Port Mumber: |
Usernane e
Passuord: s —
L {Beg in Conf iguration? £ Mo, Go Back >

odosu IUsdsd

9. bed ewslo 1J9dsd ,8p 1pods sluwe IJpuwetsp 99dp8 1Jps)-
10. 108y V898 woae lJodssu.

Clson Cf I:I= fgent E'

Conf iguration iz in progress...
Thiz step will take B-10 mimtes Lo conplete.

o ok poeeer of [ the mackine unti]l thiz process s completed.

| e

lesls 99dsd uwelws CX

Cisco CX Cloud Agent Conf iguration 1

Validate the domains conmectivity. Please press Continue
and wait for a while. ..

{Cont inue

wdsu 9Jsd uwelus CX

1. 1u8) 9938 pulugs.



Cisco CX Cloud Agent Conf iguration

Following is the summary of CX Cloud Conmectivity

verification results.

Ensure all the conmections are successful for the

“opted in” region before proceeding.

Us:

cloudsso.cisco.con:
api-cx.cisco.com:
agent.us.csco.cloud:
ng.acs.agent.us.csco.cloud:

APJC:

cloudsso.cisco.con:
api-cx.cisco.com:
agent.us.csco.cloud:

agent.ap jc.csco.cloud:
ng.acs.agent.ap jc.csco.cloud:

EMEA :

cloudsso.cisco.con:
api-cx.cisco.com:

agent .us.csco.cloud:

agent .enea .csco.cloud:

ng .acs .agent .enea .csco.cload :

{Check Mgaind { Contime

>

Suwvwpe) ldodsy

~ pdlebs: bl wgs) 1dguesd s Ipeldle wuele Wseo eds IUgpsd luodle ledluss

12. 1039, 9938 pulugs Jpolugs Idodsse JJouosd IJulze Jdezld. 8> suwed)rd 1o dssu
£36 58l JJIJepld.

lJ9ue9d 1Us 1dpzld g0 bbysd lple wess)le Bs 2ol Ideplss 1Jglue wo Juopely

ledloss 1J9uo9d 1Js Idpeldle. 18, 1deedd e6 es wees od puvdJs ledloss

lJsosd IJs 1Jpeldle.




The Cizco (X Cloud Agent Selup

The meluork conl iguration ki been seccesshul ly conpleted.

13 :

Subnet Mazk 1 255,255,255.0
[y—" : 10.126.77.1
S Server @ 171,70.168,183

Ta gemcrate Lthe pairing code PREESS koy (Regizler Lo OX Clowsdl

lJouwzsd Ws CX Cloud

13. 169y B938 IJouwesd [Js CX Cloud JJzuosd eJds Les xgle.
Clzco X Closd Agent Setup

The network coml iguration haz been meccesafully completed.

ir H
Subeel Mask s s B
FL E g T O 111 e T |

S Serwer O T O T

The pairing code iz Torhu?

Fleaze go to CX Clowd and enter thiz pairing code,
The Code will be walid for 5 mimales.

Tine lefi in socomds. ..

I

SYSANIK ISV

14. 1ouwt ,p5 IS eslo sbze 1Js CX Cloud Jpolugs Ilesls.
: Registration ml

X Cloud ngent zetup iz complete. Pleaze go to OX Cloud to start using the
wailuable data provided by CX Cloud fgent.

op lJogwesd vuele

% pdlzbo: bl lowow Lodlzso He) IJsslz ludy W9 wouwesd IJs uveleo CX Jluile
0eJ 15291z eas> (IJgdoss 13).

15. 1o, w899 OK.



woz wxsd Jluuble s aslz wluwegsle CLI (91z0é yulo, 1Jigle))
ol sedo Jdpuwospsu logble se5 iz Lluwesle gsble slzos yulo, 1Jisle, (CLI).
Jlousle e slz wlgvegsle CLI (9lzos yulb, Jisle)):
1. 8p wouvesd IUsgsd lds gpsd Iduweled o) SSH Cluweple wslule lewels Idpuweise

cxcadmin.
2. logile 55 1slz Lluwegsle 1Ule, oxcli agent generatePairingCode.

louble Hej 18wl 9lges o, 1UI9le, (CLI)

3. lowwg e IJIeslo shze [Js CX Cloud Jeclogs I]eslb.
odosu IJizos6 Jlgls wozso Syslog s 9dsd yuelwé CX
IJpcbdole IJlgul uss

lJluosble 1Jpe>g906 oo Cisco Catalyst Center o5 2.1.2.0|Js2.2.3.592.3.3.4]J52.3.3.69
2.3.5.0 9 Cisco Catalyst Center Virtual Appliance

odosu lesh lglhé wogso syslog

Jodosu lehs w9zsoe syslog lJs 99dsd CX W pyd; Cisco Catalyst. §p woudss [Jgbgle
IJelJsé:

1. 8p vouvgsd oy Cisco Catalyst.
2. luedd IJs IJouopse > leshble IJgbouds > 1JbuJs.
3. JIJJ p9 8¢ Iowd CX Agent IP Jglsp syslog.



S pdlzbd: 5Lz cdssuol sop cdssu zese IUizess IUpyowbs 3Jd 1Jesde JLuwld
syslog weuwe9s 289 [Js 99sd CX. szo lu cdoy 112056 pdenus wpsde ol Jopdsy
lel>é w9eso syslog pu Ideols Is "gpsd o dé CX". gus wessw lesh glp syslog: swpe
CESSU zest IJizes IJerowbs L3dd 1Upsde wddlss! IUs IJpuvess IJIBe)los
lJze.

oo IJIuosd IJigs (pzeses IJizoj6 Idpoluing) Jlgls wozso syslog [Js 99sd
CX

Sew odosu Idizess Jhuwld Huwlsd syslog [Js 9dsd CX Jlgvesle 0556 1bLs IJighbld J CX
Cloud.

S pdlebs: $89p 99sJ CX Lldledlp o pedsple syslog S8b pu lLosd IJpuwess 2 pu
puvl uele Idpeee [Js uveled CX. sep pug IUluosd IS pu wdssy syslog 1Ugluos ol
IJs 99sd CX 9Jl sop IJluJlg g0 wslole syslog 1Ugluos ol B Luzlus CX.

&9l Syslog IJgldsé e lpdluss lelhs Iduggso

Ip wouds huvble Idodssy Juyulez g e syslog 9l oo eu9lu IP Jodsd CX Jgzob g3856.

% pdlebbs: gus lelbsé wozso syslogs. AR pu ldzVdllb gds guslo IP 1dpuos, Jyuwlde syslog
lJIsoJso.
&3> syslog 1Jpsz936 w290 ledluss s IJugzse 19 wagu glae syslog

Ip vodosu JJ goly JLuwld syslogs poli,é lJs goslo IP Jsdsd CX. Lze IJs o030 Idgels 9
Jdeuosd eds gbolo wdgsy pears.

sis ) ©d9.50 I0S® XE ¢, Cisco


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html

dJsd wdasy 9236 ldwpde 1 Jsé AireOS

wpedsu leshle syslog eds puwwss ldpgdypele J Cisco Catalyst Center
Jeed puvess pedsple Syslog erssl §p voudss IUgbsle IJoldss:

1. 1vedd IJs bele>oslole cooe Ilguegsle.


https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_system_and_message_logging.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_system_and_message_logging.html

Discovery
inventory
Topology
Image Repository
Command Runner
License Manager

Template Editor

Telemetry

Data and Reportis
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Cisco

EEaEia v o Msrse Ackdrgnn Typs T sty [Ty Profde
e ldpsse

3. 223 1Je9de 1Jpbdsw 5295 zase Ilzess wluwagsle glus IIzosh luve IJzol.

4. 255 |pJluso 1J)960 e ds pu 1J8lises 1Jeugwsdo 1Jlz)lele.
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W, Vridelty

Adidraun Tyes Farruty Wernaon Profle

IUle)lele

lJouwe lJlzoslbs J CX Cloud VM glguwogboo

S9uoS wldzudllb gJds 2lJs zol; CX Agent VM 9o sluleo WS wdbod jpouss o306 wluwwgsle
0556 1JJB8bs. ouwod 030 IJps)o [uweglre CX Cloud VM |Js 19 dw Idpeess 135S swpe Bso i'a')
lJJsbs.

lJouwe IJlzoslbs J CX Cloud VM

Jiple v lewslbs J CX Cloud VM:

1,108y win dplogw IUlspw 898 IJzols IUblo,s (VM) 9235 Jdbs > g3 Jgbos.
Swpe Bop ulds IJodlb Jobs JJzol; IJblo,s.



| CALIOUGAQENT_Z.2_BUlla-35_1U.12b./ /.29 | ENVIONMENL, YOU Can USE VINUaI IACHiNes as uesKiop of
i [CXCloudA; g i Power , [1ents, as testing environments, or to
) i : pplications.

i CXCloudAgent_2.2_Build-35_8 Guest <

| CxCloudAgent_2.2_Build-4_Bot|  Snapshot » |3 Take Snapshot... |

| CXCloudAgent_2.2_Build-4_Ch Open Console R h

| CXCloudAgent 2.2_Build-7_Chd — " | B Revertto Current Snapshot

| CxCloudAgent 2.2_Build-7_Ch & Edit Settings... E Snapshot Manager...

| CXCloudAgent_2.2_Build-7_Ni L. Consolidate

b CxCloudAgent_2.2_Build-7_Ni Add Permission... Ctrl+P

| CXCloudAgent_2.2_Build-8_Bok Report Performance... i i

| CXCloudAgent_2.2_Build-8_Cha virtual machine

h CxCloudAgent_2,2_Build-8_Niti Rename irtual hi

) CxCloudAgent_2.2_Build-8_niti : g firtual machine

| CXCloudAgent_2.2_ Build-8_n1 | Open in New Window... Ctrl+Alt+N _ _

| CXCloudAgent_2.2_Build-9_10. Remove from Inventory chine settings

| CXCloudAgent_2.2_Build-9_10. Delete from Disk

b C¥ClandSnent 29 Build-0 Nitin 10198 77496 T 11

opaso ol le,)luos

—Name
[snapshot_Name <Provide_Snapshot_name>

— Description

<Description for "ef>

[ Snapshot the virtual machine's memory
[ Quiesce guest file system (Needs VMware Tools installed)

‘ OK | Cancel

g5 Jsbos JJgols Ibloss

2. bed IJluwe sldsuous.
~ pdlebbs: w98 pu puwe tlud IJIgesh 31,6 Idgol; IUblo,s".

3. 1wy W98 OK. swp g)u2 2lds luuble J9bs zolj bloys Jpl wp WBs Blispes IUpolpe I.Ji'a.,gjé.



File Edit View Inventory Administraticn Plug-ins Help
n n g Home b g Irwentory b (3 Iwentory
B0y 00 Ghee e

[ CXCloudAgent 2.2 Buid-21_Bob_10.126.77.130_fresh

G CxCloudhgent_2.2_Buid-22_10.126.77.227_Chaitra

Gh CxClouddgent_2.2_Buid-24_Bob_10.126.77.131

5 CiCloudAgent_2.2_Buld-26_10.126.77.227_Chaitra

(1 CxCloudagent_2.2_Buld-27_10.126.77.227_Chaitra

B CXCloudAgent_2.2_Build-27_10.126.77.227_D

Eh CxCloudAgent_2.2_Buid-27_beb_10.126.77.130

(i CiCloudAgent_2.2_Buid-26_10.126.77.227_Chaitra

(1 CxCloudagent_2.2_Buid-26_bob_10.125.77.131_esxids

{1 CxCloudAgent_2.2_Buid-29_Bob_10.126.77.131

3 CXCloudAgent_2.2_Buid-3_bob_101.126.77.130

(h cxcloudhgent_2.2_Buid-31_10.126.77.227_Chaitra

B CxCloudagent_2.2_Build-31_aditya_10.126.77.122

[ CiCloudAgent_2.2_Buid-33_bob_10.126.77.131

(B CxCloudAgent_2.2_Buid-35

ffy CxCloudagent_2.2_Buid-35_10.126.77.124_Chardan
5 CxCloudAgent_2.2_Buld-35_10.126.77.222
s B 5_10.126.77.227_Chaltra
@y CxCloudagent_2.2_Buid-35_10.120.77.229

CXCloudAgent_2.2_Build-35_122_Adiys_est
CxCludhgent_2.2_Buid-35_Aditya_10.126.77.122
s cxCloudagent_2.2_Buid-35_Bob_10.126.77.131
&) CxCloudAgent_2.2_Suld-4_Bob10.126.77,130
{5 CXCloudAgent 2.2 Buid-4_Chaitra_10.126.77.227_Chaitra
G cxCloudAgent_2.2_Buid-7_Chaitra_10.126.77.227
@1 CxCloudgent_2.2_Buld-7_Chaitra_10.126.77.228
&) CxCloudAgent_2.2_Buld-7_Mitin_10.126.77.118
@ CXCloudAgent_2.2_Buld-7_Mitin_10,126.77.11%
G CXCloudAgent_2.2_Buld-8_Beb_10.126.77.131
) CxXCloudAgert_2.2_Buld-8_Chaitra_10.126.77.227
Gh CxCloudAgent_2.2_Buid-8_Mitin_10,126.77.119

Recent Tasks

677 227 _Chaitra

Summary | Resource Allaeation | Perfo

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
appiications. An operating system installed on a viriual
machine s called a guest operating system

Because every virlual maching is an isolated compufing
environment, you ¢an use virtual machines as deskiop or
workstation environments, as testing environments, or to
consolidate server applications.

Virlual machines run on hosts. The same hos! can run
many wvirtual machines.

Basic Tasks
@ Power Off the virtual machine
I Suspend the virtual machine

( Edit virtual machine settings

close tab (X

Virtual Machines

':l/%

wSphere Client

Name, Target or Status containg: = I Clear !

Natme | Target
£ Download M configuation

ﬂ Revert snapshot

# Download YM canfigurtion

# Createvirtual mathing snapshot

& oudoudagent_2.2_Build-35_122_Adwya test

@ OiCloudAgent 2.2 _Build-35_122_sdya fest

| Status

© Compla=d
@ compleed
& Complesd
@ Compleed

|Detalk | Tritstedby | Requested Start Time
vpuser 11/3/2022 10:5%:31 AM
roct 1132022 10:59:20 AM
vpser 11/3f2022 10:58:491 AM
rock 11/3f2022 10:58:31 &AM

IJpole 1Jigs,6

luvegle CX Cloud VM

Jlgweglré CX Cloud VM:

1108y v plsuw Ilspo B9 1Jzols Ibloss (VM) 9235 J§bos > pas)

lJJyblo. obo, Joblu |bl, IJgol; IUblos.

onments, as testing environments,
\&r apphications

Take Snapshot...

_Build-1 Power

1 Build-1 Guest

i Build=4

;juil-d-'l Snapshot

: Open Conzole

_Build-]
' Build-]
i_Build-]
_Build-]
_Build-f
1 Bauild-1
i_Build-§
_Build-£

¢ &

Add Permassion..,
Report Performance...
Rename

Oipen in New Window..,

: Build-

 Bauild-4 Hemove from Imeentony
Build-§ Delete from Disk

- TR

Cerl=P

Cele Adt+ M

.I
r|ﬁ

[ Revertto Current Snapshot

|_|ﬁ'- Snapshat Manager...
Consoldate

the virtual machine
e virtual machine

| machine settings

o ulss VM
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i g prapihot. Recent to snapihet
Snapthot_Hame< Provde Snapihot_names !
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oldss IJlbl,
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4108, wis Iplouw Ilspw 993 1zols IUbloys (VM) 9225 IJbl$6 > wubvésd
IUbl$6 Jougsd IJzol; IUblo)s.

T CiClowdigent_2.2_Buld-35_10.126.77.225 | EVIrGNmEnl, you Can use virtieal mahinés 35 deskl

o AR Syl nit TRETETLE o | hc

;'h {'NMWLE.LEUI-I' Proraver L | Peraer O Cerls B _l
CxClomdigent_2.2_Bul Gusest J Poswer Ot Ctel+E -
o T} Snapshot b Suspend kil 2

% cxﬂﬂwu.:_hﬂg Open Conale Reset Cerle T
‘:ﬂmu-i_hﬂ lesed =

P CxXClomdigent_2.2_Bu Edit ) s Tib

3 CiCloeda LI-LB'I-I:I‘@ ) 5‘“;‘;?" o Shut h- Guest  Cird«D

3 CxClowdtgent_2.2_Bul pgrade Virtus re Riestart Guest Crl=R:

i L, .2 B "

ﬁ uwwﬁ.i:mq et i CHitF b the virtual machine

e ﬂmuli_mﬂ Report Performance..

H CxClowdigent_2.2_Bull Rena al machime settings

P Oitlondagent_2.2_Bull s

% Callodigent_2.2_Bul Oipen in Mew Windew_  Cirls AR« N
CxChemdipent 2.2 Bu

D Croombip s pg | e lrenkr

D CiClowdiomt 2.2 Byl DeletefromDisk

3 OHCP_SERVER_DND =

NI

Swreu gesd CX JJgesd Uiplo Iuiled. 1louold wso velus CX 99dsd CXTpu o TLS.
SEULL) puwede wi9w9dsd SSH IUIV Y )los Jelpd Iduvelus eds wudss IJgpdsle

Il wluss B@b.

IJlole 1Jelss

wU U298 CX Agent OVA B iy Js ¢bp VMware pdpué. wop puivlyds OVA Luvdd leo po



el pud5 wuisd wlpe Cisco. swpe wessy JJped p)9) I>lé weesd [Juposs (Bootloader) (9o¢
IJpuwcre 1U8s) wluwole dJes 019, Bis28 wuvdd guslss. sew eds Idpuwopsy
lJyzoe IJs od0 Il wis Jé 1 pwnleds Jogssy JJps p)9, bootloader (9 og |Jpuwegsp 1U9lz>)

0>0.

lolo IJzuwle

loole o sop louble guvle puvese cxcadmin. sope leob Idegwospso eds wessu
JJpd py9) loule ldodysy IUlads. sop luvegsle cxcadmin user/credentials JJge9d [Js JJ
pu 9lgole wypzd wbouslle 9dsd CX Jdlouold oldzoly g,y SSH.

Sopog puwsEsed CXCADMIN Llpdluss 9,09 p8ss6 wldd Idlposhile. cowe Idps e
cxcadmin uslwé 1Jielo 9swp puosel B loglo sles a8 luwole Lodlesé wudg 90 s9pl.
Spdu Jpuwegses Cxcadmin |ogile puwagspe cxcroot Llguegsle 116 1Jeuwless IJos ouvps
RemoteAccount. spdo Jpuwwgses Cxeroot Idzuosd sds lposhile [Jgs).

Lol IJubwJs

Spdu 1Jswosd Ids gpsd CXVM Clgwogsle SSH Cluwadsle puusgle Idpumegse cxcadmin.
1Jpol 3 191,56 8536 w- 22 (ssh). 9514 (Syslog).

lJpeuol> 96

lJeuolb§6 1Jpuwaowss lJs Jdps 1Uey9): seodb [Jzoly weunwgsp 9lzs (CXCADMIN) 1Uss
SpIu ldpwwse pu ldpuob s sldlouold wedsd CX.

s UJlplele 1Jgdyss sl [Jlposhle gds [Jgoly oluveésle ssh.

SeJdu Jpuweses Cxcadmin o ile puwegsp cxCroot Lluegsle 1516 puuless wuwes
RemoteAccount. wg, o 030 1116 JJpé 0,9, puivd 6 RSA/IECB/PKCS1V1_5 spdy Y
U IS ol pu prgd Iduwewled Wb (ueddz bl WY o lds)). 95pdu VEb JJeybdsy
IJpuouz Jop IUsuesd Ids oo ldwglus. sedu Jeyweises CxCroot IJeuosd eds leosbile &3,
luwogsle JJes 1dey9) Idos we BY ovdsol 0do. guly6 1Jey9) Loldes Jpro S9psu O ¥b.
Szo £JS puweesps CXCADMIN Jglss Jouble Iz mle 91w £ds Ides Idpss, oo lowols
Lodloss JJeb p,9) elss Idouin 1Jgluos o SWIM Portal.

lJogis)

Sowg zoli CX Agent pelss) ©d9ss lelu IUloe, oo,

lolo Iduslole

Jl 5895 zols CX Agent wogiso ks pedople Uvtuoss eluos Widgesd: stiv wbusd wslule
lewpels Idgol; (I:_J.'ns S€pd JlIz> [zoj6 [Jwjssy wldbl96) V@I:;,Io lecpl> 1Ugbe e iud,6 slgd
Sless wslule lews. Jl sop wiisu ldoslule 1Upzeed Os s yuvdd slgd Idzol) Il psdel gus

peldzool. sop wrpsd welule vooe IUlpwedsle IUs yuelos CX L9~5 18w 982 ppdu we>
IJoeld ldogese 9sop 230l wuugs pu ldotisu ldpeds ves Idolds po wele Iozesd.


https://www.cisco.com/c/ar_ae/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#anc32
https://swims.cisco.com/abraxas/decrypt

Lowld IJoslole

o9 tipd ldouvesd eds Juols IJgoel; X.509 1Jw,)s56 1Jpelbdyws 9ldpedlose Jlugile
louold lew o 10T Core. |quegsle 03l 1J9dsd Souwuw louold Tew wluwedsle Message Queuing
Telemetry Transport (MQTT) g, lplo bo@s IJo@d (TLS) v1.2

Jovadle sldeléus

Jl ceess Iduvedle eds s bidd po wslole pedsple cerssd Idutuoss (PIl). cdodb
wedlo ldosdsd zese Ilplele 1dzuwluws JJlelo IJos wp oudssel gds zolj elpd wzlwo
CX.

i_9|p_) v@lolo COUUE |J|u.uoé_.)|ro U Cisco

Suwanze CX Cloud wslule oowg 1Jivosd wluweésle slzole wypes Idobusdle (API) 9lJisle,
lJp>,z26 Vs i9|g) cows wslule Cisco. s@9pe 03l lJpuwows vouousyd IJi_9I,oJ lovoubl lJs
lpdluss wbousyoel eds gy> Cisco Catalyst Center 9 Diagnostic Bridge 9 Intersight 9 Compliance
Insights g Fault 9 zpsg puols) wslule woug IJluveésle Ui s IJos sop ozpseol wsluuls
9Jdsd CX.

sop ew Idpedsele [Jeuwluws sled cove 1J1ue9d Gud buwldel IJs Iduwelws. $é9e eled CX
LNJIBues Jdoslole Ipuuluws Jepse 1Jivesd Ipzees IJos cound wslole coue
IUlgwesle polyinng lds gpsd CX. souppu 3dd Idele 19, sldedlese uedluwd IUezope
Sluwple IJpuwegspso 9pl 1s 3JY. w988, gpsle IJezdp psié ledle Idoslole Jepse 1Jiuosd
lJos oop bhool woluwbs 9236 IJwede Sod udd 030 IJpedyple |Us 9Jsd CX. 99s weLo
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