>Jsd gpdsle 1Jgolj IJble,ys Cisco 1Q Virtual
Appliance |J|_o»>l, 1.2.0

lJp 95,00

w98, JJ Cisco M Iz wsole sldpsile IJpuopes Jozumso ledluss 1ss IUluasd.
9098, 19 19 3dle g Idosisle [gluos ol 9oubse bhs 1Jzlds. oldluolds 1 309,
oepd psile 1U3dle IUlobules pod puwles [U3Jle IUlobules Cisco 1Q Al gds wzuvsy
volisg IJogvgsd 9uz)ws puvegse Cisco 1Q ey gdld ©9ds) WYop Juslds sSpdud pu legls
Ooble lwooldss 9puwens)d soubse IUgpdsle Jlild IJgpdle glduzlz.

&> uble 1Q on-PREM Air-GAPPED »y, Cisco Iz> Is ol 1o,y 1Jgluos wosl IJoble: 9lUss op
wuopSeo tursuel Jdgedls Vs Idusulele 1Ugluoes J8s9> cubspess eldss sldpobdole
Ipoed@é wldoslds 1duole suushs Idouslole sldiply. Wb 03l 1Us og: sop wuwdse Cisco

1Q Jzol blo,s puwedd (VM) sushy Iso wluwe IJzels IUbloys Cisco 1Q (VA). og pd wdlbé
dsoo9d 1Jluwd diss o dd Jipd eds leldo gpd 1Jepsd soepd wegsd wle go lduvodle
IUghzss. Jdedlb gds oo ldeid: sop IJzwod eds crsele Idwlez 925e Iduoslus e
S9lise Idopde B 1Usuesd 1Uelues wldolez (1Q) po Cisco 9sepe wrasdol Ids bLs 1dsuesd
(VA) pu eld gpds6 $2956 pEwpd6.

ogpd wduss 1Q on-PREM Air-Gapped po Cisco gJs wogwse 1J8sle 1y ssuwss Jizoss 1Q
SAAs oy Cisco |Js IJossle Idos sop ogrsuool wluubs 1Josle: ppl sese JJB)8 1Jzs9s6
JJpeole ledluss Idgpd wumsgs 95dle cuvgsuos pdbus wldpdumunle ldpouods oldyvwds.

JJsuo9d IJs Cisco 1Q VA IV e puwe gy 03890 Sluwdd IJs https://<fqdn-of-appliance>. §p
wouwesd Idsgad wluvedsle luwe puvetse 99Jes 019, IJpuwssd IUJSsu wp Joolbopl lele
epdsé ldJooosw.

) pdlebs: s@uLo) pedd 1Q VA oy Cisco gldsl eds Idgpdle IJpuvzdso Bs woulez
19, Ipozde wo. sw9d) 9009d IJoussd Josolez wble VA 9250 IJouiésd

IJluoless (Idoeale IJuploss 9lddsles sldpumerdle) po w9lus 1Q ey Cisco v dJ

2uoos Jepdle peadsu. s Idlouald cpusge puwlod Jdeuosd eds piss pu

lJeed9plw.

bls IJlouold (zee IJoslolw)

Cisco I1Q VA o9 2J peds Jzee wslule Iduveds Joglds) lpdluss 5956 08596 Os lJouss



I.Jiuuluukgé Jrsd. luo sgpee ldoslule po gJld Catalyst Centerg!JlouolJ lJpewluiy. 909 SEpJ
eds vouwsb Jsisos blys puolb o Iduveds gldould 1Jlzoj6. sodsy wdosy wepsSE
lJoslole puo:

louble pzesgle wslule IUlecels: §p Clouble wy9osdadle lJpob 86 (eds uvosd *
IJpelde w9099 Il IJuvwds IJowuusl (SNMP) viv2civ3) JJlouold Lizoss IJuuwds
IJgluo6 wd. wose JY psié weds wslule IUlgo el puve pulbb@s 1Ulely I 1Jesde (sJs
wosd [Jpold. "Sandose-SNMPV3") | o Jloss wpase Jdelo 1dp,9) Bs 0988 9lzs. pg
oo Idoegss)le odilssl s gese I.Jiaojé lJp8e,)u6.

vessu wslule IUlgwpls |Us 1Upgigu: welbbsb pzesele vslole IUlgoel olguaisle o
iu0.9-J lJpeeisw J>sd Jio,ooé epdss ldpuob86. pu gdld lugvle @9les oyob wblsgle IP
PESUS wpzestle wslule lewel pgyd6: s89p IJuble cdllssl vobosd IJpuol>$6
Iduozses Ioole zog Iduslole. 9031 $83 IJs IJopduo pu lgble 1bEI 10s$39.s 950000
o sbd IJodssy 1Jglue wd 588l loule wpg 1JubwIds Jssd.

~ odlzbbs: sjp 98, SNMPV2c/SNMPV3 5 SSH Jlde il IJizos6: Jpel sz o9ds,
wslole leopls HTTPHTTPS God odsse p,d; Catalyst.

luolwe wslule IJlgeels
Sz l9dl luols wslule lewel Jlg)le czese Joslole. Jlgolds wslole lgepls:

Itese po uble godsé lesh. w9oosd bls. whbo, Lobes Iblys IJlo ol 1.

lud) W98 edlps IJowsse valule IUlgwels.2.



aluafn
cisco IQ

& ¢ System Settings Connection Management

Local Identity & Connections Credentials Inventory
Access —

Connection Management
Credentials
Activity & Logs

Package Management

System
Configuration

1

No credentials yet

Add credentials to start collecting data from your assets.

Add credentials v

gdles lIJowsse wslule Idlge el
b8y 8938 luolds Lslule leepels.3.

alnaln
Cisco IQ

System Settings & Connection Management

Add Credentials
Local Identity &
Access

] Credential Name and Protocols
- 1 Credential Name and Protocols
Connection Management

Name

Activity & Logs 2 ) Enter Login Details

Select at least one protocol
() sNmPv3

Package Management 3 ) Specify IP Addresses

System () sNmpv2

Configuration (] ssHv2

D Telnet

() HTTPMHTTPS

Cancel

luolwe wslule lewels

Ibed luwpel.4.

ey Jlwos E|Q|C; |J|ao§|J Jdoyesded |Jroero_9J w0.5.




lod)y W98 Next (IJelds).6.

alialn
cisco e}

Add Credentials

System Settings

:\ocal Identity & (2) Credential Name and Protocols Enter Login Details
ccess =

Connection Management @9 Enter Login Details SNMPv3 Username E;lgine fersitarel

Activity & Logs 3 ) Specify IP Addresses

Package Management Authorization Authorization

algorithm password

Show
System
Configuration

(optiona

Privacy Prfzacy
algorithm password

v Show

luolo oVl osd wslule IJlgeels

pdlzbs: JJo9,8 ledle: sop w9osE Lisds IUeHup Ews w238 2aSE IJwiswsdsdic
Vs IJgbgs I wlo¥s. weyuo 1Uglzos Ide,ygwsdsdle IJos 1Eeywel Wb,

i)éJ oluosd ouwesd 1Usgad JIJ w)9wadad we weassoe.T.

o) 999 Next (IJolds).8.

“dsds 1Q Link

‘0 System Settings > < Connection Management

Add Credentials

5

%' Connection Management

© " ActiiEesegs v | Credential Name and Protocols Speclfy IP Addresses

Included IPs

@ System v | Enter Login Details
Configuration

8) Specify IP Addresses

Cancel

Back Save and add another credential Save




o guldsu IP

Ibed golssy IP 1dpLope06.9.

~ odlzbé: sg33 03l 1Jpdd gulosy IP 19 ggblkélo IP 2o spdu luwedsle vslole IUlgwpls
Jlogile louald. sgp pisel pu IPs slues IP (Gluvedsle ©a9so 9 @) JJzwesd

eds wBluosd 29d IJouuwsdlo 1Jesg9peo: Hlze wzas wslule Ilswel 9o0b

lJpbblo, 96.

1o, WB9.8 ebb. Sup £)u0 wldss slghs wazsed [Us edles IJowssy wslule IUlgepls.10.

“dids’ 1Q Link

o SystemSettings > Connection Management

g‘ Connection Management

Connections Credentials Assets

e Activity & Logs

Credentials

@ System
Configuration

+ Add credential

Included IPs

HTTP/HTTPS

opw luolvs wslule IJlgeels

Sedod vy wslule Ilgeels wldud) eds lsdus wors) 9z3d0p wlJud) eds ls@ous 23s.

oS wslolo IJlge e 9p0b @ lJpble 96

Suwoede 9 IJSSIuw £u wed pobd 1Jpblods IJSkse eds Iisdsss Jozsss wslule
IJlgceb IJos uwsope cbosdol loule IUIYo bl gldozese. o Wop o3l ldouvdund 1Jo)ps

sweu luvopsle vslole Ulgepl 1Juozszs Jdizess IUpdupsss.

orosw 1JI9Jsss: gupl swp wbusd pzesele wslole lgwels pogssé eds zols ol s89p
1Q pu Cisco vo@sspeol luvoubl |Us Jswdss pblugwoel JJzoly wuvdd e Sbowd
IJoble 1Ul9dssé IJoldss pg luvodss oblodle 1Ue) wassl:

ololu 86 IP 1U> 8586 leJs lodoss

obolu 86 2y IJusd: weoes 1Jisdsss s E_))JJQ@P lJJlz 96 £35 |L9J oU UEJEBP
Suvsy Ids ublog 1Y, wesssl soldelds 19dss leds



99le> couwsd Y IJesd: 1dz)y9we IJwsd () porg9pes WG Jz 909 wldsse s gugly IP: ¢
Jbp ceuvs pu ldsesu Jdsuwb.

lJoouwsdle 1Uesggps: -
1-2-3* (IJlsJsss IJgdsl) -
1.2%% .
e % (| lodsss 1dsusl)

lIJoovuvsdle es) Idpsgses:
Iz, IJusd 1dulsiss (eds uvosd Idpold. *.1.2.3) -
2,08 lJwsd wso IJlubes 1deeloss (8ds gwosd IJpeld 10.10.%.20) -
lowegsle IJgible Is Ideessle s, 1ddsluuss IJigs -

pold wesss wslule [Jlgwels:

$9uo easd IUelds JsOss Bsle prod wslulo IUSsluw eu wes wodsd pre9es wslule
IJlg el IUIYE,) pdleps guspl sbolw@ Idzol) luplbl pogsso pg 0.

IJz29d 1: peld wpass wslule Idlgwels

p2p986 wslule IJlgwpl> peeselo wslule Idlgwels IP JJzol;
lJpe226 lJpo909,06
10.10.1.5 (vblog wlp)  10.10.1.5910.10.1 9 10.10.* 10.10.1.5
10.10.2* (e, weasol) 10.10.2. 10.10..* 10.10.2.15
10.10.. (e, weasl) 10.10... ... 10.10.5.50
S pdlzbs: I3l 998 1Uzoly B Bisle pugssé pwsleds Wy IJuble s89p Slisel wozss>

02986 wslule IUlgwels ._,ig_ds 2936 (wpeus 12 UJ i@x_é wad jlis»o).

ogese Iduslule oluuegsle o5 Catalyst

Spdud w9uosd el suad IJs 20 pydjl pu p)ld) Catalyst () £089>56) JIJ posd pu el
Cisco 1Q VA.

Jeee doslole olguedsle o) Catalyst:

Itoue po uble godsé lesh. w9oosd bls. whbo, Lodes Iblys IJlo ol 1.



alvaln
cisco IQ

& ¢ Systemsettings Connection Management

Local Identity & Connections Credentials Inventory
Access R ———

Connection Management Connection Methods

Activity & Logs
Manual IP Address Network Scan

Catalyst Center . ) R .
4 Direct data collection Direct data collection

Package Management
Manage Connections

System

N ) To manage manual IP address, individual configured IP addresses can be viewed in the Inventory tab.
Configuration

No connections configured yet
Scheduling

Discovery and Inventory
Collection Times

15,6 IJle olJ

bybio 1Jels g6 pyd; gsh).2.

alvaln
cisco IQ

‘0 System Settings & Connection Management

Add Catalyst Center
Local Identity &
Access
IP Address IP address / FQDN
Connection Management

Activity & Logs Select credential

v
Package Management
Only credentials using HTTP protocol

System
Configuration Submit  Cancel

lolWs oy Catalyst

I>¢d usly IP I9 FQDN.3.

ito_) wslule lewels HTTPHTTPS IJos wpe wdssuoel pu I8lsed 1Jpouwsds weassé.
oslolo Idlgwels.

lod, 898 Luwld. £5902 IJeldss (spdu lu ouweérd ol suod 1Js 75 58888). lue5.
Suvwlbse Jilosw Id gasel suoswWd plbs 2o pyd; wew suvdd wauosd.



229J6 pze9es. slze 1z29.J6 JJeuosd eJds piss pu IJolosd.6.

% pdlebs: wpe wdysy Cisco 1Q VA puwodl wluwwgsle lesls 2396 p9epewd 95890 IJuble
v 239d wrese oddlss 1Voluos. s9ues vubd voss Ideed Idieus Jswsles
o€ pulbdole pdwwed 9091093 IJoslus.

lJozese Usa9s Jdoslole
Jeleds Tzose Jlouald I poluin Mwslole:
e po wblp gpdss lesl w9uosd bls. whboy Lodzs bhs IJlogald 1.

mm
€isco IQ

System Settings
‘0 : Connection Methods

Local Identity &

Access Manual IP Address Network Scan

Catalyst Center
Y Direct data collection Direct data collection

Connection Management

Activity & Logs Manage Connections

To manage manual IP address, individual configured IP addresses can be viewed in the Inventory tab.

Package Management

System n

Configuration

No connections configured yet
Scheduling
Discovery and Inventory

Collection Times

Discovery Weekly on
Sundays at
07:30 AM IST

bhe IJleuald

b3b@s $395 guslu. o, LoWes IUluyold Idpuluis pe Esbso (2) Jeee IJuslule.2.



alualn
€isco IQ

System Settings & Connection Management

Direct Connection
Local Identity &
Access
A Add credentials before form submission to ensure an immediate,
successful discovery. Re-discovery will run on schedule until

Connection Management 3 5
credentials are provided.

Activity & Logs Add credentials
Package Management

Choose a Method of (®) Upload afile () Specify individual devices

- . Entry
Configuration Download the template and add your device information. Then attach the file below.

System

&

Click or drag file to this area to upload

Only one CSV file can be uploaded. 50,000 assets maximum.

Submit Cancel

weesd [Jpdod

o) V98 1Jesh IJpdod pu leosh bbysds 1eld 989 wwslds) pedsple zol ;3.
wluwedsle leas b,y ¢ IJoldss:

seesd pddi lud) 19 lvew SUSs 1pdS

alialn
cisco IQI

Add credentials before form submission to ensure an immediate,
successful discovery. Re-discovery will run on schedule until

‘o System Settings
credentials are provided.

Local Identity & Add credentials
Access

Connection Management

Choose a Method of (O Upload afile (@) Specify individual devices

Activity & Logs Entry

Enter hostnames or IP addresses

Package Management

System
Configuration

Submit

0228 1206 pud 6




OIS iao)é pu9,30: 3¢Jo el [uwe pLOSW 9283 uslus i_9 VIlodo Blises psdlu !.J.:s .
2low pu lJpuosod guly 9lly

lod) 898 Luwld. wwp lghs wogsod [Us edles lJowsse IJuosd wes IULusld IJulze 4.

229J6 peeoes. slze 1dza9ds JJeuosd eds piss pu lJoVlosd.5.

% pdlzbé: wp wdgsy Cisco 1Q VA puwedl wluwegsle lesls 239d6 p9epws 95890 IJublp
wode 239d wrese odllss lWoluns. s9uos wudd vous) Ideed Idieus Joslseo eg
pobdole pswwed 909183 1o slus.

Szue ldubeds
I2eow po uble gpdss lesls. wososd bbhs. wbo, Lodes IbLs Idleuold 1.

alaln
cisco 1Q

System Settings
‘0 . Connection Methods

Local Identity &

>
Access

Manual IP Address Network Scan

Catalyst Center
Y Direct data collection Direct data collection

Connection Management

Activity & Logs Manage Connections

To manage manual IP address, individual configured IP addresses can be viewed in the Inventory tab.

, Package Management

System n

Configuration

No connections configured yet
Scheduling
Discovery and Inventory

Collection Times

Discovery Weekly on
Sundays at
07:30 AM IST

Szue JuveJs

lud, eds Beuo Iuveds. ogruo Lodzs wauosd IJiuesd eu bbysd puwe IJuvwJs2.
oluwedsle odles (3) gsblo.



alialn
cisco 1Q

System Settings & Connection Management

Connect Assets by Network Scan

Local Identity &

>
Access

Scan Method
Connection Management

(® specify IP Range () Specify Discovery Protocol (CDP/LLDP) () File Upload
Activity & Logs
Name
3% Package Management

System IP Start
Configuration

Schedule Scan

Frequency

v

Connect assets Cancel

oS ubl@ IP: 8p wogrs ubly pu gulssy IP JJiao_jc'S lJp w0396 LPPU ol IJubly
JIJo il IJgveds 1y pole 1UD1)6

028> w9999 IUluweJuld (CDP/LLDP): ie, wy9e9ded e unld I v Js [Jesls o
luveslpo

oepsd Idpdwd: wzpsd pdd pod pddle IJodsse s Iduslole

bed IJluwe.3.
I>¢d wolss IP 9uolss IP.4.
wew Beuo IUe9d: e, [Jeyss slsde.5.

lod, £ds woLosd 1Jioe].6.

229Jo

oSt JY 1Jzr9do weass pus w@ype Cisco IQ VA Logpse ldoslule oddlissl. Jzredo
lJozuosd:

B Suwe 1Jz29ds B Lozs bhs Idleald lud) W98 wrusy Jdesd IUss wisat.
wedsdo. whbo)y LoWes wpys) 1Jz9d.



alialn
cisco IQ

System Settings & Connection Management

Edit Schedule

Local Identity &

>
Access

Schedule Discovery Frequency Day

ion M: it
Connection Managemen! Weekly Q© Susday

Activity & Logs

% Package Management Schedule Inventory Frequency
Collection

Daily

System
Configuration

Submit Cancel

oo IJesd 1jpus

OS Juwe Yoyl 1Jgslad. i'ao_) lJe)ss 9lds9e I._Jro-_'Qn,_,'oJ‘__sQ SN ANKTIRYYA
lJpouwsdo 9bgd 99w Idwse lUplbdye.

B Guwp 229J8 preses IJptisur e, 1w IUpduod Jrsd po ld@slise IJpuuwsJss.
gbgd s lduse IJplbJyo.

o) B9 Luwld 4.

N b otz cesleos s cissilo sop el £ 2alsd I I IJozase
9eJ wol L3086 s1gd 1zl Iblo,s po 5 1Js 10 s8lis b,

oowse Idgie (Idggsle IJupbss 9ld@gsles sldpwezdle)

SpJdud b6 39,06 eslo IJo)lez (L_s lJocowse sldwoesiss) IUglues wldeesle IJoyugsdsd
9ldBsles sldluwozslile sldpssle ldpotuou0d IJos sop ogbgsdol woluwbd ©9uss
[JI2lJNJIE Nz (Al) s1gd 9236 va. spdud woovswel vouisd i@o IJIuosble po Cisco 1Q (SAAS)
pu eJIJ IJluedld 1Js Joldog 1Jzies. serue Joldaz 1de)ed posdlo dolee IJewss,6 JI.
o9 sust JI lpdluss pil$ws IUopssele gblool wyudluws oled. pel suopu lpdluss cowg
l2>ole Idoble Jssd gblhool wJdles wlpo.

lolwo 9psle

1J9258 [Juploss 08 2506 wopesé puvndds w98, 9blisd 1wl uss slgd VA, Bos 3,06
Puv o 9Jé Lups) 29,6 sluol IUEluos: pel suvpe wldoouse slduoslus sugss) IJzee.
Sp wguosue luwoodld 1deshs -l B 3Jd 9236 Idpeldzs 1derd556 (CPU) 99256 peldes
lLuwsele (GPU) 9318,6 Idsuosd g bsliss (RAM)- o v dd ssolpsds luvoobl |Us zee



IJouin (LoEs) 19 pusuwb 19 Jus)) Idpess leole Ideouse 1lsds.

wed 10589 1J.s Cisco 1Q.1.
loedd IJs lesble Idoble > Joldsz 1Jz5e-2.

]

2o System Settings > Package Catalog

7 fed for on-premises deployments.
7Q AccountDetails

R dentity & Access Systems

® Togs
-

1

~

ciscolaLink (2
)

Data Connectors vy ——
B3 servics Contracts

P FileUpload

@ Package Catal
L EE ek Modules

)

 ActiviyaLogs

Gisco v1.0108

Released Ju 24,2026 Details | Download options v/

Rules

Assessments Rules Assets Rules Sample Package Rule

cis

Details | Download Released Jul1,2026

Entitlements

Joldsg 1Ueg)peé

o0 Wbl 86 1J9er6 IJuploso IJplbdyws: o) W99 ¢shle IJouisd > gip lJowwse.3.
ooz ulwie lJoujsd.

pdleos: sop luwoesle 928 1o dsse Juos) IlecJs.

Download Assessments

System version

System v1.2.0

Build type

Application version

Cancel Download

oUjsd


http://iq.cisco.com/

2o luosh, uble po 1JBlsps 1JpuuwsJé.4.
2oy woe wule pu 1U8lspé 1JpuuusJs.5.

lody 9938 wujsd Jedb IJpds ppdsl.6.

A odlzbs: 9oJBle IJoeuse Jus,é (10-25 zselulso): olds oo w9, puules Jlbss

eds oo vod lJousisd.

loewd IJs VAT,

loedd lJs 1duewes lUyissuwss > lesble [duble > e 1Jz)jes. wlboy Lowes Ibo 1Jz5,068.

‘0 System Settings

Local Identity &
Access

>
Connection Management

@ Activity & Logs

3% Package Management

System
Configuration

>

Package Management

Modules Rules Entitlement

@
Assets

Assets Application.

v1.0.80

Installed July 16, 2026

e& edlplo lJowssy IJoldss:
lJozsle o
IJSsle> -

Jlgwezdlsle -

+ Add module

lJ9esle

byl 96 sULSW 9236 Lpls6.9.



alvale
aseo’ 1Q

System Settings & Package Management

Add Module

Access A SCP server configuration missing
To update the system via SCP, set up your server in SCP server.

Local Identity &

Connection Management

Activity & Logs
Y S i) Select Module Select Module

. Package Management File selection
2 | Select Deployment Size Serve O Local file upload

System
Configuration

Cancel

lol96 9236 Lploso

ey esh weass Idpdd IJpd od JssJ:10.

¢130 SCP: bz luwp oJ 2508 IJotuse (puvcruws Jdpdsle 1Udus)s) »

ozesd Ied IUpeds: $p vuvew oS IJotuse Ids op wujsde slodico (Esy
puvoeuwu Jdedule Lues 30 eszlulse 19 1Yo, vuvow 98w IJozesd)

lu®) 999 Next (IJelds).11.

« Package Management

Add Module

Select Deployment Size
Select the appropriate deployment size based on how many parallel devices you would like to support.

Large Large deployment profile

8 8192 20480
cpu RAM Disk

Package Management

System
Configuration




cee Joui,

l2e) 2z Moo (eds wwesd IJpold: ogs) 19 pusuwb 19 Jus)). 030 Iizele p22812.

b§lb 96 SUoSW 9236 wplbss. &)uo 1J9ers IJupbss lJpowws zosel eds edlpsd ©w9se13.
IJozsle IJuplbss W blyo 1Uz)jpes. wee)s [Yopeld 1Ugess Idupbss: cogs) 2lds 1J9e»o
IJopbss Ids "s> Idogngsd" 9suowe j Bog posd)l.

©I9S6 9226 Lpbso

SUPp LTS i@o lJoesle Iduplbss wluvwo eyl Ws Jaldaz 1Jeie (Bs 1Q pu Cisco)g. JJo,y9so
lJs Iz luool):

Package Catalog
Thes

nded for on-premises deployments.

Systems

1

Cisco G Virtual Appliance

D Flle Upload

@ Package Cataiog

2 ActivitysLogs

w9uosd IJiesd eu bisd Yeue Iduveds

PO bl 96 1J9z6 IJupbss IJpbdycs. 1o, W98 gsble IJeuisd > 2ie IJesdss. ovoel.
olwss IJoujsd.

. pdlebs: swp luwosle 9228 IJoSsse Jeold Jduos).



Upgrade Assessments

System version

System v1.2.0
Current app version

Build type

Application version

Cancel Download

SUjSd

o) luoslh, uble po 1JBlisps 1pouwsJs.2.

2o, luosh cbusd elds po lJSkses IJpugusds.3.
2o wag wule pu 1UBls s 1 pouusJs.4.

by 998 wussd Jedb IJpd prdsl.S.

loodd lJs VA 5lded couse IUpdd 1Uss op wujsde.b.
Lo Idggsle IJupelbss

w83 1uol96 9236 Lplbso: Spdud wessdol pu LoWes bho IJgie wldud) Wy bhs. wosoey
esble IJogssd IJpegd s wess) IJees sldendss 1Us luosh leds. b 9256 wplbss:



do systemsettings D Package Management

Local Identity & Modules Rules Entitlement

& Access

+ Add module
% Connection Management

Activity & Logs ®

>

..:':.. Package Management Assets

Assets Application.
System

Configuration v1.0.80

Installed July 16, 2026

Stop module

Update

o9 Iezsse

PO L2926 [3Ld 1Jzses: lud) WB98 bls > wpase JJ9ess IJuplss IJpbdyus.1.
iécu u9e lJugrse2.

SESS) 2ee oy S8k -

wprse el

Vs 2lds wearss wess) eee IJouuis lud) Wl IJaelds slge, zee IJouui, 1der s> Ws3.
lJueweo IJoldss.

Iy

B 2lds 0o [osly wedse: $bo) tsh weass IdedS. 2w, lel é>e SCP shgd Iywe
IJpd 9 1858 Jgies IJoewse b9 ko) cresd Idedd Idpeds Sluwee pdB IJoewse
lJ3s wp wuisdoe glwdlwe.

oy W9 Next (IJelds). whboy LoWes weass 229d IJwzrse 4.
2oy pu esble oy IUlzosh Ideldss Jogsse 1z9J:5.
opdse Iy .

lJogsse Jdlizgl

A pdlebs: wogp weuo IUspale IJepssele 390 18 98¢ w98 gu lJgpd. B 2lJs
IU2lzs Ids 58w 1Jesse eu IJegpd: sepue ubeh IJodluosd.

BBl op wpass wesse Jledl bed 1Idobst 91dsgw.6.

lug, B9 Next (IJelds). serue pdewe eprse 7.



S

edlebé: spdud Iy uosd IUs pdleblo IUluosl pu pdeue IJozdse.

o) B99 wedse 1J9e»6 IJupbss sluedd IJs edled owse 1J9z6 IJoplbss. og)o8.
lJ9g>6 IJuplosé gldé "ldoesse [Jpeasd".

s lJealyd

spdod lsuol 8500 IJopssale 1dpe9ds Iy wepsyol Iy JJgksol. Jogys) 19 [UEle wease pea9J:

alvaln
cisco 1Q

‘0 System Settings

Local Identity &
Access

Connection Management
Activity & Logs

Package Management

System
Configuration

Package Management

Modules Rules Entitlement

Assessments

Proactively assess network
infrastructure for security, compliance,
and lifecycle risks. Run assessments on
a schedule and turn validated findings
into insights, recommendations, and
structured reports. Covers security
hardening, quantum-safe readiness,
software conformance, security
advisories, config best practices, and
field notices.

v1.0.49

On-Prem Al ...

On-prem Al inference for CIQ air-
gapped deployments, powering
inferencing capabilities on the virtual
appliance without external connectivity.
Requires one NVIDIA GPU (for example,
RTX Pro 6000 Blackwell Server Edition)
to run a GPU-accelerated small
language model stack.

v1.0.4

-+ Add module

®

Establish a single source of truth for
your Cisco installed base by
consolidating hardware and software
inventory from Cisco Install Base,
telemetry, and customer sources.
Explore, filter, and act on assets
through dashboards and inventory
views. Covers service contract and
entitlement visibility, LDOS and EoX
planning, asset criticality insights,
security advisories, tagging and
organization, inventory export, and self-
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HAI P Local Admin
duili- 1Q Dev (Internal use only, no support available) ® | A g mer ™~

‘o System Settings > € Package Management

View Scheduled Updates
Local Identity &
Access

>
Review Update

Connection Management
A\ Application downtime: 2 minutes

Activity & Logs The application will be temporarily unavailable during the update process.
% Package Management Update type Application version Deployment size Update schedule
Change deployment size v1.0.11 Small > Medium Jul 9, 2026, 12:01 AM sample_app

System
Configuration
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Download Assets Rules

Target app version

assets v1.0.0

Cancel Download
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> Package Management
L Pp— Modules Rules Entitlement

Activity & Logs

& Package Management

System

- . assets_rule
Configuration

Pulls data from

Cisco » v1.0.4

Installed July 21, 2026 Details = Upgrade

51,6 1Jz 506

lody B9 [l Bless.9.

Add rule

4\  SCP server configuration missing
To update the system via SCP, set up your server in
SCP server.

File selection
O Local file upload

Cancel Add
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‘o System Settings
¥ Connection Management
Activity & Logs

&% Package Management

System
Configuration

>
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Package Management

Modules Rules Entitlement

assets_rule

Pulls data from

Cisco » v1.0.4

Installed July 21, 2026 Details = Upgrade
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Upgrade Rule

File selection
SCP server O Local file upload
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http://iq.cisco.com/

e
‘o System Settings
SQ  Account Details
’(’@f Identity & Access
;’ Tags

Asset Data

’V

Data Connectors
@ Service Contracts

File Upload

s: Package Catalog

Activity & Logs

Cisco » v1.0.46

Released Jul 16,

i Details =~ Down

Rules

Assets Rules

Pulls data from Saa$S cxp-datalake-ingest
it and moves to target minio bucket.

Cisco » v1.0.5

Released Jun 30, 2026

Entitlements

Cisco IQ Entitlement

Bundle and export your device entitlemer
transfer or archiving.

Create entitlement bundle

Y 2 @ | R -

X

Choose which assets and their associated support coverage data to be included in the entitlement bundle for your Cisco IQ
Entitlement. This may take a few minutes.

Create Encryption Password

Set a password to encrypt your bundle. You will need this code to securely import the bundle into your system later. Make sure the

password includes the following:

@ At least 15 characters

@ At least 2 uppercase characters
© Atleast 2 lowercase characters
@ Atleast 2 numeric characters
° At least 2 special characters

° No repeating characters

Password

Confirm password

Asset scope
@ All assets O Selected assets
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o Systemsettings > Package Management

Local Identity & Modules Rules Entitlement

D
Access

Connection Management

Activity & Logs ‘

3& Package Management
No entitlement added yet

System

Configuration Import an entitlement bundle to activate support coverage and enable asset management. Download entitiement file in Package Catalog.

+ Add entitlement

edlps cogsy Idluwez 813

bybys suoSI lweredly.11.

Add Entitlement

File selection
@ SCP server O Local file upload

Decrypt Entitlement Bundle
Enter the entitlement decryption password.

Password *

Enter password

Cancel Add
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Cisco IB data package

Cisco » v1.0.68

Installed July 19, 2026
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Upgrade Entitlement

File selection
@ SCP server O Local file upload

Decrypt Entitlement Bundle
Enter the entitlement decryption password.

Password *

Enter password

Cancel Add
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http://iq.cisco.com/

‘o System Settings
Account Details
'((:@\ Identity & Access

@ Tags

Asset Data

&¥ Data Connectors
@ Service Contracts

| Upload

[ Package Catalog

2 Activity & Logs

Package Catalog

These packages are intended for on-premises deployments.
Filters 8 results

Systems

Cisco 1@ Link

Cisco IQ Link securely collects and transmits asset telemetry from your on-premises.
network to Cisco IQ, enabling Al-powered predictive insights

Cisco « v1.2.0

Released Jul 15, 2026 Details | Download options v

Modules

®

Assessments

Proactively assess network infrastructure for security, compliance, and lifecycle risks. Run
assessments on a schedule and tun validated findings into insights, recommendations,
and structured reports. Covers security hardening, quantum-safe readiness, software
conformance, security advisories, config best practices, and field notices.

Cisco  v1.0.47

Released Jul 17, 2026 Details  Download options v

loodd lJs leshle

Cisco IQ Virtual Appliance

Cisco Q Virtual Appliance delivers management features while ensuring that no system
details leave your premisses. Supports environments where data centers operate in
disconnected mode.

isco « v1.2.999

Released Jul 15, 2026 Details ~ Download options v

@

Assets App

Establish a single source of truth for your Cisco installed base by consolidating hardware
and software inventory from Cisco Install Base, telemetry, and customer sources. Explore,
filter, and act on assets through dashboards and inventory views. Covers service contract
and entitlement visibilty, LDOS and EoX planning, asset criticality insights, security
advisories, tagging and organization, inventory export, and self-service lifecycle updates
such as location changes and decommission requests.

Cisco + v1.0108

Released Jul 24, 2026 Details ~ Download options v

|._JQJb|ro > GJul.Jja IJE)P-Z-

@

On-Prem Al Inference Infrastructure

On-prem Al inference for CIQ air-gapped deployments, powering inferencing capabilities
on the virtual appliance without exteral connectivity. Requires one NVIDIA GPU (for
example, RTX Pro 6000 Blackwell Server Edition) to run a GPU-accelerated small language
model stack

Cisco «v1.0.4

Released Jun 4, 2026 Details  Download options v
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Download On-Prem Al Inference
Infrastructure

System version

System vv1.2.0

Build type

Release

Application version
1.0.4

Cancel Download
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aluali,
asco 1Q

&0 systemsSettings Package Management

Modules Rules Entitlement

Package Management
System 5 .
Commoni. sets CIEID

CAF (Common Automation Framework) provides GitLab- Establish a single source of truth for your Cisco installed
based CI/CD infrastructure for Cisco ACI network automation base by consolidati and sof inventory from
on the CIQ platform. Cisco Install Base, telemetry, and customer sources. Explore,
filter, and act on assets through dashboards and inventory
views. Covers service contract and entitlement visibility,
LDOS and EoX planning, asset criticality insights, security
advisories, tagging and organization, inventory export, and
self-service lifecycle updates such as location changes and
decommission requests.

v1.0.30

v1.012

Installed July 21, 2026 - Installed July 21, 2026
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System Settings & Package Management

Add Module

Connection Management

Activity & Logs 19 Select Module Select Module

File selection

Package Management .
kag g 2 | Select Deployment Size @ SCP server O Local file upload

System
Configuration

Cancel




WIS 9226 uplbso
2oy esh weass 1JpdWd 1dpedod Jssd:10.

elbe SCP: bgd luwpe pJW 2506 IJoowse (puvezuws JJpddle IJJws)8).

weesd Idpd IJpeds: e wuwee pdB IJooose IUss op cujsdoe slddice (6,
puwczuws Jdpddle Gues 30 zszlulse 19 1o, cuvow 98¢ Idozesd). pdlzbs: cposs
b)ys96 wegpesd Idpdwd IUpeds eds 2> 20 5 9896. bl wzlyjo gpdss [dogpsd 030 IJpeso.
O wsVOuvd IJooose. luvwgsle gbe SCP o9 IJb,s86 1JpdoJs Juoplu oo wse
IJolze sldpuwed).

lod, B9 Next (IJelds). swsl Iduble wogpsd IJpdd.11.
2o 2ze IJuuin (8ds uwwsd Idpeld: LoEs) 19 pesuwb ls Jos)). 12.
bbb s SULSD 9236 Lpbss. swil IJotuse IsWeErd el wsw 40 945 5859613.

Qé_).___Sg_}l J!Qrohoo.

e IYopld lJooose wbo) lJouss IJiowlowss JJlowesJid Al eds gdlpd IJowssy 19z
lJupeloss Ws o 1Jgjpes.

% pdlebo: spdu wuvgsd 9236 916 WEb JJwuso IJiw|w§6 JJlgwesdiJ Al eds
IJdpos9es JIJ 9226 pelded sumsele (GPU). ouweise 030 1926 291U 90 wldplisé oo

31d,6 GPU VRAM. pzlads wowse posd luolds sds 9220 peldes |Uyuuw9pele (GPU)

VO wol sy pIE9PS.

51,6 1J9g»6 [Juplbsd JJwossd IJiuuluu§6 Jluvesdld Al On-Prem

Soptr Siusool $pdo bLs 9238 Idowss Iluluss JJluwesdid Al gds 1Jghe po edled
lJowsse wbousdle Vs s 1dz)es.



g
OVA 445, Asset 114, Al Infra 104, Assessments v1.0.54

&0 System settings Package Management

Modules Rules Entitlement

Local Identity &
Access

Connection Management

Activity & Logs @
Assessments

Proactively assess network infrastructure for security,
System compliance, and lifecycle risks. Run assessments on a
schedule and turn validated findings into insights,
recommendations, and structured reports. Covers security

Package Management

Configuration

hardening, quantum-safe readiness, software conformance,

security advisories, configuration best practices, and field
notices.

v1.0.54

Installed July 19, 2026

On-Prem Al ...

On-prem Al inference for CIQ air-gapped deployments,
powering inferencing capabilities on the virtual appliance
without external connectivity. Requires one NVIDIA GPU (for
example, RTX Pro 6000 Blackwell Server Edition) to run a
GPU-accelerated small language model stack.

v1.0.4

Installed July 19, 2026

+ Add module

®
sssets

Establish a single source of truth for your Cisco installed
base by consolidating hardware and software inventory from
Cisco Install Base, telemetry, and customer sources. Explore,
filter, and act on assets through dashboards and inventory
views. Covers service contract and entitlement visibility,
LDOS and EoX planning, asset criticality insights, security
advisories, tagging and organization, inventory export, and
self-service lifecycle updates such as location changes and
decommission requests.

v1.0.115-PR1145-7af56f92

Installed July 18, 2026
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Assets Overview

Overview = Filters \‘AhskAl [ Custor

Inventory Total Assets

Service Contracts 4,231 17,869

Assets Assets and subcomponents
End of Life

Key Asset Metrics

Covered Assets Uncovered Assets

2,520 60% 171 40%

Covered Of all assets. Uncovered Of all assets.

Assets Covered by Service Contracts s Last Date of Support Snapshot View deta

2,000 Eral

wodes IJiuesd

bl 8s luuld Al s p lbJlB 1Jouss I luslguss Jlguesdid 1dsdle Il obolss gJs2.
|Jroou06.

Al Assistant

| & New thread g
= (@ Al Assistant 8:11PM

Today
Asset overview query e .
| can help you explore your Cisco install base. Here are my capabilities:

« Lifecycle & LDOS — find assets past or approaching end-of-life milestones

- Coverage & contracts — check contract status, warranty, and renewal windows

« Security advisories — surface PSIRTs and vulner: ies by severity

+ Inventory breakdowns — filter by product family, location, software type, tags, and more

« Field notices — see how many of your devices are affected by critical or high severity field notices

+ Telemetry & connectivity — see which devices are connected and last signal dates

What would you like to know?

G Qa9 C

9 Browse prompts Ask the Al Assistant a question

Assistant can make mistakes. Verify responses.
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Al Assistant
f Support (LDOS).

Al Assistant 11 PM

with Extended Support: 12
vered: 390

Troubleshooting Assessments - Security Advisorie... Assets Assessments - Configuration More ~

Generate a PPT summary report fo

How many sub-components ach LDOS In the

How many ¢ an n my t

How many assets are both covered and past their Last Date of Support (LDDS)?

Summarize the top 5 product families with the most devices past LDOS and affected by security advisories.

(¥ Browse prompts
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Assets Inventory

Overview
Inventory

Service Contracts
+ Insights
End of Life
» 69 assets that are not cov by any support contract have already reached La
Priaritize upgrades or replacements for these as! to mitigate operational risks
175 Cisco Catalyst 9300 Series Switches it assets) lack
Align renewal planning with the channel partner for these business-critic:
73 assets with |
telemetry for t

75 assets (4.
evoid lapses in vendor support and potential

B Feadback

75 assets (4.4%) have i of tract wal dates

with tha selling partner to ranew these contracts before expiry. View

Product Product Serial » 1 Contract Coverage Telemetr
[[+] Type Humber le i G Humber Status y Status

Cloud and ... g , 20 = ® -]

Switches

Switches

Switches

Switches
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Al Generated Inventory Analysis [ 4 Download PDF »

Security Advisories by Coverage Status

NOT COVERED: 6,046.00 -

26,803

advisories

"\ COVERED: 20,757.00

This donut chart compares security advisories between devices with active coverage and those without.

KEY INSIGHT

Devices that are NOT COVERED account for 8,046 security advisories, representing 23% of the total exposure despite
being a smaller portion of the inventory.
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Assets

Overview

Inventory

Service Contracts

End of Life
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Inventory

Assets

Q search Product family v ProductID v Location v Tags v = Filters (1) 1716 results Reset filters
4 Insights : 69 assets that are not covered by any support contract have already reached L of Support, leaving them without security patches or bu... v
« 175 Cisco Catalvst 9300 Series Switches (49.7% of

assets) lack active support contracts. which mav limit access to Cisco support resources

O Name Product Product Serial Next Next Contract Coverage Telemetr Securit ® ()
ID Type Number Milestone Milesto... Number Status y Status Yoo

ouesS) Ietisu B IUsess IJupbss JJiuesd
bbb gs suos). &Hue esblo IJouoss).2.

* 0 Q|

Inventory Export Options

File type
Assets ® csv O xLsx

Q Search Productfamily v | ProductiD v | Locaion v | Lastsignaldate v | Tags v = Fit
Export column selection
Select to include columns or deselect to exclude
4 Insights : 381 assets (69.5%) are not covered by any support contract, which may limit access to Cisco support resources. R them from the file to be exported. Drag to reorder.

29 assets (5.3%) have 3 May R v th : Name

Product ID
Product ID Product Serial Next Contract
Type Number Milestone ¥ Number Product Type

Switches End of Servi... Jan 29, 2027 Serial Number

Switches = Next Milestone
Switches Next Milestone Date
Switches ‘Contract Number

Switches Coverage Status

Telemetry Status

Switches

o000 0000000

Switches Security Advisories

. Data Source
Switches

Location
Switches

IP Address
Wireless

Role
Wireless

Importance
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Service Contracts

Overview

Q Search All status types v All expiration d... Tags v 167 results
Inventory

Service Contracts 4 Insights Analyzing your dai

End of Life Coverage ® Contract Number Support Type Support Tier Start Date End Date Partner o
Status
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NP Assets Service Contracts Table Settings

Overview Table Density

Condensed
Q Search Al status types v All expiration d. 167 results O

Inventor
Y @ Compact

Service Contracts 4 Insights : Presidio Networked Solutions is the partner for half of the pired service contracts, indicating a potential concentration risk for O Comfy

« 80.0% of Swss b ’ re .
Spacious
End of Life O L=

Coverage status © Contract ID Support type Support tier Start date End date
—_—————————————————————————  Column Settings
(] Swss No support Feb 19, 2022 Feb 5,202 select or deselect to show or hide columns. Reorder

columns by dragging.
TSS No support Dec 24, 2021 Feb 23, 2C

) Coverage status
No support May 2, 2022 Jul 11, 202
) Contract ID

No support May 31, 2023 Jul11, 202 Support type
No support Nov 9, 2022 Oct 26, 20 Support tier
No support Jul 15, 2023 Feb 25, 20 Start date
End date

Partner

Basic Feb 7,2024 Aug 20, 2C
No support Jun 29, 2023 Nov 17, 20
Basic Oct 18, 2023 Dec 30, 2C
Basic Aug 7, 2024 Apr 17, 20
No support Nov 6, 2023 Aug 10, 20
Basic Apr 14, 2024 Nov 3, 202
No support Sep 11, 2025 Nov 11, 20

No support Aug 19, 2024 Apr 30, 20
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Y Assets Overview

- S _____
55 Overview Product family v Last signal date v Data source v Asset location v = Filters l 9 Ask Al ll Customize

i Inventory Total Assets

167

Assets

Service Contracts

End of Life
Covered assets Uncovered assets

153 92% 14 8%

Covered of all assets Uncovered of all assets

Assets Covered by Service Contracts View details Last Date of Support Snapshot View details
150 -eeeeeeeneeesenaee e e 80 e
37
35

30

25 -

2
B
H
@
<
s
s
a
E
-
Zz

Number of Assets

14
10

Standard Signature No support
Support Tier Past milestone Within 12 months ~ Within 12-24 mon...  After 24 months

Key Asset Metrics

Assets with telemetry Assets without telemetry
167 100% 0 0%

with telemetry of all assets without telemetry of all assets

Assets With Critical or High Security Advisories View details Assets by Criticality View details
145 assets can be evaluated for criticality.
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feeny Overview Filters

Overview Product family v Lastsignal date ¥  Datasource ¥  Assetlocation v = Filters n

f:. Inventory
HS
Total Assets No saved filters yet
Service Contracts 1 67 Select a set of filters to save for future use
Assets
End of Life Asset
Covered assets Uncovered assets Product type

153 92% 14

Covered of all assets Uncovered

Product family

Assets Covered by Service Contracts View details Last Date of Support Snapshot
TP Product ID
37
a5
Contract number
30

= Coverage status

Number of Assets
Number of Assets

Support type

v
v
v
v
v
Cancel [ Save Filter
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Name saved Filter

Filter name *

[ Custom Filter |

Cancel

Save Filter
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Assets Overview Filters

Manage saved filters

‘Saved Filters
Overview

Product family v Last signal date v Data source v Asset location v = Filters (1) Resetfilters ®
v

Inventory

Total Assets

Service Contracts 45

Assets
Product
End of Life &2

Asset

Routers X
Covered assets Uncovered assets

a5 100% o Product family

of all assets Uncovered

Product ID
Assets Covered by Service Contracts View details Last Date of Support Snapshot
40 35
‘Contract number

Coverage status

Support type

Number of Assets

Number of Assets

Coverage end date

Cancel @ Save Filter v
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Overview < Saved Filters

A list of previously saved filters.

Overview Product family v Lastsignaldate ¥  Datasource ¥ | Assetlocation v = Filters (1) Resetfilters F—
Saved Filters

Inventory

Total Assets
Service Contracts 45

Assets
End of Life

Covered assets Uncovered assets

a5 100% (1}

of all assets Uncovered

Assets Covered by Service Contracts View details Last Date of Support Snapshot

40 35

Number of Assets

Number of Assets.
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S Assets Overview < Saved Filters

A list of previously saved filters.

55 Overview Product family v Last signal date v Data source v Asset location v = Filters (1) Resetfilters -
Saved Filters ee

f:, Inventory Total Assets

45

Assets

Service Contracts

End of Life
Covered assets Uncovered assets

45 100% 0

Covered of all assets Uncovered

Assets Covered by Service Contracts View details Last Date of Support Snapshot
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30

SRS

Number of Assets
Number of Assets.
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Delete saved filter
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Ny Assets Overview
B3 Overview = Filters [ 9 Ask Al ] [ Customize ] [ Saved Filters ]
&2, Inventory Total Assets
@ Service Contracts 1 9 9 92 8
@ End of Life Assets Assets and subcomponents
Key Asset Metrics
Covered Assets Uncovered Assets
186 93% 13 7%
Covered Of all assets Uncovered Of all assets

Assets Covered by Service Contracts View details

200 s
186
150 e EE—
2
@ 100 e e
<
50 R oo
13
O e e 0 I e
Basic Standard Signature No support

Support tier

Assets With Telemetry Enabled
186 93%

With telemetry Of all assets

Assets With Critical or High Security
Advisories

View details

91«

Of the 186 assets with
telemetry enabled, 170 have
critical or high Security
Advisories

Asset Breakdown
Top 5 Product Families

View details

Cisco 5500 Serie.

' 50

Last Date of Support Snapshot

View details

BORS e

57
50 s
40 - R e
g 32
g 30 mm—— e
<
20
ZOR I
10
2
Py __— — |
Past Within 12 Within 12-24  Within 24-36
milestone months mon... mon...

Assets Without Telemetry Enabled
13 7%

Without telemetry Of all assets

Assets by Importance
Importance can be evaluated for 185

View details

assets.
100 e
83
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61
60—
2
]
@
0
o 4
40—
208
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Low High Critical
Importance

Top 5 Install-At Locations View details
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Assessments ; S
< Security Advisories

o Cisco 10S and 10S XE Software Session Initiation Protocol Denial of

Service Vulnerability
Findings by Asset

Security Advisories ~ About the Assessment

A vulnerability in the common Session Initiation Protocol (SIP) library of Cisco 10S and I0S XE Software could
Security Hardening allow an unauthenticated, remote attacker to trigger a reload of an affected device, resulting in a denial of
service (DoS) condition. The vulnerability is due to insufficient sanity checks on an internal data structure....

Configuration Show more

Severity CVSS score
Field Notices © High

Version First published Last updated

11 Sep 25, 2019 Oct 4, 2019

References

Security Advisory 7

Asset Results
Q, Search = Filters 12 results

Asset Result 2 Product ID IP Address Serial Number Support &
Tier

ISR44... A Potentially Affected Signature
ISR43... A\ Potentially Affected Signature
Isr4431 A\ Potentially Affected Signature
ISR43... A\ Potentially Affected Signature
ISR44... A\ Potentially Affected Signature
ISR44... A\ Potentially Affected Signature

A\ Potentially Affected Signature

oBlLosd luvouuble Ul
IJoze g0 volisg wdsse IJiuesd souodseol
Sedud oLodss b)sds e I8lses wlgosl eubz eo IJ@skse Idpouwsds 19 1IJud)

B9 e3led IJouo st 9leosh tsb pu Blises e9lpd IJooBdiss IJpolzs. sedud lsuol
IJoze eu ldluosd gu bysd beld luve Idluod Bs 2dd 1oz e.

S pdlebs: 9> odsu veue psuiele pedss eds euwe ledble wdos)
lJuulué.ow9w,) pyuiele peodws eds euve [Jbsl) sldidsule 1Ugluoo LY.

e volisz vdsse IJivesd

Jerue wlluosd vosed cdsse: lud) B398 o> IUIuesd pu 229J volisz IJodsse.
O&Hue L9 wluosd wulisz wdsse IJluad.



alaln
<isco

Security Advisories > Cisco Secure Boot Hardware Tampering Vulnerability

D 25 W 4 W Result

Assessment: Cisco Secure Boot Hardware Tampering Vulnerability

Assessments

Overview

Findings by Asset

Security Advisories

Security Hardening

Configuration

Field Notices

Result Details (A Potentially affected

Evidence

v Matched on software type

+ Matched on chassis product ID
+~ Matched on module product ID

Additional Verification Needed
1) Software Releases are not checked for the automation of this Security Advisory. You must manually check your software release

against the information in the advisory. 2) Module/Chassis PID level Automation is not done for the following product families. Please
refer to the Security Advisory for the impacted PIDs and determine the Vulnerability of the device Cisco 4000 Series Integrated
Services Routers Cisco Catalyst 6800 Series Switches Cisco Network Convergence System 5500 Series Routers

~ About the Assessment

A vulnerability in the logic that handles access control to one of the hardware components in Cisco's
proprietary Secure Boot implementation could allow an authenticated, local attacker to write a modified
firmware image to the component. This vulnerability affects multiple Cisco products that support hardware...
Show more

Severity CVE CVSS score

© High - . — 6.7

First published
May 13, 2019

Last updated
Nov 20, 2019

References

Security Advisory (7

View evaluated asset

About the Asset

Product ID Product type IP Address
-—n Switches - - -

Software version Location
SAN JOSE,CA,USA

Serial Number
- s 4

Support tier

Signature
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}  Assessments Security Hardening Assessment

This assessment only applies to assets with Standard or Signature support. Learn about your coverage
Overview details in Cisco Support Tiers.

Findings by Asset
~ About the Assessment

Security Advisories This assessment evaluates your assets against Cisco OS Hardening Guides. It detects configuration
deviations across your infrastructure that may affect security posture, or risk exposure. Each security

i 1 hardening rule is evaluated across your covered assets, with findings prioritized by severity to help you...
Security Hardening

Show more
Configuration

Execution Outcome for Jul 20, 2026, 5:40 AM

Field Notices

~ Summary

Rule evaluations Assets included
179 146

Rule evaluations

The number of assets evaluated by a rule may differ based on its pre-checks.

Q search = Filters 179 results Saved Filters

Rule Severity Assets Did Not Passed Inconclusi Not ® Soft &
Evaluated Pass ve Appli... war...

ConsoleM... A Medium 10s

IGPMD5A.. @ High 108

Minimum P... @ High Aire0S
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~ Assessments < Security Hardening Assessment

Minimum Password Length Policy

Overview Evaluated on: Jul 20, 2026, 5:39 AM

Findings by Asset
~ About the Rule

Security Advisories Check 'Min. Password length' in show switch config, and warn if it is lower than 8. Proper security
configuration protects the wireless infrastructure from unauthorized access, data interception, and

compliance violations.
Security Hardening

Severity Software type Assets evaluated
Configuration © High Aire0S 31
Field Notices

Results Summary 31 assets

o 31 0 0

Passed @ Didn't pass © Inconclusive £\ Not applicable ©

Asset Results

Q Search = Filters 31 results Saved Filters v

Asset Result Product ID Serial Number IP Address Suppor ® (]
t Tier

Device._... © Didn't pass Signature
Device._... © Didn't pass Signature

Device_... © Didn't pass Signature

Device._... © Didn't pass Signature

Device._... © Didn't pass Signature
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i Assessments Security Hardening Assessment > Evaluation: Minimum Password Length Policy ¥ Ask Al

wewe A W 4 UN Result © Didn't pass
Security Hardening: Minimum Password Length Policy | Evaluated on: Jul 20, 2026, 11:09 AM

Overview

Findings by Asset Result Asset and Rule Information

Security Advisories ~ Finding Details

Based on telemetry collected on Jul 20, 2026, 9:04 AM
Security Hardening
* Minimum management password length should be 8 or higher: Global

Configuration Evidence

¥ Co
Field Notices )

1 Minimum password length does not meet security policy: Global

~ Recommendation

This is optional security best practice For more information:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/managing_user

3+
*‘ Suggested Commands Signature

config switchconfig strong-pwd min-length 8
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i Assessments Configuration Assessment

This assessment only applies to assets with Standard and Signature support. Learn about your coverage
Overview details in Cisco Support Tiers.

Findings by Asset
~ About the Assessment

Security Advisories This assessment evaluates your assets against recommended best practices based on Cisco's proven
expertise. It detects configuration deviations across your infrastructure that may affect availability, security,

or performance. Each best practice rule is evaluated across your covered assets, with findings prioritized b...

Security Hardening SR Ore

Configuration
Execution Outcome for Jul 20, 2026, 05:40 AM

Field Notices

Summary

Rule evaluations Assets included
729 146

Rule Evaluations

The number of assets evaluated by a rule may differ based on its pre-checks.

Q Search = Filters 729 results Saved Filters v

Rule Sever Asset Did Passe Incon No ® Categ {1 &
|

ity Girs Not... d clus... ory
NTP Peer Server Limits @ Low 99 0 Manage...
Software Timer Utilization Configuration @ Critical 2 (] Wireless

Console Memory Reservation A Medium 6 (1] Platform

SSH Server Logging A Medium 10 9 Logging
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) Assessments
Overview

Findings by Asset

Security Advisories
Security Hardening
Configuration

Field Notices

Rule Evaluations

IJoee g b,y &00 1UBsles so ol swol

The number of assets evaluated by a rule may differ based on its pre-checks.

Q search

Rule

NTP Peer Server Limits

= Filters 729 results

Sever Asset
ity S...

Incon
clus...

Saved Filters

No ®
t

Categ | &
ory

@ Low 99 0

Software Timer Utilization Configuration
Console Memory Reservation

SSH Server Logging

AP without Flex Group

IGP MD5 Authentication

Minimum Password Length Policy

SNMP Notification Destinations

Crash Info File Retention Limit

© Critical 2 0
A Medium 6 6
A Medium 10

© High

© High

© High

A Medium

@ Low

98 Manage...
0 Wireless.
0 Platform
1 Logging
Wireless
Routing
Wireless.
Manage...

Platform
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 Assessments

Overview

Findings by Asset

Security Advisories

Security Hardening

Configuration

Field Notices

<« Configuration Assessment

NTP Peer Server Limits
Evaluated on: Jul 20, 2026, 5:40 AM

~ About the Rule

Checks whether the number of configured time synchronization peers and servers stays within a
recommended limit, and skips the check when time synchronization is not configured.

Severity Category Software type Assets evaluated
© Low Management 10S-XE 99

Results Summary 99 assets

1 0 0 98

Passed & Didn't pass € Inconclusive A Not applicable @

Asset Results

Q Search = Filters 99 results Saved Filters v/

Asset Result Product ID Serial IP Address Suppor ® &
Number t Tier

© Not applicable Signature

© Not applicable Signature

© Not applicable Signature
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& Assessments Configuration Assessment > Evaluation: Memory Threshold and Reservation Se... ? Ask Al

Overview .-.Result © Did not pass

Configuration: Memory Threshold and Reservation Settings
Findings by Asset Evaluated on: May 19, 2026, 11:41 AM

Result Asset and Rule Info

Security Advisories
Finding Details
bl ey Based on telemetry collected on May 19, 2026, 10:26 AM

o N « Critical memory reserve (memory reserve critical) is not configured.
Configuration

Field Notices

Recommendation

8 Feedback

Cisco recommends enabling memory threshold notifications (memory free low-watermark for processor
and/or 10) and configuring memory reserve critical with an appropriate kilobyte value so critical management
processes retain memory during low-memory conditions.
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) Assessments Configuration Assessment > Evaluation: NTP Peer Server Limits

viae W 1 M Result (® Notappiicavie

Configuration: NTP Peer Server Limits

Overview

Findings by Asset Evaluated on: Jul 20, 2026, 11:10 AM

Result Asset and Rule Info

Security Advisories

About the Asset View evaluated asset
Security Hardening

Product ID Product type IP address Serial number Software version
Configuration - Routers - ——

Location Support tier
Field Notices SAN JOSE,CA,USA Signature

~ About the Rule

Checks whether the number of configured time synchronization peers and servers stays within a
recommended limit, and skips the check when time synchronization is not configured.

Severity Category Software type
© Low Management 10S-XE
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Assessments Configuration Assessment

This assessment only applies to assets with Standard and Signature support. Learn about your coverage
Overview details in Cisco Support Tiers.

Findings by Asset
About the Assessment

Security Advisories This assessment evaluates your assets against recommended best practices based on Cisco's proven
expertise. It detects configuration deviations across your infrastructure that may affect availability, security,
or performance. Each best practice rule is evaluated across your covered assets, Wi indings prioritized b...

Security Hardening e —

Configuration

Execution Outcome for Apr 24, 2026, 10:45 AM
Field Notices

Summary

Rule evaluations Assets included
160 327

& Feedback

o ~
<4 Insights ( signature View all

Based on data from your 312 Signature tier assets. ®

Issue Issue

ireless controllers show widespread Reversible password storage exposes Baseline logging, monitoring, and management
security and configuration gaps administrative credentials to compromise security controls mi

UJés
Jerwe wlposd I)ds:

P J9zo IUss: 1ol erue IJIJ. werue ods I9s zese 1Ua9s. 1.

1Q

Aszessments b # Configuration Assessment
4 Insights

e TvIew Insights are Al-generated. Based on data from your 312 Signature tier asset

Findings by Asset
Critical wireless controllers show widespread baseline security and configuration gaps ' issue

Security Advisories A tightly recurring
recommaeanded protections and operational setti
Security Hardening exposure while improving controller stability and less performanci

Primary affected assets: 25, all identi critical-importance devices.
Configuration 29 rules consistently fail together, including Security: Minimum managemeant password length shoul..., Security: Controller with telnet enabled, this is...,
Security: HTTP access to management is enabled, it..., Security: S5H high encryption is not enabled, it i..., and Security: WLAMN may be using management

Field Notices
r, including Version:

and High Availab

B Feadback

troubleshoating compl

Wireless performance and mos ng features are also repeatedly absent together, including CleanAir: CleanAir detection disabled. It is highl..., RRM: ED-RRM is
not in use. It is recommended ..., Band Select: Band Select is not in use on any WLAN. ..., RF: Legacy rate in Global in use. Disabling ..., and Rogue Detection:
Minimum Regue RSSI detection threshold s..

B ] rule: entl r togather, ramed shi 3513 ing a hardened controller configuration baseline rather than fixing each
rule independantly.

Recommendation

ine by updating management access security settings including pas:
s methods,
a recommended controller software version a
ble time synchronization settings including r ble NTP
4. Enable recommended wireless monitoring and RF optimization features such as rogue detection monitoring, RRM capabilities, and CleanAir where supported.
5. and correct network segmentation and WLAN-to-management VLAN separation to prevent exposure of management interfac

w26 1U)9s
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Configur n Assessment > Insights
Assessments

Critical wireless controllers show widespread baseline security and configuration
Overview gaps
Insights are Al-ge . on data from 312

Findings by Asset
Details Source Findings

Security Advisories

{‘ Insight

Security Hardening
Configuration

Field Notices

Security: Controller with telnet enabled, this is...,
TTP access to management is enabled, it..., Security: SSH high encryption is not enabled, it and Security: WLAN may be using management
ating multiple man; -plan po oints.
uding Version: Controller with not recommended code ver..., NTP: Controller without ti SOUrc
set, but no NTP ..., and High Availability: High Availability is a recommended redun..., increasing operational risk and

¥.
and monitoring features are also repeatedly absent together, including CleanAir: CleanAlr detection disabled. It is highl..., RRM: ED-RRM
s not in use. It is recommended ..., Band Select: Band Select Is not In use on any WLAN. ..., RF: Legacy rate in Global in use. Disabling ..., Rogue
Detection: Minimum Rogue RSSI detection threshold s.
cause these rul ntly appear together, remediation should focus on establishing a hardened controller configuration baseline rather than f
rule independeantly.

Recommendation

4, Enable recommended wireless menitoring and RF optimization features such as rogue detecti here supported.
-t network segmentation and WLAN-to-management VLAN separation to preve i

Affected Assets

25 results

Product ID Serial Number IP Address
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Configuration Assessment > Insights
Critical wireless controllers show widespread baseline security and configuration
gaps

Insights are Al-generated. Based data from 312 assets with Signature support. @

i Assessments

53 Overview

Findings by Asset

Details Source Findings

Sacurity Advisories

Security Hardening

Sa Configuration Rule Severity - Serial Number Result

High Availability: High Awaila.. Low it
| Fleld Notices igh A gh Availa... @ Low © Didnatpass

L]

0 Did not pass
D) Did not pass
0 Did nat pass
D) Did not pass
D Did not pass
0 Did nat pass
High Availability: High Availa... 10 Did ot pass

Hig ¥: Hi 0 Did not pass

o o o 0 o 0 0o ©

0 Did not pass
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i Assessments Field Notices

Overview
~ About the Assessments

Findings by Asset . . . . " . .
952y These assessments compare your assets against Cisco Field Notices. Field Notices flag non-security

product issues that may need action to prevent incidents.

Security Advisories

Security Hardening Field Notice Assessments

Configuration Q Search = Filters 47 results Saved Filters v

Field Notices Assessment Severity > Affected Assets Potentially Affected &
Assets

FN74350 - Cisco Unified Border ... © Critical

FN74223 - Some Cisco NCS 540 ... @ Critical

FN74267 - Cisco NCS-55A2 and ... @ Critical

FN74353 - Cisco Network Conve... € High
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\ Assessments & Field Notices
. FN74223 - Some Cisco NCS 540 Series Medium Density Routers May
RS Become Unresponsive After Upgrade to Cisco I0S XR Software
Findings by Asset Release 7.11.1 or Later - Workaround Provided

Security Zduisories ~ About the assessment

Security Hardening Some medium density Cisco Network Convergence System (NCS) 540 Series Routers may not boot when

subjected to a field programmable device (FPD) upgrade during installation of Cisco I0S XR Software

— . . Release 7.11.1 or later.

Configuration
Severity Last updated Bugs

Field Notices © Critical Dec 11,2024 - ——

References

Field Notice 7

Asset Results

Q Search = Filters 3 results Saved Filters

Asset Result Product ID Serial Product Product
Number Type Family

Device_70_1_... A Potentially affe( Routers Cisco Network... ( signature

Device_70_1_... A\ Potentially affe( Routers Cisco Network... Signature

Device_70_1_... A\ Potentially affe( Routers Cisco Network... Signature
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> Welcome, g 89 Erllakics (Log out

admin

v Get Started Qs User Security
Manage

2 Account

Applications Default-Customer

2 Reports Unlock personalized, proactive, and predictive insights to enhal

N, &3

Assets Script Manager

@ Language
English

(@ Theme Light | Dark | System

Script Manager app

Cisco 1Q 1.2.0 released
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User Security

Change Password Security Questions

Change Password
Choose a strong password that contains the following:

@ Atleast 15 characters

© Atleast 2 uppercase characters
@ At least 2 lowercase characters
@ At least 2 numeric characters
© Atleast 2 special characters

@ No repeating characters

Password

New password

Confirm password

Iwisds 1Jloly

lod) W89 Iuwisds IJlele Jbee gdles IJowgsw.3.

User Security

Change Password Security Questions

1

No security questions configured

Set up security questions to help recover your account if you forget your password.

Configure security questions

gdles IJowssy luwisds Ulplo

lody eds cdsse luwisds 1Jiely 4.



alnili
cseo 1Q

User Security

Change Password Security Questions

Security Questions
Set up security questions to help recover your account if you forget your password. You must answer all questions.

Question 1*

Select a security question

Answer *

Question 2 *

Select a security question

Answer *

Question 3 *

Select a security question

Answer *

Question 4 *

Select a security question

Answer *

Question 5*

Select a security question

Answer *
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A rome Welcome, I R GRS

admin

EL Launchpad

v Get Started User Security Manage
= Dashboards

Account
Personal Applications

Default-Customer

(2] Reports Unlock personalized, proactive, and predictive insights to enhance decision-making and improve operational efficiency.

@ Language
English

Ny &3

Assets Script Manager

Q@ Theme Light | Dark = System

Up-to-date visibility and comprehensive view of assets to Script Manager app
optimize utilization, reduce risk, and improve planning

Cisco 1Q 1.2.0 released

Cisco IQ is a standardized Kubernetes (K8s) cluster on customer premises, spanning one
or more standardized VMs, supporting both air-gapped and non-air-gapped environments,
leveraging common CX platform services, implementing unified governance and
operations procedures, utilizing defined app packaging and simplifying application
deployment and lifecycle management.
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User Security

Change Password Security Questions

Change Password
Choose a strong password that contains the following:

@ Atleast 15 characters

© Atleast 2 uppercase characters
@ At least 2 lowercase characters
© Atleast 2 numeric characters
@ Atleast 2 special characters

© Norepeating characters

Password

New password

Confirm password
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Forgot your password?

Enter your username to begin the password recovery process.

Username

Enter your username

Continue Back to login
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Verify Identity

Answer the following security questions to verify your identity.

What city were you born in?

Enter your answer

What is your mother's maiden name?

Enter your answer

What was the name of your elementary school?

Enter your answer

Verify and continue Back to login
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Set New Password
Choose a strong password that contains the following:

@ At least 15 characters

@ At least 2 uppercase characters
@ At least 2 lowercase characters
@ At least 2 numeric characters
@ At least 2 special characters

° No repeating characters

New password

Confirm password

Reset password Back to login
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Ao System Settings

Local Identity & 5
Access Search = Filters 3 results

Connection Management LastLogIn Status

Activity & Logs r2@abe.co July 16, 2026 © Active

&% Package Management July 16, 2026

ly 17, 2021
System July 17, 2026

Configuration
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‘0 System Settings
issions via groups, set up your groups in User Groups.

Details Email address

Activation code
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Set New Password
Choose a strong password that contains the following:

@ At least 15 characters
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@ At least 2 lowercase characters
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@ At least 2 special characters

@ No repeating characters
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Reset password Back to login
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A Delete user group?

User group will be permanently removed from the platform.
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[ Download SP public certificate ] [ Download SP metadata ]
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Add identity provider
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Map identity provider roles to system roles to assign permissions.

Map User Roles

IDP Role System Role

ig-demo-user General Account...

<+ Add identity provider role
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Get-AdfsRelyingPartyTrust -Name

”) .AccessControlPolicyName
To set “Permit everyone” (no MFA requirement), run the following command:
Set-AdfsRelyingPartyTrust -TargetName “



-AccessControlPolicyName “Permit everyone”

You can also create the trust through PowerShell:
-Add-AdfsRelyingPartyTrust °

=Name *

LI

-Identifier *“

» N

-SamTEndpoint (New-AdfsSamlEndpoint -Binding POST -Protocol
SAMLAssertionConsumer -Uri *

o
-AccessControlPolicyName “Permit everyone” °
-IssuanceAuthorizationRules ’=> issue(Type =

“http://schemas.microsoft.com/authorization/claims/permit”, Value =

utruen) ;
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$relyingPartyName = “Your-RP-Name”

Op v Y9l Idpbldule Jhuwld pedyple Idpuuetse 9829562
lJpzeses IJs Cisco 1Q.

$claimRules = @’
@RuleTemplate = “LdapClaims”
@RuTeName = “Send Email and Name”
c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”, Issuer == “AD
=> issue(store = “Active Directory”, types = (“http://schemas.xmlsoap.org/ws/2005/05/identity/claims/em
@RuleTemplate = “LdapClaims”
@RuleName = “Send UPN”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”, Issuer == “AD
=> issue(store = “Active Directory”,
types = (“http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn”),
query = “;userPrincipalName;{0}”, param = c.Value);
@RuleName = “Transform Email to NameID”
c:[Type == “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress”]

=> issue(Type = “http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier”,
Issuer = c.Issuer, OriginalIlssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.ValueType,

Properties[“http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format”] = “urn:oasis:names:
@RuleName = “Send Group Membership”

c:[Type == “http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”, Issuer == “AD
=> issue(store = “Active Directory”,
types = (“http://schemas.xmlsoap.org/claims/Group”),
query = “;memberOf;{0}”, param = c.Value);
@

obousd $oles IJpbldus ogvgsd IUle, IJolds:3.

Set-AdfsRelyingPartyTrust -TargetName $relyingPartyName
-IssuanceTransformRules $claimRules



Write-Host " 99lg> |Jploldwé [Jos wp wdssuoel vuele!" -dou 1Up8>,06 I.Ji'au'oJ

Cr3$t Sev 10 $2eas I eumle puwctse AD gds pwes ldwnss. Il dluw
030 IJwpd p 99936 Jl spw9s wldss> SAML gJs pbldewo )6
IUJe90: pel 5938 1 s 1Jeuols 36,

Jozsse £09lo 1denss I e,90s Jdpuweese: Bp woodss Il
PowerShell IJolds:

Set-ADUser -Identity “

” -EmaiTlAddress

ozl pu peestle lJpuweispsu

Sp wESSU luve Idpuwetse JJoelds pu eLr9ss preoEsdT.
IJpumwedrpsu eu brsd wuvesd e, IJelds:

$username = “username”
Sp woubtsd Iisle) 1Jeldss JJews) eds eumly Ideuwerp:2

$searcher = [adsisearcher]“(samaccountname=$username)”
$user = $searcher.FindOne()

&2 pzesele IJos soops Idsol Ideuwetse lawesle IJle, 1Jels:3.

$user.Properties.memberof

ORI

CN=Role - plog,9 CXIQ. OU=pzp9¢le 1JI9l, DC=Dev. DC=ppJs



oJd9sy ADFS JJe e s oo w9 dse SP

WO ¢bp ADFS: §p wluwos)ls Guolss SP |Js péiw TrustedPeople: 1.

Import-Certificate -FilePath “C:-provider-certificate.crt”
-CertStorelLocation “Cert:”

2o, les 1dgshle IJoldss:2.

N pdlebs: sep luosly Giolss SP po Sud prze pussd Sleds Il spdo
J ADFS IJezdd pu wozoe pu 2dld uwduwds 1Je@s 1d9sluwss.

oebsd ldogds pu uoed [Juvduwds ouvdd gle Jzod IUlgc el 030 -

Set-AdfsRelyingPartyTrust °
-TargetIdentifier “

-SigningCertificateRevocationCheck None °
-EncryptionCertificateRevocationCheck None

Bl dloe yuol>é SP (ols)é g0 pize pu2d8 (€80 £9986 Slosl) Gp -
wluwos)b guolss 1dpe,yze 1Jpues 8 [Jpuo,6 1Js peiu Iduvoble 1Jgs,

Import-Certificate -FilePath “C:-ca.cer” -CertStorelLocation
“Cert:”

obousy lJogss)le olebsé ouvgsd ¢x06 ADFS.3.
Restart-Service adfssrv
lesls puols 86 PKIN isolss
89002 03l IJSuwe Jsdiss |Jolds 1Jp o> 36 IUpuwenss Ids 1 uiel>s (s
lJolol 96 1U3dso 9 yuolss Idu,ulee) veluow Jdele 1dey9). Spdo wilbs ol

IUBuwe 13l Jloe 1deuol386 wddes [e,9, bbb Jlbss.

wowse x9; AD CS CA

Jovwse s9) ldeyze IJpuord Jésple uoble Idledlule (CS):



288 pel B IO IJpze IJpuos8d Jdpduwuwd p929sl wldded S peldI1.
gu bysy wyvésd lJle) 1dolds:

certutil -config - -ping

Bl Sle 1Jie) whiele loverlos poldes: Sspdud wibes Ll o3l IUSuwp. wp
odasu wssed oldwed. B IIu Jle)y subs) IUs g0 IJsws) eds Ideoze
IJeu238: B8p wldpologs [Us IUgbss 2.

Be wotuss 39, Ieze IUpuosd eu brsd wuvésd IJie IJolds:2.

install-WindowsFeature AD-Certificate -IncludeManagementTools

Ge wodasu 29) CA eu bysd wuvgsd Iie IJelds:3.

nstall-AdcsCertificationAuthority °
-CAType EnterpriseRootCA °
-CACommonName *“

-KeyLength 2048 °

-HashAlgorithmName SHA256 °

-CryptoProviderName “RSA#Microsoft Software Key Storage Provider” °
-ValidityPeriod Years °

-ValidityPeriodUnits 10 °

-Force

2288 pu IJovuse po dld wuvésd IJie) IJolds:4.

certutil -ca

Slds o0 1o 1Jg206 wubbos 55pdu 1Usuosd IUsol g0 bysd wuvésd 1Jie,5.
lJolds:

certutil -config - -ping

wdosu Blde yuolss

Jodssu Gldew Juolss wlugwasle luwasle pdlz puolb$d Idepsd IJpzumy
(EKU):



lowe certsrv.msc 99 we £.956 CA.1.
1oy v el IUlspo W96 B9ldw Iduvelss > 15L)6.2.

Ip vod)h Sldo lJpuwwese.3.

S

pdlelod: Sldo Ipumese ldesopo sepd Iy uolde BEb B3l Jive
lJubolyé lJuols,6 puo wooey EKU Jeol> 96 1Ugpsd.

Ip wodssu lIJlesble Vs gdlele IJowsse IJoldssd.

elp: 3¢do "ClQ puwogpd LO26 0956" I IUluwe peld pe Su)6 -
wedlzsd pu sles (1) puws

peldzs IJbdo: 225 IJosdse sldogvds) pu ldBlses IJpugusds -
lJ&Hruo 9233 ¢lus IJIgosh) Iduwele vouoss) el 1UElLe

lwe 1Jp9uo9e: 23> Build oo ped9pele Active Directory 990 -
COUPPSU WS I 908 Vs JJ pu 2dds IUpsuoe 9SAN

o3t Sev 10 s2es a8l 1Jeso9e 9SAN edis luwe Ipuweese
IJlgwluws (UPN) Jdeuwedse 19 woss [ddesgos sblod guvle AD.
sezp ADFS Iestsuo Jeuwatsp AD ulseisle o Jd 10z dsd.

IJpdedle: olds pu o gusluwle IJobousd wouops "euols 96 -
IJe psd (1.3.6.1.5.5.7.3.2)"

IJiole: [olds puwaesps Idpeld 9puzop 1390le 1J@)les sldouwesd -

I wuuiy IJBIde wluwedsle 1Ule) Idelds:S.
Add-CATemplate -Name “CIQUserAuthentication” -Force
Cuwesd ybobs puvedse

e vouwesd 1Usgad Jpuwegsp 0001

cuvesd Iduvobs wouvgsd IJie) 1dolds:2.

certreq -enroll -user “CIQUserAuthentication”

Sedd pu wouse Idubobs wouvgsd IUle, IJolds:3.



Get-ChildItem Cert:| Where-Object {
$_.EnhancedKeyUsagelList.ObjectId -contains “1.3.6.1.5.5.7.3.2”} | Format-Table Subject, Thumbprint, Not

CuodSy Uwolxs puwegsp pu Windows soouswoel gds IUgpsd (Mac)

Jouoss) uwolddé puwegsp pou Windows |Js Mac:

ouodsy Iduiolbe po Windows gJs osisé pJd PFX covgsd Uiglro_ﬂ.
lJoldse:

$cert = Get-ChildItem Cert:| Where-Object { $_.Subject -Tike “*

*7 1

$password = ConvertTo-SecureString -String “

-Force -AsPlainText
Export-PfxCertificate -Cert $cert -FilePath “C:-cert.pfx” -Password $password

Ip wuldd pJue user-cert.pfx |Js zol; Mac U>sd.2.

loves,b [Juuelss [Js guduwds pdlose Mac wouivgsd 1Jie) 1Jolds:3.

security import user-cert.pfx -k ~/Library/Keychains/login.keychain-db -P “

A pdlebo: L luwos)b Idgivelbs: szw ledld IJpuwes)ruo 9lglbo Wozo
JJdog,o edso.

IJo6 B CA gds Mac g0 bysd Idogvgsdi4.

sudo security add-trusted-cert -d -r trustRoot \
-k /Library/Keychains/System.keychain ca-certificate.cer



wpdsu udlb IJuelsé Jpuolb 86 Lvolsé ADFS

Jupedso vilb IJyelss Jeuol> 96 Guol>é ADFS:

Sp wipdsu 0ilb wolss Uvolss ADFS Ipbodsws £0 boysd wuvésdt.
1Jisle, IJeldss:

EEnable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificate
Enable-AdfsEndpoint -TargetAddressPath /adfs/services/trust/2005/certificatetransport
EnabTe-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificate

EnabTle-AdfsEndpoint -TargetAddressPath /adfs/services/trust/13/certificatetransport

22dd pu wpdsu 2ese udlb IJuolss gu bysd wuvgsd e Idelds:2.

Get-AdfsEndpoint | Where-Object { $_.AddressPath -like “*cert*” } | Format-Table AddressPath, Enabled,

Spdsu puolh8s 1duuolss Jlulwss
Jopdso puols s [Juuelss il wss:

Bp v p99,8 1Jpuoh s IJiwluusss Jdswesd IJs luasloe.
SlJldwusloe oluwegsle Ul IJolds:

Set-AdfsGlobalAuthenticationPolicy °
-PrimaryIntranetAuthenticationProvider @(“CertificateAuthentication”, “WindowsAuthentication”, “FormsAu
-PrimaryExtranetAuthenticationProvider @(“CertificateAuthentication”, “FormsAuthentication”, “Microsoft

o2l0 pu wueesu JJlIJBlisposy CertificateAuthentication 92.
FormsAuthentication Ll vogsle 1Jisle, IJoldsé:

(Get-AdfsGlobalAuthenticationPolicy).PrimaryIntranetAuthenticationProvider
(Get-AdfsGlobalAuthenticationPolicy).PrimaryExtranetAuthenticationProvider

Sl pu wJIsu puds £esd TLS IJzlds wluwegsle 1l IJolds:3.

Get-AdfsProperties | Select-Object HostName, HttpsPort, TlsClientPort

131 Jo o TisClientPort o9 49443, B5p wipase Idpuds 9lelss wuvésd4.
$306 ADFS Ul uegsle 1Ji9le) 1Jol)ss:

Set-AdfsProperties -TlsClientPort 49443



Restart-Service adfssrv

luodlzle ScChannel/TLS (2,2 J PKI)

wed Idgbsle 18 b 1Jlg ule IJoldss Tgble CERT_E_UNTRUSTEDROOT
(0x800B0109) IJos wpug puols 86 Iduuolss pu IUgpd.

Jvoble SSL IJedsp6 eJs [Jpunds 49443
Jywb Jvoble SSL gds [Jpun93 49443:

Ip whilds |.,5 e (9leb) Juvelsle SSL 092936 £Js |.Jrogg§5 494431.
-__;|,Juoa)|p |._J|ro_) lJolds:

>netsh http delete sslcert
hostnameport=

149443

logble sub 2385 p& wpdsu wdlsp Uiolhs IJgpsd wluvegsle 1Jie)2.
Jeolds:

netsh http add sslcert hostnameport=

149443 °
certhash=

appid="“{5d89a20c-beab-4389-9447-324788eb944a}” °
certstorename=MY °

clientcertnegotiation=enable °
verifyclientcertrevocation=disable

Sedd pu wpdsu wldly o Luobé IUg psd wluwegsle 1dle) IJolds:3.

http show sslcert
hostnameport=



149443

oubsud pgjo Idgvoble (ole)

Joubsu pgio Idgvoble:

wedsy Sy o Windows ScChannel zpse Juvoble 1Jgpsd 131 Jlue
IJuwoble gs) 1Je9 886 3los! 092956 WS pgio 1Uzd) 1Je9esd wo. 03l 09

IJovew Idsssuvs Jigwlsdle PKI.

Gp wotrs IJoiltsue &) 1Jpsdes slosl Bs peiu 1z 1Jesesd wol.
gu by wyvesd IJle) Idolds:

$bad = Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }
$bad | ForEach-Object { Write-Host “PROBLEM: $($_.Subject) | Issuer: $($_.Issuer)” -ForegroundColor Red

ludd 030 IJuboble 1Js pgio CA IJsuwsh wouvgsd e, 1dolds:2.

$bad | Move-Item -Destination Cert:\IntermediateCA
Write-Host “Moved $($bad.Count) cert(s) from Root to Intermediate CA store” -ForegroundColor Green

23 pu 820 wile s Uoble £y 9988 slosl B pgiu e, 1Jpses 33.
wo gu brsy wuvesd e, IJolds:

Get-ChildItem Cert:| Where-Object { $_.Issuer -ne $_.Subject }

luedlzle ywed ScChannel (g52)

Jodsu lesble yugd ScChannel Joplo Loz puol> 96 Iduuolsé:

Gp woersd pots) punlh IJouwzsd wluvogsle 1Jie) IJolds:1.

$regPath = “HKLM:”

obusd lesble Idouvesd [pe»s B 1Jzasd buole Lluvaesle 1Jisle,2.
IJolJssé:



Set-ItemProperty -Path $regPath -Name “ClientAuthTrustMode” -Value 2 -Type DWord
Set-ItemProperty -Path $regPath -Name “SendTrustedIssuerList” -Value 0 -Type DWord

lJza9d 8: lesble ywed ScChannel

N UGB Goub
opedsy &9
IJesze 1deues9

lJzuoos Jouoese 2 ClientAuthTrustMode
puvb 1ozl s
IJleo,los.
Seug IJehe pu
buwld Blispesd
I .

J",’”‘.’.)')“"SU 0 SendTrustedlssuerList
1998 wop
lJdled leule
puoloze TLS.

lJozldd pu peju uuoble CA

JJozdd pu peju uvoble CA:

) odlzbé: szw o odaw uolss IJeyze 1dpuosd IJos wuos,y yuoble

lJpuwwgs e Vs SystemCertificateStore J_oplo IJog,d sdsol wuvdd

e

e wOEISS wuopd luole iols IJpsze Ideuosd wluvegsle 1Jie)1.
lJolds:

$caThumbprint = “

Sedd pu lu Lol>é CA 092956 LlJbeJ bs LocalMachineStore*2.
luwepsle IUle, IJolds:

$exists = Test-Path “HKLM:\caThumbprint”

Blde sop ldewy) eds Iduuolss: 9p wluwos, el |Us pgju LocalMachine:



if (-not $exists) {
Import-Certificate -FilePath “C:\YOUR-CA-CERT>.cer” °
-CertStorelLocation “Cert:”

}

lehs wuvgsd gbe ADFS (IUjlps)

Sp wlehs wuvsd elbe ADFS Clguegsle Ule, IJelds:

Restart-Computer -Force

N Uipbs: Il suus ciss) IJouvzsd ClientAuthTrustMode |1 o Jglsé
cubgsd Ighe.

oSy wslule ADFS 1JisJsé

Sedud oujsd wslule og)sd ADFS 1Jgluoo o wluuwgsle PowerShell |_9
pur oo [Use [Jglue .

el und

Jouoss) wslole ADFS 1Jisdss wluuegsle PowerShell:

Iz PowerShell gJs 1> ADFS.1.

Gp wouvgsd IUble, IJeldss Jouisd pdod IJuslole 1Jlsdss.2.

$metadatalrl = (Get-AdfsEndpoint | Where-Object {$_.Protocol -eq “Federation Metadata”}).FullUrl
Invoke-WebRequest -Uri $metadataUrl.AbsoluteUri -OutFile “C:-metadata.xml”
Write-Host “ADFS metadata exported to C:-metadata.xml” -ForegroundColor Green

w8 wubgsd IJlsle, sep b pJud Iduslule IJlsdss |Js Ci-
metadata.xml.

poLoE IJssyw

Jouoss) wslole ADFS 1JisJss wluuogsle pouodz 9suw:

loowd |Js https://<your-adfs-server>/FederationMetadata/2007-1.
06/FederationMetadata.xml. pwo sl "<your-adfs-server>" Ll w o



ldpuosd Jilse ADFS IUgloo o,
leb pdu wslule IJogysd XML BOs zluved guspl sbde poud2.
3J3.

lJodssy eds Cisco 1Q

JJdodssu eds Cisco 1Q:
v 9d adfs-metadata.xml |Us pzloé 1Ugpd.1.
I Cisco 1Q: luedd IJs leshble IJuble > cdsso Iduble > 0909,52.
lJo9s6.
Gp wozpsd pJB wslole og s ADFS Jluwed,lz bolsé IDP3.
908 1J9g»6 98 u9ly URL IJglo o SSO wJilissl.
eb lJodysy 4.

S

pdlebbs: 51 §loo ADFS Coouldss wilsd odlliss Juvoelss w9 dse
lps ldepsic see edsd lehs ooy oW wslule IJog,ss
_902_,0.._5.Jo |Js Cisco 1Q 'Jubr°|0 quopr Urouobéé.

lolwo ADFS IDP
WOS LOWIZ6 99,6 [Jo9gso: lud) |ol9s 0395 0956.1.

bed luwe 099, 1Jo9s6.2.

bed Ieeld (IJpeldle) (eJs wwosd Ipeld. company.com).3.

(I2osbs) 8p vouvgsd i) wpdsu vussd wuwesd IJe)sz U9 s 4.
131 Il 30 ploJsol.

Gp widuvew sldlBdle Iy wepsd pdd wslole og)sd SAML 1Jss5.
wpe lJzuosd eJso pu wbwsd IDP Bs 28d weesd wslule

ogHsY IDP.
luB) 999 2 9b.6.
N plebs: cgsn 1elds s luol ") edepd 2o $dopd cEsso
[J>9,¢ 9031 09 IJuwdod IJpw98E.
od9su wEssu 19,

Sod Ipolugs Jodsso cessu 19 olds pu lpdloss 1Jees) eds
pep9Ele p0 AD Jlgueslpol B ldogssu. JJews) eds presele pu AD.



Gp wouvésd IUle, PowerShell IJolJ.s:

$searcher = New-Object DirectoryServices.DirectorySearcher
$searcher.Filter = “(&(objectClass=group) (cn=Role - CXIQ*))”
$searcher.PropertiesToLoad.Add(“distinguishedName”) | Out-Null
$searcher.PropertiesToLoad.Add(“cn”) | Out-NuTll

$searcher.FindA11() | ForEach-Object { $_.Properties[“distinguishedname”] }

Suwogde Iduble 80 AD poluing go) wu9w9dsd 1Usuosd Ids 1d>dsd
29S8 1J9su (LDAP). 9Jl selbdw 9ale 1uolidss. swp Lzle pedsele
IJpze9gd vouuwss IUluve Ideps) wlddlpd" eds pvosd Idpeld:

CN=Role - plbg,9 CXIQ:. OU=Groups. DC=Dev. DC=DC=CN=Role -
puulosg CXIQ. OU=Groups. DC=Dev. DC=Example. DC=com

Bl dlpo IJpgpstle [Jpbdewsd &SJ 03,26 Szw 1u Sswp lublsol s AD
p0 Sod pwdsd lzuwle Bud lu copdy pu lYpld wesso 29 ADFS.

Jodssu wessu 1Ux9):

LR

Download SP public certificate | ( Download SP metadata )

results + Add identity provider

Connection Management Identity Provider Name Domain Names

Activity & Logs e Okta cisco.com

&% Package Management

System

ol Configuration %

oessu ldsg)

p0 pJS IDP 1 old: leo, ls$sus 1psss po lésble > vessot.
Il ooy LoWzs wessw b9l IJpuweese.



Cisco IQ Link_IDP

Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account...

General Account...

Select option

Select option

Select option

-+ Add identity provider role

wessu b,
I5¢d 59, IDP Js9, Iduble 1eess. Ixsl) IJuble IJolJss e3g906:2.

p>5) Ieuwle 1Jele: sopce pos) Ideusle IJele Clsole
Jlpdo Jooudss Jlwe Idlg)lele Ws Idpuce. 295 IdpJiydsu
slpdsl (IJlgwe 1J3s wp wpdsdo) 09 puu9sd CXIQ.

ebuo Ideumlole IJgles: sopoe "ebup Ideumle IJele" wod -

IUsuosd Jddles B¥b. 59, 1deuisu sleds! (IMluwe 1U3s wp
oedsdo) 09 pboy,s CXIQ 9el, o5 CXIQ.

~ pdlebé: Iuwegsp I iuwple IJos op wpdsdel (Js wwsd



% lJpeold: plbgys CXIQ) 9Jsuw iu.uro|c DN JlpJs.

o) V99 edb. wrrsele IJzlds 1Js Idugle.3.
[Zooly yvolss gpsd ScChannel

JJoedd eu odssu ScChannel wuvdd Lozse Jdwad uveble IUgpsd.
ez ulwsoe PowerShell 23536 980 woudss IJle) IJolds:

curl.exe -insecure °
—-cert “CurrentUser\YOUR-USER-CERT-THUMBPRINT>" °
-v “https://

149443 /adfs/1s/”

IIole 1Jewsde 09 luwoeles HTTP (eds gvosd Ipeld: lehs wozse o
o286 ADFS). I3l 3¢ glol Bs wldss louold TLS. B> Buud IJlouold.

ltoob Ipuwetruo Idubled Josds PKI
Sod o wwsl B wolss lpoul) Idpouoe Josdd PKL olds oo
oS oo IJpuuagsp Ws ywduwds pdlose MacOS (lze luwasilb

5036 L) p weds ol g posi) (MacOS)). JJlzeoly:

loewd IJs guslo URL Jogwesd »g9d SAML JJobosy. o@spel.
ADFS ¢shlo IJesgsus 99dps 1Je)9).

2oy puolb 86 Iduuols. sbldu IJeuuas s wlduiol>s.2.

Ip wugpesd IJuvolé. wol>§ ADFS IJpuuegs e 90868 wogSo3.
lJbJdo oluwogles SAML gouUbs gduwd g2826.

ltooh ldeuveesrue dubled Jodd$ Jdes 1Ue)9)

Sod wie ool Jpuvegruo Idubled Jos9d JJes 1p)9):

loodd IJds guslo URL Jowesd »¢9d SAML Jdobosd. o@spel.
ADFS ¢sble IJeszsue 99des 1de)s).

el Pu‘)béa GJJPE) |JPJ3J/|JQp|Sa.2.

ed luwe IJpuuegsp.3.



Ised JJp6 1ei9,-4.

STV pU uele cuvesd 1Usgad.S.
) odlebé: szu v ogpd IJlNJosrB8le Bs 98w 9lgs.

luweduld Tgble ADFS 9] oJlzol

o293 IGlisps Il IJeusldd Idublses sldzdsd IJeed s Jdpumless
B 1Jog,d wuwes eds IUpuuldd 1dpcedds welds ADFS gislole
IJioble seldle Buid wuvesd 15¢9d IJs SSO sedssy SLO.

IJz>9J 9: il J ADFS

IJigwolo I dezddle /dig)luo 1 1d9 o owlJé
IJzdsd sldluadizle

Slgss pbolus -

0 9.9950: lgl>o

oubgsd Jleses bl v pzesele 1dos Je sop
IJogdsele Ws ouvesd 1U>ged luvedlzol

bl J_é ADFS
IJo2dd po Iedssy  "Suid B ouvds,)

Os wdysy ol IJoldss" B Wubd VI lIJovss)
ADFS IJowedle
euw9lo URL Y -
ACS &5, Loz
IJozds pu
lJuogé:
https://your-
fgdn/saml/acs eldd Vs gpdso
pJO S S - IJpob 88 19 2d88 288 wuvesd 1Usgsd
ool ¢s) ouwesd 1dsgsd

poblo@: W0
pJVle we s
IULeolb
Cldeuwoeuo
Jdeeld lduoese

sl IJoubgsue Jlpwod sl 1Jigble gl odizol

Juopelu wdlpd ulgg vsu wsisé ADFS 1Uglos o 9pgldz Cisco 1Q.
luwegsp Ible) IJousgsoe IJoldss. ouules oso IUIsle, Bs Idoedd pu
ledloss 9o Ids valule IJog)sw sodysole Idgvoble gleshle
uldlb IJyolss.


https://your-fqdn/saml/acs
https://your-fqdn/saml/acs

lJozdd pu lpdluss 1Usuesd 1Us wslule wgyswd ADFS: s99s -
Ledloss 1Usuosd 1Us Iduslole 1ssobss 1Jgluos oozl ADFS
9ld9uosd Idsel wuvdd glet 9o 21096 2luwes Vs by wule
IJe@s [Jlgdss

curl -k https://

/FederationMetadata/2007-06/FederationMetadata.xml

lJozdd pu uoeo Jvobs lJouvds): suopu l@uly Jisolxs -
lJoubds) IJuoesed wods zod lewels 1Q oy Cisco

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Production” |
Select-Object EncryptionCertificate | Format-List

oolzed wdysu w9bé yolsé SAML: swe vl pu wdssu uldlb wolss -
SAML 1J¢gloé v @gé Cisco 1Q vuvdd Lozse 9pu wogse bdule
suldsle 1dpuolb8é |Js gulssy URL IJpw9 9g6

Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Production” |
Select-Object SamlEndpoints

oJ9su Microsoft Entra ID SAML J SSO

S99, 03l IJ 9w e buible Jodssy pg)yd Microsoft Entra (og <9 Entra)
JSAML IDP J Cisco 1Q: pg 38p JJ pu Idpuolb 86 IJpuuenso |Js JJpd
IJe,9, 9 PKl g IJe o386 1dpuwewss |Js Luolsé (CBA).

lJpelbdole IJigulwss Jodsses ENTRA ID SAML J SSO
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# Create self-signed CA
New-SelfSignedCertificate °
-Subject “CN=CIQ-Test-CA” °
-CertStorelLocation “Cert:” °
-KeyUsage CertSign, CRLSign °

-KeyLength 2048 °

-NotAfter (Get-Date).AddYears(5) °
-TextExtension @(“2.5.29.19={text}ca=TRUE”)
# Create user cert signed by the CA
$userCert = New-SelfSignedCertificate °
-Subject “CN=

$rootCA

-CertStoreLocation “Cert:” °

-Signer $rootCA °

-KeyUsage DigitalSignature °
-KeyLength 2048 °
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-TextExtension @(
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‘0 System Settings

= Local ldentity &
Q Access

>
Connection Management
Activity & Logs

3% Package Management

o} System
Configuration

2150 SCP.

SCP Server

+

No SCP servers configured yet

Configure a server to get started

~+ Configure SCP server
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System Settings >

Local Identity &
Access

>
Connection Management

Activity & Logs

o% Package Management

System
Configuration

< SCP Server

Configure SCP Server

Specify the location for appliance and application files.

IP address/hostname

Remote directory

Username

Password
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Ibed guslo 1PN upe IJposW8.3.

Ibed pussl.4,

bed Isdsd Idug s 5.

bed luwe puwcse.6.

bed dJps ei9,.7.

lo@d) 896 ebb. Swp &)u0 wlds.8.
vy Ebp SCP p9z9>

Jozys) ébp SCP p9z9>:



loedd lJs uowes ¢glbe SCP.1.

2 © System Settings > SCP Server

C tion M 13
onhecton Kanadeel IP address/hostname Test SCP connection

- ——
Activity & Logs
Port

3% Package Management 22

Remote directory
System Ifiles/

Configuration
Username

cig-scp-user.local

Password
0000000
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&0 System settings > & SCP Server
Edit SCP Server

&% Connection Management Specify the location for appliance and application files.
Activity & Logs

IP address/hostname
3% Package Management

System

Configuration 22

Remote directory

Ifiles/

Username

cig-scp-user.local

Password

Save Cancel
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System Settings

Local Identity &
Access

Connection Management

Activity & Logs

Package Management

System
Configuration

System Configuration X

/ing system updates, monitoring health, and managing your node cluster.

Banners
gement

Identity Providers

NTP Servers

Edit maintenance window

SCP Server CLIErOID

SSL Certificates Update mode Maintenance window

Syslog Servers Automatic -

System Management
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System Settings

Local Identity &
Access

Connection Management

Activity & Logs

Package Management

System
Configuration
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System Settings

Local Identity &
Access

Connection Management

Activity & Logs

Package Management

System
Configuration

ped9ble lJogsse VlHEl.

System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.

System Updates Node Management

Current System Edit maintenance window | Configure update

Current version Maintenance window

1.2.0 (Build 416)

Update mode
Automatic -

Update History

w986 IJuble

wbo) LoWes LISy LEISE.2.

< System Management

Configure update

A\  SCP server configuration missing
To update the system via SCP, set up your server in SCP server.

B Uploading commits your system to this upgrade and can't be canceled. File processing may take time and you'll be notified
when complete.

File selection

(®) Local file upload

&

Select or drag a file here to upload

Update schedule
Select a file to view update schedule.
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&¢ System Settings > System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.

Local Identity & .

Access System Updates Node Management

Connection Management

Current System Edit maintenance window | Configure update
Activity & Logs
Current version Update mode Maintenance window
3% Package Management - Automatic

System
Configuration
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Edit maintenance window

Select the day and time to reserve for future updates. If an update can't be completed during the
maintenance window, it will occur on the last day of the grace period.

Day Time

Cancel Save
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System Management
Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.

System Updates  Node Management

isit iq.cisco.com to download installer package via Package Catalog (7
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Configuration
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4o SystemSettings Package Catalog

i These packages are intended for on-premises deployments.
ZQ  Account Details

= Filters 8 results

@ Identity & Access >
R Ry Systems

® Tags

Asset Data

&% Data Connectors CiscoIQ Link CiscoQ Virtual Appliance
Cise Link
Ea Service Contract

¥)  File Upload i .2, Cisco +v1.2.990

Released Jul 15,2026  Details Download options ~ Released Jul 15,2026  Details
& Package Catal
= S Installation packages

Modules
& Activity&Logs Upgrade packages
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Cisco IQ Link Upgrade Package

Current version

Build type

Target version
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System Settings

Local Identity &
Access

>
Connection Management

Activity & Logs

Package Management

System
Configuration

System Settings

Local Identity &
Access

>
Connection Management

Activity & Logs

., Package Management

System
Configuration

® | .

System Management

Maintain optimal performance by applying system updates, monitoring health, and managing your node cluster.

Node Management

System Updates

Current System Edit maintenance window | Configure update

Current version Maintenance window

1.2.0 (Build 416)

Update mode
Automatic

Update History
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< System Management

Configure update

4\  SCP server configuration missing
To update the system via SCP, set up your server in SCP server.

) Uploading commits your system to this upgrade and can't be canceled. File processing may take time and you'll be notified
when complete.

File selection

@ Local file upload

&

Select or drag a file here to upload

Update schedule
Select a file to view update schedule.

Done
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2 © System Settings > SSL Certificates + Add Custom SSL Certificate

= Localldentity &
=S

>
Q Access

Default Self-Signed Certificate (@ Enabled View details

File name Issued by Expiration date
Default System Certificate Cisco 1Q On-Prem Default CA July 11,2046

Connection Management

Activity & Logs

o% Package Management

System
Configuration
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‘o System Settings > < Ssl Certificates
Add Custom SSL Certificate
Local Identity & 5
Access SSL Certificates

) Upload a .txt file containing the certificate and key as text strings.
Connection Management

Activity & Logs
&
3% Package Management Select or drag file to this area to upload

Only one .txt file can be uploaded

System
Configuration

(’ Enable custom SSL certificate

Save  Cancel
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A Enable Certificate?

Enabling custom SSL certificate will disable the default self-signed certificate.

Cancel Enable certificate
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ebpsu (2) syslog.
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oo ¢l e syslog

Jluolws ¢lspe syslog:
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Syslog Server.

‘O System Settings > Syslog Server

Configure up to 2 syslog servers

= Local Identity &
7~

>
Q Access

&% Connection Management
Activity & Logs

&% Package Management .
No syslog servers available

Add a server to get started.
System
Configuration
+ Add syslog server
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‘0 System Settings > & Syslog Server
Create Syslog Server

Local Identity & > Configure syslog server to receive logs and alarms.
~ Access

Connection Management IP address/hostname ©®

Activity & Logs
Port
3% Package Management

Protocol
System

Configuration Select option v

QD Enable syslog server

Save Cancel
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& System Settings Activity & Logs

Local Identity & 5 Q Search 3846 results
Access

Event Actio Email Date Activi Reportin Log Affec Error Acco &
n =

Connection Management and... ty... g.. level ted... code unt...

GET /... Read admin Local A... 2026-0.. data_ac.. a7498d.. [ info Syslog ... — Default... ¢

Activity & Logs

GET /... Read admin Local A... 2026-0.. data_ac... a7498d.. @ info Certific... — Default... ¢
o% Package Management -

GET /... Read admin Local A.. 2026-0.. data_ac.. a7498d.. [ info Certific... — Default... ¢
POST.. Create admin Local A... 2026-0.. data_cr.. 932dfd.. APIRes... 403 unknown ¢

System

Configuration GET/.. Read admin  LocalA.. 2026-0.. data_ac.. a7498d.. Banner Default... €
GET/.. Read admin Local A... 2026-0.. data_ac.. d7c5es... API Res... Default... ¢
GET /... Read admin Local A... 2026-0.. data_ac.. c12479... Applica... Default... ¢
GET /... Read admin Local A... 2026-0.. data_ac.. d7c5e5... User Pr... Default... ¢

GET/.. Read admin Local A... 2026-0.. data_ac.. c12479... API Res... Default... ¢

GET/.. Read admin Local A.. 2026-0.. data_ac.. c12479... API Res... Default... ¢
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‘ © System Settings > Banners

= Localldentity & R
® Access Mandatory login modal (® bisabled

Modal title
Connection Management

Activity & Logs Modal content

o% Package Management

System Application Banner (® Disabled

Configuration
Banner color

Banner title

Banner content

Banner location
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‘o System Settings > < Banners

Edit Mandatory login modal
= Local ldentity &
Q Access >

O Enable modal

" Connection Management Modal title

Activity & Logs

Modal content

o% Package Management

System
Configuration
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‘0 System Settings

Local Identity &
Access

>
Connection Management

Activity & Logs

% Package Management

System
Configuration

Banners

Mandatory login modal (® Disabled

Modal title

Modal content

Application Banner (© Disabled

Banner color

Banner title

Banner content

Banner location
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‘o System Settings

Local Identity &
Access

>
Connection Management

Activity & Logs

Package Management

System
Configuration

Jveh ldoboss.

< Banners

Edit Application Banner

O Enable banner

Banner color
Banner title (optional)

Banner content

Banner location

O Top O Bottom O Both

Save  Cancel
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System Settings
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Access Application Banner (@ Enabled

N Banner color
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% Package Management
Banner content
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System
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System Settings < Banners

Edit Application Banner
Local Identity &

>
Access

Enable banner

Banner color

Connection Management
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%, Package Management Banner title (optional)
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System
Configuration

Banner content
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Banner location

® Top O Bottom () Both

Save  Cancel
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Navigation Main Menu
Cisco IQ On-Prem

IP Address/Mask
Gateway IP

DNS List

Search Domain
NTP List
Hostname

[3] System Diagnostics
[4] Help
[5] About
[q] Quit
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Navigation Main Menu > System Diagnostics

Please provide the following server connection details:
Enter SCP/SFTP Server Address:

Enter SCP/SFTP Server Port (e.g. 22):

Enter SCP/SFTP Server Path (e.g. /var/log/support/): |
PROTOCOL SELECTION

[1] SCP (Secure Copy Protocol) - Default

[2] SFTP (SSH File Transfer Protocol)

Select protocol /[2] (default: SCP): 1
scp

Enter Username:

Enter Password:

Continue with System Diagnostics? ([clontinue/[Black):
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Navigation Main Menu > System Diagnostics

Checking Reachability ..

Collecting System Info

Collecting Kubernetes I

Collecting Logs

Preparing System Diagnostics Bundle

Uploading System Diagnostics Bundle

System Diagnostics Bundle is 'CIQ_Diagnostics_

Press Enter to return to main menu...
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Report an Issue

Experiencing an issue with Cisco IQ? Let us know what'’s going on and we'll open a support case for you.

Issue type
O Portal login issues O Error message O Data discrepancy O Other

Issue description

The more detail you give, the faster we can help.

Preferred contact method
(O Telephone () Email () Virtual space via Webex

Include recipients (optional)
Select or add email addresses

Select or enter email addresses to include.

Cancel Submit
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