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Choose a strong password that contains the following:
System s i g
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& Minimum 15-character length

& At least one uppercase character
@ At least one lowercase character
& At least one numeric character

& At least one special character

Password

New password

Confirm password
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Verify Identity

Answer the following security questions to verify your identity.

What city were you born in?

Enter your answer

What is your mother's maiden name?

Enter your answer

What was the name of your elementary school?

Enter your answer

Verify and continue Back to login
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Choose a strong password that contains the following:

@ Minimum 15-character length

Q At least one uppercase character
@ At least one lowercase character
@ At least one numeric character

° At least one special character

New password
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Confirm password

Reset password Back to login
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Map identity provider roles to system roles to assign permissions.
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@RuleName = “Transform Email to NameID”
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oJd9sy ADFS JJw 96 Vs iol>s w9 dse SP

WIS gbpe ADFS: §p wluvas)ls Juolso SP IJs pgju TrustedPeople.1.

Import-Certificate -FilePath “C:-provider-certificate.crt” -CertStorelLocation “Cert:”
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% pdlzbé: swp luosl) uolss SP pu Wod pize uvoble slgds swesd) edJs ADFS 1wz 88 pu
woewol pu IJ pwduwds Iduselo IJSsluwss.

oebsd ldogdl pu woed Iduwduvdsé wuvdd gle Jzod [Jlgepls 030

Set-AdfsRelyingPartyTrust °

-TargetIdentifier

-SigningCertificateRevocationCheck None °

-EncryptionCertificateRevocationCheck None
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Import-Certificate -FilePath “C:-iqg-onprem-ca.cer” -CertStorelLocation “Cert:”
obosy lJogssile olehsé ouvgsd ¢x06 ADFS.3.
Restart-Service adfssrv
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Jouoss) wslole ADFS 1Jisdss wluuogsle PowerShell:

Ibee PowerShell g s 15 ADFS.1.

Bp wouvgsd IUble) IJeldss Jouisd pdod IJuslole 1Jlsdss.2.

$metadatalrl = (Get-AdfsEndpoint | Where-Object {$_.Protocol -eq “Federation Metadata”}).FullUrl
Invoke-WebRequest -Uri $metadataUrl.AbsoluteUri -OutFile “C:-metadata.xml”

Write-Host “ADFS metadata exported to C:-metadata.xml” -ForegroundColor Green

w8 wubgsd IJlsle, sep b pJud Iduslole 1Jlsdss |Js Ci-metadata.xml.
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Jouoss) wslole ADFS 1Jlsdss wluwesle pouodz 95y
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Sod IJpolugs Jodsso cessu 1) olds pu lpdluss IJe s, eds peesele pu Active
Directory Jluwwgslpol Ws IJogssu. JJeey) eds peesgle oo Active Directory. $p woubésd
lJle, PowerShell IJolJs.

$searcher = New-Object DirectoryServices.DirectorySearcher
$searcher.Filter = “(&(objectClass=group) (cn=Role - CXIQ*))”
$searcher.PropertiesToLoad.Add(“distinguishedName”) | Out-Null
$searcher.PropertiesToLoad.Add(“cn”) | Out-Null

$searcher.FindA11() | ForEach-Object { $_.Properties[“distinguishedname”] }

SB9e IJuble Lluuegdle Active Directory ool inyé £uy LDAP. 9Jl selbdo lsé gpale |uolbss.
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CN=Role - plg,9 CXIQ:. OU=Groups. DC=Dev. DC=Example. DC=COM CN=Role - pulo>9
CXIQ:. OU=Groups. DC=Dev. DC=Example. DC=com
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Cisco IQ Link_IDP

Map identity provider roles to system roles to assign permissions.

Map user roles

IDP role System role

General Account... (&)

General Account... ()

Select option

Select option

Select option

- Add identity provider role
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ltool IJpuol> 96

VIS poode lJysoe 1JEluo Is Incognto. lue@d 1Js https:/lyour-cisco-ig-domain.com/login. 1.

Ip vouwesd 1Uxgad wluwedsle wslule lgwels Active Directory 1J¢glod wd woouws 82.
domain\username Iy user@domain.local.
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http://schemas.xmlsoap.org/claims/Group
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curl -k https://

/FederationMetadata/2007-06/FederationMetadata.xml
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Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object EncryptionCertificate | Format-List
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Get-AdfsRelyingPartyTrust -Name “Cisco IQ - Stage” | Select-Object SamlEndpoints

|Lolds g9l SCP
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&g System Settings » SCP Server

& Connection Managemant
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"teen 1Q Link

System Settings &« SCP Server
Configure SCP Server

Connection Management Specify the location for appliance and application files.

Activity & Logs
IP address/hostname

Systemn
Configuration

Remote directory

Usarname

Password
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loedd lJs oo ¢glbe SCP.1.

abuilis |0 Link

‘0 System Settings 3

SCP Server

v

&% Connection Management P et rtna
- -

£ Activity & Logs

Port

a
Configuration Remote directary

Passward
ssassss

lod) eds vy Jebe SCP 1deszss 1dpsgsw-2.
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2 @ System Settings € SCP Server

Edit SCP Server

&' Connection Management Specify the location for appliance and application files

%  Activity & Logs

IP address/hostname
g System
Configuration

22

Remote directory

Username

cisco
Password

Show

Save Cancel
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lsuol Idezdd pu uoWes Cisco IQ Data Connectors.
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SYIU Guwpe pedIble Idoerse Wl

System Management

System Updates

Scheduled Update

Platform varsion
-

Update History

B8 IJoblp

10y 8948 |16 239J6 Iwpase.2.

Reschedule Update

Scheduled for

May 5, 2026, 8:11 PM
Installation must occur by May 5, 2026, 8:11 PM

i

(_) Update now (

_) Update later

Cancel Save
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Iy 998 2db. sup 102 Sldss 9lglss wozsed IJs 1Juods I)ssumss Jogssed.
IJoble.

System Management

System Updates

Current System

Current version Update mode Maintenance window

Automatic

Update History

Search Status 1 result

Update Status Update Schedule Version Description

[ ] Apr 21, 2026, 7:49 PM CiscolQ Appliance version
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oS 219d erdss IJuble
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o IJoble 1JplJs Os Lodes bLo IJoble: o9y 898 uldis wp)s) IJuoslus. 1.

Edit maintenance window

Select the day and time to reserve for future updates. If an update can't be completed during the
maintenance window, it will occur on the last day of the grace period.

Day Time

Cancel Save
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System Settings

7 Account Details

1 i ldentity & Access

Tags

F Data Connectors

1 Sarvice Contracts

Software Catalog

Activity & Logs

SAAs.

Joodsé Iduble so9sl:

uua.J lJ>29d |Js 1Q SAAS o0 CISCO 1.
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Systems

Clzco 1G Link
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Details  Download options
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http://iq.cisco.com/

Cisco IQ Link Upgrade Package

Current version

Build type

Target version

Cancel Download
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‘o System Sattings » S_Vstem Management
#¥  Connection Management System Updates

2 Activity & Logs

Current System

a System Current version pdate mode Maintenance window
Configuration -

Update History

Update Status Update Schedule
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il 1 Link

Systern Management

é;nﬂgure update

‘0 System Sattings
&° Connection Managemen
& Activity & Logs Ak SCP server configuration missing
To update the system via SCP, set up your server

B Uploading commits your system to this upgrade and can't be canceled. File processing may take time and you'l be notified when complete,

File selection

Solect or drag a file here to upload
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o) B9 wp. wboy juwlds wldss wes werse IJuble wuglz.13.

odgsy guoldle SSL

Swp wowse lJduvole IUIWe,)luoss 1Jesdes slos! puvedl 9o pdsuel Vs Cisco 1Q: 9JIJy
SpJdu Jdpuwegdpsu wepsd gyuoble SSL IJpguou06. gw> wpdsy yuolsé SSL pgLoL0d Swp
lvegsleol Jlooldle HTTPS: W zlds welbsd Iduuolso l9 g3dol: syze IJublpe oddliss! s
Jivolss 11 el pss.

pdlebd: sgo o ouds wedlzsé IJuuolss 90 s9pl eds 1Ji8J. Eowy Iduuolyé "eds 9 v
IJloeole” gl sdow £33 1Jisle lJpowdss Jol zos luwele IJuodlzss 18J oo 90 90l wes
luol®s uolsé SSL g wzjsyol I9 3ol szw e IUgpsd wepsd SSL IJess> Jpel 09 p9 0z B
Suwe wdose SLO JIUel] JJpyissse slgds! B lsdol s 1Jpuisso slgds! bs ADFS.

lolo ol>e SSL pg o o0

Jluolwds Luolss SSL pgLoos:

ou leshble IJuble. ié_o_) odysu Iduble > Juoble SSL. wlbo)y Lowes Juoble SSLe ww)»1.
zgpSE uvoble SSL Jubled.



el 1 Link

Ao systemsenings » SSL Certificates

Default self-signed certificate @ Enabled
File name Issued by Expiration date
Default System Certificats Cisco 1Q On-Prem Detault CA April 10, 2046

Configuration
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2o System Settings - & Ssl Certificates

Add Custom SSL Certificate
- ]

& Connection Management

SSL Certificates

2 Activity & Logs Upload a .txt file containing the certificate and kay as text strings.

@ System
Configuration L

—

Select or drag file to this area to upload
Only one .txt file can be uploaded

m Enable custom S5L certificate

Save Cancel
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A Enable Certificate?

Enabling custom SSL certificate will disable the default self-signed certificate.

Cancel Enable certificate

wedsu ldyiolss

% pdlebo: §p wlsdlv IJogvgsd Bl Jue wyss wzesd IUyiolbs vy wubsbol
k.9_9)|

lud) eds wepdsu IJgvolss.5.

lud) 999 29bb.6.

Jwol>6 SSL IJpg o000 pedus suuvbs. swpe lUgle wougbslb guols IJouble IJlWe,)loss
odllssl.

oSy uvoble SSL Ideg o000

Spdud wp)s) uolss SSL e 0,06 Jogpsd ubolss 23838 I welbbsd Iduuols IJos wp
wpdsuvol gldsl. Jdog)s):
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Custom SS5L certificate © Disabled
2 Activity & Lo
File name
—

o] System
Configuration

ult self-signed certificate @ Enabled
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2o System Settings > SSL Certificates

Custom SS5L certificate © Disabled
Expiration date
March 18, 2027
g Sreem
Configuration
Default self-signed certificate © Enabled
File name Issued by Expiration dat

" ¥ 4
Default System Certificate Cisco 1Q On-Prem Default CA April 10, 2046
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el 1Q Link

&g System Settings Syslog Server
Configure up to 2 sysiog servers
&° Connection Management

e

Activity & Logs

| +
@ System
Configuration

No syslog servers available

Add a server to get started.

+ Add syslog server

oy 9899 luoles ¢lsp syslog. whbo, Lowes |uule syslog server.2.
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‘0 System Settings < Syslog Server

Create Syslog Server

Connection Management Configure syslog server to receive logs and alarms.

Activity & Logs
IP address/hostname @

System
Configuration

Protocol

Select option

(’ Enable syslog server

Save Cancel
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Ao System Settings & Syslog Server

Edit Syslog Server

&° Connection Management Configure syslog server to receive logs and alarms.

2%  Activity & Logs
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System
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TCP
Q Enable syslog server

Save Cancel
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A Delete syslog server?

Syslog server will be permanently removed from the system. This action cannot
be undone.

Cancel | Delete syslog server
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