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i'._% PingFederate Setup _ |} |

Welcome to the PingFederate Setup
Wizard

Pin

kienhh_.f.g

The Setup Wizard will install PingFederate on wour computer,
Click. Mext to continue or Cancel ko exit the Setup Wizard,

Back I Mexk I Cancel |

fii PingFederate Setup =10
Operational Mode

Please choose which mode wou'd like PingFederate to operate in.

i* standalone

Faor a single node that will operate independently.

" Clustered Admin Node

Far ane of several nodes in a cluster that will host the admin consale.
Cnly one node in the cluster can operate the admin consale,

" Clustered Runtime Node

Faor one of several nodes in a cluster that will nok hosk the admin consaole.

| Back I Mexk Zancel




i'él‘ PingFederate Setup

Administrative console and API

Enter the paort For the admin console and AP,

Admin HTTPS port (EEE

This is the port where PingFederate admin console and APT will run.

| Back. I ek | Cancel |

fi PingFederate Setup M =l
Engine Settings
-
Enter the ports that PingFederate will use, E!_Eg
HTTPS Port |9|:|31

This is the port where PingFederate will listen for encrypred traffic,

Secondary HTTPS Port | Cptional

If vou need client ¥.509 certificate based authentication for end users or protocols,
enable this port by specifying a value,

| Back I Mexk Zancel




i'él‘ PingFederate Setup

Destination Folder

Click Mext to install ko the defaulk folder or click Change to choose another,

Install PingFederate ta:

IC:'I,F‘ru:ugram Files\Ping Identit!,

Change... |

Back. I Mexk I Cancel |

fi PingFederate Setup =10

Ready to install PingFederate

Chick Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back |  Instal | Cancel




i'._% PingFederate Setup _ |} |

Installing PingFederate

Please wait while the Setup Wizard installs PingFederate.

Skatus: Incompressing the installation package

]

Back | Mk | Cancel I

fi# PingFederate Setup =100 ] |

Completed the PingFederate Setup
Wizard

Ping

Identity.

Click the Finish button bo exit the Sekup Wizard,

To finalize your setup open your browser to:
https: /PINGServer. cisco. com: 9999/pinafederate fapp

Back I Finish I Zancel
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(Vs Windows) <pf_install>/pingfederate/bin/run.bat
(Unix/Linux) <pf_install>/pingfederate/bin/run.sh
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Ping PingFederate

For more information on commercial licensing or support, contact Ping Sales at sales® pingidentity.com or call tell-free 877.898.2905 (#1303 468.2882 outside North America),

-
SOFTWARE LICENSE AGREEMENT j
THIS CLICK-THROUGH AGREEMENT (THIS "AGREEMENT™) IS BY AND BETWEEN PING IDENTITY CORPORATION (PING IDENTITY') AND THE COMPANY OR ENTITY ON WHOSE BEHALF YOU ARE EXECUTING THIS
AGREEMENT "CUSTOMER'). You represent that you have the autharity 1o bind Customer tothe terms of this Agreement, By agreeing to the terms of this o by accessing, using or installing any part of the

Produdts, Custamer expressly agrees to and consents tobe bound by all of the terms of this Agreement. If Customer does nat agree to any of the terms of this Agreement, Customer is prohibited from downloading,
installing, activating er using the Products. THE EFFECTIVE DATE OF THIS AGREEMENT 15 THE DATE ON WHICH CUSTOMER ACCERTS THESE TERMS BY CLICKING "ACCEPT" OR THE SIMILARLY LABELED BUTTON
INDICATING ASSENT [THE "EFFECTIVE DATE").

Fer goed and valuable consideration, the receipt and sufficiency of which is hereby acknowledged, the parties agree as follows:
1. Definitions.
“Administrator” is an inciividual who has been granted administrative permissiens by Custemer tothe Service in order to set-up, modify and suspend the Service, each as applicable.

“Affiliste(s)’ means any entity that directly or indirectly controls, is cantrolled by, or s under comman control with the subject entity, *Control *for purposes of this definition, means direct or indirect ownership or control of
more than 50% of the voting interests of the subject entity.

“API" means an apglication programming interface.

“Customer Data’ means all electronic data or information submitted by Custemer tothe Service. Customer Data alsoindludes any data of an Identity Provider and its associated employees, consultants, contractors and
agents transmitted through the Service in order to access Customer's services or applications.

‘Documentation” means Ping |dentity's then current en-line user's manuals mace generally available by Ping Identity and provided to Customer alongwith the Scftware.

“Identity Provider" means an entity that desires single sign-on capabilities into a Service Provider's services or applications. J
-
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P|r|g PingFederate’

PlingCua Account License Basic Informatior Enable Role: Administrator Account Confirmatio Complete!

Do you want to connect this identity provider with PingOne to enable doud-based single sign-an?

Yes, Connect to PingOne No, Set Up PingFederate Without PingOne
To connedt this PingFederate node to your PingOne account, enter your PingFederate works with or without a PingOne connection. Continue the setup below touse
activation key below. PingFederate on its own.

Sign on to PingOne to get your activation key.

CoprrgrE 2ot
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ludy 993 Idelds
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Ping PingFederate’

Please upload a valid PingFederate license file.

License File
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Ping PingFederate’

m——

Welcome to PingFederate. To set up your

hittps: [ fpngserver.cisco.com: 9031

Ge wogssu guslu URL IJIgulws 908,09 109258 &p lody 996 IJolds

opdso IJbol,

p.ng PingFederate’

Please select the roles you expect PingFederate to play.
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P|r|g PingFederate’

PlagOsa Accoust Hasic Information Eaublo Aok Idastity Provider Corfigsmtion Confirmation Complete!

ingto Active Dire

start the quick connection process below, You can configure any other user stare

ns after the PingFederate setup Is complete

Identity Provider Configuration

CoprrgmE 20T2M0
i Moy CErpe
P——
vareEan230

Sedu lple IUlouold o Active Directory Jlz 8l 1o 9, W99 IJelds

zwvle IJpuwdsd

Plrlg PingFederate’

PisgOua Account Hnnic Information Eambia Roks idastity Provider Configumtions Administmior Account Comphete:

&3 username and passwere fer your primary agministrator. You can agd other administraters to PingFederate after
omplete.

sessnnnne
MFIRM PASSWORD

sssssssne

Provious “
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Sanbis faks: Koty FiovEier Corgestios Acmin stmtar ARt m N

cerate conf

Hereis a summary of your PingFe;

https://pings erver.cisco.com:9031
pingserver

Identity Provider

Administrator

Enppigae 3ceadtme
Py Bamy Corgo A
An g s e
vamBanz20

oldss 9lud) B9d IJolds

1Jpld

Administrator Account

Enable Roles

PingOne Account License Basic

Cengratulations! Yeu have successfully set up PingFederate

What's Next?

IDENTITY PROVIDER

*ou ean begin creating Senvice Provider connecticns to your target applications. Chease Create New under SB Connections te get started.
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Ping PingFederate

e

H 1P Configuration Server Configuration
& Server Configuration SYSTEM SETTINGS CERTIFICATE MANAGEMENT
Server Seftings Trusted CAs
Connect 1o FingOne S55L Server Certficates
Deta Stores S5 Clnt Keys & Cortficates
Resfirect Validation Signing & Decryption Keys & Centficates
Certiicote Revocation Checking
ADMNISTRATIVE FUNCTIONS Metodata URLs
Metadato Export
XML File Signatures AUTHENTICATION
Canfiguration Archive Application Authentization
Account Management Password Credentisl Valdetors
License Managemant Actiwe Directory Domains/Kerberos Resims

Wirtual Hest Names

plose VI oupds) IJesdse 1r8es 9JE6 Ideses) IJ8leds JJosuwse (XML)

By 999 wdysy IUghe > blye Idgvoble >ldesdse 999 wuvds) XML Ideudlesg slduivoble

Ping PingFederate

i@ Configuration Certificate Management

| Establish and maintain your server's signing certficates, which may be used 1o sign sssertions, securly fokens, requests, and responses. Thess certificates Moy aho be used for decryption.

() . .
@ Server Configuration Serial Suk DN o Key Deialls Stinius Action

Creats New ¥mpor

T m

o8, V99 loble 2os>

logble Juol>é



Ping PingFederate

e

B @ Configuration Certificate Management | Create Certificate

m N

Create a new Certficate and Prvote Key.

&) Server Configuration

COMMON NAME I ss0
ORGANIZATION | 1500
ORGANIZATIONAL UNIT CBABU
S Bangalore
STATE Karnataka
COUNTRY | ™
VALIDITY (DAYS) | 85
KEY ALGORITHM | RSA o
KEY SIZE(8ITS) | 048 ~1f
SIGNATURE ALGORITHM | RSA SHAZS6 ~
coprguezcnacn
g cancel et

ludy 998 IJelds

wuodSy Idyiel>é

Ping PingFederate

MAIN Lioense Warning: Apprenching expiraticn date

& IdP Configuration Certificate Management | Export Certificate

Export Cartilicate Export & Summary

You have a choice of exporting the certificate and the key or just the certificate.

(®) Server Configuration

@ CERTIFICATE OMLY

CERTIFICATE AND PRIVATE KEY

Jouesss sldodésue



Ping PingFederate’

MAIN Licen s Wrning: Approsching espiation date

M 1P Configuration Certificate Management | Export Certificate

C T

I & Server Configuration
Click the Export button 1o export this cedificate to the file system

Expert Certiflcate

Subsect DN CN=550, QU=CBABU, O=CISCO, L=Bangaiore, ST=Karnataka, C=IN
Issuer DN CNeSSO, ), DaCISCO, Ly s calN
Sarial Number O15867£2988D
Expices Wed Nov 15173733 IST 2017

Export

lud) eds wuoss)
etbu ldoslule

oy W99 wdysu IJgbe>leshble IJuble>péliu IJoslule

Pi-r.'g PingFederate

B IcP Configuration Manage Data Stores
Manage data store definitions for use with stirbube bokups.
I & Server Configuration Description System ID User Tewe Ldoga Typer Action
p= e i S fPype 7 ProvisonerDS = Database

Delete | Check Usage
evisioneDelautDE;hagidd. ook _fikesfaise

Add New Data Store

Cancel
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wdosu LDAP

Ping PingFederate

B IcP Configuration Manage Data Stores | Data Store

Dats Stors Type LDAP Configuration Summary

® Server Configuration
Pleass sisct o type of dota store

DATABASE
® Loap
cusToM

cance!

‘Copyrge 30030

vanoega20

I¢c)o LDAP gb @b 96 > 3JI

Ping PingFederate

=) @i e Manage Data Stores | Data Store

Dats Stora Typa LDAP Cosfigurmtion Summary

Plaesa provide the dateds for configuring this LDAP connecton.

& Server Configuration

HOSTNAMES) I 10.75.93. 148: 359
DAP TYRE Active Diractory o
BIND ANONYMOUSLY
USER ON | =Administrator cn=u
PASSWORD | LITTLT LTS

USE LDAPS

¥ | MASK VALUES IN LOG

Advanced

oppigre 200200
gty e rpo
P —
anbaR220

S wbeld Idsse slud, 1delds
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Ping PingFederate’

MAIN Licen s Wrning: Approsching espiation date

= [P Configuration Manage Data Stores | Data Store

e —

I & Server Configuration
Click o heading knk to edt & configuiation setting.

Data Store

Date Store Type
Type of Ooto Store AP
LDAP Configuration

Hostnome(s) 107893148389

Username

Cancel Previous Done Save

CoppigEte 2008300
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Ping PingFederate

MAIN License Waming: Approaching expiration date
B I6P Configuration Manage Credential Validator Instances
Credential Velclators are plugring used to werfy username and passward pairs in various contexts throughout the system. The actuel appicetion of a Vialidator instance must be in the i rrbeoct 0% == OAuth Ry Owner
I & Server Configuration Craclentials Mapsing.
Instance Name & Instance Id Type Parent Name Action
Create New instance

b8, B9 luuble posd 238>,

IJose



Ping PingFederate

& 1P Configuration Manage Credential Validator Instances | Create Credential Validator Instance

Instance Configuration Bxtended Contract Summary

Idantify this Crecential Volidator Instance. The Veldetor types ovellabie are limiied to the plig-in implementetions currently instalied on your sarver,

@ Server Canfiguration

INSTANCE NAME I LDAP Validator

NSTANCE 1D | ispvabdater

TYPE | LDAP Usarname Password Crecentisl Valdster ~ Vist Pingldaniity.cam for acdtional types
PARENT INSTANCE Nene ~ [

cancs m

npprgne semame
Piag tawmy Corjo mma
A3 ms e
vanBanzzo

225 bl 1Jezdd po Loed wslule lewpls IJps p)9) luve puweesp LDAP Juse. 1o, W98 Next
(Idelds)-

odysu ldpesd

Ping PingFederate’

MAIN

Manage Credential Validator Instances | Create Credential Validator Instance

1 1o Configuration
st noe Cos g mbion Extended Contract Summary

@ Server Configuration

Compiete the configuration necessary for this Passward Crecential Vakdator 16 check pairs.

o, and is speciic to, the selscted Crecantisl Valdator pligHin

This passward credential validstor provides a means of verifying credentials stored in a directory server via the LDAP protocol. Additional user attributes from the directory can also be retumed by this PCV by adding
the desired attribute names to the Bxdended Contrad,
AUTHENTICATION ERROR OVERRIDES
[A tabie of LDAR efior codes

the arror o and usars)

ing will mateh the error code to on LDAP error message. These entries override the default individual mappings of messeges o codes. Use the lcalzation festures

MATCH EXPRESSION
[The expression maiched against the LDAP error message returned by the server)

Add & new row to Ruthentication Error Cverrides’

Field Name Field Value Description
LDAP DATASTORE | 107893148383 ~ Select the LDAP Datestore.
SEARCH BASE | CN=Users,DC=cisco,DC=com The Iocation in the directory from which the LDAP search begins.
SEARCH FLTER | sAMAccountMame=8{usemame} | You may use ${username] os part of the query. Exompie (for Actwe Directony): sAMACcounthames$(usern ome)
One Level
SCOPE OF SEARCH
®  Subiee
CASE-SENSITIVE MATCHING v

Allows co se-sensitive expresson snd LDAP ermor metching

Manage Data Stores

Copyigme 200
Fig tarmy Corparsmn
Al rigie = et

LT EEET) Cance Previous

2>> DataStore J LDAP gisgJ Gless lduze 9elod ouobss lduzs sublé 1dug
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Ping PingFederate

B P Configuration Manage Credential Validator Instances | Create Credential Validator Instance

Ectoaded Costmect TR
® Server Canfiguration
*fou can extend the attribube contract of this Pa ssword Credentis] Valdator instance:

Core Contract
=L}

grvenName

mail
username

Extend the Contract Action

Add

apyrgme 300300
g e sy G rpe s
AN rige v
wanueE320

o9y 999 lJolds
pJeue

Ping PingFederate’

B IdP Configuration Manage Credential Validator Instances | Create Credential Validator Instance

e m

Passward Crecential Validator configuration summary.

Create Credential Valldator Instance

I @) Server Configuration

Type

Instance Nome LDAP Validater

Instance ki LDAFVaidator

Type LDAF Usarname Pessword Credentis| Validator
Class Name il samI20.domain, LDAPL

Farent Instance Nome Mone

Instance Configuration

LDAP Datestore 1078.93148382

Search Base CN=Users,D Ccisco,DOwom
Search Fiter sAMAccountNome=$[username)]
Scope of Search Subtree.
Case-Sensithe Maiching true
Extended Contract
Atfrivute mail
Attribute gheniome
Atfrivute DN
Airibute usarname

o pighe 20mzon

i o sy Co g s

AN righvie romn oo

wsnIBa20
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Ping PingFederate

2

MAIN License Wamning: Approaching expiration date

[ IDP Configuration Server Settmgs

e
® Server Configuration ) .. e
System Options Metadata Signing Metadata Lifetime Summary

Select the style of application management practiced in your organization.

System Administration Style SINGLE-USER ADMINISTRATION ® MULTI-USER ADMINISTRATION

Cancel Next E

o) 999 Next (IJolds).
PE_JS,O'Q |J0b|lp

Ping PingFederate

i

MAIN License Warming: Approaching expiration date

[ IDP Configuration Server Settings

m funtime Reporting Account Management floles & Fretocol
® server Configuration
System Options Metadata Signing Metadata Lifetime

This is general information that identifies your server. This information is included whenever you export connection metadata.

COMPANY
CONTACT NAME
CONTACT NUMBER

CONTACT EMAIL

Cancel Previous Next E

oy 999 Next (IJelds).
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Ping PingFederate

denbty.
MAIN License Warning: Approaching expiration date
& IDP Configuration Server Settings

® server Configuration

N —— Metadata Lietma | Summary

Select which server events result in notifications sent via email.
NOTIFICATION FOR SERVER LICENSING EVENTS
NOTIFICATION FOR CERTIFICATE EVENTS

NOTIFICATION FOR SAML METADATA UPDATE EVENTS

Cancel Previous Next Save

oy 998 Next (IJelds).

odbs) v IJogugsd

Ping PingFederate
ety

[ 1oP Configuration Server Settlngs

e flokes & Protocols
@) server Configuration
System Options Metadata Signing Metadata Lifeti

If your organization uses SNMP to monitor infrastructure, you can integrate this server with your existing network-management console.

RESPOND TO GET REQUESTS

GENERATE TRAPS

Cancel Previous Next E

oy 998 Next (IJelds).

Ping PingFederate
enbty.

= IDP Configuration Server Settings

System Info Runtime Notifications Runtime Reporting Account Management Roles & Protocols
® server Configuration
System Options Metadata Signing Metadata Lifetime Summary

Manage administrative-console or APl users and their role assignments.

Username User Admin Admin Crypto Admin Action
Administrator AUDITOR ® ADMIN ol ol b Deactivate | Change Password
Create User

NOTIFY USER OF PASSWORD CHANGE

Cancel Previous Next E
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Ping Pingfederate
ety

[ IDP Configuration Server Settmgs

e —— — SeSRee—

® server Configuration
System Options Metadata Signing Metadata

Select the role(s) and protocol(s) that you intend to use with your federation partners.
ENAELE OAUTH 2.0 AUTHORIZATION SERVER (AS) ROLE
¥ | ENABLE IDENTITY PROVIDER (IDP) ROLE AND SUPPORT THE FOLLOWING:
¥ SAML20
AUTO-CONNECT PROFILE
SAML 11
SAML 10
WS-FEDERATION
OUTBOUND PROVISIONING
WS-TRUST
ENAELE SERVICE PROVIDER (SP) ROLE AND SUPPORT THE FOLLOWING:

ENABLE IDP DISCOVERY ROLE (SAML 2.0 ONLY)

Cancel Previous Next E
Copyright © 2003-206

Ping kientity Corparation

T 19,1191, 1J ool pwed 9lde,9esdadNIe,9e99sdle 1dpolwos. 1o, B9 Next (IJelds).

pedople IUlogls

Ping PingFederate

Server Settings

Symtam Admisistrtion Systam It Runtime Notications Rustina Roporting  Accosst Masagamast Fedamtios st Systam Optiots Matadets Siguisg Motadats Lietine
Summary

You must create o unque dentilier for your server for use with your federation partners. A unique Kentifier is required for esch protocol enabied. You will need to communicate this with your partners out-of-band or through metedsta exchange. The Bese
URL is used to construct other URLS in the sysiem and moy be used as part of your system 1D

[ 1eP Configuration

| @ Server Cenfiguration

BASE URL hittps: fpingserver. dsco.com:9031

SAML 2.0 ENTITY ID pingserver

oy 999 Next (IJelds).

¢sble 1duble



Ping PingFederate
Ientity

= 1pp Configuration Server Settlngs

el i s feariio oles & Protocols

®) Server Configuration

Configure global server options. Please click Help for more information

DISABLE AUTOMATIC CONNECTION VALIDATION

DATA-STORE VALIDATION
INTERVAL (SECS) ] 300

Incoming Proxy Settings

HTTP HEADER FOR CLIENT IP Use Last Val
v
ADDRESSES —

HTTP HEADER FOR Use Last Val
v
HOSTNAME B

CLIENT CERTIFICATE HEADER
NAME

CLIENT CERTIFICATE CHAIN
HEADER NAME

INCOMING PROXY TERMINATES HTTPS CONNECTIONS

Cancel Previous Next E

lod) W98 Next (IJel.s).

w9dse wslule IJog)swd

Ping PingFederate’

B 1aP Configuration Server Settings

Salect 3 cartificate for sgning the matacsts which wil be published. If no cartficate i skected. the pubished matadats will not be sgned.

Syston Adnkitmiion ‘ Systam Inio

| & Server Configuration

Sammary

SIGNING CERTIFICATE 015867 E298:8D (cn=55C) w

RSA SHAZS6 v

Manage Certificates

Cance! Previous et

22> Uwobs 1Jusdse 989lsess IJusdse Idos we logblyol puvodl Jzjis pou wdosu Idyboels.
o) 998 Next (IJolds).
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Ping PingFederate
Ientity

= 1oP Configuration Server Settlngs

S i oles & Protocols
®) Server Configuration
System Options Metadata Sign Metadata Lifetime Summary

Specify validity period for published metadata and refresh delay for automated metadata reloading.

CACHE DURATION (MINUTES) ] 1440

RELOAD DELAY (MINUTES) ] 1440

Cancel Previous Next Save

lu8y 998 Next (IJeldy).
pJtuo

Ping PingFederate
MAIN Lieense Warning: Approaching expiration date

B 1P Configuration Server Settings

Systam Adwmisstmtion Systam b Restina Notifcatioss Restine Reporiing Account Masegenest Roles & Frotocols Systan Optio datn 5ig
(] Server Configuration
Matadata Litting

Server Settings Summary Information
Summary

Server Settings

System Administration

Mutipie Administretors true
System Info
Runtime Notifications
Certiicote Events false
License Events false
Matedate Events false
Email Notification You must provide & 'From® Address. You must provide an Email Server.
From Ackdress
Emai Servar
EMTP Port -]
SMTPS Port 465
Connection Timeout 30
Encryption Mathod Mone
Enobie SMTF Debugging Messages false

=pyrgmesemac:

Pirg biarty Carparain s Username

Allrig s s rved

remmnaze Retry Astompt 2

>88e IJgpdso lesh 9b 9l 96 zob.

OJ9SU 099, IJogss (IDp)



Ping PingFederate

| ¥ 1P Configuration IdP Configuration
@ Server Configuration APPLICATION INTEGRATION SP CONNECTIONS (o)
ACSpUS
Defauk URL Manoge Al Create New Import

Application Endlpoints

AUTHENTICATION POLICIES
Policies

Selectors

Policy Centracts

Sestons

FEDERATION INFO

Protocol Endpoints

SP AFFILIATIONS ()

Manege A1 Create New

polsslo

lo9) eds wdysu IDp>>pz IJobosyle > [Jpolsslo

Ping PingFederate
eniity’

= IDP Configuration Manage IdP Adapter Instances

PingFederate uses adapters to authenticate users to your partners’ applications. Here you can manage "instances” of adapters that SP connections may use to fulfill Attribute Contracts
7 Gz @ T sent to partners.
Instance Name = Instance Id Type Parent Name Action

HTML Form IdP Adapter HtmlIFormldpValidator HTML Form IdP Adapter Delete | Check Usage

Create New Instance

Cancel Save

lo@) V938 luuble psd 236>.
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Ping PingFederate

| B 14P Canfiguration Manage IdP Adapter Instances | Create Adapter Instance

e

Enter an Acapter Instance Nome snd ld, select the Adapter Type, and o parent # appicable. The Adapter Type is limied to the sdapters currently instalie on your server

Acapter Attributes Adapter Contract Mapping Summary

@ Server Configuration

INSTANCE NAME I] HTML Form 1dP Adapter

NSTANCE 1D ﬂ HTMLFormIdPAdapter

TYPE |] HTML Form |dP Adapter 4 Visit Pingldantitycom for acdtonal fypes
FARENT INSTANCE None b |

Cancel “

I¢e, polsis HTML Form Idp. 1o, 89,8 Next (IJelJs).

polsis IDp

Ping PingFederate

l B 1P Configuration Manage IdP Adapter Instances | Create Adapter Instance

e gy e e [e—

Camplede fh igureti o Ioak up user texts in your e This configuration was designed inte the sdapier for use ot your site

@ Server Configuration

CREDENTIAL VALIDATORS
[A st of Password Credentiol Validators o be used for suthentication)
PASSWORD CREDENTIAL VALIDATOR INSTANCE

Action

Acd & new row to ‘Credentis] Validators!

Field Name Field Value Description
CHALLENGE RETRIES 3 Max value of User Challenge Refries.
Globally
SESSION STATE ®  Fer Adopler =} hew state is mainigi ithin one odopter or between different adapter insta nces.
Nene
SESSION TIMEOUT 0 Session Idie Timecut [in minutes). If left blank the timecut will be the Session Max Timeout. Ignored i ‘None' is selected for Session State.

SESSION MAX TIMEOUT 480 Session Max Timeout (in minutes). Leave bienk for indefinite sessions. Ignoned if None' is selected for Session State.

ALLOW PASSWORD CHANGES Allows usars 4o chenge thei password using this sdapiar.

PASSWORD MANAGEMENT SYSTEM A fuly-cualfied URL to your psssword mansgement system whare users can change their password, If left blank, password changes are
handlied by this adaper.
AL MEMCEEE A USSR Allows users o siom their usarneme o5 e cookie when suthenticeting with this edepter. Once stored, the username is pre-populated in the
ogin form's username fieidon subsecuent transactions.
capyrgme oo
Ping Gy Corpa e CHANGE PASSWORD EMAIL Sand users an email notfication upon a password change. This leature rebes on the undarling PCV returning ‘mall' and igenName’
T NOTIFCATION

atiributes containing the user's first name and e-mail address. Addiionally, mai settings should be configured within Server Settings.

o) W99 luoles Lo 238> 1Js 'prddle walule Idlgwels' 9255 0388 LDAP 1J3s wp loilgo
puvedl Jposd 0388 Lors wslule lewely Ides 1Je)9) Slud) B8 wease. lud) 998
lJolds.
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Ping PingFederate

I & 14P Configuration Manage IdP Adapter Instances | Create Adapter Instance

P Adaplar Extanded Contrct Acie ptar Attribebes Ada ptar Costmct Mappisg m

This aciaper type supports the crextion of an Exiended Adepter Contract ofter inkial deplayment of the adapler instence. This Adapter Cantroct may be uzed to fufill the Attribute Contract, look up cckfional tiributes from ¢ lbzel deta siore, or create @
parsistent nama identilier which uniqualy centiios the user pessed 1o your SP pertnars:

@ Server Configuration

Core Contract

usemame

Extend the Contract Action
amail Edit | Dalete
firsiname: Edit | Deiete
Instname: Ecit | Delete
] Edit | Deiste
updatetimestamp Edit | Deiete
user_principal Ecit | Delete

Cancel

Hed

e wluols 1Je 89> Jol 09 p9 0. lud) W99 Next (IJelds).

welo 1Jpzed

Ping PingFederate

I & WP Configuration Manage IdP Adapter Instances | Create Adapter Instance

=

As an |dP, some of your SP pariners mey choose to recehe 8 pseudonym 1 uniquely idently & user. From the attributes in this authentication sclapter, please select the values that you would ke 1o use in constructing this unique dentifier. Optionaly, speciy
here any stiributes that must be mosked in iog fils.

el Contrct At ptae Abtribeton Ada ptar Contmct Mappleg | Sammary
@ Server Configuration

Attribute Pseudonym Mask Log Values
emeil Ed

firstname v

lastneme v

("] v

updatetimestamp v

ume_principal -

ussnome "

| mMasK Al VALUES

Cancel Previous Next

lod) W98 Next (IJel.s).
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ﬂ!_'!g PingFederate

MAIN License Warning: Approaching expiration date

Manage IdP Adapter Instances | Create Adapter Instance

Type ‘ IdP Adapter Extended Contract Adapter Attributes Adapter Contract Mapping

(= IDP Configuration

®) Server Configuration
An Adapter Contract may be used to fulfill the Attribute Contract passed to your SP partners. By default, the adapter contract is fulfilled by the adapter itself. Optionally, additional
attributes from local data stores can be used to fulfill the contract.

Configure Adapter Contract

Cancel Previous Next m

lody eds wdssu e9> IUpzod.

el IJuwelo sldozs gu ldpuwetse

Ping PingFederate
ertty’

Manage IdP Adapter Instances | Create Adapter Instance | Adapter Contract Mapping

Atiribute Sources & User Lookup |  Adapter Contract Fulfilment

You can choose to fulfill the Adapter Contract with the adapter's default values, or you can use these values plus additional attributes retrieved from local data stores.

[+ IDP Configuration
® Server Configuration

Description Type Action

LdapQA LDAP Delete

Add Atftribute Source

Cancel Next m

Op wluols pLod) wpeod 9235 pgju LDAP IUss we lugilge puwedl. o) w99 Next (Idelds).

wodss e8> 1Jpzsd



Ping PingFederate

I & 1¢P Configuration Manage IdP Adapter Instances | Create Adapter Instance | Adapter Contract Mapping

® Server Configuration

e et

Fullil your Adogher Contract with volues from the authenticotion adapier or wih dynamic text values.

Contract Source Value Actions

email LDAR {LelapGA) mail None ovalable
firstname: LDAR {Lclap@A) ghentome Mone ovaiable
lastnome LDAP (LelapGR) sn None svaisble
uid LDAR {LedapQA) sAMAccounth ame Nene svadable
updatetimestamp LDAP (LdapQ@A) whenChanged Hone ovaisble
user_principal LDAF (LdopG@A) userPrincipalName None svaiabie
username LDAP (LenpCA) sAMAccounthame None ovaiable

oessu lduwple. ludg) W98 Next (IJolds).

eelss, 1ol

Cancel

Previous

e

ﬂ!_'!g PingFederate

MAIN

(= 1DP Configuration

® server Configuration

License Warning: Approaching expiration date

Manage IdP Adapter Instances | Create Adapter Instance | Adapter Contract Mapping

Attribute Sources & User Lookup Adapter Contract Fulfillment

PingFederate can evaluate various criteria to determine whether users are authorized to access SP resources. Use this optional screen to configure the criteria for use with this
conditional authorization.

Source Attribute Name Condition Value Error Result Action

- SELECT - ~ - SELECT - ~ - SELECT - ~ Add

Cancel Previous Next m

oy 999 Next (IJelds).
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MAIN

I [ 1P Configuration

@) Senver Configuration

Coppigme 2omama
i Ha sy O g s
A 1 o
varsnIB22.0

Deta Store

LDAP Directory Search
Base DN

Search scope
Atiribute

Attribube

Attribute

Atribute

Attribute

Attribute

Attribute

LDAP Fiter

Filier

Adopter Contract Fulfillment
uid

Firstname
updatetimestamp
user_principal

email

lostname

usernome
Issuance Criteria

Criterion

333 Igpdss gal> sbo§lo §s

louoldle SP

louwle logoldle SP gassé

u9g IJloold

107893148289

en=users ce=cisco,de=com
SUBTREE_SCOPE

Subect ON

ghenName

meil

sAMAccouniNome

=n

userPrincipaiNama

whenChanged

sAMAccountNome=$jusernome]

sAMAccountNeme (LDAR
ghenName (LDAF)
whenthanged (LDAR
userPrincipaiName (LDAF)
mail (LOAF)

3n (LDAP)

=AMAccountN ome (LDAF)

(Mone)

Canee! Previus -

Ping PingFederate’

MAIN

4 1dP Configuration

@ Server Configuration

SP Connection

Consaction Typa Consaction Optiosn I port Matndatn General Info Browser $50

Select the type of connection neadad for this SP: Browser S5O Profiles (for Browsar S50). WS-Trust STS (for access to identty-anabiad Web Services). Outbound

CONNECTION TEMPLATE Mo Tamplate

BR

o) 998 Next (IJelds).

¢sble Jleald

Activation & Summary
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Plng PingFederate’

= 1dP Configuration SP Cennection

Pisose select opiians thet apaly to this cannection.

@ Server Configuration

lo@y W98 IJelds

b,lz Ieslole 1JisJss

uisd pdd wslule ogrsd xmllJgluos we9d) 1UEsp6 oo puu9sd €306 1Jo9ss pu Cisco >
IJlgsble > o@s Ides),Ble > oujsd vslule IJog s

laln ; ;
cleco Identity Service Management

Settiﬂgs IdS Trust

Nodes

1

Settings

PN
7,

& Download SAML SP Metadata
Clients
Begin configuring the trust relationship between the Identity Provider(ldP) and the Identity
Server (IdS) by obtaining a SAML SP metadata file from the IdS Server. Use this metadata file

to configure trust relationship in Identity Provider (IdP).

Download Metadata File

wepsd pd xml Joslule og)se 99, 1Jgses |Js PingFederate.



Ping PingFederate

i 14P Configuration SP Connection

Cansactios Typa | Consoction Dptiosn | Import Motndatn [P T S P 1o S SR (S S S

To populate many connection settings automatically, you con upled the partner's metadato fike, or specify o URL where PingRederote can downlood it. To periodically reloed the connection settings from the URL, select Enabie Autom ol Reloading.

® Server Configuration

METADATA NonwE @ FALE URL

spaenl Choose file

Cance!

2o, pd® xmlldss wp wuisde 9lud, IJolds
pdéuo valole lJog s

Ping PingFederate

¥ 1aP Configuration SP Connecticn

& Server Cenfiguration
Use the below of the imperted metadota
Entity i UCEX-8A1 ciso.com
Metacato Sgnsture Stotus unsigned

Cancel

o9y W99 IJelds
pedople glpd

Ping PingFederate

SP Connection

e e N ) ==

This information ientifies your partner's uniqu entifier 10). Nome the eentfier for
communiating with fhis pertner. If set, these viruel server |03 wil be used in plece of the

MAIN

jon & Summary

[ 1dP Configuration

Optionall, you can specify mulipie vittua| server 1Ds for your own SErver 1o u se when
ique b | idantfiar confi your sarver in Server Setlings. The Bose URL may be used o simpify configureton of pertner endpaints,

@ Server Cenfiguration
PARTNER'S ENTITY 1D

[CONMEC " LCCX-5A1.dsco.com

oM 1D)

TION NAME " UCCX-5A1.dsco.com

VIRTUAL SERVER IDS

B

ICCX-5A1.cisco.com:8353
COMPANY

CONTACT NAME

CONTACT NUMBER

CONTACT EMAIL

APPLICATION NAME

APPLICATION ICON URL

NENE
@ STANDARD
LOGGING MODE
ENHANCED

FULL

Copyrghte 2008308
Pl g iy Corpo

e

o) W99 IJelds



puvoeue SSO

Ping PingFederate

I B P Configuration SP Connection

Convmcton Ty | Conmctio Gptiom | mprt Metmn | Metin Sammary  Gomeri s | B350 | i ([

This task provides connecton-endpoint and cther configuration infarmation enabling secure browser-tased S50, fo resources ot your partner's ste. Clck the bution below fo create or revise this configuration.

@ Server Configuration
BROWSER S50 CONFIGURATION

Configure Browser S50

Cancel

SV

ludy 998 sy SSO Jdpweeruo

PVl wg)sd JEb whpss wldss IUlelo (SAML)

Ping PingFederate

I B kP Configurstion SP Connection | Browser SS0O

S ——

A SAML Profike defines what kind of messages mey be exchanged between an identity Frovider and o Service Provider, and how the messages are trensported (bindings). As an IP, you configure this information for your 5P connection.

® Server Configuration

Single Sign-On (SSC) Profiles Single Logout (SLO) Profiles

¥ | |pRaNmA DPINITIATED SLO

¥ | SPINITIATED 550 SPINITIATED SLO

Cance!

ludy B8 Ields

pdleos: wuwrsd Igsz IJighs (SLO) ) @890 p0 Swd ¢2p6 1Jogess (IDs) pu Cisco B
11.6 9Jl swp wedsdo.

eeu Idoldss

Ping PingFederate

eritty!
I & IDP Configuration SP Connection | Browser S50

SAMLProfies | Assertion Lifetine Protocol Settings |  Summary

When an assertion is issued to the SP. there is a timeframe of validity before and after issuance. Please specify these parameters below.

®) Server Configuration

MINUTES BEFORE 5

MINUTES AFTER

@

Cancel Previous Next Done E



ludy 998 IJelds

louble IJeldss

Ping PingFederate
ety

@ IDP Configuration SP Connection | Browser SSO

SAML Profiles Assertion Lifetime Protocol Settings ‘ Summary

This task provides the configuration for creating SAML assertions to enable 350 access to resources at your SP partner's site.

@ server Configuration

Assertion Configuration

IDENTITY MAPPING Standard
ATTRIBUTE CONTRACT SAML_SUBJECT, email, lastname, uid. upc P
ADAPTER INSTANCES 1

AUTHENTICATION POLICY

MAPPINGS 2

Configure Assertion Creation

Cancel Previous Next Done

lod) W98 wdssy lugile IJeldss

wibsb 1Jogss

E,i:';.'g PingFederate

MAIN License Warning: Approaching expiration date

& IDP Configuration SP Connection | Browser SSO | Assertion Creation

ke SERSIRENSn Souss WeEe

® Server Configuration
Identity mapping is the process in which users authenticated by the IdP are associated with user accounts local to the SP. Select the type of name identifier that you will send to the SP.
Your selection may affect the way that the SP will look up and assoclate the user to a specific local account.

[} STAMNDARD: Send the SP a known attribute value as the name identifier. The SP will often use account mapping to identify the user locally.

PSEUDONYM: Send the SP a unique, opaque name identifier that preserves user privacy. The identifier cannot be traced back to the user's identity at this |dP and may be
used by the SP to make a persistent association between the user and a specific local account. The SP will often use account linking te identify the user locally.

TRANSIENT: Send the SP an opague, temporary value as the name identifier.

Cancel Next Done

lbdy B8 IJelds
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= C & NotSecure hips://pingserver.cisco.com:9999/pingfederate/app

[=] 1dP Configuration

® server Configuration

Copyright © 2003-2016
Ping identity Corporation

SP Connection | Browser SSO | Assertion Creation

Identity Mapping Authentication Source Mapping

An Attribute Contract is a set of user attributes that this server will send in the assertion.

Attribute Contract

SAML_SUBJECT

Extend the Contract
SAML_AUTHN_CTX
SAML_NAME_FORMAT
uid

user_principal

Subject Name Format

urm:oasis:names:tc:SAML:2 O:nameid-format:transient ~

Attribute Name Format

urn:easis:names:te:SAML:2 O:attrname-format:basic

urn:oasis:names:tc:SAML:2.0:attrname-forr
urn:oasis:names:tc:SAML:2.O:attrname-formatiuri

urn:oasis:names:tc:SAML:2.0:attrname-formatiuri

um:oasis:namestc:SAML:2 O:attrname-format:basic w

Cancel Previous Next

weds): 030 lduwpele 1Ujless JJgpd lJosous Jgspd [Jogso (IDs) pu Cisco pg
PingFederate.

Action

Edit | Delete
Edit | Delete
Edit | Delete

Edit | Delete

Add

Hone m

€3> IJywpes

JEouo

saml_subject

Suvwede wluwbo gled oW so IJouze PingFederate JJwz 99 pu
luvosSle IJSses 1Jpesus

SAML_AUTHN_CTX

Suwwdpe IS luwogles SAML JJlgihe [Js uble 1Jeol> 806
'PasswordProtectedTransport'

SAML_NAME_FORMAT

Suvogde IS lyvegles SAML JJlusle |Js wouwsd SAML 2.0
IJed e Jpg, Ul we

S9S?

PUNED P w9luwbbd p&;&é'& Cisco .Ju&)&d IJPL}”QEPP lJ>s Y1
e wo

user_principal

Suotde pu Gud perdle Cisco Jopass Uluupe IJdlpd (Is e +
pelJ) JJpuwcdre lUss wpo puob oo

Sedu Jdpuwssd wiuosue wilisd cugwsd IJluwe pu gdld pdwd IJod9sy custom-name-
formats.xml IJe9g9> WO o3l IU>JsJ:
<pf_install>/pingfederate/server/default/data/config-store.

Jouugsd SSO wews) Jperd IUluwe: $p wluplds gouuoy Xmliuudd Suve couuwsdle
SAML2-subject-name: <con:item name="urn:oasis:names:tc:saml:2.0:name-
format:transient">urn:oasis:names:tc:saml:2.0:nameid-format:transient</con:item>

lud) W98 Idelds

CESSU pue) Idp ol §6




Ping PingFederate

I & 14P Configuration SP Connection | Browser SSO | Assertion Creation
@ Server Configuration
PingFederate uses IdP odopters, portner kdPs o Authentication Policies o outhenticate users fo your SP. Lsers may be e by aneof odapters o palicy 30 Map on odapter instonce for eoch IDM system
o o authentiation policy contract for each poliey.
Adapter Instance Name Virtual Server IDs Action
Authentication Policy Contract Name Virtual Server IDs Action

Map New Adapter hstance Map New Authentice

Cancel

Pravious

luB) 8JS CESSU pisd p2od 238>

Ping PingFederate

I B 1P Configuration SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

P e | S

Salect en IdP sdapler instance that mey be used to suthanticete usars for this partnar. Atiributes returned by the edepter instance you choose (tha Adaptar Contract) may ba used to fulll the Atiribute Contract with your parner.

@ Server Configuration

ADAPTER INSTANCE HTML Form IdP Adapber w

Adapter Contract
email

firstname

lastname

uid

updatatimastamp
user_principel

username

OVERRIDE INSTANCE SETTINGS

Ianage Adapter Instances

Cancel

OESSU pz9d HTML Form IdP 1J3s wpe luublgo puwedl. lo@) 899 IJelds

Iowdow IJogsso

Ping PingFederate’

I B 1P Configuration SP Connection | Browser SSO | Assertion Creation | |dP Adapter Mapping

S P S —

@ Server Configuration

“fou can choose with your pertner the valses provided by the "HTML Form I Adapier adapter. or you can use these volues plus ackitional ottributes retrieved from local data stores.
Adapter Controct

email

firstname

lastneme

uid

updntetimestamp

user_principal

username

ATTRIBUTES FROX

NCLUDES

5T

S AND/OR A FAILSAFE MAPPING

@ USE ONLY THE ADAPTER CONTRACT VALUES IN THE SAML ASSER




lo®) W98 IJolds

TS e lJuwped

Lo C A NotSecure https://pingserver.cisco.com:9999/pingfederate/app h* 4 I'E', oA

SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

Fulfill your Attribute Contract with values from the authentication adapter or with dynamic text values.

|IdP Configuration

@ Server Configuration

Attribute Contract Source Value Actions

SAML_AUTHN_CTX Text e urn:oasis:names:tc:SAI None available
SAML_NAME_FORMAT Text b urn:oasis:names:tc:SAl None available
SAML_SUBJECT Adapter L username ~ None available
uid Adapter ~ uid W None available
user_principal Adapter ~ user_principal h Mone available

Copyright © 2003.2016

Ping Icontity Carparation )

Previ
Al rights reserved Cance Previous Next Done m
Version 8220

olds oo wesso IJdse eds

€8> lJwpd lJeu2>) NEXYY

username

pdlzlbs olpd 25l: szw i coblo® 1J8ses lJpuwegsps Josl IJlgsls
p& 1J8spd lJpwegspesd Os lesh gled w0 sé LDAP

saml_subject lJpoles: S
_subj Jeolss (18w e#3.1.3.2. cJysu ldpesd)

pdlebi: sop luuogsle 'username’ ool Loyl Jiu glod IJoobss
lJeuveése ould 09 SAMAccountName=${username}

SAML_AUTHN_CTX Ul urn:oasis:IJiuupIc:tc:saml:2.0:ac:classes:PasswordProtectedTranspor

SAML_NAME_FORMAT|lu_e urn:oasis:|Ji_w ple:tc:saml:2.0:nameid-format:transient

S9:S> |Jpolsis||s9s>

user_principal |Jpolsis||user_principal

@) 999 lJolds

eelssy IUluosl



Ping PingFederate

| & 1P Canfiguration SP Connection | Browser S50 | Assertion Creation | IdP Adapter Mapping
o
& Server Conflguration
ngF avaluote it ine whether users are fo access SP Use tional screen gy he cri for use with
Source Attribute Name Condition Value Error Result
-sELECT- - - seLEeT - v - sELEeT- ~

Cancel Previous Hext

pdeue

Ping PingFederate

Done

g SP Connection | Browser SSO | Assertion Creation | IdP Adapter Mapping

IdP Configuration Adapter Instance Mapping Method Attribute Contract Fulfillment Issuance Criterla

Click a heading link to edit a configuration setting.
® Server Configuration

Adapter Instance

Selected adapter HTML Form IdP Adapter 1
Mapping Method

Adapter HTML Form IdP Adapter
Mapping Method

Use only the Adapter Contract values in the mapping

Attribute Contract Fulfillment

uid uid (Adapter)
SAML_AUTHN_CTX urnioasis:r SAML:2.0:ac: i rotectedTransport (Text)
user_principal user_principal (Adapter)
SAML_SUBJECT username (Adapter)
SAML_NAME_FORMAT urn:oasis:r te:SAML:2.0: id-format:transient (Text)
Issuance Criteria
Criterion (None)
Copyright © 20032016
Ping Igenthy Corporation
A rights reserved Cancal Previous Done E
Version 82.2.0
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Ping PingFederate
eniity’

& IDP Configuration SP Connection | Browser SSO

SAML Profiles Assertion Lifetime | Assertion Creation Protocol Settings

® Server Configuration
This task provides the configuration for specific endpoints and security considerations applicable to selected profiles. Click the button below to create of revise this configuration.

Protocol Settings

OUTBOUND S50 BINDINGS POST

OUTBOUND SLO BINDINGS Redirect

INBOUND BINDINGS POST. Redirect, SOAP

SIGNATURE POLICY SAML-standard, SAML Assertion, Authn requests over POST & Redirect
ENCRYPTION POLICY No Encryption

Configure Protocol Settings

Cancel Previous Next Done Save

ol eds wdsu lesble Ide,9e9dsd
euslu URL Jgspé 1dpuweold JJoldss

Ping PingFederate’

MAIN License Waming: Approaching expiration date

& I4P Cenfiguration SP Connection | Browser SSO | Protocol Settings

Sy ety p—

As the IdP, you send SAML essertions to the S Assertion Consumer Servica, The S8 may recuest thet the SAML assertion be sant to one of sevaral URLS, vis diferent bindings. Plaesa provida the possitia assertion consumer URLS baiow and select one.

@ Server Configuration

o be the defaul,
Default Index Binding Endpoint LURL Action
default ] POST fidstsamiresponse Ecit | Delte
- SELECT . b | I Add
Cancel Next Done

lols u¥bs wolss SSO Jy)ub el 1oy lo®) Wy IJelds
9lob SAML 1Jp w9z wol

Ping PingFederate’

| B 14P Configuration SP Connection | Browser SSO | Protocol Settings

——— " —

When the SP sends messages, what SAML bindings do you want to allow?

® Server Configuration

ARTIFACT
POST
REDIRECT

SOAP

b, W99 IJelds
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Ping PingFederate

SP Connection | Browser SSO | Protocol Settings

Amsertios Cosssmer Service URL Allowa bia SAML Bindisgs Sigantsra Policy Eaeryption Policy Summary

Ackltional quarantees of authenticity may be sgreed upan between you and your partner. For SPinitisted S50, you cen choose bo require signed authenticafion requests sent via the POST or recirect bindings. You cen ako chooss 1o sign assertons sent to
this partner, regardiess of the binding used,

= 14PConfiguration

@) Server Configuration

| REQUIRE AUTHN REQUESTS TO BE SIGNED WHEN RECEIVED V1A THE POST OR REDIRECT BINDINGS

ALWAYS SIGN THE SAML ASSERTION

Pu}'tlbé: OU2pU p&dle Ci§co Huwlde SAML Jodgy 'r°9u§§_5'9-.zUoU..§ Jl o 'o9bse
oldss SAML ks pl'. 93J9 Jlo PingFederate Jussde ol 'oldss SAML' Iy 'l weelos SAML!
9JIu Jsuw Jdlopl.

ludy B8 Ields

vog lJovlds,

Ping PingFederate

SP Connection | Browser SSO | Protocol Settings

Asmartion Cons ner Servics URL Aliowabio SAML Bisdings Sigeatare Policy Encryption Policy Summary

Adcitions| guaranteas of privecy may be usad batwean you and your pariner. Specify an ancryption policy for the exchange of SAML messages.

| [ 1dP Configuration

@ server Configuration

® nNone
THE ENTIRE ASSERTION

OME OR MORE ATTRIBUTES

pdlz16: Jl esgp pgrle Cisco b § SAML I p indd, soldelds ize, "Jl Giss" Jlesls
"uslows 1o,

w9y W99 IJelds
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Ping PingFederate’

& 14P Configuration SP Connection | Browser SSO | Protocol Settings

Ammartios Conmsnar Sarvica URL Allowabla SAML Birdisgn Sige Palicy acryption Policy Semmary

Summary infarmation fior your Protocel Settings canfiguration. Cick o heading link to ecit o configuration setting.

Protocol Settings

Assertion Consumer Service URL

@ Server Configuration

Endpaint URL: /efs/semiiesponse (POST)

Allowable SAML Bindings

Artfact false:
POST true
Redwect trise
S0AP False

Signature Policy
Require digitelly signed AuthN requests tre

Adwnys sign the SAML Asserion folse

Encryption Policy

Status Incthe

>88w lJgpdss lesh 9b 9lb 96 wpe
wslole IJlge el

Ping PingFederate’

I = 18P Configuration SP Connection

Consnction Typa Connnction Optiosn Matncatn URL Goseml Il Browsar S50 | Cradestink | Acthmtion & Semmury

For each credential shown here, configure the necessary seftings.

& Server Configuration

Credential Requirement

DIGITAL SIGNATURE CNsSSO

SIGNATURE VERIFICATION SETTINGS Unanchored Cartificate (Primary CN=UCCX-SA1.cisco.com, Secondary Mot Configured)

o) eds wdssu walole IJlgoels

lesble IJesdse 1drdes



Ping PingFederate

SP Connection | Credentials

Digital Signature Settings Signature Verification Settings

‘You may need to digitally sign SAML messages or security tokens to protect against tampering. Please select a key/certificate to use from the list below.

IdP Configuration

® server Configuration

SIGNING CERTIFICATE II 02:1E:14:B4 (cn=pingservercisco.com) ~

+| INCLUDE THE CERTIFICATE IN THE SIGNATURE <KEYINFO> ELEMENT,

+| INCLUDE THE RAW KEY IN THE SIGNATURE <KEYVALUE> ELEMENT.

SIGNING ALGORITHM RSA SHA1 w

Manage Certificates

Cancel Next Done

22> ywobo IJuwsdse Idos we lugblgol puwedl. bl Jp odo J3dY: spdud IJud) 9938 bblyo
IJwoble Jluuvle Juolss.

pdlzlo6: Jl g p pg,8le Cisco RSA SHA256 Jos s luwezlos SAML suldelds sep
luuegsle "RSA SHAT".

o) W98 Idelds
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Ping PingFederate
Berbty

I & 1DP Configuration SP Connection | Credentials

Back-Channel Authentication Digital Signature Settings Signature Verification Settings m

Incoming SAML messages or security tokens may be digitally signed. This configuration task provides options for verifying signatures.

® Server Configuration

Manage Signature Verification Seftings

Cancel Previous Next Done Save
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E,i:';.'g PingFederate

& IDP Configuration SP Connection | Credentials | Signature Verification

Trust Model Signature Verification Certificate

Select the Trust Model to be used for verifying digital signatures received from this partner,

® Server Configuration

AMNCHORED The verification certificate must be signed by a Trusted CA and included in the incoming message.

® UNANCHORED The verification certificate is self-signed, or you wish to trust a specific certificate.

Cancel Next Done E

lo@y W98 IJelds

uwobé IJoe 8l pu lJusdse

Pi“.g PingFederate’

MAIN License Waming: Approaching expiration date

B 1dP Configuration SP Connection | Credentials | Signature Verification

e [T ...... |

Fisose select the certificate{) 1o use when verfying these digtal signatures. When mulipke cerificates are chosen, each certificate is tried from the top of the list down until the signature is verified.

@ Server Configuration

PRIMARY I 2A78 5D:ES (ensl COX-SA1 cisco.com) ~

SECOMNDARY - SELECT - w

Manage Cartificates

lug) eds bhs Iduvoble Jlgwas,ls guoble ey SP.

?]'.?E PingFederate’

MAIN License Waming: Approaching expiration date

I @ 1P Canfiguration SP Connection | Credentials | Signature Verification | Certificate Management

Digital Voriication Cartiicxtes

& Server Configuration
Uze fhis screen be monnge the certficates PingFeder e needs 1o verify dgital signatures from cennection pariners or other sources. These certficales may olsa be used for encrypten.
Serial Subject DN Expires Key Details Status Active  Action
Activete - Certiicate cheady active
ATEEDER CH=UICCX-8A1 cisca.com Sun Nov 24 17,03:42 |ST 2019 RSA 2042 Wl ; Export
Deiete - Certficate in use

Import

Cancel
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Ping PingFederate

I & WP Canfiguration SP Connection | Credentials | Signature Verification

Trant Mol Sigeatura Vorliction Cartilcatn m

Summeary Information for your Signature Verfication configuration. Cick a heeding link 1o edi a configuration seting.

@ Server Configuration

Signature Verification

Trust Model

Trust Mods! Unenchored

Signature Verification Certificate

Selocted Cortiicete CN=UCCX-8A) cisco.com

Cancel Previous Done

o8y V98 we

pdeuo

Ping PingFederate’

MAIN License Warning: ADDrOBChing @xpieation date
I & 1P Configuration SP Connection | Credentials
L ———
& Server Configuration
Summary for yeur i o Cick o hesding link to dit o configuration setting.

Credentials

Digital Signature Settings

Salecied Carifiicote CN=550, OU=CBABU, O=CISCO, L=Bangokre, ST=Karnotaka, C=IN
Incluge Canficate in Keyinto rue

Inclsce Raw Key in KeyVilue true

Salected Signing Algorithm RSA SHAZS6

Signature Verification

Trust Model

Trust Modal Unanchared
Signature Verification Certificate

Selscied Cartiicate CN=UCEX 81 ciszo.com
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Ping PingFederate

SP Connection

Metadata URL General Info Browser 550 Activation & Summary

Summary information for your SP connection. Click a heading in a section to edit a particular configuration setting.

MAIN

[+ 1dP Configuration

@ server Configuration Connection Status @ ACTIVE INACTIVE

SSO Application Endpoint https://pingserver.cisco.com:9031/idp/startSSO.ping?PartnerSpld=UCCX-SAl.cisco.com
Summary
Connection Type
Connection Role SP
Browser SSO Profiles true
Protocol SAML 2.0
Connection Template No Template
WS-Trust STS false
Outbound Provisioning false
Caonnection Options
Browser S5O true
IdP Discovery false

Exra g Attribute Query false

Ping kentity Corporation

Ping PingFederate

General Info
MAIN Partner's Entity ID (Connection ID) UCCX-SA1.cisco.com
Base URL https://UCCX-5A1.cisco.com:B553
IdP Configuration
@ Server Configuration SAML Profiles
IdP-Initiated SSO true
IdP-Initiated SLO false
SP-Initiated SSO true
SP-Initiated SLO false
Assertion Lifetime
Valid Minutes Before 5
Valid Minutes After 5
Identity Mapping
Enable Transient Identifier true
Include additional attributes false

Authentication Source Mapping

Adapter instance name HTML Form IdP Adapter 1
Copyright © 2003-2016 Adapter Instance
Ping Identity Corporation
Al rights reserved Selected adapter HTML Form IdP Adapter 1

Version 8.2.2.0



Mapping Method

Adapter HTML Form IdP Adapter

Mapping Method Use only the Adapter Contract values in the mapping
IdP Configuration

Attribute Contract Fulfillment

@ server Configuration Issuance Criteria

Criterion (None)

Protocol Settings

Assertion Consumer Service URL

Endpoint URL: /ids/saml/response (POST)

Allowable SAML Bindings

Artifact false
POST true
Redirect true
SOAP false
Signature Policy

Require digitally signed AuthN requests true
Always sign the SAML Assertion false

Encryption Policy

Copyright © 2003-2016 Status Inactive

Credentials

Digital Signature Settings

Selected Certificate CN=pingserver.cisco.com, OU=cisco, O=ccbu, L=bangalore, ST=Karnataka, C=IN
Include Certificate in Keyinfo true

Include Raw Key in KeyValue true

Selected Signing Algorithm RSA SHA1

Signature Verification

Trust Model

Trust Model Unanchored

Signature Verification Certificate

Cancel Previous Save
283 puU ldpdeuo Slud) B9 eob.
ouodSy wslule wgysw PingFederate
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Ping PingFederate

MAIN LLicense Warming: Approaching explration date
B 6P Configuration Server Configuration
I @ Server Configuration SYSTEM SETTINGS CERTIFICATE MANAGEMENT

Server Settings Trusted CAs

Connect 1o PingOne S50 Server Cerificates

Dats Stores SSL Cliont Keys & Cortificates

Recact Valdation Signing & Decryption Keys & Certficates
Cartficate Revocation Checking

ADMINISTRATIVE FUNCTIONS Metodata URLs

Maetadats Export

XML Fils Sgnatures AUTHENTICATION

Configuration Aschive Applcation Authentiation

Account Management Pessword Credential Vaidstors

License Manogement Actve Directory Domains/Kerberos Reaims

Wirtusl Host Nemes

902 Idoslole 1Jisdss

luB) W99 wdasu IUghe > 1Ugblisd IJbhss > wuoss) velule IJog s

Ping PingFederate

B 1P Configuration Export Metadata

Matncits Mo Coapection Metadata ot

w Signisp  Export & Summary
@ Server Configuration
You can genersts metadat speciic 1o 8 connection, ncluding the Attribute Contract and publc key. Of you Can provide s naw contrect and ssiect a kiy manuslly. The resuling metadata may be YOUT partner ko e pify creston

USE A CONMECTION FOR METADATA GENERA

ORMATION

DE IN METADATA MANUALLY

USE THE SECONDARY POS

Concet m

o) W98 Idelds

wslule ogHsu IJloold



Export Metadata

Metadata Mode Connection Metadata Metadata Signing Export & Summary

Select a connection that contains the Attribute Contract and Digital Signature Key you wish to include in the metadata.
H UCCX-SAl.cisco.com v

Attribute Contract
SAML_AUTHN_CTX
SAML_NAME_FORMAT
uid

user_principal

DIGITAL SIGNATURE KEY
CN=pingserver.cisco.com, OU=cisco, O=ccbu, L=bangalcre, ST=Karnataka, C=IN

XML ENCRYPTION KEY
No XML key available for this connection

Cancel Previous m

2 lousld SPIJss e wlugilse 9l Wes IJolds
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Ping PingFederate’

B P Configuration Export Metadata

Matncats Moda Coasaction Matadatn Motndatn Sigaisg Export & Summary

From this list of cartficatas, choose which one to use for sgning the selacied fike,

& Server Configuration

SIGNING CERTIFICATE O158ACABIAFE [cn=550) ~

v INCLUDE THIS CERTIFICATE'S PUBLIC KEY CERTIFICATE IN THE <KEYINFO= ELEMENT.

+ | INCLUDE THE RAW KEY IN THE SIGNATURE <KEYVALUE: ELEMENT,

SIBNING ALGORITHM REA SHAZSS ~

Wanage Certificates

22> ywobs wulule IJog) s ldos e wlogilsel 9¢9l)5ps0 IJwsdse edsol J RSA SHA256.
o9y 999 lJolds
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ﬂﬂg PingFederate

Export Metadata

Metadata Mode Connection Metadata Metadata Signing Export & Summary

Click the Export button to export this metadata to the file system.

f# I1dP Configuration

Export Metadata

I ®) Server Configuration

Metadata Mode

Metadata mode

Use the secondary port for SOAP channel

Connection Metadata
Selected connection
Attribute

Attribute

Attribute

Attribute

Digital Signature Key
Metadata Signing
Signing Certificate

Include Certificate in Keylnfo

Use connection

false

UCCX-5A1.cisco.com
uid
SAML_AUTHN_CTX
user_principal
SAML_NAME_FORMAT

CN=pingserver.cisco.com, OU=cisco, O=ccbu, L=bangalore, ST=Karnataka, C=IN

CN=pingserver.cisco.com, OU=cisco, O=ccbu, L=bangalore, ST=Karnataka, C=IN

Copyright & 2003-2016
Ping kdenity Corporation
A rlghts resenved

true
Include Raw Key in KeyValue true
Selected Signing Algerithm RSA SHA256
Export
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