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Enterprise 1J]_o>l, 11.6 g Packaged Contact Center Enterprise (PCCE) IJ|_o>l, 11.6 TurY
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|l Install

IJzuo9d eds woulee OpenAM

* wujsd luosble OpenAM 10.0.1 oy
https://backstage.forgerock.com/downloads/OpenAM/OpenAM%20Enterprise/10.0.1/OpenAM %201

* JIJ ool po e3ele OpenAM IJIwlpuss: spdud wussd 1Jeses wlddled Jbuivssd zip.
WV 9b pJd OpenAM .war. 909 9b IJgle IJbse JI)Lbsyd .zip

« oo lu ol v s 16 Lidpdol pwozuod eds sJsd OpenSSSO ¢
README 90z,0986 pu pJilo IJegsue 9ldsdlsd

IJpcbdole IJlgul uss

ol o 098, Idolez IJplbdsws puwadl Jgople OpenAM 1wl puss $od IJovwse:

¢ LSS 99U wyugsd Java 6

* wouwsw Apache Tomcat Jelgsé wbusd 9sw

« cobdo gple OpenAM IJIuwluss 2ol bous pu eep Y906 1U31,6 1Jblo,ss Java (JVM)
swde 1eselolse szee esd dlisp sode 256 pselolse. Yp vobosd dsble JVM gos
Lowb JAVA_OPTS Gs pJud IJJoldsul Bud wis ouvgsd ébe ldolbus s TOMCAT - -
XMX1024m -XX:MaxPermSize=256m

eds uvosd lJpeld: pzpses Java_ OPTS=7JAVA_OPTS -XMX1024m -XX:MaxPermSize=256m
-XMS512m

* wowsw Microsoft Active Directory Jegio wslule wgss 9dsd pu lJpuweispsu.
oowse wbousyd 9se OpenAM

Szws pJu deployable-war/opensso.war gJs JI96 pdgule glbe OpenAM glduplsz weo sdsd
OpenAM.

Uy OpenAM gJs gloss Tomceat

louwe pJd opensso.war | IsJsd 2se sop 0tisu cbusdlo 95w w9p Jlo. g ouwpss
pJuo opensso.war |Js open.am.war. lg> o ubgsd 306 Tomcat.
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OpenAM o9 cbusd 95w vuwsh suwoussIo ¢bpe Tomeat. Ul Spl gdsd Jugs wuvésd

Default Configuration

Enter only the passwords for the default
administrator and the agent accessor. All
other data is configured using default
parameters. This option should be used
primarily for evaluation or development
purposes.

Create Default Configuration

Custom Configuration

Allows you to specify all configuration
parameters including the type of data
store, encryption properties, user data
store, etc. This option has the most
flexibility in setting up your installation.
Create New Configuration

he Comman

the

ndar the CODL. This distribution

¢hp Tomeat IJglo v 900 p Spdud 1Uguosd IUs 306 95w OpenAM.
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OpenAM Configurator

Custom Configuration Option

= General

2. Server Settings

i

Configuration
Store

User Store
Site Configuration

Agent Information

N e e s

Summary

Step 1: General -

Enter the password for the default user, amAdmin. The password must be at least § characters in length. If this

configuration will be part of an existing deployment, the password you enter must match that of the original
deployment.

*Indicates required field

Default User Password

Default User [amAdmin]

*Password |0¢ ssasaes Mok

*Confirm Password |essssssss

Previous E Clwell

wees bEld Jded 19 Lozses prosu sboy 1) Idoelds 9spdu pologsd ldodsse.

lesble 1Ughe

sJ9o URL 1JglLo wldglse 09 luwe IUpzld 1psed lddled JJehe wuvdd Ideluns.

pdlebs: pu 1eop b IJpuuctse IUss Sd9e woubésd Apache Tomeat Jsso 2 1Jsuo9J
JJdolus |Js sdsd Idedsso. suesegs Jsdd sy ~openam/config pulwe! Josl
lJe)uo. IJlgshble 1dezdsd Jdpuuole [Jesgspes os en_US (IdJgs 1Ulugds)ss) i_9 de
(IJEs Iideloss) Is es (1JJEs Iluwloss) Is fr (1I0JEs 1S 0umss) s ja (IJJEs
IJsloluss) s zh_cn (1IJJgs IJuososs Idpwuwlos) Is zh_tw (IJJgs IJuosuss

lJo8Jss86).




OpenAM Configurator

Custom Configuration Option

1. General Step 2: Server svetting'.":r
+ Server Settings Confirm the following settings to use for the server.
3. Configuration *Indicates required field
4. User Store

) ) *Senver URL |htlp:!fupenamserver.cisca.com:&ﬂso
5. Site Configuration

, . . .

6. Agent Information Cookie Domain |.cisco.com
1. Summary *Platform Locale len_Us

*Configuration Directory  [C:/Users/Administrator/openam

_Previous | fiied] | _Cancel |

leshle pgiu wslule IJodssy

Jodasu gbe gz Jl sdje wgss) odo IJlgsble.



OpenAM Configurator

Custom Configuration Option

1. General

2. Server Settings

+

Configuration
Store

User Store
Site Configuration

Agent Information

I

Summary

Step 3: Configuration Data Store Sattings"_‘r

If no other OpenAM instance already exists in the environment, then choose First Instance. If one or more OpenAl
instances already exist in the environment, choose Add to Existing Deployment.

@ Firstinstance ¢ Add to Existing Deployment?
* Indicates required field

Configuration Store Details

Configuration Data Store " openAM " OpenDJ or Sun Java System Directory Server

* SSUTLS Enabled [~

* HostName Jlocalhost

* Port [fozsa

* Admin Port IW

* JMX Port T

* Encryption Key |+cwg+|e0MmPkm1YI—hvscp1 LvJ3X!
* Root Suffix |dc=opensso,dc=java,dc=net

_ Previous | fiiext! | _ Cancel |

lesble pgio wslole Idpuwegse

o@9p lesble pgi0 wslule lJpuuese wuguosd OpenAM Cpei o wslule Microsoft Active

Directory.




OpenAM Configurator

Custom Configuration Option

1. General Step 4: User Data Store Settings
2. Server Settings You can use the data store that comes with the OpenAM configuration data store, or you can use a different user
data store. A good practice for setting up production environments is to use an external user data store, one that
3. Configuration is different than the OpenAM user data store. Please note that Policy Service and LDAP Authentication Module
Store shall be configured to use the Directory Administrator DN and Password provided here.

> OpenAM User Data Store

= User Store
& Other User Data Store
5. Site Configuration *Indicates required field
6. Agent Information User Store Details
T. Sumemacy *User Data Store Type " Sun Java System Directory Server ~ © OpenDJ

% Active Directory with Host and Port  © AD with Domain Name
" Active Directory Application Mode " IBM Tivoli Directory Server

*SSUTLS Enabled [~

*Directory Name |openamsewer_cisco_cnm
*Port pss

*Root Suffix |dc=cisco,dc=com

*Login ID |en=Administrator,.cn=users,

*Password Ioooao-o.o Mok

Previous | Hext | _ Cancel |

* U9E ptiu wslule IJpuuogse @ Active Directory pg |Jposed 9ldpnuds

* Op wpdsy SSLITLS : gs) ppdu

* lgwe Idsdsd @ <lgwp IJpzld Jgl>p AD>

« 1Jpuws: 389

 1JJlesé 1Jgs, - de=cisco.dc=com

* pe9 owzsd IU>ged : cn=<AD user name>.cn=users.dc=cisco.dc=com
JJes IJps9,: <ad Jdps pi9) Idpyueise>

pdlebo: Jl s909,) IJodssy gshl ddpolugs zos sop weass Jlwe IJlesble wuvdd
UPTST ISTe wILoSde vuele weesd Active Directory.

odysu ldesse

WS ulyvs "odesu 1Jpsde" spdud lesl> OpenAM Jg e PU P9IVE Swp VBSo p9lius Idzed ey
&9l OpenAM IJpegss6. lduuwes Joswse OpenAM IJlgd: l3od IUIVC,)losle.



OpenAM Configurator

Custom Configuration Option

1. General

2. Server Settings

bl

Configuration
Store

User Store
Site Configuration

Agent Information

~ o ¥ &

Summary

Step 5: Site Configuration
Will this instance be deployed behind a load balancer as part of a site configuration?
& No

 Yes
*Indicates required field

Site Configuration Details

This is the firstinstance of OpenAM, and no site configurations currently exist. To create
a new site configuration, provide the following information

* Site Name |

*Load Balancer URL |

_Previous | | {Hiext! |

pedsele IUsdsd

B Uulus "pedople IJgpsd" Bp v ds) IJps p19) pdous pu 8l eds IUIBJ Jsee
luwosleol o0 God 9ddle IJooz JJlouold o OpenAM.




OpenAM Configurator

Custom Configuration Option

1. General Step 6: Default Policy Agent User™

2. Server Settings These seftings are used by OpenAM policy agents for retrieving policy agent properties.

3. Configuration *Indicates required field

e

4. User Store
Default Policy Agent [UrlAccessAgent]

5. Site Configuration
*Password I-o..a.o- EOK

<+ Agent Information
*“Confirm Password |esessses|

7. Summary

eJeuo

Jlee IJpedsple sludy B98 luuile wdgsu



OpenAM Configurator

Custom Configuration Option

1. General

2. Server Settings

Ll

Configuration
Store

User Store
Site Configuration

Agent Information

¥ o o a

Summary

Configurator Summary Details

Take a moment to review the settings below. If any values are incorrect you may ge back and modify the settings
prior to configuration.

Configurator Summary Details

Configuration Store Details =dif.
SSUTLS Enabled Mo
Host Name localhost
Listening Port 50389
Root Suffix de=opensso,dc=java,dc=net
User Name cn=Directery Manager

Directory Name C:/Users/Administrator/openam

User Store Details =dit. .
SSLTLS Enabled No
Host Name openamsernvercisco.com
Listening Port 389
Root Suffix dc=cisco,dc=com
User Name cn=Administrator cn=users dc=cisco,dc=com

User Data Store Type  Active Directory with Host and Port

Site Configuration Details =dit...
This instance is not setup behind a load balancer

odp lJodsso

o&Hue uwluud o @se lJodssy w@se ldosouse. JJ 1Jpgele eds odo ldyulvé _9|Jié]o|c‘ SUp
Jolowoel |Js 1Jpedwd: ~/openam/config/install.log.



Please wait... configuration in progress...

Checking configuration directory C:/UsersiAdministratorfopenam...Success.

Installing OpenAM configuration store... Success RSA/ECB/OAEPWIithSHA1ANdMGF1Padding.
Extracting OpenDJ, please wait...Complete

Running OpenDJ setupSetup command: —cli —adminConnectorPort 4444 —baseDN
dc=opensso,dc=java,dc=net —rootlUserDN cn=Directory Manager —ldapPort 50389 —skipPortCheck
—rootUserPassword xooocs —jmxPort 1689 —no-prompt —configFile C:/Users/Administrator/openam
lopends/config/config.|dif —doMNotStart —~hostname openamserver.cisco.com OpenDJ 245

Please wait while the setup program initializes...

[Jopd Jodsso



Configuration Complete

Configuration Complete!

Proceed to Login

odysy OpenAM Jpg ;0 P

lod) B8 pulugd Jouwesd 1Usgsd 19 1Uso9d pu ¢JIJ URL http://<FQDN s,
OpenAM>:8080/openam: &p wuwesd 1J>g9d Jpuugsd OpenAM

ews lJoueod IJs QpenSSO Enterprise JJp,6 IJlsJs: sop wozsod IUs pdou U6
diple ldodsso 1Jlsds J OpenSSO Enterprise

RIS IJQG{3§Q IJle,luos

lue pblde b suvdd IUIJes J OpenAMserver
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http://%3CFQDN%20of%20OpenAM%3E:8080/openam
http://%3CFQDN%20of%20OpenAM%3E:8080/openam
http://%3CFQDN%20of%20OpenAM%3E:8080/openam

Sign in to OpenAM

User Name: amAdmin

Password: ouooo-o-o|

slsy6 wdsu 1Je9é

luodd s edles ldowsse "dlogh” slud) 998 1U)) "eass" oy Suwe "lsyé 1Je$s"

O

Open AM
I ——————————————————————————————
Common Tasks Access Control i Web i Ci
¥ Circle of Trust Configuration ¥ SAML 1.x Configuration

Circle of Trust Configuration

This section can be used to configure the properties for a Circle of Trust. The Entities table can be used for managing entity providers including importing and exporting of providers. Entities can be added to a Circle of Trust after they are
created in the Entities table.

Bp wloule slis)é oo 186 Lluwpe Wyss Jolis)é 1Je$6 1dP 9lu@) psldd

= [oco |

;
‘

G

B
=

Create Circle of Trust Cancel

* Indicates required field

* Name: [iop_cotl

Description: |

IDFF Writer Service URL: [
Location of the IDFF Writer service that writes the cookie to the Common Domain.

IDFF Reader Service URL: |

Location of the IDFF Reader service that reads the cookie from the Common Domain,

SAML2 Writer Service URL |

Lucation of the SAMLZ Writer service that writes the cookie to the Cemman Domain

SAML2 Reader Service URL: |

Lacation of the SAML2 Reader service that reads the cookie from the Common Domain.

Status: @ Active
¢ Inactive

Realm: [i=]

The name of the realm where this cof wil be created.

Entity Providers
Minimum requirements for a circle of trust are one identity provider and one service provider. Providers wil be assigned to the realm that is specified above.

odlzbé: szw 1o Y90 p98) 1206 98,8 IDP Bs slis)6 [Je@6 (CoT) wdwol JIs sgpd
SAML SSO.



louble 99, 1J09ss IJpwe ol s

loodd IJs edlpsé IUowssy "|.Jro=o||o lJpuve,yds" 9lu@) W9l "luuile 099, 0956 puveold”
98p wluuble pgyd puwo ol (leyd IdBse IUIVe,)luoss IJos wp odysuol glz b 1Jleshle).

User. amAdmin Server. OPENAMServer

Open MO

Create SAMLv2 Providers Configure Salesforce CRM
Use these work flows to create hosted or remote identity and sendce providers for SAMLV2 Federafion Integrate OpenAM with Salesforce CRM to create a single sign-on environment. Before beginning, a
|, Create Hosted kientity Provider Ly SAMLV2 hosted identity provider and Cirdle of Trust must be configured,
= = = Configure Salesforce CRM L
|, Create Hosted Service Provider \ay & ey
Register Remote entiy Provider i N :
L Fes 1y Frov LA Test Federation Connectivity
| WS R S Lty Use this automated testto determine if federation connections are being made successfully, orto
identify where issues might be located
Create Fedlet || TestFederation Connectivity ()
Create a Fedlet 10 enable federation between an identity provider hosted on this instance of OpenAM and
a remote service provider that does not have a federation solution. Before beginning, a hosted identity Get Product Documentation
provider must be configured
r - Launch the GpenéM product documentation page.
| Create Fediet idy Wi = =
M= a juct Documentation Mgy

Configure Google Apps

Integrate OpenAl with Google Apps web applications to create a single sign-on environment, Sefore
beginning, a hosted identity provider and Circle of Trust must be configured.

| Configure Google Apps idJ

op o dlisyo lJe@o ldos wp lugulgel puwe @l

Circle of Trust

Choose from existing circles of trust listed or provide one to be created in which to include thig IDP. A COT ig a group of IDPs and SPe that trust each other and provides the confines within which all SAMLV2 communications are performed,
Circles of Trust:  Add1lo exsting ¢ Addto new

"‘ Existing Circle of Trust: |IDP_COT -'I

odsu pdule IJosldse

loedd Ids edled wosse Idlegh slud) B9 099, 1dogss IJpuwe ol IUss wew lusldee
P Suwe 99,8 IJdslule. luedd [Us Buve oldss IUpeass 98p wodsso $spd 2dd
lJosdse Jligool) UPPU Suvpe iu.uplc euwoels Jduwoblw. 030 os ldywolss IJos ywswp
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¥ Signing and Encryption ¥ Asserion Time ¥ Bootstrapping
¥ NamelD Format ¥ Basic Authentication
¥ Authentication Context ¥ Assertion Cache

Signing and Encryption

Request/Response Signing
Select the checkbox for each request/response that should be signed

Authentication Request: -
Artifact Resolve:
Logout Request:

r
r
Logout Response r
Manage Name ID Request [

O

Manage Name ID Response:

Encryption
NamelD Encryption: T
Certificate Aliases
Signing:  |test
The alias (name) of the certificate to be used to sign assertions.

lowesls Jslo 99, 108

loodd 1Js edles IJowsse 1ozl slud,y 998 [uwas)ls 9256...5) IuwdJ Buwe £99,S
lJIdslole.

Open AMU
I e em—

¥ Circle of Trust Configuration ¥ SAML 1.x Configuration

Circle of Trust Configuration

This section can be used to configure the properties for a Circle of Trust. The Entities table can be used for managing entity providers i ing importing and ing of i Entities can be added to a Circle of Trust after they are
created in the Entities table.

Circle of Trust (1 Item(s))

| Z [l | Name | Entities Realm = | status N

C | ioP_coT UCCX-HA-Node1.csco.com|sami2 ! Active
hitps llopenamserver.cisco.com:B44Jlopenamlsami2
UCCX-5A4 cisco.com|sami2

Entity Providers (3 Item(s))

| mew.. || Detete || importEntity. |

e wogesd pdV 9236 099, 106 (sp.xml) 92 9b IJoWdz6.

- ___________________________________________________________________________________________________________________________________|]
Import Entity Provider OK || Cancel
This page can be usedto create entity providers based on pre-existing metadata files which define an entity provider. The standard file is ing must be entered atthe same time as the standard metadata. It cannot

be imported separately,
* Indicates required field

* Realm Name: If =

Where does the metadata file reside?: ¢ URL ¢ File
* URL where metadata is located:

Where does the extended data file reside?. & URL ¢ File

URL where extended data is located: |



IJosdse eds IbJulldys

b8 eds ISl IJpuwe9nn 98p vopdsu IJesdse Jdbdo/lJlpverlos

Openam's
I EE———
P Aftribute Query |

Content F i Senices Advanced

UCCX-SAd.cisco.com Save

¥ Signing and Encryption ¥ Basic Authentication
= MNamelD Format

Signing and Encryption

RequestResponse Signing
Seleet the checkbox for sach requestiresponse that should be signed

Authentication Requests Signed 2
Assertions Signed: ¥
PostRespense Signed 2
Arfifact Response Signed: |
Logout Request Signed: ]
Logout Response Signed: r
Manage Name ID Request Signed: [T
Manage Name ID Response Signed:

CESSU IJwpd

loodd IJs peldzs lJoldss sluold Lues wesse J uid suser_principal 98,8l Jlgslsle Directory g
OpenAM. Iy 9, W99 eV b.
OpenAM'Sd

|
s | Atribute Query |

Assertion Content Assertion Processing Services Advanced

UCCX-SA4.cisco.com Save || Reset || Back

= Aftribute Mapper = Arifact Message Encoding

Attribute Mapper

Attribute Map

Current Values |uid=sAMAccountiame = [ Remove
uger_principal=ugerPrincipalName

=
Hew Value Add

This mapping is the configuration used by the Attribue Mapper. Mapping should be defined as SANL ATTRIBUTE NAME=PROFILE ATTRIBUTE NAME in assertion. Example: Emi

edlebs: IJ po peyd IJuwple suser_principal |Jjles - vl Jio 0395 126 (SP) sga»
09:56 [Jpuweesp lUds wpo puob9wo wluwesle lJogdsele I.J'aluo:f) oo IJuwpele. olds
lsuol pu cessu lduwposu sSAMAccountName guserPrincipalName s ol WO o))
lJuwele JEuolisuo puves e Active Directory.

loodd [Js edles Idowsse "Ilozh" 91ud) W98 "lisys [Je@ds 1 e olds" solds oo 0@ 9256
ldP (21> OpenAm) 90395 [Jg306 pu "e w9 8)" IJs IUIEuwle Idp2238 Lops Suwe "e99)s
IJIslole". $93s 03l |Js wgssu I1dP 9595 1Ug> 06 JsIdgul W6 slisy6 1Je§o odwol.



Open, mr.j
|

Edit Circle of Trust Save || Resel || Back
Name: 10P_CoT
Description: [openam IDP Circle of trust

IDFF Writer Service URL: |

Lacatien of the IDFF Writer service that writes the cookie to the Common Domain,

IDFF Reader Service URL: |

Location of the IDFF Reader service that reads the cookie from the Common Domain

SAMLZ Writer Service URL: |

Location of the SAML2 Viriter service that writes the cookie to the Common Domain

SAML2 Reader Service URL: |
Location of the SAML2 Reader service that reads the cookie from the Common Domain,
Status: @ Active
¢ Inactive
Realm: I

Entity Providers
Minimum reguirements for a circle of trust are one identity provider and one service provider, Providers will be assigned to the realm that is specified sbove
Available: Selected:

Add = hitps:lapenams ever cisco.com:3443/openam SAMLV2 =]
UCCH-SAd.cisco.com SANMLV2

[ Remove |

e Up

=
ouisd wslule og)yswd OpenAM IDp
Spedud wujsd ldPmetadatafile oo ¢lop OpenAM Cluuwegslpe gusly URL http://<FQDN o4,

OpenAM>:8080/openam/saml2/jsp/exportmetadata.jsp?entityid=http://<FQDN »,
OpenAM>:8080/openamé&realm=

= <EntityDescriptor xmlns="urn:oasis:names:tc:SAML:2.@:metadata” entityID="https://openamserver.cisco.com:8443/openam">
<IDPSSODescriptor WantAuthnRequestsSigned="false”
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.@:protocol ">
<KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.org/2008/09/xmldsig#">
<ds:X5@09Data>
<ds:X5@09Certificate>

MIICcTCCAdqgAWIBAQIEWEe4zDANBgkghkiGOw@BAQUFADBIMQswCQYDVQQGEWIITFESMBAGALUE
CBMJa2FybmF@YWthMRIWEAYDVQQHEWLiYWSnYWxvemUxFjAUBgNVBAOTDWNpcZNVIHNSc3R1bXMx
DTALBgNVBASTBGNjYnUxHzAdBgNVBAMTFmOwZW5hbXNlcnZlci5jaXNjbySjb2@wHhcNMTYxMjA3
MDcyM3UyWheNMTgxMjA3MDcyM;UyWiBIMQswCQYDVQQGEwI 1T jESMBAGALUECBMIa2FybmF@YWth|

up9de XML Joslule ogjsed OpenAM


http://%3CFQDN%20of%20OpenAM%3E:8080/openam/saml2/jsp/exportmetadata.jsp?entityid=http://%3CFQDN%20of%20OpenAM%3E:8080/openam&realm=
http://%3CFQDN%20of%20OpenAM%3E:8080/openam/saml2/jsp/exportmetadata.jsp?entityid=http://%3CFQDN%20of%20OpenAM%3E:8080/openam&realm=
http://%3CFQDN%20of%20OpenAM%3E:8080/openam/saml2/jsp/exportmetadata.jsp?entityid=http://%3CFQDN%20of%20OpenAM%3E:8080/openam&realm=
http://%3CFQDN%20of%20OpenAM%3E:8080/openam/saml2/jsp/exportmetadata.jsp?entityid=http://%3CFQDN%20of%20OpenAM%3E:8080/openam&realm=
http://%3CFQDN%20of%20OpenAM%3E:8080/openam/saml2/jsp/exportmetadata.jsp?entityid=http://%3CFQDN%20of%20OpenAM%3E:8080/openam&realm=

xmlns="urn:oasis:namas: tc:SAML: 2. @:metadata” entityID="https://openamserver.cisco.com:B443/openan™>
WantiAuthnRequestsSigned="1false"

ns:ds="http: /e w3 . 0rg/2008,89,/xmlds i ga">
>
>
MITCCTCCAdqoAWIBAGT EWEedzDANBgkghk 1 GSwaBANUF ADBSMO swOO TDVODGER] I T | ESHBAGALUE
CEMI1a2FybaFa YWt HHRIWEAYDWVOOHEW L 1 YWSnYhbovcmlixF j AUBGNVEACTDWNpC 2N THNS 3R 1 higx
DTALBGNVEASTBGN] YnUxHZAJBGMVEAMTFmowZWshbdN1cnZ Lo i5] aXN] by5 | b2ewHhohHTY M A3
MDEyMj UyWhohMTgad ] ASMD cy#] Ly BOMOSwCOYDVOQGEW] 1T ESMBAGATUECEM a2 FybaFaYWth
MRIWEAYDANHEW L1 WS n v omllcF j AUBGNVEAD TIMNDC 2N THNS 3R L bXMxDTALBgNVBASTBGN
YrileHzASBONVBAMTF RSwZWShbM LenZ LeiS ] aXN] byS ] b2ewg ZBwD0 T JKoZThv cNAQEBBOADG YBA
MIGIACGBAKvhLKeudmA L+ Y d fyul FKIWGOMEEDC 1 frl g 94 chaMoi L 300 JUFZVWE r3g4 rTFi
T3elduFbel/M481ECYed24LxKpg cSFM L j aBd L TAlgy 2 PriwdCI00 fES0guGVIhZUULBRKEYF/d@
bOvarfnGIvOUR T+ 8Wy+Z VAT T nAGMBAAEWDOY 1Ko ZT hy chAD EFBOADG Y EAMTHNS up THOHYCLF L
AThKBESEMUT xmeywvA | EaBSTHTBaSARE1+R,/bnXTS,/ 9/ pBET iSknukd-+(559F 19 e2W7 136vFHoF1Q
JL1LAGRPIOVEmDE imcGZGL | 3aTTh Lgnd LICy i nrXclvllea7 Sy T inFeeid FPGbuz TsX] KIKishMFS
#CC=
<f >
=f
<f =

=f F

= index="g"

isDefaulte"true" Bindings"urn:oasis:names:tc:SAML:2.8:bindings:50AP"

Locat ion="https:/ openamserver, Cisco. con: B4d3/openam/Art LfactResolver/metadlias/ idpl” /=

Binding="urn:oasis:names:tc:SAML: 2. 8:bindings:HTTP-Redirect™
Locat ion="https:/ openamserver. cisco. com: Baadsopenam/ IDPSloRedirect /metanlias idpl™
Responselocation="https://openamserver. cisco. com: 8443 /openan/IDPS LoRed i rect /metadlias fidpl" /=
Binding="urn:oasis:names: tc:5AML: 2.0: bind ings :HTTP-POST"
Location="https:/ openamserver. cisco. com: Baa3sopenam/ [DPS1oPOST /metanlias idp1™
Responselocations"https://fopenamserver. cisco. com: 8443 /openan/IDPS LoPOST /metadliasfidpl"” /=
Bine =urnioasis:nanes:tor SAML: 2. 8: bind ings : SOAP"
Locat ion="https:/fopenamserver.cisco.com: B4d3/openam/ IDPSloSoap/metadlias/ idpl™ />

Binding="urn:oasis:names: tC:SAML: 2. A:bindings:HTTP-Redirect"™
Location="https:/fopenamserver. cisco. com: B443/openam/IDPMniRedirect /metadlias/idpl"
Responselocation="https:/fopenasserver, cisco. com: 8443 /openan/IDPMn iRedirect /metadliasfidpl" />
Binding="urn:oasis:names:tc:SAML: 2.8: bindings :HTTP-POST"
Location="https: /fopenamserver. cisco. com: B443/openan/ IDPHNiPOST /metadlias/1dpl™
Responselocation="https: /fopenamserver. cisco. com: 8443 fopenan/TDPMAIPOST /metadliss/idpl"” />
Binding="urn:oasis:names:tc: SAML: 2.9: bindings: SOAP"
Location="https://openamserver. cisco. com: B443/openam/ IDPHniSoap metadlias/ idpl™ />
surnioasis:names: toSAML: 2. 8:name id-format :persistent
>
>Urntoasis:names: to:SAML: 2. 8 nane id-format : t rans fent
=
>urnioasis:names: tc:SAHL: 1. 1: nameid-format:emailAddress
>
=urn:oasis:names: tciSAML: 1. 1:name id-format :unspecified
>
>urn:oasis:names: tc: SAML: 1. 1:nane 1d-format :WindowsDosainQualif iedName
>
>urnoasis:names: to:SAHL: 2. 8: nane id-format : kerberos
=
s>urnioasis:names: to:SAHL: 1. 1: nameid=-format : X5895ubj ectiame
>

Binding="urn:oasis:names:tc:SAML: 2. @:bindings:HTTP-Redirect™
Locat ion="https:/ openamserver,: Cisco. com: B4d3/openam/SS0Redirect /metad Liass idpl™ f=
Binding="urn:oasis:names:tc:SAML: 2.9: bindings :HTTP=POST"
Locat ion="https:/ openamserver. cisco. com: B4d3/openam,/SSOPOST /metad Lias/ idpl™ /=
Binding="urn:oasis:names:tc: SAML: 2. 8: bind ings : SOAP"
Location="https://openamserver. cisco. com: B443/openam/55050ap/metadlias/ idpl™ />
Binding="urn:oasis:names:tc:SAML:I 2, B:bindings : SOAP"
Location="https:/ openamserver. cisco. com: Bad3/openam/NIMSoap/metanlias/ 1dpl” /=
Bindinge®urn:oasis:names:tc:SAML: 2. 8:bindings : SOAP"
Locat ion="https://openamserver. cisco. com: B443/openan/AIDReqSoap/ TDPRole/metadlias/idpl" />
Binding="urn:oasis:names:tc:SAML:2.@:bindings: URI"
Locat ion="https:/fopenamserver. cisco. com: B443 openam/AIDReqUr i/ IDPRoLe/metadlias/ idpl" />
=

=

odysu luolws J SSO:

S 03l 98596 Uogbd@J eu IJidP zluw J SSO i swdlpd pg CISCO 0956 ¢306. JpisSd puU
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