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Server (1d5) by obtaining a SAML SP metadata file from the 1dS Server. Use this met:
to configure trust relationship in ldentity Provider (IdP).

Download Metadata File
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cleco ldentity Service Management

Settings 1dS Trus

Settings

Upload IdP Metadata

Clients Establish the trust relationship between the ldentity Provider (1dP) and the Identity Se
by obtaining a trust metadata file from the IdP and uploading it here.
Usze file browser to upload the file
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"1 Add Relying Party Trust Wizard

Select Data Source

e Select an option that this wizard will use to obtain data about this relying party
Welcome
- " Import data about the relying party published online or on a local network

Use this option to import the necessary data and certificates from a relying
Choose Issuance publishes its federation metadata online or on a local networlc.
Authorization Rules

@ Readyto Add Trust

®
@ Select Data Source
i=

Federation metadata address (host name or URL):

I

Example: fs.contoso.com or hitps://www .contoso.com/app

@ Finish

* |mport data about the relying party from a file

Use thig option to import the necessary data and certificates from a relying
exported its federation metadata to a file. Ensure that this file is from a trust
not validate the source of the file.

Federation metadata file location:

I

" Enter data about the relying party manually
Use this option to manually input the necessary data about this relying part

< Previous eut >
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1::1 Add Relying Party Trust Wizard

Specify Display Name

Steps Type the display name and any optional notes for this relying party.
@ Welcome
- , ispl :
@ Select Data Source Diplay name
Iuc:r:x.cﬂrrtnsu .c0m|
@ Specify Display Name
@ Choose Issuance Notes:

Authorization Rules
@ Headyto Add Trust
@ Finish

< Previous Mext > l




m
"1 Add Relying Party Trust Wizard

Choose Issuance Authonization Rules

Steps lssuance autharization rules determine whether a user is pemitted to receiv

@ Welcome Choose one of the following options for the inttial behavior of this relying pa
rules.

@ Select Data Source

® Specify Disnlay Name {* Pemit all users to access this relying party

The issuance authorization rules will be configured to pemit all users to
@ Choose Issuance 5

uthorization Rules relying party service or application may still deny the user access.
@ Readyto Add Trust " Deny all users access to this relying party
@ Finish The issuance authorization rules will be configured to deny all users acc

later add issuance authorization nules to enable any users to access this

You can change the issuance authonzation rules for this relying party trust b
trust and clicking Edit Claim Rules in the Actions pane.

< Previous Mext >
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" Add Relying Party Trust Wizard

Finish
Steps : : :

The relying party trust was successfully added to the AD FS configuration da
@ Wel
il You can modify this relying party trust by using the Properties dialog box in th
@ Select Data Source snap-in.

@ Specify Display Name
[V Open the Edit Claim Rules dialog for this relying party trust when the wiza
@ Choose lssuance
Authorization Rules
@ Readyto Add Trust

@ Finish

L

78U, 3ed-U"do 5. U US 0®@DLDSD ' O B«U,00 98U, 3-0+U€ @8U,U..0"'U"U,BE
DED®D?D+ Identitir DU, BEU...00 @GP U UST".



Relying Party Trusts

Update from Federation Metadata.
Edit Claim Rules...
Disable

Delete

Help




fs.sso.com Properties

Accepted Claims I Organization I Endpoints I Motes | Advanc
Monitaring |dentifiers | Encryption I Signature

Specify the display name and identifiers for this relying party trust.

Display name:

[
Relying party identifier:

Example: https://fs . contoso com/adfs/services Arust

Relying party identifiers:
uccx115p uccxl 15eft .com

11
i
(n

‘ Ok I Cancel Apply Help

@80, 203-U"a0© 6. U,U... 3@ USUSUT gsuU, U...ara+U€ Uf@saU... 98U, U...0USU¢
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fs.sso.com Properties

Accepted Claims I Organization I Endpaoints I Motes I Advan
Monitaring |dentifiers | Encryption I Signatur

Specify the display name and identifiers for this relyving party trust.

Display name:

Jucox contoso com| <:|

Relying party identifier:

Example: https://fs.contoso .com/adfs/services. Arust

Rehving party identifiers:

uccx115p uccx 11 2eft . com =

L1_|
=
T

‘ DK I Cancel Apphy Helr

280, 203-U"d0 7. 38UT0, @+ @' @2d+ @80, U... 380U @R @8U, BEUSU... Ut @U, U%e Relying Party




Trust @«U... @8UTU, @+ U@ U"U, Edit Claim Rules.

USo-0" o¥T058U€ 00 U,080'@0 @2US U...0-08U, 0 @O E @8U,@£U"U, U%0 UTUS
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@2UfU Ut 98U, 2«@8UtUS@© U...Ut @®U, 28U, U,U"080'0" U...0-08U,0" 00O
U...000u0ud0.

uid - U@°Ut 280, 2°0...20 U...20,U"a'go U, U, 230" USU, 2827 U, 200 USE™
28U,U..*?0@@ U... @8V, U..0@ U, 20,080, )

user_principa - USU,@?U... EUT GUfUUT Ut Ut 38U, 3RU...00 &' U B8BRD-BO
U...2'@+U€080? Cisco U,2°00 US®™ U..0-08U, 98U,U..0°0°0®® U... @8U,@°US
?2U...0% U...0u280 U,0°U4.

U, 2807 3o @8V, U...0-08U, 0 @O 1

NONPSUO00  U,080'0 ©© @ 08U,080°U.. nNamepU..Ut @80,UtU°@  (U,U...
@ o¥p+@*@8U, U,USU... 2°U...00 LDAP UfU...0-@8U, & B82):

. ¥ORPUSDED+ U...a®@*UT @8U, Z°U... 8@ U fActive Directory

o ZPZUSUSUT @BU...30© LDAP User-Principa-Name @¥U, U%o user_principa (@8U, @2+U U@
?8U,0u0°U50+00) S o )

- PEORZD: @°U...00 LDAP @80,00US8 USP-g oMrOed osU..Uis  Uf
userld U, U...@P@®J U...US a8, ¥3-@'USU, U, 3FFB-USU,, @8U, @ d®U"U,,
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U...0«@8U, U, U%o Q§U,,®3L‘JfUAUSUT PUTD samAccountName UTU™ @EUT USZRU...
BT B8U...Ut UfU...0'Z+U€ 08U, U...0°0°0®0 U...:

. W1U$U$UT WUQ@ L DAP samAccountName ®¥U,,‘U‘V‘oo uid.
s ZFAUSUSUT BPU...00 LDAP user-Principa-Name @¥U,, U%eo user_principal.

U...@«@8U, @U, U% @8U, 22U fUUSUT @tUTE urn USB-@" G¥ZP@AP®P @8U... Ut
UfU...2'z+U€ @8U,U..0°0°0®0 U...:

. W%)?U?UT WU@@ L DAP user-Principal-Name ®¥L:J,,l:J%o uid.

s ZFAUSUSUT @RU...dJO LDAP User-Principal-Name @¥U,, U%o user_principal.

U...0«@8U, U, U%o Q§U,,@anUAUSUT PUTD  PhoneNumber USSP~ D¥FPARIRD @8U...Ut
UfU..2'@+U¢ @8U,U...0°0°0®0 U...:
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Wi Fle Acton View Window Help
= 2w HIFE

.| ADFS 2.0
| Service
= | TrustRelationships

Relying Party Trusts

""‘i Edit Claim Rules for fs.sso.com

_‘ Claims Provider Trusts Issuance Transform Rules | RS R I Delegation /

_ Relying Party Trusts

__| Attribute Stores The following transform rules specify the claims that will be sent to the r
Order | Rule Name Issued Claims
Add Rule... Edit Hule... | Remove Hule... |

oK | cancel |




"":jl Add Transform Claim Rule Wizard

l: Select Rule Template

-
. Steps
@ Choose Rule Type
@ Configure Claim Rule

Select the template for the claim rule that you want to create from the following
provides details about each claim rule template.

Claim rule template:

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attribud
store such as Active Directory to send as claims to the relying party. Multiple :
multiple claims from a single rule using this rule type. For example, you can us
create a rule that wil extract attrbute values for authenticated users from the
telephoneNumber Active Directory attributes and then send those values as t
claims. This rule may also be used to send all of the user's group membership
individual group memberships, use the Send Group Membership as a Claim n

Tell me more about this rule template...

< Previous Next >




"'"r‘E Add Transform Claim Rule Wizard

rllc Configure Rule

@ Choose Rule Type
@ Configure Claim Rule

You can configure this rule to send the
which to extract LDAFP attributes. Spec
issued from the rule.

Claim rule name:

II"-.IameIEI

Rule template: Send LDAFP Attributes

Attribute store:
IPu.c:ti\re Directony

Mapping of LDAP attributes to outgoin
LDAP Attribute '

|ser-Principal-Mame

SAM-Account-Mame

-
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U fUUSUTULDE U, U...0'@+U€ ?8U,U...0°0°0®3 U... U€US U...0°08U...Ut00©
CUCM LDAP U...2" U...28 @2U... @2UfU"USUtU$ Uf@3U...0© LDAP U,, uid U€US
U,080'0 00 U...0-@8U,0 " @© ADFS namep. U3@°@8§ U...Ut @£0-U, @8V, 20...U,
@80, 23U, USU... U,U...g @®U, CUIC U Finesse.

U...U, 2800 @0: USE US@+ Ut@°ds @sU, U... Ut @¥U, U%e @8U,U,USU D

780, U...0e0+U 2900 @'U,U% 982°U... U,080'0 9© @8U,U...0-08U,0 @O
UUSQ'0+09 Q£0°U...089; U...0«U, NamelID U"@§@3U... @8U,U...0-@8U,,
@8U,U...9nUtU, @ @80, Uf@8U...U, (FQDN) U...Ut UCCX U"U...08 @¥U,U%o @°U, US.
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U"@£0°U...080; @8U,0"'0+09 @20 " U,U%0 U,US@§@3USQ© @-U"?sU, @sU,U"U,d?
U,U, U080, @'U,U% @8U,080°2°@8U, U"U,0£U€ 029U, @8U,U...U...080+B°*080?
U€eUS U,080'0 0© @8U,2°@%U...USQO.

alimlin  Cisco Unified CM Administration

CISCO k4 Cisco Unified Communications Solutions

System ~ Call Roufing - Media Resources ~ Advanced Features = Device = Application = U=zer Management =  Bulk Administ

LDAP System Configuration
G Save

—Status

@ Status: Ready

—LDAP System Information

#| Enable Synchronizing from LDAP Server

LDAP Server Type Microsoft Active Directory v
LDAP Attribute for User ID | saMAccountName ¥
Save

U, 282" @© @8V, U...0-@8U, D @0 @8V, B«@8UTUSTO:

. GEOU@ U,080'0 00 @£0®0+U% U..Ut UtU"@' U,080'0 @© U..0-08U,0 Q0O
U..0®0udu2© @ 08U,080°V.. Uf@s82°U.. @8U,U..09USU¢ @8U,U..0aUfU,
@ @8U,Uf@80..U, U,0®082 U.. @°0'9+USU€ Cisco U 0f@9U¢ Uty
?8U,U,080"'0 0© Ut@°@s.

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"] => issue(



- U@US 08U,U..0-U..U0"@'%© Cisco Identity Serverd@® @2UfU"Ut @-U..USQ’
P£2°0...080; 98U,U..09USU€ @80, U..0=UtU,00 @ @8U,Uf@8U...U, UtUS @20, Uf
?28U,0®@080u00© @ @'U,@ @© Cisco Identity Server @8U,0f£@°08@°US@© @fU"
?'U,0 00 08U,Ut080 @+.

« VUSSR F @+ <emQualified name U,Z@@8F U... @@+USU€ Cisco> 0008008
U,208U,00 @8U,0£00+UQCE U,2°U,Uf Uea¥UtU+ USP*0-080 U, @2U...08U...08
(UeUS 28U,008U,00 @8U,U...09U...U0t0©) U..0" FQDN U,2®@8@ U... UtU"USQ©
Cisco.

« <ADFS Server FQDN> @@3@82° U, 3@8U, 30 @8V, BE@T+U@DE U,2°U,Uf Uo¥UtUT
USQ-28@" U, (28U, 208U,20© @8U,U..29U...U0t00©) @2U...08U...08 U...0" ADFS FQDN.



%&Add Transform Claim Rule Wizard
Iz

. Select Rule Template

i

b Seps Select the template for the claim rule that you want to create from the following list.
@ Choose Rule Type provides details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Send Claims Using a Custom Rule

Claim rule template description:

Using a custom rule, you can create rules that can't be created with a nule templa
written in the AD FS 2.0 claim rule language. Capabilties that require custom rule:

* Sending claims from a SQL attribute store

+* Sending claims from an LDAP attribute store using a custom LDAP filter

* Sending claims from a custom attribute store

+ Sending claims only when 2 or more incoming claims are present

+ Sending claims only when an incoming claim value matches a complex pattem
+ Sending claims with complex changes to an incoming claim value

» Creating claims for use only in later rules

Tell me more about this nule template...

¢ Previous Next = (




""’:E Add Transform Claim Rule Wizard

Configure Rule

Steps
@ Choose Rule Type

@ Configure Claim Rule

You can configure a custom claim rule, such as a rule that requires multiple in
claims from a SGL attribute store. To configure a custom rule, type one or mor
issuance statement using the AD FS 2.0 claim rule language.

Claim rule name:

|uccac.cnntnsn com

Rule template: Send Claims Using a Custom Rule

Custom rule:

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/cC!.
ntname"™] => issue(Iype =
"http://schemas.xmlsoap.org/ws/2005/05/identity/cla;
", Iasuer = c.Issuer, Originallssuer = c.0Originalls:
c.Value, ValueType = c.ValueType, Properties
["http://3chemas.xmlsoap.org/ws/2005/05/identity/cl:
at"™] = "urn:casis:names:tc:SAML:2.0:nameid-format:t)
Properties
["http://3chemas.

3 = -
UCCX.CONtoso.comyy ;

mequalifier”] =

Mare about the claim rule lanquage...

< Previous Finish I

28U, 203000 8. @sUtY, o+ @'@ed+ @sU,U...o80° e @8V, @EUSU...Ut 20, U%. Relying Party

Trust @«U...

@8UtU, o+

U@ U"U, properties U B8P+ @U,J8U...00 @8V, 33 U UST

ZeUSPED+@sZR V.. .20, F V... JoBE UfU...a38 UtU" U...U a3 U€US 28U, 8uU"0+30.



fs.sso0.com Properties

Monitaring I |dentifiers I Encryption I Signature
Accepted Claims I COrganization | Endpoints | MNotes Advance

Specify the secure hash algorthm to use for this relying party trust.

Secure hash algorthm:

‘ O I Cancel A pply Help




780, 200-U"d0 9. UfU..@§8 UiU” U..U'dT8 UeUS 08U,0uU 0+000E
2®U 280+@%U..USPO @8U,0°0-0*0'@© @8U,0¢U..Ut@O© (SHA) @'U,U%o
SHA-256.

fso.sso.com Properties x

Monitoring Identifiers Encryption Signature Accepted Claims
Organization ~ Endpoints  Proxy Endpoints ~ Motes  Advanced

Specify the secure hash algorthm to use for this relying party trust.

Secure hash algorthm: | SHA-256 w

Concel | [ o

@80, 2e@-U"@© 10. 3sUTU, B+ oK.

Ut@,@8U... @80, U...U, U @8@* ADFS 3.0

DED®D D+
UUSQ ' 0©

@8V, 2@-U" 70 1. U€US 0®@8D U... ADFS@E @8UTt@2U,U, @¥U, U%o Server Manager > Tools > ADFS

Management.

Server Manager * Dashboard

- WELCOME TO SERVER MAMAGER
o Configure this local server
QUICK START
2 Add roles and features

ge Services [
WHAT'S NEW



@8V, 203-U @0 2. @8UT@RU, U, @¥U, U%. ADFS> Trust Relationship > Relying Party Trust.

@ File Action View Window Help
e 2@ Bm

S0

b ] Service
4 || Trust Relationships
[ Claims Provider Trusts

| Relyip=RoctXeumtac
= Attt Add Relying Party Trust... |

b [l Authenti Add Mon-Claims-Aware Relying Party Trust...

Display Name Enabled Type
Device Registration Service Yes WS-T...

View »
MNew Window from Here

Refresh

ervices Help

@8V, 2®@-U DO 3. BEA®PT+ B8V, @®USDED+ Import data about the relying party from afile.



@ Welcome
@ Select Data Source

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Welcome to the Add Relying Party Trust Wizard

This wizard will help you add a new relying party trust to the AD FS configur:
consume claims in securty tokens that are issued by this Federation Service
authorization decisions.

The relying party trust that this wizard creates defines how this Federation S
party and issues claims to it. You can define issuance transform rules for isst
after you complete the wizard.

< Previous




@ Welcome
@ Select Data Source

@ Configure Multifactor
Authentication Now?

@® Choose Issuance

Authorization Rules
@ Readyto Add Trust
@ Finish

Select an option that this wizard will use to obtain data about this relying party

() Import data about the relying party published online or on a local network

Use this option to import the necessary data and certificates from a relying
itz federation metadata online or on a local networl.

Federation metadata address (host name or URL):

Example: fs.contoso.com or hitps://www .contoso.com/app

@ Import data about the relying party from a file

Ise this option to import the necessary data and cerificates from a relying
exported its federation metadata to a file. Ensure that this file is from a trust
validate the source of the file.

Federation metadata file location:

(O Enter data about the relying party manually
|Use this option to manually input the necessary data about this relying part

< Previous




Add Relying Party Trust Wizard

© v 4| M « $50115 » Podi v & | | Search

Organize *+  New folder

8 Downloads A Name Date modified
=] Recent places

[ sp 8/18/2016 8:26 PM

/M This PC
L_H Desktop
LE Documents
i Downloads
¥ FOLDERS on ARL
LE Music
LEI Pictures
j Videos
&, Local Disk (C:)
8 DVD Drive (D:) IR

v |[<] n

File name: | sp v| |Metac

< Previous
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Specify Display Name

Steps
@ Welcome

@ Select Data Source

@ Specify Display Name

@ Conrfigure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

A AR A

Enter the display name and any optional notes for this relying party.

Display name:

uccx.contoso .n:nm|

Notes:

< Previous




Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose lssuance

Authorization Rules
@ Readyto Add Trust
@ Finish

Configure multifactor authentication settings for this relying party trust. Multifa
there is a match for any of the specified requirements.

Multifactor Authentication

Requirements Users/Groups Not configured
Device Not configured

Location Not configured

(® | do not want to configure multifactor authertication settings for this relying

() Configure multifactor authentication settings for this relying party trust.

You can also configure multi-factor authentication settings for this relying |
Authentication Policies node. For more information, see Configuring Authe

< Previous




Steps

@ Welcome
@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Choose Issuance Authonzation Rules

Issuance authorization nules detemmine whether a user is pemitted to receive
Choose one of the following options for the initial behavior of this relying parh
® Pemit all users to access this relying party
The issuance authorzation rules will be configured to pemit all users to a
party service or application may still deny the user access.

() Deny all users access to this relying party

The issuance authorization rules will be configured to deny all users acce
later add issuance authonzation rules to enable any users to access this r

You can change the issuance authorization rules for this relying party trust by
and clicking Edit Claim Rules in the Actions pane.

< Previous

@80, 2®@-U"30 4. 2827V fU...08U, P¥U1D @80 2Wta UV, 282120 ...08Ut B8U, B-O+tU€

@sUu,U..0"'uU"U,,.



Finish

Steps The relying party trust was successfully added to the AD FS corfiguration datal

B s You can modify this relying party trust by using the Properties dialog box in the |
@ Select Data Source

@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Ready to Add Trust
@ Finish

|| Open the Edit Claim Rules dialog for this relying party trust when the wizard

78U, 3ed-U"do 5. U€US 0®@BLDSD ' O B«U,00 98U, 3-0+U€ @8U,U..0"'U"U,BE
DED®D?D+ Identitir DU, FEU...00 @ U UST".



Relying Party Trusts

Display Name Enabled Type |dentifier
Device Registration Service Yes WS-T... um:ms-drsfs

uccx115p1 toi.com y S-T.. uccx115pit
Update from Federation Metadata...

Edit Claim Rules...
Disable

Properties

Delete

Help




Organization Endpoints

Proogy Endpoints

Motes Pldvan:::

Manitaring dertifiers

Encryption

Signature

Accepted [Jail

Specify the display name and identifiers for this relyving party trust.

Display name:

Rehing party identifier:

Add
Example: https:/fs.contoso.com/adfs/services Arust
Relying party identifiers:
uccx115p1 toi.com Remaove '

OK




@80, 203-U"@0© 6. U,U... @@ USUSUt @sU, U...0a+U€ Uf@sa3U... @sU,U...0USU€
@8U,U...0aUtU, @~ @8U,Uf@8U...U, U,8®080 U... 2°0'@+USU€ Cisco @8U,@°US US@U...
U...Ut 8®U, 38U, Ut soxm @U... @2Ut@2USU, Ut.



Drganization Endpaints Prooey Endpoints I Motes I Ad\raf
Monitoring | Identifiers | Encryption | Signature | Accepted C

Specify the display name and identifiers for this relyving party trust.
Lisplay name:
uccx.contoso .com| «
Relying party identifier:
Add
Example: https//fs contoso com/adfs/services Arust
Relying party identifiers:
uccx115p1 toi.com Remoy
oK Cancel Aoy

@8V, oe@-U 0 7. 38UV, O+ @& g+ @38V, U...a8U" 28 @sU, BEUSU...Ut
U U U, o«U,00 @8U,0-0+U€¢ @8U,U..8'32U...0 @«U... 8U1TU,0+ U€U U, Edit Clam Rules.



©00 U,080'0 @2US U...0-08U, 0 @OQE @8U,P£U"U, U%o UtUS @'Ut@ U...0§ @°@°U...
U..0-080 " U,00 @°U...080@2 LDAP @~ USUTU...08 @2UfU Ut @8V, 0«@8UtUS@© U...Ut
?®U,28U, U,U"082'@" U...0-08U,0" @0 U..0@0ududo.

uid - U32°Ut @80, 2*0...30 U...g-U, U"g'@o U, U, 233-0"USU, @827 U, 2333+ USU
?8U,U..0°0°0®@ U... @80,U..0u0 U, @'0,050¢. \

user_principa - USU,@?U... @EUT AU fU UT Ut Ut B8U, BRU...J0 @ U B8BRD- PO
U...013+U€@ 0802 Cisco U,0°0@ US@™ U...8-@8U, 98U, U...0°3°0®2 U... @8U,3°US
22U...2° U...0u280 U,02Ut.

U, 280" @© @8U,U...0-@8U, T @O 1:

NP5V @00 U,080'0 0© @ 08U,080°U... Namep U...UT U0 2" (@¥2+@*@8U, U,USU...
@°U...20 LDAP UfU...0-280, & @82):

. P¥OR@USPED+ U...0®@2UT @8U, 3°U... @822 UfActive Directory

o ZFPUSUSUT @RU...a© LDAP User-Principal-Name @¥U, U%o user_principa (28U, @2+U U ¢
280, 0u2°US0+00) S o \

- PEPRZPZ: @U..00 LDAP @8U,00S USD-@ ovrorgegwsU. Uigs  Uf
userld U, U...@P@A®J U...US @8V, - J'USU, U, ¥F3-USU,, ?8uU,d B®U"U,,
U 22e3-US@-Ut @¥U, U%o uid( P8V, 23+U"U€ @8U,Bud°US@+D0)

U...0«@8U, U, U%o Q§U,,®anUAUSUT PUTD samAccountName UTU™ @EUT USZRU...
NPT BEU...UL UfU...0'z+U€ U..0°0°0®0 U....

. WWJ?U?UT WU@@ LDAP samAccountName @¥U,,\U%o uid.
s ZFAUSUSUT BPU...0O LDAP user-Principa-Name @¥U,, U%o user_principal.

U...0«@8U, @8V, U fU USUtT @U@ U...a8 USO-@" O¥@P®P @8U... UPN UfU...0'\0+U€
U..2°0°0®@ U...:

. W%\J?L:J@L:JT WQ@@ L DAP User-Principal-Name ®¥l;J,,L:J%o uid.

o ZFAUSUSUT BRU...30 LDAP user-Principa-Name @¥U,,U%o user_principal.

U...0«@8U, U, U%o Q§U,,®al)fUAUéUT PUTD PhoneNumber USP-F B¥FRZRIRD @8U...Ut
UfU...2'@+U€ 28U,U...2°0°0®0 U...:

» @PUSUSUT @°U... 30 LDAP telephoneNumber @¥U,, U% uid.
o ZFAUSUSUT BPU...00 LDAP user-Principa-Name @¥U,, U%eo user_principal.



i File Action View Window Help

e #n[E BE
=0
b ] Service | | Ty r——
4 | Trust Relationships Device Registration Service
| Claims Provider Trusts |
" Relying Party Trusts S Update from Federation Metadata
| Attribute Stores Edit Claim Rules...
i [ Authentication Policies Dicabla
Properties
Delete
Help
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—+ | @@ File Action View Window Help
=| = o

Help

1 ADFS Relying Party Trusts
} el o
ip Zones ri i _"! i 1"” Device Registration Service
| Claims Provider Trusts T
S | Relying Party Trusts

Issuance Transform Rules | ssuance Authorization Rules | Delegation Authorization Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name lssued Claims

Remove Rule...




e
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0 =

msg oL CO = - ] Sy, W ="

Configure Rule

Steps

You can configure this nule to send the values of LDAP attributes as claims. 5

@ Choose Rule Type which to extract LDAP attributes. Specify how the attributes will map to the ou

issued from the rule.
@ Configure Claim Rule
Claim rule name:

Name|D|

Rule template: Send LDAP Attributes as Claims

Attribute store:

Active Directory v

Mapping of LDAP attributes to outgoing claim types:
I;E:.Il: ;g];hutﬂ (Select ortype to Outgoing Claim Type (S ei
SAM-Account-Name v fluid

4 User-Principal-Name v (luser_principal

< Previous

U...U, 0800 00: USe-a" @8V, AU U...Ut @P2-08@°U, @°U...2© LDAP @8U, 2PUS

... ZUfUUSUTUIs U, U...0:@+U€ @8U,U...2°0°0®0 U... U@ US

U...3%@8U...Ut@© CUCM LDAP U...@2" U...@§ @2U... @°UfU"USUtUt Uf@3U...0© LDAP
U, uid U€US NamelD U, U,080'9 0© U..0-@8U,8 " @© ADFS. Ut@°@§ U...Ut B£3-U,,
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@8U,U...0€2+U 0900 @"'U,U% 080°U... U,080'0 @© @8U,U...0-08U,8 " @©

U Q£23U...080; 08U, 0'0+09 U...0«U, NameID U” FQDN U, UCCX U"U...28 @¥U, U%o
@°U,Uf. U"@"U, U%o @8U,@+@°U... U...UT @¥U...Uf@8UTUSB© @°@-@ " USU,
@8U,0U,U°U, U"@8U,2£2°U...080; @8U,U...000u0u20© @'U,U% U...0®03°U,Ue¢
28U, 0£U,0°08U...0CE U@ o¥UT B£2%U..080; U,U"080'0” @8U,U...0-08U,0 " 08Q°
U Q£23U...080; 98U,0'0+09 0°0 " U,U%o U,US@80°USP© @-U @8V, @sU,U"U,0?
U..Ut @£@-U, @80,U...008U€0,00 @'U,U% @8U,280°2°@8U, U"@"'U, U%o

PfU© YU, 98U,U...U...080+0°080° U6 US U,080'0” @© @8U,2°0°U...USDO.

aliml, Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System - Call Routing + Media Resources = Advanced Features = Device = Application = User Management -

-Status

@ Please Delete All LDAP Directories Before Making Changes on This Page

-LDAP System Information

Enable Synchronizing from LDAP Server
LDAP Server Type Microsoft Active Directory
LDAP Attribute for User ID userprincipal”amg

@ *. indicates required item.

U, 282" @© @8U,U...0-@8U, T @0 @8V, B«@8UTUSTO:

. GEOU@ U,080'0 00 @£f0®0+U% U..Ut UtU"@' U,080'0 0© U..0-08U,0 Q0O
U..0®0udu2© @ 08U,080°V.. Uf@s8@2°U.. @8U,U..09USU¢ @8U,U..0aUfU,
@ @8U,Uf@80..U, U,0®082 U.. @°0'0+USU€ Cisco U 0f@9U¢ Uty
?8U,U,080"'0 0© Ut@°@s.

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"] => issue(

« U@US @8U,U..0-U..U0@'@© Cisco Identity Server@@® @°UfU Ut @-U..USQ@’
o£@°U..080; @8U,U..09USU€ @8U,U..0nUU,00 @ @8U,Uf@8U...U, UfUS @2U,Uf
?8U,0®080u00© @°@'U,0 @O Cisco Identity Server @8U,Q£@°082°USOO© @fU"



?'U,0 0© @8V, Ut080 O+.

. VUSSP @+ <emQualified name U,00@80U... @¥@+USU€ Cisco> Q@°08D308
U,208U,00 @8U,0£00+U€@QCE U,d°U,Uf U&¥UTUE US@*@-080 U, @2U...08U...08
(UeUS 98U,008U,00 @8U,U...090..Ut0©) U...0" FQDN U,2®%8@ U... UtU"US@©

Cisco.

« <ADFS Server FQDN> @@3@828 U, @080, 30 @8V, 2E0a+U@@CE U,2°U,Uf U©YUtUE
US@-980 U, (28U, 208U,0© @8U,U...09U...Ut@©) @2U...08U...08 U...0" ADFS FQDN.

msdcs.tol.com |
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Select Rule Template

Steps
@ Choose Rule Type
@ Corfigure Claim Rule

Add Transform Claim Rule Wizard

Select the template for the claim rule that you want to create from the followir
details about each claim rule template.

Claim rule template:

Send Claims Using a Custom Rule

Claim rule template description:

Using a custom rule, you can create rules that can't be created with a rule:
written in the AD FS claim rule language. Capabilties that require custom n

* Sending claims from a SQL attribute store

+ Sending claims from an LDAP attribute store using a custom LDAP filtter
+ Sending claims from a custom attribute store

» Sending claims only when 2 or more incoming claims are present

+ Sending claims only when an incoming claim value matches a complex
+ Sending claims with complex changes to an incoming claim value

* Creating claims for use only in later rules




You can configure a custom claim rule, such as a rule that requires multiple incoming claims
claims from a SQL attribute store. To configure a custom rule, type one or more optional con
issuance statement using the AD FS claim rule language.

Claim rule name:

uccx.contoso.com

Rule template: Send Claims Using a Custom Rule
Custom rule:

c: [Type ==
"http://schemas.microsoft.com/w3/2008/0&/identity/claims,/wind;
name"]

=> i3sue(Type =
"http://achemas.xmlsoap.org/ws/2005/05/identity/claims/nameidt
Issuer = c.Issuer, Originallssuer = c.0Originallssuer, Value =
ValueType = c.ValueType, Properties
["http://3chemas.xmlscap.org/ws/2005/05/1identity/claimpropert.
"] = "urn:oasis:names:tc:SAML:2.0:nameid-format:transient”™, P

["http://3chemas. Xl 30aRora sl 0000 den laimpropert.
alifier"] €7 Frop
["http://schemas . 8 < v/claimpropert:

OK




- U, 28 @08@-00 @¥U, U% @8V, 3RD-U"J0 2. 2¥2°@§ UfU @R @@ d®@ U... ADFS 3.0
U, ZEUT CmdLet U...0«@ ' @* @ @8V, VD'V, UfB-023; U...UT 2¥008U& D0
?8U,0£0 U080+ U @8U,U...US@*08D".

U...U, 9800 BO:

PBD83%0© U, 328U, 30 B8V, BEaa+U@DE U,0°U, Uf 3°3°0-08@ U, (98U, 808U, 3©
28U,2°0"U"US@" "U...0'0+U6" U,0®@0u083 ' O "0«U,00 @8U,0-0+U¢
@su,U..0"U"U,".

U...U, 2803 @©: U...Ut UCCXBE B8V, ¥O@ @83+ 12.0 U...Ut U...2@3+U€ D82 Cisco
?°@"@'U... SHA-256. U"@°0*@°0®Q@ U... B«U,00 @8U,0-0+U€¢ @§U,U..03"U"U, SHA-
256 U, 220"U,US@" @-U,@" SAML U"@°@2U"U,0" UtU €& @° 08U, 280°0°0-080  @©
U...Ut ADFS.

U, 220 fU USUt U...0%0'@ & @8U, U...0-@8U, @8@2U, ADFS@8U, U...0%00

U&US 298U, 00 B8U,080°0080 U&US ADFSOE QUSO« @2U"U€ B+ ADFS U&US
U...0-@80, U...0'USUt U..0u282 U,0© SAML 98U,U...U" 0@ 20
U,U,U..2°2°0®@ U...USUt U€US U...0-08U,280° Q£B®D+U%0 @°2U...
@2UfU"USUTU@8@E @2UfU"UT Ut@°Ut 98U, 22UfU USUTDED? B¥D 05U USQO©
U..2-U,U"0" 20.

7?8V, Utzra @© U, Ut @8 @8U, U, 23U...0E USE USg+ U...0@-U, @ ADFS @8U, DEGDSHUS
@¥U, U%o ADFS @80, 3US USo-0 o¥Paaed @sU...Utas U€US @sU,U...0"'0+U@D8D°.

U, U..2°0°0®7 U...USUt@§ @*33*@-USU, 98U, 0 @®U"U, U..Ut o®U,d8U,,
U..0'0+U€©080° U0 @8U,2°asU,USOCE @2UFfU Ut ADFS @8U, B£B308B3USB©.

@2UfU"USUt ADFS@8U, U...000

U"U€US UfU,, U...Ut Ut@°Ut @8U,U...UfR80°0 " @CE USO-0 " @¥Ut0 @80; duUto U U,
?«U,00 28U, 0-0+Ué @8U,U..0"U"U, U..Ut @£8-U, U,U"080'0~ @80, U...0-08U,0 @802
?8U,0+0 ' US@*US@© U U,U"082'@~ @8U,U...0-08U,0 " @80? @8U,@°US @2U...
@2UfU"USUTUL@8 @'V, U%0 @8U, Ut@U" @8U,U...0°UfU 0+ UeUS B8U,Ue0+0"

@8U, 0’080 U,.

@2 fUUSUtT ADFS @8U, BEDBEDUS

7 @80, Utaa @0 U, ADFS @8U, BEFPSTRUSTOTE I F®U, 58U "O«U,00© @8U,B-0+U€
@8U,U...0'2°U...0 " @ @8U,U..0'0+U€B80*@CE USU,?%U... Ut@°@§ @sU,@2UfU USUT
@8V, 0¥ 0s8U€US.

D¥DNDEU QDO Claim Provider Trust & @SBPAIR®D @8U... ADFS @8U, 2US USP-D" O¥D'D B8
@8V, B80%2080 U, UtDs.
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@8V, 235" @ USU, @8U, @20, U,@8@'US U, U, @ Ut@80 @© ADFS

USzrU... g @'U... @8V, 270...2+USa+ @80, 2?0, U, @8a0US U, U, @ U@8@ @O U, UCCX 11.6.1
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U...®1 setspn  setspn -s http/
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@20 fU"USUT Microsoft Internet Explorer U, @ @U... IWA

@80, 2®@-U B0 1. ZABEUFD U...UT Internet Explorer > Advanced > Enable Integrated Windows Authentication @2U ...

2@ USa Ut.



v o

Internet Options @

| General I Security | Privacy | Content | Connections | Programs | Advanced [

Settings

() Do not submit unknown addresses to your auto-search pri =
@ Justdisplay the results in the main window
ﬁ Security
[T] Allow active content from CDs to run on My Computer®
[] Allow active content to run in files on My Computer®
[] Allow software to run or install even if the signature iz inv
Chedk for publisher's certificate revocation
Chedk for server certificate revocation™
Chedk for signatures on downloaded programs
[7] Do not zave encrypted pages to disk L
[] Empty Temporary Internet Files folder when browser iz d-:| 3 |
Enable DOM Storage b
Enable Integrated Windows Authentication™
[#] Enable memory protection to help mitigate online attacks
1 | 1 [ 3

*Takes effect after you restart Internet Explorer

&® ¥

Restore advanced settings ]

Reset Internet Explarer settings

Resets Internet Explorer's settings to their default
condition,

¥ou should only use this if your browser is in an unusable state,

[ K J[ Cancel ] Apply

@8V, 200020 2. USp-0" 2¥oT1058U€00 @'UtU 08Ut URL U, ADFS @¥U,U%o Security > Intranet
zones > Sites (winadcom215.uccx116.com UTU”™ @tUTU @8UT URL B8U, d®ISDIS" ADFS).



Internet Options

| ¥You can add and remove websites from this zone. All websites
this zone will use the zone's security settings.

Add this website to the zone:
| Add

Websites:

hcp: ffsystem Remove
http: /localhost '
https: (flocalhost
winadcom215.uccx 116, com

Require server verification (https:) for all sites in this zone

Close

Enable Protected Mode (requires restarting Internet Explorer)

Custom level, .. Default level

Re=et al ames b defodk vl




U...Ut @£0-0, o¥3eped BsU... @' USesU108eR 080 ... 080 rgsa-USU,
28U, 2eUU, U,U...U 08U, 2t o¥U10ra+@sU TR

"htemet Options T || =2 ]
General | Security | privacy | Content | Connections | Programs | Advanced | | |
Security Settings - Local Intranet Zone |

Select a zone to view or change seourity settings.

Settings

9 ﬁ J () Disable n
Intermet  Local intranet Trusted sites _ @ Enable
=7| Enable %55 filter
(@ Disable
Local intranet i
() Enable
| This zone is for all websites that are &
= found on your intranet. — é\ml::;f;f Jeva apciets
@ Enable
-
Security level for this zone ) Prompt
o I E-_!‘ Iser Authentication
Allowed levels for this zone: All 5?,. Logon
Medium-low i) Anonymous logon
E'-_Iﬂtl:rl:mli;;ﬂtl for websites on your @ Automatic logon only in Intranet zone
ane . i
| ~Most conbent wil be run without g ) Automatic logon with current user name and password B
| - Unsigned ActiveX controls will nof (© Prompt for user name and password L
- Same as Medium level without prg i m | -

[|Enable Protected Mode (requires restartin

Custom level,..
Reset custom settings

| Resetall zd = Resetto: [I'*'lediun-lnw{d:h.it} v] [ Reset.., ]

*Takes effect after you restart Internet Explorer

[ o J[]

Usu, @20... 230" U0+ @80, 0°U+USO ! 00 U, 0 0+Ut@sU...0-~ Mozilla Firefox U,,0 @"U...
22U,UtUS@0 IWA

@8V, 203-U"a0 1. @ @®U, 2?2 @8U, @3 UfUSU, BEZRU, U D" U, Firefox. U@ D@ Firefox
U280, @ @®U"U,, about:config U€@US URL. U,@"U"U, @ US@8UT @80, U...0R080-D+.

@§L‘J,1®‘®®-L‘JAQ‘© 2. ®§L:J,,Q"®Q«‘®%Uv1: ntim ‘UAQaL‘JUfl‘JéUT network.automatic-ntlm-auth.allow-non-
fadn U"U @N131UL08 B3U,, U%o BU, USU, U 18.



@ Mozilla Firefox Web Browser > | (@ Mozilla Firefox Start Page X about:config X

€ Firefox  about:config

|# Most Visited i Getting Started UCCX CUCM SocialMiner

Search: | ntlm

- Status Type
network.auth.force-generic-ntim default boolean
network.auth.force-generic-ntlm-v1 default boolean
network.automatic-ntlm-auth.allow-non-fqdn user set boolean

Q§U,,‘®V®®-Uj@© 3. @""QlUéUéUT network.automatic-ntim-auth.trusted-uris U, U, U...@-@8U, @EU" Q"'Q'Ufl:],,
G@+USE 'UTU d8UT URL J8U, @8O ADFS.

network.automatic-ntim-auth.allow-proxies default bool
network.automatic-ntim-auth.trusted-uris user set strin
network.generic-ntlm-auth.workstation default strin

~ ~

USU, @2U... 220" U€ 0+ 85U, 0°UFU"USUT U,, Google Chrome U,,@ @'U... IWA

USZ@®@ U... Google Chrome @8U, U...U"@-U @ U€US Windows B¥Q'0” 080 @8@?
Internet Explorer@E U,2°@§ U,U... @~ @8U,0°UfU"USUt @ @8@®U,, Internet Explorer Tools
> Internet Options YU @8G+@E B£U” U...UT U, U B3O B8U, FHBU fU... BXIP Internet Options DIU...UT

28U, U0 ' 20 @8U,U@B+B'USPO Network and Interet.
U...22USg U...Ut @8U, U fUUSUT U, SSO

USop€ Uiz°os U ag«USU,00 @8U,02@ UfUSU, U...Ut @8U, IDp @-@8Ut@" U, SSO in order
to @*Uf@s8U...U, U...0" @8U, cisco id. U,U...2%°05@" U...Ut @8U,2°U€080uUSU,0C
280+@-@"' @¥U,U%0 @£ U,00© @2UfU"USUt @8U,U...Ut0*0- @80, U€0+0 US:

* UCCX
 UCCE
* PCCE

@8V, 230, U, U...Ut @80, @30

USgrzrae@ U... Ut 08 08U, o¥D-B+@80; U, 233 USH U...08 ¥ @8 UfasUT U, g @?U...
oUtD @80 B«U, 20 @8V, 3-2+U€ @8U,U..0'0U°U, @ 0'UfU, udUusSe @~ USUt
U...0"@+U€080° Cisco U" IDP.

« U...Ut Broswer @£ @®U, @'UTU @8UT URL

https.//<ADFS_FQDN>/adfs/Is/Idpl nitiatedSignOn.aspx@Y loginToRp=<IDS_FQDN>
s @UU



http://www.cisco.com/c/ar_ae/support/customer-collaboration/unified-contact-center-express/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/ar_ae/support/customer-collaboration/unified-contact-center-enterprise/products-installation-and-configuration-guides-list.html
/content/en/us/support/customer-collaboration/packaged-contact-center-enterprise/tsd-products-support-series-home.html
https://%3CaDFS_FQDN%3E/adfs/ls/IdpInitiatedSignOn.aspx?loginToRp=%3CIDS_FQDN%3E

©0+ ADFS U1U...U"2°0- 0°@*@-USU, @8U,0 @®U"U,,. U USUFU Ut Ut@°D8
?8U,0Y¥0-0+080; U...0°08008 @'Ut@ U..08 USUFU Ut @80, @2UFU USUT
?8U,U...2°UfU 0+ Ou@USO@S.

- U@US ?8U,U..0u080 U,00 08U,Ut080-0000E USO-0" O¥0'080 @O
22U~ @-USUt @80, U...2°0°0'@+09 @¥U, U%o
https:/<IDS_FQDN>:8553/IDS/saml/response@E U237, U1z+ B€20© U,083 ' U...00
DYDOR®D*USDED+.

U...U, 9803 30: 26000 @8U,U,080'U...00 @8U,U...0+0-0'USG© @8U,2US
2@ U0+ Uf@-22@; U...Ut @'U...U,US@© @8U,2°0U,U, U,USD*?? R0 -0Ff
U @¥UtU...08 @*0£UfUS@™ @'U,U%0 @¥Ut0 @8@; @8U,0«U,00 @ @ UfU, OudUSa.

28230 fo ?8U€ O8U, O£0®0-080; U 0¥0uU, 050U+08

U, 282°2°0 f& @8V € 08U, B£0®D-080; U 0¥0uU,280Ut080E B80+0-0" @¥U,U%o
https://www.cisco.com/c/en/us/support/docs/customer-col |aborati on/unified-contact-center-express/200662-
ADFS-1dS-Troubleshooting-and-Common-Prob.htmil .

@Ut@8U USUT URL @¥D3P30+@ B8P 10%0-D8U @2 UCCX
SSO

. OND P8@+PO© CCX @8U. U...U @@ @© U...Ut Cisco
e ZRFU...00 CCX @8U. U...U @ @© U...Ut Cisco

@P-USU, SSO

. Urg8e-Utgio @80, V.. o eed V... 380, 2+ V... USE0 (GUI): 28U1E, U,
@¥U,, U%o ccx Administration > Single Sign-On (SSO) > Disable. . . L

* CLI: set authmode non_sso (USZ-" BEUT USU,UU... Ut@°@8 @8U, BEU...0+ & B DB-USU, SSO
U,UfU, U...UT PUB U" Sub - USU...UfUtT @2UtU€US@°U% U...Ut @£US U...Ut @'U,0
UCCX U€US 9@8U,00 U @-U"0™ U..0-U...U"0'00 0'98U,USQ0 08U,0°U U6 0+
(HA)).

U...23@8U...USg+ U, U"U, 3" USZO

DD B8D+PBO© CCX - NON_SSO



https://%3CIDS_FQDN%3E:8553/ids/saml/response
https://www.cisco.com/c/ar_ae/support/docs/customer-collaboration/unified-contact-center-express/200662-ADFS-IdS-Troubleshooting-and-Common-Prob.html
https://www.cisco.com/c/ar_ae/support/docs/customer-collaboration/unified-contact-center-express/200662-ADFS-IdS-Troubleshooting-and-Common-Prob.html
https://%3CIP_or_FQDN%3E/appadmin/recovery_login.htm
https://%3CIP_or_FQDN%3E/uccxservice/recovery_login.htm

Non-SSO Mode

aliali. Cisco Unified CCX Administration

CISCQ  por Cisco Unified © ations Sol

Logged out successfully

For additional security, please exit the browser

Click here to login again

Jopyright £ 1999-2016 Ciscg , Inc.

CI5C0  ror Cisco Unified Communications Solutions

Cisco Unified CCX Administration

D¥D DED+@O© CCX - @U...UfUSUT SSO



SSO Mode

silun]ue Cisco Unified CCX Mmlnlﬂﬂ‘ﬂﬂﬂh
CISE0 g Slaco Unified Communications Solutlons

Logged out successfully
For sk i broraser

ar sdditional security, please exil the

Click here to login again

lepyright © 1999-2016 Clscg 5, Inc.

Takes to the AppAdmin Home page if
authenticated with IdP

@*B@-USU, @ @®U"U, Finesse- @"'@®U, 38U€ SSO



No e

nlll-llln Username*

cisco Cisco Finesse

Password*

Extension*

@223@-USU, @ @®U U, Finesse- @2U...UfUSUT SSO



& TR

adfs-sha256.yoddhasad.com

Type yvour user name and password.

User name: | I Example: Domain\username

Password: | |

il || ' || I Usemame* chaitra

CIsSCO C'SCD F”TESSE Extension* _

CUIC - non_SSO

Mon S50 Mode I -~ l

L

N w N

CUIC - @aU...UfUSUT SSO



SSO Mode

Takes to the CUIC
Dashboard if
authenticated with Id

stfuetfus
CISCO

-
()
=)

Signed Out

You have been successfully signed
out. For additional security, please
close the browser

Sign In Again
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