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Ù†Ø¸Ø±Ø© Ø¹Ø§Ù…Ø© Ø¹Ù„Ù‰ SSO
Ù†Ø¸Ø±Ø© Ø¹Ø§Ù…Ø© Ø¹Ù„Ù‰ Ø§Ù„ØªÙƒÙˆÙŠÙ†
Ø§Ù„ØªÙƒÙˆÙŠÙ†
Ø£Ù†ÙˆØ§Ø¹ Ø§Ù„Ù…ØµØ§Ø¯Ù‚Ø©
ØªØ£Ø³ÙŠØ³ Ø¹Ù„Ø§Ù‚Ø© Ø«Ù‚Ø©
Ù†Ø¸Ø§Ù… Ø§Ù„Ù…Ù„Ù�Ø§Øª ADFS 2.0
Ù†Ø¸Ø§Ù… Ø§Ù„Ù…Ù„Ù�Ø§Øª ADFS 3.0
ØªÙ…ÙƒÙŠÙ† ØªØ£ÙƒÙŠØ¯Ø§Øª SAML Ø§Ù„Ù…ÙˆÙ‚Ø¹Ø© Ù„Ø«Ù‚Ø© Ø§Ù„Ø·Ø±Ù� 
Ø§Ù„Ù…Ø¹ØªÙ…Ø¯ (Ù…Ø¹Ø±Ù�Ø§Øª Cisco)
Ù„ØªÙƒÙˆÙŠÙ† Ù…ØªØ¹Ø¯Ø¯ Ø§Ù„Ù…Ø¬Ø§Ù„Ø§Øª Ù„ ADFS Ø§Ù„Ù…ØªØØ¯
ØªÙƒÙˆÙŠÙ† ADFS Ø§Ù„Ù…ØªØØ¯
ØªÙƒÙˆÙŠÙ† ADFS Ø§Ù„Ø£Ø³Ø§Ø³ÙŠ
Ø§Ù„ØªØ¨Ø¯ÙŠÙ„ Ø§Ù„ØªÙ„Ù‚Ø§Ø¦ÙŠ Ù„Ù„Ø´Ù‡Ø§Ø¯Ø© ADFS
Ù…ØµØ§Ø¯Ù‚Ø© Kerberos (Ù…ØµØ§Ø¯Ù‚Ø© Windows Ø§Ù„Ù…ØªÙƒØ§Ù…Ù„Ø©)
ØªÙƒÙˆÙŠÙ† Microsoft Internet Explorer Ù„Ø¯Ø¹Ù… IWA
ÙŠÙ„Ø²Ù… ØªÙˆÙ�Ø± Ø§Ù„ØªÙ‡ÙŠØ¦Ø© Ù„Ø¨Ø±Ù†Ø§Ù…Ø¬ Mozilla Firefox Ù„Ø¯Ø¹Ù… 
ØªÙ‚Ù†ÙŠØ© IWA
ÙŠÙ„Ø²Ù… ØªÙˆÙ�Ø± Ø§Ù„ØªÙƒÙˆÙŠÙ† Ù„ Google Chrome Ù„Ø¯Ø¹Ù… IWA
Ù…Ø²ÙŠØ¯ Ù…Ù† Ø§Ù„ØªÙƒÙˆÙŠÙ† Ù„ SSO
Ø§Ù„ØªØÙ‚Ù‚ Ù…Ù† Ø§Ù„ØµØØ©
Ø§Ø³ØªÙƒØ´Ø§Ù� Ø§Ù„Ø£Ø®Ø·Ø§Ø¡ ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§
Ø¹Ù†Ø§ÙˆÙŠÙ† URL Ø¥Ø³ØªØ±Ø¯Ø§Ø¯/ØªØ¬Ø§ÙˆØ² UCCX SSO
ØªØ¹Ø·ÙŠÙ„ SSO
Ù…Ø³Ø§Ù…ÙŠØ± Ù„ÙˆÙ„Ø¨ÙŠØ©
Ø¥Ø¯Ø§Ø±Ø© CCX - NON_SSO
Ø¥Ø¯Ø§Ø±Ø© CCX - ØªÙ…ÙƒÙŠÙ† SSO
ØªØ³Ø¬ÙŠÙ„ Ø¯Ø®ÙˆÙ„ Finesse - Ø¨Ø®Ù„Ø§Ù� SSO
ØªØ³Ø¬ÙŠÙ„ Ø¯Ø®ÙˆÙ„ Finesse - ØªÙ…ÙƒÙŠÙ† SSO
CUIC - non_SSO
CUIC - ØªÙ…ÙƒÙŠÙ† SSO

Ø§Ù„Ù…Ù‚Ø¯Ù…Ø©

ÙŠØµÙ� Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ ØªÙƒÙˆÙŠÙ† Ù…ÙˆÙ�Ø± Ø§Ù„Ù‡ÙˆÙŠØ© (IdP) 
Ù„Ø®Ø¯Ù…Ø© ØªØ¹Ø±ÙŠÙ� Cisco (IdS) Ù„ØªÙ…ÙƒÙŠÙ† ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„ 



Ø§Ù„Ø£ØØ§Ø¯ÙŠ (SSO).

Ø§Ù„Ù…ØªØ·Ù„Ø¨Ø§Øª Ø§Ù„Ø£Ø³Ø§Ø³ÙŠØ©

Ø§Ù„Ù…ØªØ·Ù„Ø¨Ø§Øª

ØªÙˆØµÙŠ Cisco Ø¨Ø£Ù† ØªÙƒÙˆÙ† Ù„Ø¯ÙŠÙƒ Ù…Ø¹Ø±Ù�Ø© Ø¨Ø§Ù„Ù…ÙˆØ§Ø¶ÙŠØ¹ 
Ø§Ù„ØªØ§Ù„ÙŠØ©:

Cisco Unified Contact Center Express (UCCX) Ø§Ù„Ø¥ØµØ¯Ø§Ø± 11.5 Ø£Ùˆ Cisco Unified Contact 
Center Enterprise Ø§Ù„Ø¥ØµØ¯Ø§Ø± 11.5 Ø£Ùˆ Packaged Contact Center Enterprise (PCCE) 
Ø§Ù„Ø¥ØµØ¯Ø§Ø± 11.5 ØØ³Ø¨ Ø§Ù„Ø§Ù‚ØªØ¶Ø§Ø¡

•

Microsoft Active Directory - AD Ù…Ø«Ø¨Øª Ø¹Ù„Ù‰ Windows Server•
Active Directory Federation Service (ADFS)ØŒ Ø§Ù„Ø¥ØµØ¯Ø§Ø± 2.0/3.0•

Ù…Ù„Ø§ØØ¸Ø©: ÙŠØ´ÙŠØ± Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ Ø¥Ù„Ù‰ UCCX Ù�ÙŠ 
Ø§Ù„Ø´Ø§Ø´Ø© Ø§Ù„ØªÙ‚Ø§Ø· ÙˆØ£Ù…Ø«Ù„Ø©ØŒ ÙˆÙ…Ø¹ Ø°Ù„ÙƒØŒ Ù�Ø¥Ù† 
Ø§Ù„ØªÙƒÙˆÙŠÙ† Ù…Ù…Ø§Ø«Ù„ Ù�ÙŠÙ…Ø§ ÙŠØªØ¹Ù„Ù‚ Ø¨Ù…Ø¹Ø±Ù�Ø§Øª Cisco 
(UCCX/UCCE/PCCE) Ùˆ IdP.

Ø§Ù„Ù…ÙƒÙˆÙ†Ø§Øª Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù…Ø©

Ù„Ø§ ÙŠÙ‚ØªØµØ± Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ Ø¹Ù„Ù‰ Ø¥ØµØ¯Ø§Ø±Ø§Øª Ø¨Ø±Ø§Ù…Ø¬ 
ÙˆÙ…ÙƒÙˆÙ†Ø§Øª Ù…Ø§Ø¯ÙŠØ© Ù…Ø¹ÙŠÙ†Ø©.

ØªÙ… Ø¥Ù†Ø´Ø§Ø¡ Ø§Ù„Ù…Ø¹Ù„ÙˆÙ…Ø§Øª Ø§Ù„ÙˆØ§Ø±Ø¯Ø© Ù�ÙŠ Ù‡Ø°Ø§ 
Ø§Ù„Ù…Ø³ØªÙ†Ø¯ Ù…Ù† Ø§Ù„Ø£Ø¬Ù‡Ø²Ø© Ø§Ù„Ù…ÙˆØ¬ÙˆØ¯Ø© Ù�ÙŠ Ø¨ÙŠØ¦Ø© 
Ù…Ø¹Ù…Ù„ÙŠØ© Ø®Ø§ØµØ©. Ø¨Ø¯Ø£Øª Ø¬Ù…ÙŠØ¹ Ø§Ù„Ø£Ø¬Ù‡Ø²Ø© 
Ø§Ù„Ù…Ù�Ø³ØªØ®Ø¯Ù…Ø© Ù�ÙŠ Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ Ø¨ØªÙƒÙˆÙŠÙ† 
Ù…Ù…Ø³ÙˆØ (Ø§Ù�ØªØ±Ø§Ø¶ÙŠ). Ø¥Ø°Ø§ ÙƒØ§Ù†Øª Ø´Ø¨ÙƒØªÙƒ Ù‚ÙŠØ¯ 
Ø§Ù„ØªØ´ØºÙŠÙ„ØŒ Ù�ØªØ£ÙƒØ¯ Ù…Ù† Ù�Ù‡Ù…Ùƒ Ù„Ù„ØªØ£Ø«ÙŠØ± Ø§Ù„Ù…ØØªÙ…Ù„ 
Ù„Ø£ÙŠ Ø£Ù…Ø±.

Ù…Ø¹Ù„ÙˆÙ…Ø§Øª Ø£Ø³Ø§Ø³ÙŠØ©

Ù†Ù…Ø§Ø°Ø¬ Ù†Ø´Ø± Ù…Ø¹Ø±Ù�Ø§Øª Cisco

Ø§Ù„Ù…Ù†ØªØ¬ Ø§Ù„Ù†Ø´Ø±

UCCX Ù…Ù‚ÙŠÙ… Ù…Ø´Ø§Ø±Ùƒ

PCCE
Ù…Ù‚ÙŠÙ… Ù…Ø´ØªØ±Ùƒ Ù…Ø¹ CUIC (Cisco Unified Intelligence Center) Ùˆ 
LD (Ø¨ÙŠØ§Ù†Ø§Øª Ù…Ø¨Ø§Ø´Ø±Ø©)



UCCE

Ù…Ø´Ø§Ø±Ùƒ Ù…Ù‚ÙŠÙ… Ù…Ø¹ CUIC Ùˆ LD Ù„Ø¹Ù…Ù„ÙŠØ§Øª Ù†Ø´Ø± 
2k.

Ù…Ø³ØªÙ‚Ù„Ø© Ù„Ø¹Ù…Ù„ÙŠØ§Øª Ø§Ù„Ù†Ø´Ø± Ø§Ù„ØªÙŠ ØªØ¨Ù„Øº 4 
Ø¢Ù„Ø§Ù� Ùˆ 12 Ø£Ù„Ù� Ø¹Ù…Ù„ÙŠØ©.

Ù†Ø¸Ø±Ø© Ø¹Ø§Ù…Ø© Ø¹Ù„Ù‰ SSO

ØªÙˆÙ�Ø± Cisco Ø§Ù„Ø¹Ø¯ÙŠØ¯ Ù…Ù† Ø§Ù„Ø®Ø¯Ù…Ø§Øª Ù�ÙŠ Ù†Ù…Ø§Ø°Ø¬ 
Ù…Ø®ØªÙ„Ù�Ø© ÙˆÙƒÙ…Ø³ØªØ®Ø¯Ù… Ù†Ù‡Ø§Ø¦ÙŠØŒ ØªØ±ÙŠØ¯ ØªØ³Ø¬ÙŠÙ„ 
Ø§Ù„Ø¯Ø®ÙˆÙ„ Ù…Ø±Ø© ÙˆØ§ØØ¯Ø© Ù�Ù‚Ø· Ù„Ù„ØØµÙˆÙ„ Ø¹Ù„Ù‰ ØÙ‚ 
Ø§Ù„ÙˆØµÙˆÙ„ Ø¥Ù„Ù‰ Ø¬Ù…ÙŠØ¹ Ø®Ø¯Ù…Ø§Øª Cisco. Ø¥Ø°Ø§ ÙƒÙ†Øª ØªØ±ØºØ¨ 
Ù�ÙŠ Ø§Ù„Ø¹Ø«ÙˆØ± Ø¹Ù„Ù‰ Ø¬Ù‡Ø§Øª Ø§Ù„Ø§ØªØµØ§Ù„ ÙˆØ¥Ø¯Ø§Ø±ØªÙ‡Ø§ Ù…Ù† 
Ø£ÙŠ Ù…Ù† ØªØ·Ø¨ÙŠÙ‚Ø§Øª Cisco ÙˆØ£Ø¬Ù‡Ø²ØªÙ‡Ø§ØŒ Ù�ÙŠÙ…ÙƒÙ†Ùƒ 
Ø§Ù„Ø§Ø³ØªÙ�Ø§Ø¯Ø© Ù…Ù† Ø¬Ù…ÙŠØ¹ Ø§Ù„Ù…ØµØ§Ø¯Ø± Ø§Ù„Ù…ØØªÙ…Ù„Ø© 
(Ø¯Ù„ÙŠÙ„ Ø§Ù„Ø´Ø±ÙƒØ© Ùˆ Outlook ÙˆØ¬Ù‡Ø§Øª Ø§ØªØµØ§Ù„ Ø§Ù„Ù‡ÙˆØ§ØªÙ� 
Ø§Ù„Ù…ØÙ…ÙˆÙ„Ø© Ùˆ Facebook Ùˆ LinkIn Ùˆ History) ÙˆØªØ²ÙˆÙŠØ¯Ù‡Ø§ 
Ø¨Ø·Ø±ÙŠÙ‚Ø© Ù‚ÙŠØ§Ø³ÙŠØ© ÙˆÙ…ØªØ³Ù‚Ø© ØªÙˆÙ�Ø± Ø§Ù„Ù…Ø¹Ù„ÙˆÙ…Ø§Øª 
Ø§Ù„Ù…Ø·Ù„ÙˆØ¨Ø© Ù„Ù…Ø¹Ø±Ù�Ø© Ù…Ø¯Ù‰ ØªÙˆÙ�Ø±Ù‡Ø§ ÙˆÙƒÙŠÙ�ÙŠØ© 
Ø§Ù„Ø§ØªØµØ§Ù„ Ø¨Ù‡Ø§ Ø¹Ù„Ù‰ Ø£Ù�Ø¶Ù„ ÙˆØ¬Ù‡.

ÙˆÙŠØ³ØªÙ‡Ø¯Ù� SSO Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… SAML (Ù„ØºØ© ØªÙ…ÙŠÙŠØ² ØªØ£ÙƒÙŠØ¯ 
Ø§Ù„Ø£Ù…Ø§Ù†) Ù‡Ø°Ø§ Ø§Ù„Ù…ØªØ·Ù„Ø¨. ØªÙˆÙ�Ø± SAML/SSO Ù‚Ø¯Ø±Ø© 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù…ÙŠÙ† Ø¹Ù„Ù‰ ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„ Ø¥Ù„Ù‰ Ø£Ø¬Ù‡Ø²Ø© 
ÙˆØ®Ø¯Ù…Ø§Øª Ù…ØªØ¹Ø¯Ø¯Ø© Ù…Ù† Ø®Ù„Ø§Ù„ ØØ³Ø§Ø¨ Ù…Ø´ØªØ±Ùƒ ÙˆÙ‡ÙˆÙŠØ© 
ØªØ®ÙˆÙŠÙ„ ØªØ³Ù…Ù‰ IdP. ÙˆØªØªÙˆÙ�Ø± ÙˆØ¸ÙŠÙ�Ø© ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„ 
Ø§Ù„Ù…ÙˆØØ¯ Ù�ÙŠ Ù†Ø¸Ø§Ù… UCCX/UCCE/PCCE Ø§Ù„Ø¥ØµØ¯Ø§Ø± 11.5 ÙˆÙ…Ø§ 
Ø¨Ø¹Ø¯Ù‡.



Ù†Ø¸Ø±Ø© Ø¹Ø§Ù…Ø© Ø¹Ù„Ù‰ Ø§Ù„ØªÙƒÙˆÙŠÙ†



Ø§Ù„ØªÙƒÙˆÙŠÙ†

Ø£Ù†ÙˆØ§Ø¹ Ø§Ù„Ù…ØµØ§Ø¯Ù‚Ø©

ØªØ¯Ø¹Ù… Ù…Ø¹Ø±Ù�Ø§Øª Cisco Ø§Ù„Ù…ØµØ§Ø¯Ù‚Ø© Ø§Ù„Ù…Ø³ØªÙ†Ø¯Ø© Ø¥Ù„Ù‰ 
Ø§Ù„Ù†Ù…ÙˆØ°Ø¬ Ù�Ù‚Ø· Ù„Ù…Ø¹Ø±Ù� IdPs.

Ø§Ø±Ø¬Ø¹ Ø¥Ù„Ù‰ Ù…Ù‚Ø§Ù„Ø§Øª MSDN Ù‡Ø°Ù‡ Ù„Ù…Ø¹Ø±Ù�Ø© ÙƒÙŠÙ�ÙŠØ© 
ØªÙ…ÙƒÙŠÙ† Ù…ØµØ§Ø¯Ù‚Ø© Ø§Ù„Ù†Ù…ÙˆØ°Ø¬ Ù�ÙŠ ADFS.

Ø¨Ø§Ù„Ù†Ø³Ø¨Ø© Ù„ ADFS 2.0ØŒ Ø§Ø±Ø¬Ø¹ Ø¥Ù„Ù‰ Ù…Ù‚Ø§Ù„Ø© Microsoft TechNet 
Ù‡Ø°Ù‡ØŒ 
http://social.technet.microsoft.com/wiki/contents/articles/1600.ad-fs-2-0-how-to-change-the-local-
authentication-type.aspx.

•

Ø¨Ø§Ù„Ù†Ø³Ø¨Ø© Ù„ ADFS 3.0ØŒ Ø§Ø±Ø¬Ø¹ Ø¥Ù„Ù‰ Ù…Ù‚Ø§Ù„Ø© Microsoft TechNet 
Ù‡Ø°Ù‡ØŒ  
https://learn.microsoft.com/en-us/archive/blogs/josrod/enabled-forms-based-authentication-in-adfs-3-
0

•

Ù…Ù„Ø§ØØ¸Ø©: ØªØ¯Ø¹Ù… Ù…Ø¹Ø±Ù�Ø§Øª Cisco Ø§Ù„Ø¥ØµØ¯Ø§Ø± 11.6 
ÙˆØ§Ù„Ø¥ØµØ¯Ø§Ø±Ø§Øª Ø§Ù„Ø£ØØ¯Ø« ÙƒÙ„ Ù…Ù† Ø§Ù„Ù…ØµØ§Ø¯Ù‚Ø© 

http://social.technet.microsoft.com/wiki/contents/articles/1600.ad-fs-2-0-how-to-change-the-local-authentication-type.aspx
http://social.technet.microsoft.com/wiki/contents/articles/1600.ad-fs-2-0-how-to-change-the-local-authentication-type.aspx
https://blogs.msdn.microsoft.com/josrod/2014/10/15/enabled-forms-based-authentication-in-adfs-3-0/
https://blogs.msdn.microsoft.com/josrod/2014/10/15/enabled-forms-based-authentication-in-adfs-3-0/


Ø§Ù„Ù…Ø³ØªÙ†Ø¯Ø© Ø¥Ù„Ù‰ Ø§Ù„Ù†Ù…ÙˆØ°Ø¬ ÙˆÙ…ØµØ§Ø¯Ù‚Ø© 
Kerberos. Ù„ÙƒÙŠ ØªØ¹Ù…Ù„ Ù…ØµØ§Ø¯Ù‚Ø© KerberosØŒ ÙŠØ¬Ø¨ ØªØ¹Ø·ÙŠÙ„ 
Ø§Ù„Ù…ØµØ§Ø¯Ù‚Ø© Ø§Ù„Ù…Ø³ØªÙ†Ø¯Ø© Ø¥Ù„Ù‰ Ø§Ù„Ù†Ù…ÙˆØ°Ø¬.

ØªØ£Ø³ÙŠØ³ Ø¹Ù„Ø§Ù‚Ø© Ø«Ù‚Ø©

Ù„Ù„Ø¥Ø¯Ø±Ø§Ø¬ ÙˆÙ„ØªÙ…ÙƒÙŠÙ† Ø§Ù„ØªØ·Ø¨ÙŠÙ‚Ø§Øª Ù…Ù† Ø¥Ø³ØªØ®Ø¯Ø§Ù… 
Ù…Ø¹Ø±Ù�Ø§Øª Cisco Ù„ SSOØŒ Ù‚Ù… Ø¨Ø¥Ø¬Ø±Ø§Ø¡ ØªØ¨Ø§Ø¯Ù„ Ø¨ÙŠØ§Ù†Ø§Øª 
Ø§Ù„ØªØ¹Ø±ÙŠÙ� Ø¨ÙŠÙ† Ø§Ù„Ù…Ø¹Ø±Ù�Ø§Øª ÙˆØ§Ù„Ù…Ø¹Ø±Ù�Ø§Øª.

ØªÙ†Ø²ÙŠÙ„ Ù…Ù„Ù� Ø¨ÙŠØ§Ù†Ø§Øª ØªØ¹Ø±ÙŠÙ� SAML SP  sp.xml.•
Ù…Ù† SettingsØŒ Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ IdS Trust Ø¹Ù„Ø§Ù…Ø© Ø§Ù„ØªØ¨ÙˆÙŠØ¨ Ù�ÙŠ 
ØµÙ�ØØ© Ø¥Ø¯Ø§Ø±Ø© Ø§Ù„Ù…Ø¹Ø±Ù�Ø§Øª.

•

 
 

Ù‚Ù… Ø¨ØªÙ†Ø²ÙŠÙ„ Ù…Ù„Ù� Ø¨ÙŠØ§Ù†Ø§Øª ØªØ¹Ø±ÙŠÙ� IdP Ù…Ù† IdP Ù…Ù† 
Ø¹Ù†ÙˆØ§Ù† URL: 
https://<ADFSServer>/federationmetadata/2007-06/federationmetadata.xml

•

Ù�ÙŠ ØµÙ�ØØ© Ø¥Ø¯Ø§Ø±Ø© Ø§Ù„Ù…Ø¹Ø±Ù�Ø§ØªØŒ Ù‚Ù… Ø¨ØªØÙ…ÙŠÙ„ 
Ù…Ù„Ù� Ø¨ÙŠØ§Ù†Ø§Øª ØªØ¹Ø±ÙŠÙ� IdP Ø§Ù„Ø°ÙŠ ØªÙ… ØªÙ†Ø²ÙŠÙ„Ù‡ Ù�ÙŠ 
Ø§Ù„Ø®Ø·ÙˆØ© Ø§Ù„Ø³Ø§Ø¨Ù‚Ø©.

•

https://%3CaDFSServer%3E/federationmetadata/2007-06/federationmetadata.xml


 
Ù‡Ø°Ø§ Ù‡Ùˆ Ø§Ù„Ø¥Ø¬Ø±Ø§Ø¡ Ø§Ù„Ø®Ø§Øµ Ø¨ØªØÙ…ÙŠÙ„ Ø¨ÙŠØ§Ù†Ø§Øª ØªØ¹Ø±ÙŠÙ� 
Ø§Ù„Ù…Ø¹Ø±Ù�Ø§Øª ÙˆØ¥Ø¶Ø§Ù�Ø© Ù‚ÙˆØ§Ø¹Ø¯ Ø§Ù„Ù…Ø·Ø§Ù„Ø¨Ø§Øª. ÙˆÙ‡Ø°Ø§ 
Ù…ÙˆØ¶Ø Ù„Ø¨Ø±Ù†Ø§Ù…Ø¬ÙŠ ADFS 2.0 Ùˆ 3.0.

Ù†Ø¸Ø§Ù… Ø§Ù„Ù…Ù„Ù�Ø§Øª ADFS 2.0

Ø§Ù„Ø®Ø·ÙˆØ© 1. Ù�ÙŠ ADFSØŒ Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ØŒ Start > All Programs > Administrative Tools > 

ADFS 2.0 ManagementØŒ ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø Ù�ÙŠ Ø§Ù„ØµÙˆØ±Ø©:






Ø§Ù„Ø®Ø·ÙˆØ© 3. ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø 
Ù�ÙŠ Ø§Ù„ØµÙˆØ±Ø©ØŒ Ø£Ø®ØªØ± Ø§Ù„Ø®ÙŠØ§Ø± Import data about the relying party from a file.



 
 







Ø§Ù„Ø®Ø·ÙˆØ© 4. Ø§Ø³ØªÙƒÙ…Ø§Ù„ Ø¥Ù†Ø´Ø§Ø¡ ØµÙ†Ø¯ÙˆÙ‚ Ø§Ø¦ØªÙ…Ø§Ù† Ø§Ù„Ø·Ø±Ù� 
Ø§Ù„Ù…Ø¹ÙˆÙ„.



Ø§Ù„Ø®Ø·ÙˆØ© 5. Ù�ÙŠ Ø®ØµØ§Ø¦Øµ Ø«Ù‚Ø© Ø§Ù„Ø·Ø±Ù� Ø§Ù„Ù…Ø¹ÙˆÙ„ØŒ 
Ø£Ø®ØªØ± Identifier Ø¹Ù„Ø§Ù…Ø© ØªØ¨ÙˆÙŠØ¨.





Ø§Ù„Ø®Ø·ÙˆØ© 6. Ù‚Ù… Ø¨ØªØ¹ÙŠÙŠÙ† Ø§Ù„Ù…Ø¹Ø±Ù� ÙƒØ§Ø³Ù… Ø§Ù„Ù…Ø¶ÙŠÙ� 



Ø§Ù„Ù…Ø¤Ù‡Ù„ Ø¨Ø§Ù„ÙƒØ§Ù…Ù„ Ù„Ø®Ø§Ø¯Ù… ØªØ¹Ø±ÙŠÙ� Cisco Ø§Ù„Ø°ÙŠ ÙŠØªÙ… 
Ù…Ù† Ø®Ù„Ø§Ù„Ù‡ sp.xml ØªÙ… ØªÙ†Ø²ÙŠÙ„Ù‡.



Ø§Ù„Ø®Ø·ÙˆØ© 7. Ø§Ù†Ù‚Ø± Ø¨Ø²Ø± Ø§Ù„Ù…Ø§ÙˆØ³ Ø§Ù„Ø£ÙŠÙ…Ù† Ø¹Ù„Ù‰ Relying Party 



Trust Ø«Ù… Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Edit Claim Rules.

ÙŠØ¬Ø¨ Ø¥Ø¶Ø§Ù�Ø© Ù‚Ø§Ø¹Ø¯ØªÙŠ Ù…Ø·Ø§Ù„Ø¨Ø©ØŒ Ø§Ù„Ø£ÙˆÙ„Ù‰ Ù‡ÙŠ 
Ø¹Ù†Ø¯Ù…Ø§ ØªØªÙ… Ù…Ø·Ø§Ø¨Ù‚Ø© Ø³Ù…Ø§Øª LDAP (Ø¨Ø±ÙˆØªÙˆÙƒÙˆÙ„ 
Ø§Ù„ÙˆØµÙˆÙ„ Ø¥Ù„Ù‰ Ø§Ù„Ø¯Ù„ÙŠÙ„ Ø®Ù�ÙŠÙ� Ø§Ù„ÙˆØ²Ù†) Ø¨ÙŠÙ†Ù…Ø§ 
ØªÙƒÙˆÙ† Ø§Ù„Ø«Ø§Ù†ÙŠØ© Ù…Ù† Ø®Ù„Ø§Ù„ Ù‚ÙˆØ§Ø¹Ø¯ Ù…Ø·Ø§Ù„Ø¨Ø© 
Ù…Ø®ØµØµØ©.

uid - Ù‡Ø°Ù‡ Ø§Ù„Ø³Ù…Ø© Ù…Ø·Ù„ÙˆØ¨Ø© Ù„Ù„ØªØ·Ø¨ÙŠÙ‚Ø§Øª Ù„ØªØØ¯ÙŠØ¯ 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ù…ØµØ¯Ù‚ Ø¹Ù„ÙŠÙ‡. 
user_principal - ÙŠÙ„Ø²Ù… Ø£Ù† ØªÙƒÙˆÙ† Ù‡Ø°Ù‡ Ø§Ù„Ø³Ù…Ø© Ø¨ÙˆØ§Ø³Ø·Ø© 
Ù…Ø¹Ø±Ù�Ø§Øª Cisco Ù„ØªØØ¯ÙŠØ¯ Ù…Ø¬Ø§Ù„ Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø°ÙŠ 
ØªÙ…Øª Ù…ØµØ§Ø¯Ù‚ØªÙ‡.

Ù‚Ø§Ø¹Ø¯Ø© Ø§Ù„Ù…Ø·Ø§Ù„Ø¨Ø© 1:

Ø¥Ø¶Ø§Ù�Ø© Ù‚Ø§Ø¹Ø¯Ø© Ø¨Ø§Ù„Ø§Ø³Ù… NameID Ù…Ù† Ø§Ù„Ù†ÙˆØ¹ (Ù‚Ù… 
Ø¨Ø¥Ø±Ø³Ø§Ù„ Ù‚ÙŠÙ… Ø³Ù…Ø© LDAP ÙƒÙ…Ø·Ø§Ù„Ø¨Ø§Øª):

Ø¥Ø®ØªÙŠØ§Ø± Ù…Ø®Ø²Ù† Ø§Ù„Ø³Ù…Ø§Øª ÙƒActive Directory•
ØªØ¹ÙŠÙŠÙ† Ø³Ù…Ø© LDAP User-Principal-Name               Ø¥Ù„Ù‰ user_principal (Ø§Ù„ØØ±ÙˆÙ� 
Ø§Ù„ØµØºÙŠØ±Ø©)

•

Ø£Ø®ØªØ± Ø³Ù…Ø© LDAP Ø§Ù„ØªÙŠ ÙŠØ¬Ø¨ Ø¥Ø³ØªØ®Ø¯Ø§Ù…Ù‡Ø§ Ùƒ 
userId Ù„Ù…Ø³ØªØ®Ø¯Ù…ÙŠ Ø§Ù„ØªØ·Ø¨ÙŠÙ‚ Ù„ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„ 
ÙˆØªØ®Ø·ÙŠØ·Ù‡ Ø¥Ù„Ù‰ uid (Ø§Ù„ØØ±ÙˆÙ� Ø§Ù„ØµØºÙŠØ±Ø©)

•

 
Ù…Ø«Ø§Ù„ Ø¹Ù„Ù‰ Ø§Ù„ØªÙƒÙˆÙŠÙ† Ø¹Ù†Ø¯ SamAccountName Ù‡Ùˆ Ø£Ù† ÙŠØªÙ… 
Ø¥Ø³ØªØ®Ø¯Ø§Ù…Ù‡ ÙƒÙ…Ø¹Ø±Ù� Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù…:

ØªØ¹ÙŠÙŠÙ† Ø³Ù…Ø© LDAP SamAccountName               Ø¥Ù„Ù‰ uid.•
ØªØ¹ÙŠÙŠÙ† Ø³Ù…Ø© LDAP User-Principal-Name               Ø¥Ù„Ù‰ user_principal.•

Ù…Ø«Ø§Ù„ Ø¹Ù„Ù‰ Ø§Ù„ØªÙƒÙˆÙŠÙ† Ø¹Ù†Ø¯ UPN ÙŠØ¬Ø¨ Ø¥Ø³ØªØ®Ø¯Ø§Ù…Ù‡ 
ÙƒÙ…Ø¹Ø±Ù� Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù…:

ØªØ¹ÙŠÙŠÙ† Ø³Ù…Ø© LDAP User-Principal-Name               Ø¥Ù„Ù‰ uid.•
ØªØ¹ÙŠÙŠÙ† Ø³Ù…Ø© LDAP User-Principal-Name               Ø¥Ù„Ù‰ user_principal.•

Ù…Ø«Ø§Ù„ Ø¹Ù„Ù‰ Ø§Ù„ØªÙƒÙˆÙŠÙ† Ø¹Ù†Ø¯ PhoneNumber ÙŠØ¬Ø¨ Ø¥Ø³ØªØ®Ø¯Ø§Ù…Ù‡ 
ÙƒÙ…Ø¹Ø±Ù� Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù…:

ØªØ¹ÙŠÙŠÙ† Ø±Ù‚Ù… Ù‡Ø§ØªÙ� Ø³Ù…Ø© LDAP Ø¥Ù„Ù‰ uid .•
ØªØ¹ÙŠÙŠÙ† Ø³Ù…Ø© LDAP User-Principal-Name               Ø¥Ù„Ù‰ user_principal.•





 
 



Ù…Ù„Ø§ØØ¸Ø©



: ÙŠØ¬Ø¨ Ø§Ù„ØªØ£ÙƒØ¯ Ù…Ù† ØªØ·Ø§Ø¨Ù‚ Ø³Ù…Ø© LDAP Ø§Ù„ØªÙŠ ØªÙ… 
ØªÙƒÙˆÙŠÙ†Ù‡Ø§ Ù„Ù…Ø¹Ø±Ù� Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ù�ÙŠ Ù…Ø²Ø§Ù…Ù†Ø© 
CUCM LDAP Ù…Ø¹ Ù…Ø§ ØªÙ… ØªÙƒÙˆÙŠÙ†Ù‡ ÙƒØ³Ù…Ø© LDAP Ù„ uid Ù�ÙŠ 
Ù‚Ø§Ø¹Ø¯Ø© Ù…Ø·Ø§Ù„Ø¨Ø© ADFS NameID. Ù‡Ø°Ø§ Ù…Ù† Ø£Ø¬Ù„ Ø§Ù„Ø¹Ù…Ù„ 
Ø§Ù„Ø³Ù„ÙŠÙ… Ù„Ù…Ø¯Ø®Ù„ CUIC Ùˆ Finesse.

Ù…Ù„Ø§ØØ¸Ø©: ÙŠØ´ÙŠØ± Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ Ø¥Ù„Ù‰ Ø§Ù„Ù‚ÙŠÙˆØ¯ 
Ø§Ù„Ù…Ù�Ø±ÙˆØ¶Ø© Ø¹Ù„Ù‰ Ø§Ø³Ù… Ù‚Ø§Ø¹Ø¯Ø© Ø§Ù„Ù…Ø·Ø§Ù„Ø¨Ø© 
ÙˆÙŠØ¹Ø±Ø¶ Ø£Ø³Ù…Ø§Ø¡ Ù…Ø«Ù„ NameID ÙˆØ§Ø³Ù… Ø§Ù„Ù…Ø¬Ø§Ù„ 
Ø§Ù„Ù…Ø¤Ù‡Ù„ Ø¨Ø§Ù„ÙƒØ§Ù…Ù„ (FQDN) Ù…Ù† UCCX ÙˆÙ…Ø§ Ø¥Ù„Ù‰ Ø°Ù„Ùƒ. 
ÙˆØ¹Ù„Ù‰ Ø§Ù„Ø±ØºÙ… Ù…Ù† Ø¥Ù…ÙƒØ§Ù†ÙŠØ© ØªØ·Ø¨ÙŠÙ‚ Ø§Ù„ØÙ‚ÙˆÙ„ 
ÙˆØ§Ù„Ø£Ø³Ù…Ø§Ø¡ Ø§Ù„Ù…Ø®ØµØµØ© Ø¹Ù„Ù‰ Ø£Ù‚Ø³Ø§Ù… 
Ù…Ø®ØªÙ„Ù�Ø©ØŒ Ù�Ø¥Ù† Ø£Ø³Ù…Ø§Ø¡ Ù‚ÙˆØ§Ø¹Ø¯ Ø§Ù„Ù…Ø·Ø§Ù„Ø¨Ø§Øª 
ÙˆØ£Ø³Ù…Ø§Ø¡ Ø§Ù„Ø¹Ø±Ø¶ ØªØ¨Ù‚Ù‰ Ù‚ÙŠØ§Ø³ÙŠØ© Ø·ÙˆØ§Ù„ Ø§Ù„ÙˆÙ‚Øª 
Ù„Ù„ØÙ�Ø§Ø¸ Ø¹Ù„Ù‰ Ø§Ù„Ø§ØªØ³Ø§Ù‚ ÙˆÙ„Ø£Ù�Ø¶Ù„ Ø§Ù„Ù…Ù…Ø§Ø±Ø³Ø§Øª 
Ù�ÙŠ Ù‚Ø§Ø¹Ø¯Ø© Ø§Ù„ØªØ³Ù…ÙŠØ©.

Ù‚Ø§Ø¹Ø¯Ø© Ø§Ù„Ù…Ø·Ø§Ù„Ø¨Ø© Ø§Ù„Ø«Ø§Ù†ÙŠØ©:

Ø£Ø¶Ù� Ù‚Ø§Ø¹Ø¯Ø© Ø£Ø®Ø±Ù‰ Ù…Ù† Ù†ÙˆØ¹ Ù‚Ø§Ø¹Ø¯Ø© Ù…Ø·Ø§Ù„Ø¨Ø© 
Ù…Ø®ØµØµØ© Ø¨Ø§Ù„Ø§Ø³Ù… ÙƒØ§Ø³Ù… Ø§Ù„Ù…Ø¶ÙŠÙ� Ø§Ù„Ù…Ø¤Ù‡Ù„ 
Ø¨Ø§Ù„ÙƒØ§Ù…Ù„ Ù„Ø®Ø§Ø¯Ù… ØªØ¹Ø±ÙŠÙ� Cisco ÙˆØ£Ø¶Ù� Ù†Øµ 
Ø§Ù„Ù‚Ø§Ø¹Ø¯Ø© Ù‡Ø°Ø§. 
 
 

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"] => issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer = c.Issuer, OriginalIssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.ValueType, Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] = "urn:oasis:names:tc:SAML:2.0:nameid-format:transient", Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"] = "http://<ADFS Server FQDN>/ADFS/services/trust", Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] = "<fully qualified hostname of IdS/UCCX>");

 

•



 
Ù�ÙŠ Ø§Ù„Ù…Ø¬Ù…ÙˆØ¹Ø© Cisco Identity ServerØŒ ØªÙƒÙˆÙ† Ø¬Ù…ÙŠØ¹ 
Ø£Ø³Ù…Ø§Ø¡ Ø§Ù„Ù…Ø¶ÙŠÙ� Ø§Ù„Ù…Ø¤Ù‡Ù„Ø© Ø¨Ø§Ù„ÙƒØ§Ù…Ù„ Ù‡ÙŠ ØªÙ„Ùƒ 
Ø§Ù„Ø®Ø§ØµØ© Ø¨Ø¹Ù‚Ø¯Ø© Cisco Identity Server Ø§Ù„Ø£Ø³Ø§Ø³ÙŠØ© Ø£Ùˆ 
Ø¹Ù‚Ø¯Ø© Ø§Ù„Ù†Ø§Ø´Ø±.

•

ÙˆÙŠØ¹ØªØ¨Ø± <emQualified name Ù„Ø®Ø§Ø¯Ù… ØªØ¹Ø±ÙŠÙ� Cisco> ØØ³Ø§Ø³Ø§ 
Ù„ØØ§Ù„Ø© Ø§Ù„Ø£ØØ±Ù�ØŒ Ù„Ø°Ù„Ùƒ Ù�Ø¥Ù†Ù‡ ÙŠØªØ·Ø§Ø¨Ù‚ ØªÙ…Ø§Ù…Ø§ 
(Ù�ÙŠ Ø§Ù„ØØ§Ù„Ø© Ø§Ù„Ù…Ø¶Ù…Ù†Ø©) Ù…Ø¹ FQDN Ù„Ø®Ø§Ø¯Ù… Ù‡ÙˆÙŠØ© 
Cisco.

•

<ADFS Server FQDN> ØØ³Ø§Ø³ Ù„ØØ§Ù„Ø© Ø§Ù„Ø£ØØ±Ù�ØŒ Ù„Ø°Ù„Ùƒ Ù�Ø¥Ù†Ù‡ 
ÙŠØ·Ø§Ø¨Ù‚ (Ø§Ù„ØØ§Ù„Ø© Ø§Ù„Ù…Ø¶Ù…Ù†Ø©) ØªÙ…Ø§Ù…Ø§ Ù…Ø¹ ADFS FQDN.

•





 
Ø§Ù„Ø®Ø·ÙˆØ© 8. Ø§Ù†Ù‚Ø± Ø¨Ø²Ø± Ø§Ù„Ù…Ø§ÙˆØ³ Ø§Ù„Ø£ÙŠÙ…Ù† Ø¹Ù„Ù‰ Relying Party 
Trust Ø«Ù… Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Properties ÙˆØ§Ø®ØªØ± Ø¹Ù„Ø§Ù…Ø© Ø§Ù„ØªØ¨ÙˆÙŠØ¨ 
Ø®ÙŠØ§Ø±Ø§Øª Ù…ØªÙ‚Ø¯Ù…Ø©ØŒ ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø Ù�ÙŠ Ø§Ù„ØµÙˆØ±Ø©.





 
Ø§Ù„Ø®Ø·ÙˆØ© 9. ÙƒÙ…Ø§ Ù‡Ùˆ Ù…ÙˆØ¶Ø Ù�ÙŠ Ø§Ù„ØµÙˆØ±Ø©ØŒ Ø£Ø®ØªØ± 
Ø®ÙˆØ§Ø±Ø²Ù…ÙŠØ© Ø§Ù„ØªØ¬Ø²Ø¦Ø© Ø§Ù„Ø¢Ù…Ù†Ø© (SHA) Ø¹Ù„Ù‰ Ù‡ÙŠØ¦Ø© 
SHA-256.

 
Ø§Ù„Ø®Ø·ÙˆØ© 10. Ø§Ù†Ù‚Ø± OK.

Ù†Ø¸Ø§Ù… Ø§Ù„Ù…Ù„Ù�Ø§Øª ADFS 3.0

Ø§Ù„Ø®Ø·ÙˆØ© 1. Ù�ÙŠ Ø®Ø§Ø¯Ù… ADFSØŒ Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ Server Manager > Tools > ADFS 

Management.



Ø§Ù„Ø®Ø·ÙˆØ© 2. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ ADFS > Trust Relationship > Relying Party Trust.

Ø§Ù„Ø®Ø·ÙˆØ© 3. Ø£Ø®ØªØ± Ø§Ù„Ø®ÙŠØ§Ø± Import data about the relying party from a file.













Ø§Ù„Ø®Ø·ÙˆØ© 4. Ø§Ø³ØªÙƒÙ…Ø§Ù„ Ø¥Ù†Ø´Ø§Ø¡ ØµÙ†Ø¯ÙˆÙ‚ Ø§Ø¦ØªÙ…Ø§Ù† Ø§Ù„Ø·Ø±Ù� 
Ø§Ù„Ù…Ø¹ÙˆÙ„.



Ø§Ù„Ø®Ø·ÙˆØ© 5. Ù�ÙŠ Ø®ØµØ§Ø¦Øµ Ø«Ù‚Ø© Ø§Ù„Ø·Ø±Ù� Ø§Ù„Ù…Ø¹ÙˆÙ„ØŒ 
Ø£Ø®ØªØ± Identifier Ø¹Ù„Ø§Ù…Ø© ØªØ¨ÙˆÙŠØ¨.







Ø§Ù„Ø®Ø·ÙˆØ© 6. Ù‚Ù… Ø¨ØªØ¹ÙŠÙŠÙ† Ø§Ù„Ù…Ø¹Ø±Ù� ÙƒØ§Ø³Ù… Ø§Ù„Ù…Ø¶ÙŠÙ� 
Ø§Ù„Ù…Ø¤Ù‡Ù„ Ø¨Ø§Ù„ÙƒØ§Ù…Ù„ Ù„Ø®Ø§Ø¯Ù… ØªØ¹Ø±ÙŠÙ� Cisco Ø§Ù„Ø°ÙŠ ÙŠØªÙ… 
Ù…Ù† Ø®Ù„Ø§Ù„Ù‡ sp.xml ØªÙ… ØªÙ†Ø²ÙŠÙ„Ù‡.



Ø§Ù„Ø®Ø·ÙˆØ© 7. Ø§Ù†Ù‚Ø± Ø¨Ø²Ø± Ø§Ù„Ù…Ø§ÙˆØ³ Ø§Ù„Ø£ÙŠÙ…Ù† 
Ù�ÙˆÙ‚ Ø«Ù‚Ø© Ø§Ù„Ø·Ø±Ù� Ø§Ù„Ù…Ø¹ØªÙ…Ø¯ Ø«Ù… Ø§Ù†Ù‚Ø± Ù�ÙˆÙ‚ Edit Claim Rules.

ÙŠØ¬Ø¨ 
Ø¥Ø¶Ø§Ù



�Ø© Ù‚Ø§Ø¹Ø¯ØªÙŠ Ù…Ø·Ø§Ù„Ø¨Ø©ØŒ Ø§Ù„Ø£ÙˆÙ„Ù‰ Ù‡ÙŠ Ø¹Ù†Ø¯Ù…Ø§ ØªØªÙ… 
Ù…Ø·Ø§Ø¨Ù‚Ø© Ø³Ù…Ø§Øª LDAP Ø¨ÙŠÙ†Ù…Ø§ ØªÙƒÙˆÙ† Ø§Ù„Ø«Ø§Ù†ÙŠØ© Ù…Ù† 
Ø®Ù„Ø§Ù„ Ù‚ÙˆØ§Ø¹Ø¯ Ù…Ø·Ø§Ù„Ø¨Ø© Ù…Ø®ØµØµØ©.

uid - Ù‡Ø°Ù‡ Ø§Ù„Ø³Ù…Ø© Ù…Ø·Ù„ÙˆØ¨Ø© Ù„Ù„ØªØ·Ø¨ÙŠÙ‚Ø§Øª Ù„ØªØ¹Ø±ÙŠÙ� 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ù…ØµØ¯Ù‚ Ø¹Ù„ÙŠÙ‡. 
user_principal - ÙŠÙ„Ø²Ù… Ø£Ù† ØªÙƒÙˆÙ† Ù‡Ø°Ù‡ Ø§Ù„Ø³Ù…Ø© Ø¨ÙˆØ§Ø³Ø·Ø© 
Ù…Ø¹Ø±Ù�Ø§Øª Cisco Ù„ØªØØ¯ÙŠØ¯ Ù…Ø¬Ø§Ù„ Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø°ÙŠ 
ØªÙ…Øª Ù…ØµØ§Ø¯Ù‚ØªÙ‡.

Ù‚Ø§Ø¹Ø¯Ø© Ø§Ù„Ù…Ø·Ø§Ù„Ø¨Ø© 1:

Ø¥Ø¶Ø§Ù�Ø© Ù‚Ø§Ø¹Ø¯Ø© Ø¨Ø§Ù„Ø§Ø³Ù… NameID Ù…Ù† Ù†ÙˆØ¹ (Ø¥Ø±Ø³Ø§Ù„ Ù‚ÙŠÙ… 
Ø³Ù…Ø© LDAP ÙƒÙ…Ø·Ø§Ù„Ø¨Ø§Øª):

Ø¥Ø®ØªÙŠØ§Ø± Ù…Ø®Ø²Ù† Ø§Ù„Ø³Ù…Ø§Øª ÙƒActive Directory•
ØªØ¹ÙŠÙŠÙ† Ø³Ù…Ø© LDAP User-Principal-Name               Ø¥Ù„Ù‰ user_principal (Ø§Ù„ØØ±ÙˆÙ� 
Ø§Ù„ØµØºÙŠØ±Ø©)

•

Ø£Ø®ØªØ± Ø³Ù…Ø© LDAP Ø§Ù„ØªÙŠ ÙŠØ¬Ø¨ Ø¥Ø³ØªØ®Ø¯Ø§Ù…Ù‡Ø§ Ùƒ 
userId Ù„Ù…Ø³ØªØ®Ø¯Ù…ÙŠ Ø§Ù„ØªØ·Ø¨ÙŠÙ‚ Ù„ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„ 
ÙˆØªØ®Ø·ÙŠØ·Ù‡ Ø¥Ù„Ù‰ uid(Ø§Ù„ØØ±ÙˆÙ� Ø§Ù„ØµØºÙŠØ±Ø©)

•

 
Ù…Ø«Ø§Ù„ Ø¹Ù„Ù‰ Ø§Ù„ØªÙƒÙˆÙŠÙ† Ø¹Ù†Ø¯ SamAccountName Ù‡Ùˆ Ø£Ù† ÙŠØªÙ… 
Ø¥Ø³ØªØ®Ø¯Ø§Ù…Ù‡ ÙƒÙ…Ø¹Ø±Ù� Ù…Ø³ØªØ®Ø¯Ù…:

ØªØ¹ÙŠÙŠÙ† Ø³Ù…Ø© LDAP SamAccountName               Ø¥Ù„Ù‰ uid.•
ØªØ¹ÙŠÙŠÙ† Ø³Ù…Ø© LDAP User-Principal-Name               Ø¥Ù„Ù‰ user_principal.•

Ù…Ø«Ø§Ù„ Ø§Ù„ØªÙƒÙˆÙŠÙ† Ø¹Ù†Ø¯Ù…Ø§ ÙŠØ¬Ø¨ Ø¥Ø³ØªØ®Ø¯Ø§Ù… UPN ÙƒÙ…Ø¹Ø±Ù� 
Ù…Ø³ØªØ®Ø¯Ù…:

ØªØ¹ÙŠÙŠÙ† Ø³Ù…Ø© LDAP User-Principal-Name               Ø¥Ù„Ù‰ uid.•
ØªØ¹ÙŠÙŠÙ† Ø³Ù…Ø© LDAP User-Principal-Name               Ø¥Ù„Ù‰ user_principal.•

Ù…Ø«Ø§Ù„ Ø¹Ù„Ù‰ Ø§Ù„ØªÙƒÙˆÙŠÙ† Ø¹Ù†Ø¯ PhoneNumber ÙŠØ¬Ø¨ Ø¥Ø³ØªØ®Ø¯Ø§Ù…Ù‡ 
ÙƒÙ…Ø¹Ø±Ù� Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù…:

ØªØ¹ÙŠÙŠÙ† Ø³Ù…Ø© LDAP telephoneNumber               Ø¥Ù„Ù‰ uid.•
ØªØ¹ÙŠÙŠÙ† Ø³Ù…Ø© LDAP User-Principal-Name               Ø¥Ù„Ù‰ user_principal.•







 
 

Ù…Ù„Ø§ØØ¸Ø©: ÙŠØ¬Ø¨ Ø§Ù„ØªØ£ÙƒØ¯ Ù…Ù† ØªØ·Ø§Ø¨Ù‚ Ø³Ù…Ø© LDAP Ø§Ù„ØªÙŠ 
ØªÙ… ØªÙƒÙˆÙŠÙ†Ù‡Ø§ Ù„Ù…Ø¹Ø±Ù� Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ù�ÙŠ 
Ù…Ø²Ø§Ù…Ù†Ø© CUCM LDAP Ù…Ø¹ Ù…Ø§ ØªÙ… ØªÙƒÙˆÙŠÙ†Ù‡ ÙƒØ³Ù…Ø© LDAP 
Ù„ uid Ù�ÙŠ NameID Ù„Ù‚Ø§Ø¹Ø¯Ø© Ù…Ø·Ø§Ù„Ø¨Ø© ADFS. Ù‡Ø°Ø§ Ù…Ù† Ø£Ø¬Ù„ 



Ø§Ù„ÙˆØ¸ÙŠÙ�Ø© Ø§Ù„Ù…Ù†Ø§Ø³Ø¨Ø© Ù„ØªØ³Ø¬ÙŠÙ„ Ø¯Ø®ÙˆÙ„ CUIC Ùˆ Finesse.

Ù…Ù„Ø§ØØ¸Ø©: ÙŠØ´ÙŠØ± Ù‡Ø°Ø§ Ø§Ù„Ù…Ø³ØªÙ†Ø¯ Ø¥Ù„Ù‰ Ø§Ù„Ù‚ÙŠÙˆØ¯ 
Ø§Ù„Ù…Ù�Ø±ÙˆØ¶Ø© Ø¹Ù„Ù‰ Ø§Ø³Ù… Ù‚Ø§Ø¹Ø¯Ø© Ø§Ù„Ù…Ø·Ø§Ù„Ø¨Ø© 
ÙˆØ£Ø³Ù…Ø§Ø¡ Ø§Ù„Ø¹Ø±Ø¶ Ù…Ø«Ù„ NameID Ùˆ FQDN Ù„ UCCX ÙˆÙ…Ø§ Ø¥Ù„Ù‰ 
Ø°Ù„Ùƒ. ÙˆØ¹Ù„Ù‰ Ø§Ù„Ø±ØºÙ… Ù…Ù† Ø¥Ù…ÙƒØ§Ù†ÙŠØ© ØªØ·Ø¨ÙŠÙ‚ 
Ø§Ù„ØÙ‚ÙˆÙ„ ÙˆØ§Ù„Ø£Ø³Ù…Ø§Ø¡ Ø§Ù„Ù…Ø®ØµØµØ© Ø¹Ù„Ù‰ Ù…Ø®ØªÙ„Ù� 
Ø§Ù„Ø£Ù‚Ø³Ø§Ù…ØŒ Ù�Ø¥Ù† Ø£Ø³Ù…Ø§Ø¡ Ù‚ÙˆØ§Ø¹Ø¯ Ø§Ù„Ù…Ø·Ø§Ù„Ø¨Ø§Øª 
ÙˆØ£Ø³Ù…Ø§Ø¡ Ø§Ù„Ø¹Ø±Ø¶ ØªØ¨Ù‚Ù‰ Ù‚ÙŠØ§Ø³ÙŠØ© Ø·ÙˆØ§Ù„ Ø§Ù„ÙˆÙ‚Øª 
Ù…Ù† Ø£Ø¬Ù„ Ø§Ù„Ù…ØØ§Ù�Ø¸Ø© Ø¹Ù„Ù‰ Ø§Ù„Ø§ØªØ³Ø§Ù‚ ÙˆØ¹Ù„Ù‰ 
Ø£Ù�Ø¶Ù„ Ø§Ù„Ù…Ù…Ø§Ø±Ø³Ø§Øª Ù�ÙŠ Ù‚Ø§Ø¹Ø¯Ø© Ø§Ù„ØªØ³Ù…ÙŠØ©.

Ù‚Ø§Ø¹Ø¯Ø© Ø§Ù„Ù…Ø·Ø§Ù„Ø¨Ø© Ø§Ù„Ø«Ø§Ù†ÙŠØ©:

Ø£Ø¶Ù� Ù‚Ø§Ø¹Ø¯Ø© Ø£Ø®Ø±Ù‰ Ù…Ù† Ù†ÙˆØ¹ Ù‚Ø§Ø¹Ø¯Ø© Ù…Ø·Ø§Ù„Ø¨Ø© 
Ù…Ø®ØµØµØ© Ø¨Ø§Ù„Ø§Ø³Ù… ÙƒØ§Ø³Ù… Ø§Ù„Ù…Ø¶ÙŠÙ� Ø§Ù„Ù…Ø¤Ù‡Ù„ 
Ø¨Ø§Ù„ÙƒØ§Ù…Ù„ Ù„Ø®Ø§Ø¯Ù… ØªØ¹Ø±ÙŠÙ� Cisco ÙˆØ£Ø¶Ù� Ù†Øµ 
Ø§Ù„Ù‚Ø§Ø¹Ø¯Ø© Ù‡Ø°Ø§. 
                                

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"] => issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer = c.Issuer, OriginalIssuer = c.OriginalIssuer, Value = c.Value, ValueType = c.ValueType, Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] = "urn:oasis:names:tc:SAML:2.0:nameid-format:transient", Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"] = "http://<ADFS Server FQDN>/ADFS/services/trust", Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] = "<fully qualified hostname of IdS/UCCX>");

 
 

•

Ù�ÙŠ Ø§Ù„Ù…Ø¬Ù…ÙˆØ¹Ø© Cisco Identity ServerØŒ ØªÙƒÙˆÙ† Ø¬Ù…ÙŠØ¹ 
Ø£Ø³Ù…Ø§Ø¡ Ø§Ù„Ù…Ø¶ÙŠÙ� Ø§Ù„Ù…Ø¤Ù‡Ù„Ø© Ø¨Ø§Ù„ÙƒØ§Ù…Ù„ Ù‡ÙŠ ØªÙ„Ùƒ 
Ø§Ù„Ø®Ø§ØµØ© Ø¨Ø¹Ù‚Ø¯Ø© Cisco Identity Server Ø§Ù„Ø£Ø³Ø§Ø³ÙŠØ© Ø£Ùˆ 

•



Ø¹Ù‚Ø¯Ø© Ø§Ù„Ù†Ø§Ø´Ø±.
ÙˆÙŠØ¹ØªØ¨Ø± <emQualified name Ù„Ø®Ø§Ø¯Ù… ØªØ¹Ø±ÙŠÙ� Cisco> ØØ³Ø§Ø³Ø§ 
Ù„ØØ§Ù„Ø© Ø§Ù„Ø£ØØ±Ù�ØŒ Ù„Ø°Ù„Ùƒ Ù�Ø¥Ù†Ù‡ ÙŠØªØ·Ø§Ø¨Ù‚ ØªÙ…Ø§Ù…Ø§ 
(Ù�ÙŠ Ø§Ù„ØØ§Ù„Ø© Ø§Ù„Ù…Ø¶Ù…Ù†Ø©) Ù…Ø¹ FQDN Ù„Ø®Ø§Ø¯Ù… Ù‡ÙˆÙŠØ© 
Cisco.

•

<ADFS Server FQDN> ØØ³Ø§Ø³ Ù„ØØ§Ù„Ø© Ø§Ù„Ø£ØØ±Ù�ØŒ Ù„Ø°Ù„Ùƒ Ù�Ø¥Ù†Ù‡ 
ÙŠØ·Ø§Ø¨Ù‚ (Ø§Ù„ØØ§Ù„Ø© Ø§Ù„Ù…Ø¶Ù…Ù†Ø©) ØªÙ…Ø§Ù…Ø§ Ù…Ø¹ ADFS FQDN.

•












Ù‡Ø°Ù‡ Ø§Ù„Ø®Ø·ÙˆØ§Øª Ø¥Ù„Ø²Ø§Ù…ÙŠØ© Ø¨Ø¹Ø¯ Ø§Ù„Ø®Ø·ÙˆØ© 10.

ØªÙ…ÙƒÙŠÙ† ØªØ£ÙƒÙŠØ¯Ø§Øª SAML Ø§Ù„Ù…ÙˆÙ‚Ø¹Ø© Ù„Ø«Ù‚Ø© Ø§Ù„Ø·

Ø§Ù„Ø®Ø·ÙˆØ© 1. Ø§Ù†Ù‚Ø± Start ÙˆØ£Ø¯Ø®Ù„ PowerShell Ù„Ù�ØªØ Windows Powershell.







          

Ù…Ù„Ø§ØØ¸Ø©



: Ù„Ø§ ØØ§Ø¬Ø© Ø¥Ù„Ù‰ Ø§Ù„Ø®Ø·ÙˆØ© 2. Ø¥Ø°Ø§ ÙƒÙ†Øª ØªØ³ØªØ®Ø¯Ù… ADFS 3.0 
Ù„Ø£Ù† CmdLet Ù…Ø«Ø¨Øª Ø¨Ø§Ù„Ù�Ø¹Ù„ ÙƒØ¬Ø²Ø¡ Ù…Ù† Ø¥Ø¶Ø§Ù�Ø© 
Ø§Ù„Ø£Ø¯ÙˆØ§Ø± ÙˆØ§Ù„Ù…ÙŠØ²Ø§Øª.

Ù…Ù„Ø§ØØ¸Ø©:  
 ØØ³Ø§Ø³Ø© Ù„ØØ§Ù„Ø© Ø§Ù„Ø£ØØ±Ù�ØŒ Ù„Ø°Ù„Ùƒ ØªØªØ·Ø§Ø¨Ù‚ (Ø§Ù„ØØ§Ù„Ø© 
Ø§Ù„Ù…Ø¶Ù…Ù†Ø©) Ù…Ø¹ Ù…Ø§ ØªÙ… ØªØ¹ÙŠÙŠÙ†Ù‡ Ù�ÙŠ Ø¹Ù„Ø§Ù…Ø© 
Ø§Ù„ØªØ¨ÙˆÙŠØ¨ "Ù…Ø¹Ø±Ù�" Ù„Ø®ØµØ§Ø¦Øµ "Ø«Ù‚Ø© Ø§Ù„Ø·Ø±Ù� 
Ø§Ù„Ù…Ø¹ÙˆÙ„".

Ù…Ù„Ø§ØØ¸Ø©: Ù…Ù† UCCXØŒ Ø§Ù„Ø¥ØµØ¯Ø§Ø± 12.0 Ù…Ù† Ù…Ø¹Ø±Ù�Ø§Øª Cisco 
ØªØ¯Ø¹Ù… SHA-256. ÙˆØªØ³ØªØ®Ø¯Ù… Ø«Ù‚Ø© Ø§Ù„Ø·Ø±Ù� Ø§Ù„Ù…Ø¹ÙˆÙ„ SHA-
256 Ù„ØªÙˆÙ‚ÙŠØ¹ Ø·Ù„Ø¨ SAML ÙˆØªØªÙˆÙ‚Ø¹ Ù†Ù�Ø³ Ø§Ù„Ø§Ø³ØªØ¬Ø§Ø¨Ø© 
Ù…Ù† ADFS.

Ù„ØªÙƒÙˆÙŠÙ† Ù…ØªØ¹Ø¯Ø¯ Ø§Ù„Ù…Ø¬Ø§Ù„Ø§Øª Ù„ ADFS Ø§Ù„Ù…ØªØØ¯

Ù�ÙŠ ØØ§Ù„Ø© Ø§Ù„Ø§ØªØØ§Ø¯ Ù�ÙŠ ADFSØŒ ØÙŠØ« ØªÙˆÙ�Ø± ADFS Ù�ÙŠ 
Ù…Ø¬Ø§Ù„ Ù…Ø¹ÙŠÙ† Ù…ØµØ§Ø¯Ù‚Ø© SAML Ø§Ù„Ù…ÙˆØØ¯Ø© 
Ù„Ù„Ù…Ø³ØªØ®Ø¯Ù…ÙŠÙ† Ù�ÙŠ Ù…Ø¬Ø§Ù„Ø§Øª Ø£Ø®Ø±Ù‰ ØªÙ… 
ØªÙƒÙˆÙŠÙ†Ù‡Ø§ØŒ ØªÙƒÙˆÙ† Ù‡Ø°Ù‡ Ø§Ù„ØªÙƒÙˆÙŠÙ†Ø§Øª Ø¥Ø¶Ø§Ù�ÙŠØ© 
Ù…Ø·Ù„ÙˆØ¨Ø©. 
 
Ø¨Ø§Ù„Ù†Ø³Ø¨Ø© Ù„Ù‡Ø°Ø§ Ø§Ù„Ù‚Ø³Ù…ØŒ ÙŠØ´ÙŠØ± Ù…ØµØ·Ù„Ø ADFS Ø§Ù„Ø£Ø³Ø§Ø³ÙŠ 
Ø¥Ù„Ù‰ ADFS Ø§Ù„ØªÙŠ ÙŠØ¬Ø¨ Ø¥Ø³ØªØ®Ø¯Ø§Ù…Ù‡Ø§ Ù�ÙŠ Ø§Ù„Ù…Ø¹Ø±Ù�Ø§Øª. 
ÙŠØ´ÙŠØ± Ù…ØµØ·Ù„Ø ADFS Ø§Ù„Ù…ØªØØ¯ Ø¥Ù„Ù‰ ADFSØŒ ÙˆØ§Ù„ØªÙŠ ÙŠÙ…ÙƒÙ† 
Ù„Ù…Ø³ØªØ®Ø¯Ù…ÙŠÙ‡Ø§ ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„ Ù…Ù† Ø®Ù„Ø§Ù„ 
Ù…Ø¹Ø±Ù�Ø§Øª ÙˆØ¨Ø§Ù„ØªØ§Ù„ÙŠØŒ ØªÙƒÙˆÙ† ADFS Ø§Ù„Ø£Ø³Ø§Ø³ÙŠØ©.

ØªÙƒÙˆÙŠÙ† ADFS Ø§Ù„Ù…ØªØØ¯

ÙˆÙ�ÙŠ ÙƒÙ„ Ù…Ù† Ù‡Ø°Ù‡ Ø§Ù„Ù…ÙƒØ§ØªØ¨ØŒ ÙŠØ¬Ø¨ Ø¥Ù†Ø´Ø§Ø¡ ØµÙ†Ø¯ÙˆÙ‚ 
Ø«Ù‚Ø© Ø§Ù„Ø·Ø±Ù� Ø§Ù„Ù…Ø¹ÙˆÙ„ Ù…Ù† Ø£Ø¬Ù„ Ù‚ÙˆØ§Ø¹Ø¯ Ø§Ù„Ù…Ø·Ø§Ù„Ø¨Ø§Øª 
Ø§Ù„Ø±Ø¦ÙŠØ³ÙŠØ© ÙˆÙ‚ÙˆØ§Ø¹Ø¯ Ø§Ù„Ù…Ø·Ø§Ù„Ø¨Ø§Øª Ø§Ù„ØªÙŠ ØªÙ… 
ØªÙƒÙˆÙŠÙ†Ù‡Ø§ Ø¹Ù„Ù‰ Ø§Ù„Ù†ØÙˆ Ø§Ù„Ù…Ø°ÙƒÙˆØ± Ù�ÙŠ Ø§Ù„Ù�Ø±Ø¹ 
Ø§Ù„Ø³Ø§Ø¨Ù‚.

ØªÙƒÙˆÙŠÙ† ADFS Ø§Ù„Ø£Ø³Ø§Ø³ÙŠ

Ø¨Ø§Ù„Ù†Ø³Ø¨Ø© Ù„ ADFS Ø§Ù„Ø£Ø³Ø§Ø³ÙŠØ©ØŒ Ø¨Ø®Ù„Ø§Ù� "Ø«Ù‚Ø© Ø§Ù„Ø·Ø±Ù� 
Ø§Ù„Ù…Ø¹ØªÙ…Ø¯" Ø¨Ø§Ù„Ù…Ø¹Ø±Ù�Ø§ØªØŒ ÙŠÙ„Ø²Ù… Ù‡Ø°Ø§ Ø§Ù„ØªÙƒÙˆÙŠÙ† 
Ø§Ù„Ø¥Ø¶Ø§Ù�ÙŠ.

Ø¥Ø¶Ø§Ù�Ø© Claim Provider Trust Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… ADFS Ø§Ù„ØªÙŠ ÙŠØ¬Ø¨ Ø¥Ø¹Ø¯Ø§Ø¯ 
Ø§Ù„Ø§ØªØØ§Ø¯ Ù„Ù‡Ø§.



Ù�ÙŠ Ø«Ù‚Ø© Ù…ÙˆÙ�Ø± Ø§Ù„Ù…Ø·Ø§Ù„Ø¨Ø§ØªØŒ ØªØ£ÙƒØ¯ Ù…Ù† Ø£Ù† Pass through or 

Filter an Incoming Claim ÙŠØªÙ… ØªÙƒÙˆÙŠÙ† Ø§Ù„Ù‚ÙˆØ§Ø¹Ø¯ Ù…Ø¹ ØªÙ…Ø±ÙŠØ± ÙƒØ§Ù�Ø© 
Ù‚ÙŠÙ… Ø§Ù„Ù…Ø·Ø§Ù„Ø¨Ø§Øª ÙƒØ®ÙŠØ§Ø±:

Ù…Ø¹Ø±Ù� Ø§Ù„Ø§Ø³Ù…•
Ø£Ø®ØªØ± Ù…Ø¹Ø±Ù� Ø§Ù„Ø§Ø³Ù… Ù…Ù† Incoming Claim Type ØµÙ†Ø¯ÙˆÙ‚ Ø§Ù„Ø¥Ø³Ù‚Ø§Ø·•
Ù†Ø®ØªØ§Ø± Transient ÙƒØ®ÙŠØ§Ø± Ù„ØªÙ†Ø³ÙŠÙ‚ NameID Ø§Ù„ÙˆØ§Ø±Ø¯•
UID: Ù‡Ø°Ù‡ Ù…Ø·Ø§Ù„Ø¨Ø© Ù…Ø®ØµØµØ©. Ø£Ø¯Ø®Ù„ Ù…Ø¹Ø±Ù� Ø§Ù„Ù‚ÙŠÙ…Ø© 
Ù�ÙŠ Incoming Claim Type ØµÙ†Ø¯ÙˆÙ‚ Ø§Ù„Ø¥Ø³Ù‚Ø§Ø·

•

user_principal: Ù‡Ø°Ù‡ Ù…Ø·Ø§Ù„Ø¨Ø© Ù…Ø®ØµØµØ©. Ø§ÙƒØªØ¨ value user_principal Ù�ÙŠ 
Incoming Claim Type ØµÙ†Ø¯ÙˆÙ‚ Ø§Ù„Ø¥Ø³Ù‚Ø§Ø·

•

Ù�ÙŠ Ø«Ù‚Ø© Ø¬Ù‡Ø© Ø§Ù„Ø§Ø¹ØªÙ…Ø§Ø¯ Ø¨Ø§Ù„Ù…Ø¹Ø±Ù�Ø§ØªØŒ Ø£Ø¶Ù� Pass 

though or Filter an Incoming Claim Ù‚ÙˆØ§Ø¹Ø¯ Ù…Ø¹ ØªÙ…Ø±ÙŠØ± ÙƒØ§Ù�Ø© Ù‚ÙŠÙ… 
Ø§Ù„Ù…Ø·Ø§Ù„Ø¨Ø§Øª ÙƒØ®ÙŠØ§Ø±.

NameIDFromSubdomain•
Ø¥Ø®ØªÙŠØ§Ø± Ù…Ø¹Ø±Ù� Ø§Ù„Ø§Ø³Ù… Ù…Ù† Incoming Claim Type ØµÙ†Ø¯ÙˆÙ‚ 
Ø§Ù„Ø¥Ø³Ù‚Ø§Ø·

•

Ù†Ø®ØªØ§Ø± Transient ÙƒØ®ÙŠØ§Ø± Ù„ØªÙ†Ø³ÙŠÙ‚ NameID Ø§Ù„ÙˆØ§Ø±Ø¯•
UID: Ù‡Ø°Ù‡ Ù…Ø·Ø§Ù„Ø¨Ø© Ù…Ø®ØµØµØ©. Ø§ÙƒØªØ¨ Ù…Ø¹Ø±Ù� Ø§Ù„Ù‚ÙŠÙ…Ø© 
Ù�ÙŠ Incoming Claim Type ØµÙ†Ø¯ÙˆÙ‚ Ø§Ù„Ø¥Ø³Ù‚Ø§Ø·

•

user_principal: Ù‡Ø°Ù‡ Ù…Ø·Ø§Ù„Ø¨Ø© Ù…Ø®ØµØµØ©. Ø§ÙƒØªØ¨ value user_principal Ù�ÙŠ 
Incoming Claim Type ØµÙ†Ø¯ÙˆÙ‚ Ø§Ù„Ø¥Ø³Ù‚Ø§Ø·

•

Ø§Ù„ØªØ¨Ø¯ÙŠÙ„ Ø§Ù„ØªÙ„Ù‚Ø§Ø¦ÙŠ Ù„Ù„Ø´Ù‡Ø§Ø¯Ø© ADFS

ÙŠØªÙ… Ø¯Ø¹Ù… Ø§Ù„ØªÙ…Ø±ÙŠØ± Ø§Ù„ØªÙ„Ù‚Ø§Ø¦ÙŠ Ù„Ù„Ø´Ù‡Ø§Ø¯Ø© Ù„ UCCX 11.6.1 
ÙˆØ§Ù„Ø¥ØµØ¯Ø§Ø±Ø§Øª Ø§Ù„Ø£ØØ¯Ø«. (Ø³Ø§Ø¹Ø¯Øª ØªØ±Ù‚ÙŠØ© Ù…ÙƒØªØ¨Ø© Fedlet 
Ø¥Ù„Ù‰ Ø§Ù„Ø¥ØµØ¯Ø§Ø± 14.0 Ù�ÙŠ UCCX 11.6 Ø¹Ù„Ù‰ ØÙ„ Ù‡Ø°Ù‡ Ø§Ù„Ù…Ø´ÙƒÙ„Ø©.)

Ù…ØµØ§Ø¯Ù‚Ø© Kerberos (Ù…ØµØ§Ø¯Ù‚Ø© Windows Ø§Ù„Ù…ØªÙƒØ§Ù…Ù„Ø©)

ØªÙˆÙ�Ø± Ù…ØµØ§Ø¯Ù‚Ø© Windows Ø§Ù„Ù…ØªÙƒØ§Ù…Ù„Ø© (IWA) Ø¢Ù„ÙŠØ© 
Ù„Ù…ØµØ§Ø¯Ù‚Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù…ÙŠÙ† Ù„ÙƒÙ†Ù‡Ø§ Ù„Ø§ ØªØ³Ù…Ø 
Ø¨Ø¥Ø±Ø³Ø§Ù„ Ø¨ÙŠØ§Ù†Ø§Øª Ø§Ù„Ø§Ø¹ØªÙ…Ø§Ø¯ Ø¹Ø¨Ø± Ø§Ù„Ø´Ø¨ÙƒØ©. Ø¹Ù†Ø¯ 
ØªÙ…ÙƒÙŠÙ† Ù…ØµØ§Ø¯Ù‚Ø© Windows Ø§Ù„Ù…ØªÙƒØ§Ù…Ù„Ø©ØŒ 
Ù�Ø¥Ù†Ù‡ ÙŠØ¹Ù…Ù„ Ø¹Ù„Ù‰ Ø£Ø³Ø§Ø³ Ø§Ù„ØªØ°Ø§ÙƒØ± Ù„Ù„Ø³Ù…Ø§Ø Ù„Ù„Ø¹Ù‚Ø¯ 
Ø¨Ø§Ù„ØªÙˆØ§ØµÙ„ Ø¹Ø¨Ø± Ø´Ø¨ÙƒØ© ØºÙŠØ± Ø¢Ù…Ù†Ø© Ù„Ø¥Ø«Ø¨Ø§Øª Ù‡ÙˆÙŠØªÙ‡Ø§ 
Ù„Ø¨Ø¹Ø¶Ù‡Ø§ Ø§Ù„Ø¨Ø¹Ø¶ Ø¨Ø·Ø±ÙŠÙ‚Ø© Ø¢Ù…Ù†Ø©. ÙˆÙ‡Ùˆ ÙŠÙ…ÙƒÙ† 
Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù…ÙŠÙ† Ù…Ù† ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„ Ø¥Ù„Ù‰ Ù…Ø¬Ø§Ù„ Ø¨Ø¹Ø¯ 
ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„ Ø¥Ù„Ù‰ Ø£Ø¬Ù‡Ø²Ø© Windows Ø§Ù„Ø®Ø§ØµØ© Ø¨Ù‡Ù….

Ù…Ù„Ø§ØØ¸Ø©: Ù…ØµØ§Ø¯Ù‚Ø© Kerberos Ù…Ø¯Ø¹ÙˆÙ…Ø© Ù�Ù‚Ø· Ù…Ù† 
Ø§Ù„Ø¥ØµØ¯Ø§Ø± 11.6 ÙˆØ§Ù„Ø¥ØµØ¯Ø§Ø±Ø§Øª Ø§Ù„Ø£ØØ¯Ø«.

ÙŠØªÙ… ØªØ³Ø¬ÙŠÙ„ Ø¯Ø®ÙˆÙ„ Ù…Ø³ØªØ®Ø¯Ù…ÙŠ Ø§Ù„Ù…Ø¬Ø§Ù„ Ø§Ù„Ø°ÙŠÙ† 
Ù‚Ø§Ù…ÙˆØ§ Ø¨Ø§Ù„Ù�Ø¹Ù„ Ø¨ØªØ³Ø¬ÙŠÙ„ Ø¯Ø®ÙˆÙ„Ù‡Ù… Ø¥Ù„Ù‰ ÙˆØØ¯Ø© 



Ø§Ù„ØªØÙƒÙ… Ø¨Ø§Ù„Ù…Ø¬Ø§Ù„ (DC) Ø¥Ù„Ù‰ Ø¹Ù…Ù„Ø§Ø¡ SSO Ø¨Ø³Ù„Ø§Ø³Ø© 
Ø¯ÙˆÙ† Ø§Ù„ØØ§Ø¬Ø© Ø¥Ù„Ù‰ Ø¥Ø¹Ø§Ø¯Ø© Ø¥Ø¯Ø®Ø§Ù„ Ø¨ÙŠØ§Ù†Ø§Øª 
Ø§Ù„Ø§Ø¹ØªÙ…Ø§Ø¯. Ø¨Ø§Ù„Ù†Ø³Ø¨Ø© Ù„Ù„Ù…Ø³ØªØ®Ø¯Ù…ÙŠÙ† Ù…Ù† ØºÙŠØ± 
Ø§Ù„Ù…Ø¬Ø§Ù„Ø§ØªØŒ ÙŠØ±Ø¬Ø¹ IWA Ø¥Ù„Ù‰ New Technology Local Area Network 
Manager (NTLM) ÙˆÙŠØ¸Ù‡Ø± Ù…Ø±Ø¨Ø¹ ØÙˆØ§Ø± ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„. ÙŠØªÙ… 
Ø¥Ø¬Ø±Ø§Ø¡ Ø§Ù„ØªØ£Ù‡ÙŠÙ„ Ù„Ù„Ù…Ø¹Ø±Ù�Ø§Øª Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… 
Ù…ØµØ§Ø¯Ù‚Ø© IWA Ø¨Ø§Ø³ØªØ®Ø¯Ø§Ù… Kerberos Ù…Ù‚Ø§Ø¨Ù„ ADFS 3.0.

Ø§Ù„Ø®Ø·ÙˆØ© 1. Ø§Ù�ØªØ Ù…ÙˆØ¬Ù‡ Ø£ÙˆØ§Ù…Ø± Windows ÙˆÙ‚Ù… 
Ø¨Ø§Ù„ØªØ´ØºÙŠÙ„ ÙƒÙ…Ø³ØªØ®Ø¯Ù… Ù…Ø³Ø¤ÙˆÙ„ Ù„ØªØ³Ø¬ÙŠÙ„ Ø®Ø¯Ù…Ø© HTTP 
Ù…Ø¹ setspn  setspn -s http/ 

  

  

          \ 

  

  

 .

Ø§Ù„Ø®Ø·ÙˆØ© 2. ØªØ¹Ø·ÙŠÙ„ Ù…ØµØ§Ø¯Ù‚Ø© Ø§Ù„Ù†Ù…ÙˆØ°Ø¬ ÙˆØªÙ…ÙƒÙŠÙ† 
Ù…ØµØ§Ø¯Ù‚Ø© Windows Ù„Ù…ÙˆØ§Ù‚Ø¹ Ø¥Ù†ØªØ±Ø§Ù†Øª. Ø§Ù†ØªÙ‚Ù„ Ø¥Ù„Ù‰ ADFS 

Management > Authentication Policies > Primary Authentication > Global Settings > Edit. ØªØØª Ø¥Ù†ØªØ±Ø§Ù†ØªØŒ 
ØªØ£ÙƒØ¯ Ù…Ù† Ø§Ù„ØªØÙ‚Ù‚ Ù…Ù† Ù…ØµØ§Ø¯Ù‚Ø© Windows Ù�Ù‚Ø· (Ù‚Ù… Ø¨Ø¥Ù„ØºØ§Ø¡ 
ØªØØ¯ÙŠØ¯ Ù…ØµØ§Ø¯Ù‚Ø© Ø§Ù„Ù†Ù…ÙˆØ°Ø¬).



ØªÙƒÙˆÙŠÙ† Microsoft Internet Explorer Ù„Ø¯Ø¹Ù… IWA

Ø§Ù„Ø®Ø·ÙˆØ© 1. ØªØ£ÙƒØ¯ Ù…Ù† Internet Explorer > Advanced > Enable Integrated Windows Authentication ØªÙ… 
ØªØØ¯ÙŠØ¯Ù‡.



Ø§Ù„Ø®Ø·ÙˆØ© 2. ÙŠØ¬Ø¨ Ø¥Ø¶Ø§Ù�Ø© Ø¹Ù†ÙˆØ§Ù† URL Ù„ ADFS Ø¥Ù„Ù‰ Security > Intranet 

zones > Sites  (winadcom215.uccx116.com Ù‡Ùˆ Ø¹Ù†ÙˆØ§Ù† URL Ø§Ù„Ø®Ø§Øµ Ø¨ ADFS). 



Ø§Ù„Ø®Ø·ÙˆØ© 3. ØªØ£ÙƒØ¯ 
Ù…Ù†Internet Explorer > Security > Local Intranet > Security Settings > User Authentication - 

Logon  



Ù…Ù† Ø£Ø¬Ù„ Ø¥Ø³ØªØ®Ø¯Ø§Ù… Ø¨ÙŠØ§Ù†Ø§Øª Ø§Ø¹ØªÙ…Ø§Ø¯ ØªØ³Ø¬ÙŠÙ„ 
Ø§Ù„Ø¯Ø®ÙˆÙ„ Ù„Ù…ÙˆØ§Ù‚Ø¹ Ø¥Ù†ØªØ±Ø§Ù†Øª. 

ÙŠÙ„Ø²Ù… ØªÙˆÙ�Ø± Ø§Ù„ØªÙ‡ÙŠØ¦Ø© Ù„Ø¨Ø±Ù†Ø§Ù…Ø¬ Mozilla Firefox Ù„Ø¯Ø¹Ù… 
ØªÙ‚Ù†ÙŠØ© IWA

Ø§Ù„Ø®Ø·ÙˆØ© 1. Ø¯Ø®Ù„Øª Ø§Ù„ØªØ´ÙƒÙŠÙ„ Ø£Ø³Ù„ÙˆØ¨ Ù„ Firefox. Ù�ØªØ Firefox 
ÙˆØ§Ù„Ø¯Ø®ÙˆÙ„ about:config  Ù�ÙŠ URL. Ù‚Ø¨ÙˆÙ„ Ø¨ÙŠØ§Ù† Ø§Ù„Ù…Ø®Ø§Ø·Ø±.

Ø§Ù„Ø®Ø·ÙˆØ© 2. Ø§Ù„Ø¨ØØ« Ø¹Ù† ntlm  ÙˆØªÙ…ÙƒÙŠÙ† network.automatic-ntlm-auth.allow-non-

fqdn  ÙˆÙˆØ¶Ø¹Ù‡Ø§ Ø¹Ù„Ù‰ ØÙ‚ÙŠÙ‚ØªÙ‡Ø§.



Ø§Ù„Ø®Ø·ÙˆØ© 3. ØªØ¹ÙŠÙŠÙ† network.automatic-ntlm-auth.trusted-uris  Ù„Ù„Ù…Ø¬Ø§Ù„ Ø£Ùˆ Ø¨Ø´ÙƒÙ„ 
ØµØ±ÙŠØ Ø¹Ù†ÙˆØ§Ù† URL Ø§Ù„Ø®Ø§Øµ Ø¨ ADFS.

ÙŠÙ„Ø²Ù… ØªÙˆÙ�Ø± Ø§Ù„ØªÙƒÙˆÙŠÙ† Ù„ Google Chrome Ù„Ø¯Ø¹Ù… IWA

ÙŠØ³ØªØ®Ø¯Ù… Google Chrome Ø§Ù„Ù…ÙˆØ¬ÙˆØ¯ Ù�ÙŠ Windows Ø¥Ø¹Ø¯Ø§Ø¯Ø§Øª 
Internet ExplorerØŒ Ù„Ø°Ø§ Ù‚Ù… Ø¨Ø§Ù„ØªÙƒÙˆÙŠÙ† Ø¯Ø§Ø®Ù„ Internet Explorer Tools 

> Internet Options ØÙˆØ§Ø±ØŒ Ø£Ùˆ Ù…Ù† Ù„ÙˆØØ© Ø§Ù„ØªØÙƒÙ… ØªØØª Internet Options Ø¶Ù…Ù† 
Ø§Ù„Ù�Ø¦Ø© Ø§Ù„Ù�Ø±Ø¹ÙŠØ© Network and Internet.

Ù…Ø²ÙŠØ¯ Ù…Ù† Ø§Ù„ØªÙƒÙˆÙŠÙ† Ù„ SSO

ÙŠØµÙ� Ù‡Ø°Ø§ ÙˆØ«ÙŠÙ‚Ø© Ø§Ù„ØªØ´ÙƒÙŠÙ„ Ù…Ù† Ø§Ù„ IDp Ø¬Ø§Ù†Ø¨ Ù„ SSO in order 
to ØªÙƒØ§Ù…Ù„ Ù…Ø¹ Ø§Ù„ cisco id. Ù„Ù…Ø²ÙŠØ¯ Ù…Ù† Ø§Ù„ØªÙ�Ø§ØµÙŠÙ„ØŒ 
Ø§Ø±Ø¬Ø¹ Ø¥Ù„Ù‰ Ø£Ø¯Ù„Ø© ØªÙƒÙˆÙŠÙ† Ø§Ù„Ù…Ù†ØªØ¬ Ø§Ù„Ù�Ø±Ø¯ÙŠ:

UCCX•
UCCE•
PCCE•

Ø§Ù„ØªØÙ‚Ù‚ Ù…Ù† Ø§Ù„ØµØØ©

ÙŠØ³ØªØ®Ø¯Ù… Ù‡Ø°Ø§ Ø§Ù„Ø¥Ø¬Ø±Ø§Ø¡ Ù„ØªØØ¯ÙŠØ¯ Ù…Ø§ Ø¥Ø°Ø§ ÙƒØ§Ù† Ù‚Ø¯ ØªÙ… 
Ø¥Ù†Ø´Ø§Ø¡ Ø«Ù‚Ø© Ø§Ù„Ø·Ø±Ù� Ø§Ù„Ù…Ø¹ÙˆÙ„ Ø¨Ø´ÙƒÙ„ ØµØÙŠØ Ø¨ÙŠÙ† 
Ù…Ø¹Ø±Ù�Ø§Øª Cisco Ùˆ IDP.

Ù…Ù† Broswer Ø£Ø¯Ø®Ù„ Ø¹Ù†ÙˆØ§Ù† URL 
https://<ADFS_FQDN>/adfs/ls/IdpInitiatedSignOn.aspxØŸloginToRp=<IDS_FQDN>

•

ØªÙˆÙ•

http://www.cisco.com/c/ar_ae/support/customer-collaboration/unified-contact-center-express/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/ar_ae/support/customer-collaboration/unified-contact-center-enterprise/products-installation-and-configuration-guides-list.html
/content/en/us/support/customer-collaboration/packaged-contact-center-enterprise/tsd-products-support-series-home.html
https://%3CaDFS_FQDN%3E/adfs/ls/IdpInitiatedSignOn.aspx?loginToRp=%3CIDS_FQDN%3E


�Ø± ADFS Ù†Ù…ÙˆØ°Ø¬ ØªØ³Ø¬ÙŠÙ„ Ø§Ù„Ø¯Ø®ÙˆÙ„. ÙˆÙŠÙƒÙˆÙ† Ù‡Ø°Ø§ 
Ø§Ù„Ø¥Ø¬Ø±Ø§Ø¡ Ù…ØªØ§ØØ§ Ø¹Ù†Ø¯Ù…Ø§ ÙŠÙƒÙˆÙ† Ø§Ù„ØªÙƒÙˆÙŠÙ† 
Ø§Ù„Ù…Ø°ÙƒÙˆØ± ØµØÙŠØØ§.
Ù�ÙŠ Ø§Ù„Ù…ØµØ§Ø¯Ù‚Ø© Ø§Ù„Ù†Ø§Ø¬ØØ©ØŒ ÙŠØ¬Ø¨ Ø¥Ø¹Ø§Ø¯Ø© 
ØªÙˆØ¬ÙŠÙ‡ Ø§Ù„Ù…Ø³ØªØ¹Ø±Ø¶ Ø¥Ù„Ù‰ 
https://<IDS_FQDN>:8553/IDS/saml/responseØŒ ÙˆØªØ¸Ù‡Ø± ØµÙ�ØØ© Ù‚Ø§Ø¦Ù…Ø© 
Ø¥Ø®ØªÙŠØ§Ø±.

•

Ù…Ù„Ø§ØØ¸Ø©: ØµÙ�ØØ© Ø§Ù„Ù‚Ø§Ø¦Ù…Ø© Ø§Ù„Ù…Ø±Ø¬Ø¹ÙŠØ© Ø§Ù„ØªÙŠ 
ØªØ¸Ù‡Ø± ÙƒØ¬Ø²Ø¡ Ù…Ù† Ø¹Ù…Ù„ÙŠØ© Ø§Ù„ØªØÙ‚Ù‚ Ù„ÙŠØ³Øª Ø®Ø·Ø£ 
ÙˆØ¥Ù†Ù…Ø§ ØªØ£ÙƒÙŠØ¯ Ø¹Ù„Ù‰ Ø¥Ù†Ø´Ø§Ø¡ Ø§Ù„Ø«Ù‚Ø© Ø¨Ø´ÙƒÙ„ ØµØÙŠØ.

Ø§Ø³ØªÙƒØ´Ø§Ù� Ø§Ù„Ø£Ø®Ø·Ø§Ø¡ ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§

Ù„Ø§Ø³ØªÙƒØ´Ø§Ù� Ø§Ù„Ø£Ø®Ø·Ø§Ø¡ ÙˆØ¥ØµÙ„Ø§ØÙ‡Ø§ØŒ Ø§Ø±Ø¬Ø¹ Ø¥Ù„Ù‰ 
https://www.cisco.com/c/en/us/support/docs/customer-collaboration/unified-contact-center-express/200662-
ADFS-IdS-Troubleshooting-and-Common-Prob.html.

Ø¹Ù†Ø§ÙˆÙŠÙ† URL Ø¥Ø³ØªØ±Ø¯Ø§Ø¯/ØªØ¬Ø§ÙˆØ² UCCX 
SSO

Ø¥Ø¯Ø§Ø±Ø© CCX Ø§Ù„Ù…ÙˆØØ¯Ø© Ù…Ù† Cisco•
Ø®Ø¯Ù…Ø© CCX Ø§Ù„Ù…ÙˆØØ¯Ø© Ù…Ù† Cisco•

ØªØ¹Ø·ÙŠÙ„ SSO

ÙˆØ§Ø¬Ù‡Ø© Ø§Ù„Ù…Ø³ØªØ®Ø¯Ù… Ø§Ù„Ø±Ø³ÙˆÙ…ÙŠØ© (GUI): Ø§Ù†ØªÙ‚Ù„ 
Ø¥Ù„Ù‰ CCX Administration > Single Sign-On (SSO) > Disable.

•

CLI: set authmode non_sso (ÙŠØ¬Ø¨ Ø£Ù† ÙŠÙ‚ÙˆÙ… Ù‡Ø°Ø§ Ø§Ù„Ø£Ù…Ø± Ø¨ØªØ¹Ø·ÙŠÙ„ SSO 
Ù„ÙƒÙ„ Ù…Ù† PUB Ùˆ Sub - ÙŠÙ…ÙƒÙ† ØªÙ†Ù�ÙŠØ°Ù‡ Ù…Ù† Ø£ÙŠ Ù…Ù† Ø¹Ù‚Ø¯ 
UCCX Ù�ÙŠ ØØ§Ù„Ø© ÙˆØ¬ÙˆØ¯ Ù…Ø¬Ù…ÙˆØ¹Ø© Ø¹Ø§Ù„ÙŠØ© Ø§Ù„ØªÙˆÙ�Ø± 
(HA)).

•

Ù…Ø³Ø§Ù…ÙŠØ± Ù„ÙˆÙ„Ø¨ÙŠØ©

Ø¥Ø¯Ø§Ø±Ø© CCX - NON_SSO

https://%3CIDS_FQDN%3E:8553/ids/saml/response
https://www.cisco.com/c/ar_ae/support/docs/customer-collaboration/unified-contact-center-express/200662-ADFS-IdS-Troubleshooting-and-Common-Prob.html
https://www.cisco.com/c/ar_ae/support/docs/customer-collaboration/unified-contact-center-express/200662-ADFS-IdS-Troubleshooting-and-Common-Prob.html
https://%3CIP_or_FQDN%3E/appadmin/recovery_login.htm
https://%3CIP_or_FQDN%3E/uccxservice/recovery_login.htm


Ø¥Ø¯Ø§Ø±Ø© CCX - ØªÙ…ÙƒÙŠÙ† SSO



ØªØ³Ø¬ÙŠÙ„ Ø¯Ø®ÙˆÙ„ Finesse - Ø¨Ø®Ù„Ø§Ù� SSO



ØªØ³Ø¬ÙŠÙ„ Ø¯Ø®ÙˆÙ„ Finesse - ØªÙ…ÙƒÙŠÙ† SSO



CUIC - non_SSO

CUIC - ØªÙ…ÙƒÙŠÙ† SSO





ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


