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Active FTP Passive FTP
Active FTP .

command @ client 1023 -> server 21
data ; client =>1022 <- server 20

Fassive FTF .
command @ client >1023 -2 server 21
data . client 1022 -=> server =1023

FTP uubb

OGS 9uPE FTP IJoublo. souod IJEsz PU P £L9liss £8) 38 lposlile (N>1023) |Us
roud) |J|ro_) (21) U abro FTP. Op ._Su)| |.JE_p§J L9$ |.J|u.uUro|e !,J..s |qud) N>1023_9!_)uu|.J
PIST IroJ FTP N>1023 |Js ¢lbp FTP. &p souod 1UEbe 0,0 Ia).s weulds IJoslule 1Jpesss
JJgpsd pu puds Idoslule 1deeds 1UElue wo9ldss 09 [Jponds 20.

FTP uvdos

I 9,28 FTP IJuwdos: sd9e Iepsd voosiss ddlllouoldle oldgbe: pel sed puvdJs 2l
IJzelsd 1U3s 889p wouodss louold puds Idoslule 1J9hs wldgpsd pu lUgbe. g0 Bog
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1sys |Jes ¢lsp FTP.

TFTP

S&> TFTP. Jpl 09 p9 oz s REC 1350: 90999l wuusbl J§)les Idpdile gdolowol sy
ebp TFTP 9ldg psd. suwwgspe TFTP puw93 UDP 69.
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lJodysy
. pdlebs: sop Uiz zese uvsobsgele IUuvods pg wpdsy Seuo FTP eds ASA.

IJovsobsy 1. wp odisu gpsd FTP Jdyoe [Jogulo
gesd pouod vuvodsslgdss po ASA 9lUghbe Vs vods Ehzss.
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192.168.1.15
é __________
1
I Step1: Control
FTP Server in Qutside I Connection
Metwork 1
Outside Network :
192.168.1.0/24
b T T S
Inside Network 172.16.1.5
....... 5 172.16.1.0/124 Mapped IP - 192.168.1.5
I 2
]
Step2 : Data 1 B 2B .12 q /
Connection 1 e P
1
---------------- =
FTP Client in Inside
HNetwork
Active Moide

~ pdlzbo: 1Jip Jsuw stlbo gbo suvogpd Vs 03l wuvdsd Blusus! routable gJs

U!oO_)QO-

Jel 09 90z IS 030 1Juo9ré STess lesb Iduveds ldpumwatse eds ASA e ldgpsd Bs
IJobods 10518 s wluwepsle IP 172.16.1.5. 1Ugh e #9295 B IJuvwds IUghzss pg IP
192.168.1.15. IUg psJ J>50 IP pgso 192.168.1.5 Bs I uwIs 1Jghzss .

Jl o923 2led Jdumele Vls Blispes 9009 £ds IUslzos IUghzss Jio Bpue FTP slez $uls
lJpo9s IUssulpsds.

eold lJodysy:

<tfroot>

ASA Version 9.1(5)

|

hostname ASA

domain-name corp. com

enable password WwXYvtKrnjXqGbul encrypted
names

|

interface GigabitEthernet0/0



nameif Outside
security-level 0

ip address 192.168.1.2 255.255.255.0
|

interface GigabitEthernet0/1
nameif Inside
security-level 50

ip address 172.16.1.12 255.255.255.0
|

interface GigabitEthernet0/2
shutdown

no nameif

no security-level

no ip address

|
interface GigabitEthernet0/3
shutdown

no nameif

no security-level

no ip address

|
interface Management0/0
management-only

shutdown

no nameif

no security-level

no ip address

I--- Qutput is suppressed.

I--- Object groups is created to define the host.

obj ect network obj-172.16.1.5
subnet 172.16.1.0 255.255.255.0

I--- Object NAT is created to map Inside Client to Outside subnet IP.

obj ect network obj-172.16.1.5
nat (Inside, Qutside) dynamc 192.168.1.5

class-map inspection_default
match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512

policy-map gl obal policy

cl ass inspection_default



inspect

dns preset_dns_map

inspect ftp

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect

h323 h225
h323 ras
netbios
rsh

rtsp
skinny
esmtp
sglnet
sunrpc
tftp

sip
xdmcp

I--- This command tells the device to
I--- use the "global_policy" policy-map on all interfaces.
service-policy global _policy globa

prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel159e5ed009
: end

ASA(config)#

IJozdd pu lduos

IJlooold

<ffroot>

Client in Inside Network running ACTI VE FTP:

Ciscoasa(config)# sh conn
3 in use, 3 most used

TCP Qutside
192.168.1.15:20 inside 172.16.1.5:61855
, idle 0:00:00, bytes 145096704, flags UIB

<--- Dynam ¢ Connection Opened

TCP Qutside

192.168. 1. 15: 21 inside 172.16.1.5: 61854

, idle 0:00:00, bytes 434, flags UIO



oul susl IUjusw ds slpds Idesuosd pe puo) psule 61854 |Js 1Uglss psole 21. syuwd
IJepsd w3 3dd lp) pud3 pg 8Spb p2e9ed 6. Swluin IUghe 9,0 louald Ideslule/Ndelusss
weud3 IJpuod) 20 9swp puwle o3 1d9zos pu Idgbsle [Jp3d9,6 wgs 030 IUIde@lb.

lJodlb 1Jglzos 1UsIgJss Jel 09 p9 oz WO o030 1Juo9,6.

Ho. Tirne Source Destination Protocal Length Info

131100 Len=0

8302 Ack=1737976541 Wi

2.168.1.15 6165421

12.102472

[ACK] Seqg=10

18 12.104013 172.16.1.5 FTP 96 Response: 220-FileZilla Server version 0.9.33 beta
19 12.104227 172.16.1.5 FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmsx.de)
2012.104395 172.16.1.5 FTP 115 Response: 220 Please wisit http: //sourceforge.net/projects/Filezilla/
21 12.104456 192.168.1.15 TP 54 £1854-21 [ACK] Seq=1052038302 Ack=1737976628 win=131012 Len=0
22 12108698 192.168.1.15 FTP 66 Reguest: USER cisco
23 12.109461 172.16.1.5 FTP B7 Response: 331 Password required for cisco
24 12.112726 192.168.1.15 FTP 69 Request: PASS ciscolld
2512.113611 172.16.1.5 FTP 69 Response: 230 Logged on
26 12.115640 192.168.1.15 FTP 61 Request: CwD /
27 12.116311 172.16.1.5 FTP 101 Response: 250 OwWD successful. "/" 15 current directory.
28 12.327680 192.168.1.15 TR 54 61B54=21 [ACK] Seq=1052038336 Ack=17379767B4 win=130856 Len=0
29 13.761258 192.168.1.15 F1P 62 Reguest: TYPE I

.?52311 Regponse:

200 Type set to I

200 Port command scess u
RETR n7000-52-dk9.6.2.12.bin

16.1.5
.168.1.15

Response:
Reguest:

F 150 Opening data channel for file transfer

36 13.

Response:

37 13.768551 192.168.1.15 TP 54  20+61855 [ACK] Seg=2835235613 ack=266238505 win=131100 Len=0
38 13.769787 192.168.1.15 2B FTP=DATA 1434 FTP Data: 1380 bytes
39 13.769302 152.168.1.15 172.16.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

@ Frame 31: 79 bytes on wire (632 bits), 79 bytes captured (632 bits)
@ Ethernet IT, Src: Vmware_ ad:24:77 (00:50:56:ad:24:77), Dst: Cisco_c9:92:89 (00:19:e8:c9:92:89)
@ Internet Protocol Version 4, Src: 172.16.1.5 (172.16.1.5). Dst: 192.1668.1.15 (192.168.1.15)
@ Transmission Control Protocol, Src Port: 61854 (51854), Dst Port: 21 (21), Seq: 1052038344, Ack: 1737976803, Len: 25
= File Transfer Protocol (FTR)
= PORT 172,16,1,5,241,159r\n
Request command: PORT
Request arg: 172,16,1,5,241,159
Active IP address: 172.16.1.5 (172.16.1.5)
Active port: 61855

0010 00 41 4F 22 40 00 80 06 3c cB ac 10 01 05 <O ad ADTBL L. €.
0020 O‘LOF F].9e0015 de bd o4 cB 67 97 6b €3 50 18  .....

0030 7Ff c§ d4e 16 00 0D 50 4F 52 54 20 31 37 32 2c 31 ..M... FO BT l?’2 i
Q040 36 ?C 31 2¢ 3% 2 32 34 31 2¢ 31 35 39 0d 0a &, l. 5,24 1,159,

lJoylb 1Jslzos 1Jghzso Jel 09 p9 oz WS 030 1Uuo9)6.

o

Source Info

Length

TcP £1854-21 [ACK] Seqe1859474368 Ack=213433642 Win=131100 Len=0

. 102366 Sl

. 103876 b FTP 96 Response: 220-File2illa Server wversion 0.9.33 beta

.104105 = 1 FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)
.104273 = FTP 115 Response: 220 Please wisit http://sourceforge.net/projects/filezilla/
2104334 S TCP 54 B1854+21 [ACK] Seq=1859474368 Ack=213433729 Win=131012 Len=0
.1085591 a5 FTP 66 Request: USER cisco

.109323 o iy FTP 87 Response: 331 Password required for cisco

1126804 = 15 FTP 59 Request: PASS ciscol2l

113489 1. FTP 69 Respmse: 230 Logged on

115518 2 1y FTP 61 PRequest: OWD /

116174 Fi FTP 101 Response: 250 WD successful, /" is current directory

327574 2 TP 54 61854-21 [%ZIC] Seq=13594?4402 Ack=213433885 H1n=130€55 Len=0
- T61166 B FTP 62 PRequest:

Resnmse 2010 ‘rype Set to I

Response:
FTP 84 Request:

0

7 2 = 3 i HLE Response: Opening da
37 13.763429 192.168.1. 192.168.1.5 TCP 54 20461855 [ACK] Seg= 1.406112635 Ack= 785512050 win= 131100 Lan=0
38 13.769665 192.168.1. 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes
39 13. 769680 192.168.1. 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

@ Frame 31: BO bytes on wire (840 bits), BO bytes captured (840 bits)
@ Ethernet II, Src: Cisco_c9:92:88 (00:19:e8:c9:92:88), Dst: Vmware_ad:24:76 (00:50:56:ad:24:76)
m Internet Protocol Version 4, Src: 192.168.1.5 (192.168.1.5), Dst: 192.168.1.15 (192.168.1.15)
@ Transmission Control Protocol, Src Port: 61854 (61854), Dst Port: 21 (21), Seq: 1859474410, Ack: 213433904, Len: 26
= File Transfer Protocoel (FTR)
= PORT 192,168,1,5,241,158\r\n
Request command: PORT
Request arg: 192,168,1,5,241,159
Active IP address: 192.168.1.5 (192.168.1.5)
Active port: £1855
0010 00 42 4F 22 40 00 BO 06 28 2f <0 a8 01 05 <0 aB P o —
0020 01 OF f1 9e 00 15 6e d3 53 ea Oc bE be 30501 ...... n. S5...:.0F.
0030 7f 5 a7 7d 00 00 SO 4f 52 54 20 31 39 32 2c ...}..PO RT 192,1
0040 36 38 2c 31 2c 35 2c 32 34 31 2¢ 31 35 39 Od Oa 68,1,5,2 41,159..

Sop tuvle BSpd 1Upuds wluuetsle 1) pdeumso po luod pues. 1J 4 lsuw, e0slu 9 2 puvele
o383 Jdpsole. dol 09 09,07 Bes 030 1JLo9,6: £09le IP 09 192.168.1.5 9 241%256 + 159 =
61855,

w902 dedlb lsuol 1o I8se e 19le) Ideuds cogs) e0s cpdsu Seuo FTP. sbo,
lJodlb 1Jglzes 1UslgJss [J8ses 1Uz9s 866 J IP 9ldeuwds 1Uss wp huwldo woluwbo IJgpsd
JJebpe JJlogold oldgpsd Jouls Idoslole 9ps56 ol 1Uglzed 1Ughzsé )02 Idguslo



lJegsu.
lJovsobsy 2. gpsd FTP Idpdss Jdsog 1Jgled
epsd Bes Iubods IUsledss po ASA sldéle B IJuinuds 1Jzhz.ss.

lLuwe Idotbsbs Jdyuods

192.168.1.15
- 6 __________
1
I Step1: Control
FTP Server in Outside I Connection
Network 1
|
Outside Hetwork I
192.168.1.0/24 L
Inside Network 172.16.1.5
172.16.1.0/24 Mapped IP - 192.168.1.5
€ = = = ——— - ~
I .2
Step2: Data . >l » .12 q
Connection ! T
I
I
FTP Client in Inside
Hetwork
Passive Mode
IUleoold
<#root>

Client in Inside Network running Passive Mde FTP:

ciscoasa(config)# sh conn
3 in use, 3 most used

TCP Outside
192
.168.1.15: 60142 inside 172.16.1.5: 61839

, idle 0:00:00, bytes 184844288, flags UI

<--- Dynani c Connection Qpened

TCP Qutside
192.168.1.15:21 inside 172.16.1.5:61838

, idle 0:00:00, bytes 451, flags UIO



00l swal Id5u9w sl Sl wovosd e puo) psule 61838 1U¢lss psole po 21. el luo FTP
wdos s99p Iepsd voosss Ul spodoso. Jsdd: wes 1o sruwd Idgpsd IUle, PASV. s>
g0 wdspé Iduvdunds 6 9souod 1Jg psd wosl IJpduuw Jiouold Iduslole.

lJodlb 1Jglzos 1UsIgJss Jel 09 p9 oz WO o030 1Juo9,6.

Ko Time

Saurce Frotocal Length Info

.168.1.15 61838+21 [ACK] Seqsl456310601 Ack=70089B683 Win=131100 Lens0.

35657717

51 35.659701 192.168.1.15 172.16:1.5 FTR Response: 220-FileZilla Server version 0.9.33 beta

52 35.859853 192.168.1.15 172.16.1.5 ETP Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)

53 35, 660036 172.16.1.5 192.168.1.15 TCP 54 B1838-+21 [ACK] Seqeld456310601 Ack=700898770 win=131012 Lena(
54 35.660677 192.168.1.15 172.16.1.5 FTP 115 Response: 220 Please visit http://scurceforge.net/projects/filezilla/
55 35.661837 172.16.1.5 192.168.1.15 FTP €6 PRequest: USER cisco

56 35, 664904 192.168.1.15 172.16.1. 5 FTP 87 Response: 331 Password required for cisco

57 35.665621 172.16.1.5 1492.163.1.15 ETP 6% Request: PASS ciscol23

5§ 35.666521 1492.168.1.15 172.16.1.5 FTP 59 Response: 230 Logged on

59 35.668825 172.16.1.5 192.168.1.15 FTP 61 Request: Cwh [

60 35.669496 192.168.1.15 172.16.1.5 FTP 101 Response: 250 CWD successful. "/* is current directory.

61 35.670351 172.16.1.5 192.168.1.15 FTP 59 Request: PWD

62 35.671022 192.168.1.15 172.16.1.5 FTR 85 Response: 257 /" is current directory.

63 35.873908 172.16.1.5 192.168.1.15 TCP 54 61838421 [ACK] Seq=1456310640 Ack=700B9BI57 Win=130824 Len=0

. 549675 : TYPE T
.550789 1168.1.15 16,1, : 200 Type set to I

71 37.559791 72.16.1.5 92.168.1.15  TCP £1839+60142 [ACK] Seqe597547300 Ack=2027855231 Win=262140 Len=0

72 37.560524 192.168.1.15 172.16.1.5 FTP Response: 150 Connection accepted
73 37.578223 192.168.1.15% 172.16.1.5 FTP-DAT# 1434 FTP Data: 1380 bytes
74 37578238 192.168.1.15 172.16.1.5 FTP-DATA 1434 FTP Data: 1380 bvtes

@ Internet Protocol Wersion 4, Src: 192.168.1.15 (192.168.1.15). Dst: 172.16.1.5 (172.16.1.5)
@ Transmission Control Protocol, Src Port: 21 (21), Dst Port: 61B38 (51838), Seg: 700898976, Ack: 1456310654, Len: 50
= File Transfer Protocol (FTP)
= 227 Entering Passive Mode (192,168,1,15,234,238)\r\n
Rasponse code: Emtering Passive Mode (227)
Response arg: Entering Passiwve Mode (192,168,1,15,234,238)
Passive IP address: 192.168.1.15 (192.168.1.15)
Passive port: E0142
0030 0L ff d0 fb 00 00 32 32 37 20 45 Be 74 65 72 69 ...... 22 7 Enteri
0040 Ge 67 20 50 61 73 73 69 76 65 20 4d 6f B4 65 2 assi we Mode
0050 28§ 31 39 32 2¢ 31 36 38 2c 31 2c 31 35 2c 32 33 (%92 168 ,1,15,23
00RO 34 2c 32 33 38 29 0d Da 4,23 8)

lJodlb 1Jglzos 1Ughzso Jel 09 p9 02 WS 030 IJLo9,6.

Time: Source Destieation Protoeol  Length Info

6183821 [MK] Seq ?S43303556A€k 595740451 uin_:l;uoe Len-0

35. 657580

kg -1, TCP
659533 :1.15 L FTP 96 PResponse: 220-FileZilla Server wersion 0.9.33 beta
. B596EE 115 i kS FTP 99 Response: 220-written by Tim Kosse (Tim. Kosse@gnx de}
.559884 ca ] o B TCP 54 6E183B-21 [M!IR] £eq=2543303556 Ack=595740538 Win=131012 Len=0
L 660510 1.15 o FTP 115 Response: 220 Please wisit http://sourceforge.net/projects/filezilla/
. 661700 e k- FTP 66 Request: USER cisco
.BE4TI6 1.15 o1 FTP 87 Response: 331 Password required for cisco
.B65484 =l Gl FTP 69 Request: PASS ciscoll
. BGEIEY 115 oo L FTFP 69 Response: 230 Logged on
. 668673 ke, o FTP 61 Request: CwD [/
.B69344 = o ) il FTP 101 Response: 250 WD successful. /" is current directory.
.BF0199 Fa ) o b ETP 59 Request: PWD
. BTOBTO .1.15 Sk FTP 85 Response: 257 "/" is current directory.
.BF3IFEE o L 1. TCP 54 £1838-+21 [ACK] Seq=2542303595 Ack=599740725 Win=130824 Len=0
. 549569 i 5Ly il 62 Request: TYPE I
. 550822 t1E15 il

f 200 Type et to I
P,

71 37. 192. h s P 61639-60142 [ACK] Seq=73T' n=262140 Len=0
72 37.560356 192. .1.15 192.168.1.5 FTP 79 Response: 150 Connection accepted

73 37.578071 192.168.1.15 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes

74 37.5780B6 192. 1.15 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bvtes

& Internet Protocol Version 4, Src: 192.168.1.15 (192.168.1.15), Dst: 192.168.1.5 (192.168.1.5)
& Transmission Control Protoco] Src Port: 21 (21}, Dst Port: 61838 (61838), Seq: 599740744, Ack: 254330360%, Len: 50
= File Transfer Protocel (FTP)
= 227 Entering Passive Mode (192,166,1,15,23d,238)\r\n
Response code: Entering Passive Mode (227)
Response arg: Entering Passive Mode ({192,168,1,15,234,238)
Passive IP address: 192.168.1.15 (192.168.1.15)
Passive port: 60142

0030 01 f dc bd 00 00 32 32 37 20 45 6e 74 65 72 69 ...... 22 7 Enteri
0040 Ge 67 20 50 61 73 73 69 76 63 20 4d 6f 64 65 20 % assi ve Mode
0050 28 31 39 32 2c 31 36 38 2c 3l 2c il 3522 N ( 92 161! ,+1,15,23
0060 34 2c 32 33 38 29 Od Oa 38).

Swds [Jzuwle 1Jglue wldpeolds Jel os.

9Jpl 3,0l wlodl s89p ASA Llgbs Julwo Gsp IP 1Jpuoews I3l wp wpdsy Vo FTP. Jol
il ooz Yuls puds ssulpsdss Jlouold Idoslule.

030 0 wlosd IJloold bl wpe websd Yo FTP



IUlooolJ:

<{froot>

ciscoasa(config)# sh conn
2 in use, 3 most used

TCP Outside
192.168.1.15:21 inside 172.16.1.5:61878

, idle 0:00:09, bytes 433, flags UIO
TCP Qutside

192.168. 1. 15: 21 inside 172.16.1.5: 61875

, idle 0:00:29, bytes 259, flags UIO

w390 Szuo FTP. s2lod B8 Luwld 1oy 1Jpuds 016 135 9608 leas 9J90 Jl 5922 0> 25
Swwede 1Jghe 1deuds pe IP 1Jlods 9dsuw wluweisle 9lzs. op lboly uduw IJybse s
IJow)sé.

SpJdu welbsd Bpuo FTP Lluwegsle IJle, no fix protocol ftp 21 B 9 e 1U9zs6 |Ub,d.s6
Jdodssu.

9390}.9&;0 w9w999d FTP. sgpd Uip_, PASV Wb guspl sJ90 IUgpsd Vs 1UsIEJ Jpel JI
S9ed ley P93 8o pu lUs12d szo wuopsuo 9swe wie JJl IUlogoldle po [UsIEJ.

IJuvsobsy 3. wp odisu gpsd FTP Jdyoe [Joulo
Ig psd B Iduvwds 1Jghzsé po ASA sldghe B uwds DMZ.

e ldotbsbs Jduvedo



Step1 : Control
Connection

DMZ Hetwork
172.16.1.0:24

172.16.1.5
Mapped IP - 192.168.1.5

FTP Client in Outside o R
MEvok 192.168.1.0.24
Active Mode B
o = - -
i 2
Step2 : Data L 12
Connection 1
]
1
lJodgsu:
<#root>
ASA(config)#

show runni ng-config

ASA Version 9.1(5)
|
hostname ASA
domain-name corp .com
enable password WwXYvtKrnjXqGbul encrypted
names
!
interface GigabitEthernet0/0
nameif Outside
security-level 0
ip address 192.168.1.2 255.255.255.0
|
interface GigabitEthernet0/1
nameif DMZ
security-Tlevel 50
ip address 172.16.1.12 255.255.255.0
!
interface GigabitEthernet0/2
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/3
shutdown
no nameif
no security-level
no ip address
!
interface Management0/0
management-only

FTP Seﬁrer in DMz
Hetwork



shutdown

no nameif

no security-level
no ip address

I--- Qutput is suppressed.

l-—— Permit inbound FTP control traffic.

access-list 100 extended pernmit tcp any host 192.168.1.5 eq ftp

I--- Object groups are created to define the hosts.

obj ect network obj-172.16.1.5
host 172.16.1.5

I--- Object NAT is created to map FTP server with IP of Outside Subnet.

obj ect network obj-172.16.1.5
nat (DMZ, Qutside) static 192.168.1.5

access-group 100 in interface outside

class-map inspection_default
match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512

policy-map gl obal policy

cl ass inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqlnet
inspect sunrpc
inspect tftp



inspect sip
inspect xdmcp
|

I--- This command tells the device to
1--- use the "global_policy" policy-map on all interfaces.
service-policy global _policy globa

prompt hostname context
Cryptochecksum:4b2f54134e685d11b274eel159e5ed009
: end

ASA(config)#

IJozdd pu lduoes

lJlouolJ:

<ffroot>

Client in Qutside Network running in Active Mdde FTP:

ciscoasa(config)# sh conn
3 in use, 3 most used

TCP outside 192.168.1.15:55836 DWZ 172.16.1.5: 21,

idle 0:00:00, bytes 470, flags UIOB

TCP outside 192.168.1.15:55837 DWZ 172. 16. 1. 5: 20,

idle 0:00:00, bytes 225595694, flags UI

<--- Dynam c Port channe

lJo@lb glzos DMZ Jel 09 p9 oz BS 030 IJ09)0.



e Time Source Destination Protocol Length Info

S5836-21 [ACK] Seq=3317358683 Ack=3073360303 Win=131100 Len=0

=
~i
—
1]
o
o
o
=
-
8
I
758
i
a
&
=
o
&
=
wn
A
b
w
B

18 12.038297 172.16.1.5 192.168.1.15 FTe 96 Response: 220-File2illa Server wersion 0.9.33 beta
19 12,038434 172.16.1.5 192.168.1.15 FTP 99 Response: 220-written by Tim Kesse (Tim,Kosse@gmx.de)
2012.038511 172.16.1.5 192.168.1.15 FTP 115 Response: 220 Please visit http://sourceforge.net/projects/filezilla/
21 12. 038770 192.158.1.15 172.16.1.5 TGP 54 55836+21 [Ack] Seqm3di7358683 Ack=30733603%0 win=131012 Len=0
22 12.039228 192.168.1.15 172 155 FTP 66 Request: USER cisco
23 12. 040677 172.16.1.5 152.168.1.15 FTP 87 Response: 331 Password required for cisco
24 12.044767 192.168.1.15 172 FTP 69 Request: PASS ciscol2l
25 12, 045575 172.16.1.5 192.168.1.15 FTP 6% Response: 230 Logged on
26 12.049313 192.168.1.15 172 FTP 61 Request: CwD /
27 12.049939 172.16.1.5 192.168.1.1% FTP 101 Response: 250 CwD successful, "/" is current directory.
28 12.053036 192.168.1.15 172.16.1. FTP 59 Request: PWD
29 12.053677 172.16.1.5 192.168.1.15 FTP 85 Response: 257 /" 95 current directory.
30 12.274888 192.168.1.15 172.16.1.5 TCP 54 5583621 [.OOCI Seq-331?358?22 Ack=3073360577 win=130824 Len=0
31 13.799702 192.168.1.15 172.16.1.5 FTP 62 Request: TrP
FTP Response:

.168.1.15

ZODTypeset toI
BEnT 11 115

200 Port command
STOR n7000-52- |:l(9

802540
+B03959

Response

Request: 6.2.12. bin

150 Oprﬁ ng data

B BB

Response: channﬂ for f‘i 1 e trans fe r.

TCP 2055837 [POCI Seq—1812810162 Mk 1??5?4186 U‘in—l?'llotl Len =0
40 13,820321 192.168.1.1%5 172, FTP-DATA 1434 FTP Data: 1380 bytes
41 13.820321 192.168.1.15 172. FTP-DATA 1434 FTP Data: 1380 bwtes
@ Internet Protacel Wersion 4, Srci 192.168.1.15 (192.168.1.15), Dst: 172.16.1.5 (172.16.1.5)
Transmission Contrel Protocol, Src Port: 55836 (55836), Dst Port: 21 (21), Seq: 3317358730, Ack: 3073360596, Len: 26
= File Transfer Protocol (FTR)
= PORT 192.163,1,15,216,29\r\n
Request command: PORT
Request arg: 192,168,1,15,218,29
Active IP address: 192.168.1.15 (192.168.1.15)
Active port: S5837

2.16.1.5 192.16

0010 00 42 Fa 10 40 00 B) 06 d?cOaSl}lOf ac 10 .Bz.@... ........
0020 01 05 da 1c 00 15 c5 ba e Babr2F c2 dd S0 1B ... ek
0030 7f bd 31 0d 00 00 50 4f 52 54 20 31 39 32 2c 31 ..1...PORT 192 1
0040 36 38 2c 31 2c 31 35 2c 32 31 38 2c 32 39 0d Da  BB,1,15, 218,29..

IJodlb 1Jglzos 1Ughzso Jel 09 p9 0z WO 030 IJLo9,)6.

N Time Zource Destimation Protocol Length Info

Tcp 54 5583621 [ACK] Seqe=2466036899 Ack=726281312 Win=131100 Len=0

il

o FTP 96 Response: 220-FileZilla Server wersion 0.9.33 beta

koS FTP 99 Response: 220-written by Tim Kosse (Tim.Kosse@gmx.de)

o FTP 115 Response: 220 Please wisit http://sourceforge.net/projects/Filezilla/
o S B TCP 54 55836-+21 [ACK] Seq=2466096899 Ack=726281399 Win=131012 Len=0
SRS FTP 66 Request: USER cisco

1.5 FTP 87 Response: 331 Password required for cisco

1.15 FTP €9 Request: PASS ciscolld

H1%5 FTP 69 Response: 230 Logged on

.1.15 FTP 61 Request: CWD /

s FTP 101 Response: 250 OWD successful, "/" is current directory.

h i 1) FTP 59 Request: PWD

i F1P 85 Response: 257 "/" is current directory

2 i TP 54 55836-21 [AcK] seq:?q&éﬁ%ﬁas Acr;:?26281586 Win=130624 Len=0
o iy ETF 62 Request: TYPE

1.5 2

00 Port command successfu

1 Request STOII n?UGD-sZ de 5.2.12. bin
: ) 1 ] L 7 Respoa!se 150 Openmg datachanne1 for f1'le transfer‘
45 13.813653 192.168.1.5 192.168.1.15 TCP 54 20455837 I-lCK] Sea3719515316 Ack 23?7331291 win= 131‘1.90 L,en 0
46 13.832910 192.168.1.15 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 bytes
47 13.B832925 192.188.1.15 192.168.1.5 FTP-DATA 1434 FTP Data: 1380 byvtes

@ Internet Protocol wersion 4, Src: 192.168.1.15 (192.168.1.15), Det: 192.168.1.5 (192.168.1.5)
Transmission Control Pretocol, Src Port: 55836 (55836), Dst Port: 21 (21), Seq: 2466096946, Ack: 726281605, Len: 26
= File Transfer Protocel (FTP)
= PORT 192,168,1,15,218,2%\r\n
Request command: PORT
Request arg: 192,163,1,15,218,29
Active IP address: 192.168.1.15 (192.163.1.1%)
Active port: 55837

0010 00 42 7a 10 40 00 80 06 fd 40 0 a8 01 Of c0 a8 .Bz.@... .@......
0020 01 05 da 1c 00 15 92 fd a7 32 2b 4a 2d 85 50 18 2 -P.
0030 7f bd a9 bf 00 00 S0 4f 52 54 20 31 39 32 2c 311 ...... 192.1
0040 36 38 2c 31 2c 31 35 2c¢ 32 31 36 2c 32 32 0d 0a 68,1, 15 218 29,

ouli 8990 IJgpsd vouugsd gpsd IUsog Uo%ﬁub 192.168.1.153.,___;V>i LJRDUDU olJghpe Vs
DMZ eJs Idpuwds 21. wgs 3dYe Suuvd Idgpsd lo) 1Jpuds 0 8spo uwo luogld |Js [Jgbe
Jdlouold w3dd 1deowds Idssulpsds 1Jpess. s@9p 1JEbe wed 3dY wwse loold Idoslule
vlpuk.é.) |Jrou0)J ¢ 20.

lJovsobess 4. gpsd FTP Idss suved [dyuoe 1Jgled

IJepsd WS [Juvedo 1UgDhzso oo ASA 9lJghe WS yuwJo DMZ.

owe IJogbslbs Jdubwds



]
1
i Step1: Control
z Connection
L LI i 1
FTP Client in QOutside Outside Network :
Mtk 192.168.1.0/24
Passive Mode ' =i LY A i uig o >
DMZ Hetwork 172.16.1.5
________ 172.16.1.0/24 Mapped IP - 192.168.1.5
1
]
I
|
Step? : Data I
Connection ;
S R IS N M S S SR s s s > FTP Server in DMZ
Hetwork
IJleuold
<#root>

Client in Qutside Network running in Passive Mde FTP:

ciscoasa(config)# sh conn
3 in use, 3 most used

TCP
CQut si de 192.168. 1. 15: 60071 DVZ 172.16.1.5:61781

, idle 0:00:00, bytes 184718032, flags UOB

<--- Dynanic channel Open

TCP
CQut si de 192.168. 1. 15: 60070 DVZ 172.16.1.5:21

, idle 0:00:00, bytes 413,
flags UIOB

lJo@ll 9lzoo DMZ Jel 09 p9 0z s 030 IJLo9)6.



Ha. Tirne Source Destination Protocol Length

60070-21

3.517527 [ACK] Seqe3728635689 Ack=397133844 Win=131100 Len

1B 23.521479 172.16.1.5 Response: 220-FileZilla Server version 0.9, 33 beta

19 23.521708 472 .16:1.5 Response: 220-written by Tim Kosse (Tim.Kossedgme.de)

20 23.521967 172.16.1.5 Response: 220 Please visit http://sourceforge.net/projects/filezilla/
21 23.522196 192,168.1.15 6007021 [ACK] Seq=3728695689 Ack=397123931 win=131012 Len=0
22 23.523737 192.168.1.15 Request: USER cisco

23.23.524546 172.16.1.5 Response: 331 Password required for cisce

24 23,526468 192.168.1.15 Request: PASS ciscol23

25 23.528284 172.16.1.5 Response: 230 Logged on

26 23.531885 192.168.1.1% Request: CwD /

27 23.532602 172.16.1.5 Response: 250 owD successful. "/" is current directory.

28 23. 536661 152.168.1.15 Request: TYPE I

29 23.537378 172.16.1.5 Response: 200 Type set to I

Request

35 23. 544518 192.168.1.1% 172.16.1.5 TP 54 G0071-+61781 [ACK] Seq=4174881932 Ack=4136544B17 Win=262140 Len=0
36 23, 546029 172.16.1.5 192.168.1.15 FTP 79 Response: 150 Connection accepted

37 23.549172 172.16.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes

38 23,549187 172.16.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes

39 23.549569 192.168.1.15 172.16.1.5 TCP 54 GOO7L-61781 [ACK] Seq=41?4581932 Ack=4186547577 Win=262140 Len=0
40 23.549813 172.16.1.5 192.168.1.15 FTP-DATA 1434 FTP Data: 1380 bytes

41 23.549828 172.16.1.5 1592.168.1.15 FTP-DATA 1434 FTP Data: 1380 bvtes

# Internet Protocol Version 4, Src: 172.16.1.5 (172.16.1.5), Dst: 192.168.1.15 (192.166.1.15)
@ Transmission Control Protocol, Src Port: 21 (21), Dst Port: 80070 (60070), Seq: 397134106, Ack: 3728695737, Len: 47
= File Transfer Protocel (FTP)
= 227 Entering Passive Mede (172,16,1,5,241,85)\r\n
Response code: Entering Passive Mode (227)
Response arg: Entering Passive Wode (172,16,1,5,241,85)
Passive IP address: 172.16.1.5 {172.16.1.5)
Passive port: 61751

0030 01 ff d8 3f 0D 00 32 32 37 20 45 Ge 74 65 72 69  ...7..22 7 Enteri
0040 6e 6? 20 50 61 737369 76 65 20 4d 6F &4 65 20 Passi ve Mode
0050 € 31 36 2¢ 31 2c 35 2¢ 32 34 31 2¢ é 72,16, 1,5%,241,
Q060 38 35 29 Od Oa 5)..

o T T e T Ty S -

lJowlb 1Jslzos 1Jghzso Jel 09 p9 oz WS o030 IUuo9)6.

Source Destination Protocol  Length lInfo

1529749 B0070+21 [ACK] 5eq=2627142458 Ack=1496461808 Win=131100 Len=0

i I

32 23.533731 s Response: 220-FileZilla Server wersion 0.9.33 beta
33 23.533960 57 155 Response: 220-written by Tim Kosse (Tim.Kossed@gmx.de)
34 23.534219 [ 5 Response: 220 Please wvisit http://sourceforge.net/projects/filezilla/
35 23.534433 .1. 8007021 [ACK] SeqeZ627142458 Ack=1496461895 win=131012 Len=0
35 23.535974 % b Request: USER cisco
37 23.536798 i Response: 331 Password reguired for cisco
38 23.538705 5 b Request: PASS ciscol2l
39 23, 540521 A Response: 230 Logged on
40 23.544122 o Request: CwD /

. 544854 o1s Response: 250 CwD successful. "/" is current directory.

548838 o I Request: TYPE I

. 549630 5 b Response: 200 Type set to I

g Request: PASY

- ik i b 54 |
192. Ak .1.15 FTP 79 Response: 150 Connection accepted
51230 192.168.1.5 .1.15 FTP-DATA 1434 FTP Data: 1380 bytes
52 23. 192.168.1.5 1.15 FTP-DATA 1434 FTP Data: 1380 bytes
maaas 192.168.1.15 e L) TCP 54 B00T1+61781 [AcK] Seq=3795016103 Ack=1047363379 Win=262140 Len=0
54 23. 192.168.1.5 .1.15 FTP-DATA 1434 FTP Data: 1380 bytes
55 23, 192.188.1.5 .1.15 FTP-DATA 1434 FTP Data: 1380 bvtes

W Frame 45: 102 bytes on wire (816 bits), 102 bytes captured (816 bits)
1 Ethernet II, Src: Cisco_c9:92:88 (00:19:e8:c9:92:88), Dst: Wmware_ad:24:76 (00:50:56:ad:24:76)
Internet Protocel Wersion 4, Src: 192.168.1.5 (192.168.1.5), Dst: 192.168.1.15 (192.168.1.1%5)
Transmission Contrel Protocol, Src Port: 21 (21), Dst Port: 60070 (60070), Seq: 1496462070, Ack: 2627142306, Len: 48
= File Transfer Protocol (FTP)
= 227 Entering Passive Mode (192,168,1,5,241,85)\r\n
Response code: Entering Passiwve Mode (227)
Response arg: Entering Passive Mode (192,168,1,%,241,85)

0030 01 ff c2 £5 00 00 32 32 37 20 45 Be 74 65 72 6% ...... 22 7 Enteri
0040 Ge 6? 20 50 61 73 73 69 76 €5 20 4d 6f 64 €5 20 ? Passi ve Mode
0050 28 31 39 32 2c 31 36 38 2c 31 2c 3% 2c 32 34 31 (92 168 ,1,%,241
0060 2c 33 35 29 0d Oa

odasy Beuo wbusd FTP Ul wluus

wundd 18l souop Iodssu yusluws wblud I s p)9) Seue Idobosd
IJISe)luoss sobod 1ddeuo eds s 1dpig) eds zese IUglzele (Uusluws glps). wouspy
Yo py9) Ve Iobosd IUIVe,)luoss 290 py9) Idoslule 1Us 1Jeulws Il oss JIJ
w29999d.

Spdud wbousd uwsluwo glps 9lzr6 Wb J3JY I3l Jue wyss wgss) [duvsluwo IJglps: gds
wosd IJpold Jobosd Beue eds pulds £s) Ssluvss: Iy Jluplds gpdsle bzuo Jp sop
opdsvol vuvdd lVe)luos: weolg lel lUs wzys) [duvsluws IUlWe,)lgoso Iy websdol
sobosd u»slu»o @s36. JJauosd gds Slisps wrese Idpolds IUIGe)losé e Ids



/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_overview.html

1. 8p woubésd IJle, policy-map global_policy.

<#root>
ASA(config)#

policy-map gl obal _policy

2. 8p woubgsd IJle, class inspection_default.

<#root>
ASA(config-pmap)#

cl ass inspection_default

3. §p woubésd IJie) Seue FTP.

<#root>
ASA(config-pmap-c)#

i nspect FTP

4. 00l gsly Jluweesle IUle, Beuo FTP strict. 582 03l 1Jley oo lplo Iduvwdle 1 pzpss
wPUE poLede IJsse pu buwld Ible) puopus s bdole FTP.

w8 wpdsu IJgsh 1Updss eds 9lzos sy Weuo FTP o3l 1dywded:
- St Mlge)ls Gley FTP $ud o suwee zob Jiplo Wiy 228
* Suwdb zob iply legoldl souwd I9le) popus

¢ sop ldepdd o i9le) 227 gport Juo el g3p 1090l s Gwdws glol

A wedS): pu ldppdy i Souwwyw luwodsle 1gsh 1Jpdss Ws Wuvd gpdle FTP 1Ussy
Jlscv oo wuvdd wobpe pe FTP RFCs. )lze lowwgsle 12l | 9.5> JJzuo9d
eJs 05 pu ldpedsple 29d luvesle IJgsh 1dedss.

odIsu 2o wu9w9ded FTP eds o083 TCP éis) IJ8sluws


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_basic.html

oo sywobse UuIddo IJ FTP o 90999d wldesuy Jeolds TCP gs) Bsluwss pg 03l ouvdsd
tb (luvowsdo XXXX pe 1deass psule 5 9p):

<#root>

access-1list ftp-list extended permit tcp any any eq XXXX
!

class-map ftp-class

match access-Tlist ftp-Tist
|

policy-map global_policy
class ftp-class

i nspect ftp

IJoz2dy pu lduoes

Juoelo 1o 1Jodsse @ wp logho wuzle: e vouvésd Il show service-policy. Jel spdod
odsss Iz eds Beuo FTP o0 ¢JIJ wuvésd 1Jie, show service-policy inspection ftp.

<#root>
ASA#
show service-policy inspect ftp

Global Policy:
Service-policy: global_policy
Class-map: inspection_default
Inspect: ftp, packet 0, drop 0, reste-drop O
ASA#

TFTP

Sop wpdss Beuo TFTP e vdd 1de,luos.

s99p 2oy Ilplo w200 2298 @19, wslule TFTP 8589 wluusle IJlouoldle sldeszele
wuvddsulesds: Bl dje 1dles Jduwelz coldd IdedBle oo gpsd TETP 9lglhe. 9eds szo
IJg L0900 S89p peud IUbz 0 wbzLo bdule @)les TFTP (RRQ) sbJule IJdelus (WRQ)
sledlple IUg bl (IJgbl).

SOp GELOSLE Julb Eluss >sulpsdss 9e,zp6 PAT. 3l Jjp Idie) eds luweduld RRQ isg
WRQ uoI.JE:.gvg_) 3JY sop luwegsle odo IUBuls 1Jely9ss oo Sod TFTP Judd Idedule g
IJledle wlJigble.

Sedo Jgbe TFTP B¥b wie 2536 o9, IJoslule gu) U016 1Jelugss: 9spdo 1o wozs $uls



2le9ss &8, pdepds 9less gds 1Y, wso gpsd TFTP 9lJghe. $9s ledle IJgbl oo 1UgD e
IJs 1eJ16 1JBuls IJelogss.

Sew wpdsu Bpuo TFTP Bl e luwedsle yose eloe Jlghs ozso eyds pi9) TFTP.
od9sy Weuo wbusd TFTP Ul gus

wubdd 19e)luos seuoeu IJodsse wsluws wblod Jd 2)ds p)9) Seue ldebosd
IJleslgoss sobod Iddzue eds 2d6 1degs eds zese IUdlzole (Uusluws glpd). couopu
Yo o9y Vo ldobosy IJIVe,)luoso 29 o9 Iduslole Us Ideolws IUIVe,)lose JIJ
w2909I9J.

Spedud wbousd uwsluws £09086 9lzr0 VIl J3JY Bl Jue wyss wgss) Iduwsluwo IJglpo.
gds wwosd Upeld Jobosd Seus £ds pulds £, Bsluvss: Iy Jluolds gedsle cdosyi
£8) pedud v dd 10)lups: crolz lel Jops) IJuwsluws IJIdeluoss Is websdol
Jobosd uvsluws 23826 JJeuosd eds Blises wzese IJeolds IUIBe,luoss: he 1Us

lwdé Lo i L)l osé.

1. 9p vouvesd IJi,oJ policy-map global_policy.

<#root>
ASA(config)#

policy-map gl obal _policy

2. 8p woubgsd IJle, class inspection_default.

<#root>
ASA(config-pmap)#

cl ass inspection_default

3. 8p wouvgsd IJle, inspection TFTP.

<#root>
ASA(config-pmap-c)#

i nspect TFTP


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/inspect_overview.html

lLuwe Idotbsbs Jdyuods

Client in Qutside
Metwork

Outside Network
192.168.1.0:24

TFTP Connection
DMZ Hetwork 172.16.1.5
172.16.1.0/24 Mapped IP - 192.168.1.5

"

TFTP Server in DMZ
Hetwork

oul lJgpsd Vs sUvId Vs JuwIs ¢lhzss. swp 908 Ebpe TFTP Vs Juvwds DMZ. wp wessu
lJghbe eds uveJo IP 192.168.1.5 1Je9z926 Vs Iy do IJ9,es0 1Uglzss.

eold lJodosu:

<#root>
ASA(config)#

show runni ng-config

ASA Version 9.1(5)

1
hostname ASA
domain-name corp. com
enabTle password WwXYvtKrnjXqGbul encrypted
names

1

interface GigabitEthernet0/0

nameif OQutside

security-level 0

ip address 192.168.1.2 255.255.255.0
1

interface GigabitEthernet0/1

nameif DMZ

security-level 50

ip address 172.16.1.12 255.255.255.0
1

interface GigabitEthernet0/2

shutdown

no nameif

security-level 100

ip address 10.1.1.1 255.255.255.0

1

interface GigabitEthernet0/3



shutdown

no nameif

no security-Tlevel
no ip address

|

interface Management0/0
management-only
shutdown

no nameif

no security-Tlevel
no ip address

I--- Qutput is suppressed.

l-—— Permit inbound TFTP traffic.

access-list 100 extended pernit udp any host 192.168.1.5 eq tftp

I--- Object groups are created to define the hosts.

obj ect network obj-172.16.1.5
host 172.16.1.5

!--- Object NAT to map TFTP server to IP in QOutside Subnet.

obj ect network obj-172.16.1.5
nat (DMZ, Qutside) static 192.168.1.5

access-group 100 in interface outside

class-map inspection_default

match default-inspection-traffic

|
!

policy-map type inspect dns preset_dns_map
parameters

message-Tlength maximum 512

policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225
inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqglnet

inspect sunrpc



inspect tftp

inspect sip
inspect xdmcp
|

!--- This command tells the device to
I--- use the "global_policy" policy-map on all interfaces.

service-policy global_policy global

prompt hostname context
Cryptochecksum:4b2f54134e685d11b274ee159e5ed009
: end

ASA(config)#

IJozdd pu lduozs

Juoelo 1o 1Jodsse @ wp logho wuzle: e vouvésd Il show service-policy. Jel spdod
oBdsss IJIElz eds Beuo TFTP Wb o0 ¢Jld wuvésd 1Jie, show service-policy inspection
tftp.

<ttroot>

ASA#

show service-policy inspect tftp

Global Policy:
Service-policy: global_policy
Class-map: inspection_default
Inspect: tftp, packet 0, drop 0, reste-drop O
ASA#

lwodules IJIR ble 9l odlzol
S99, 03l IJBuwe pedsple spdod luveislpol Jluved il igble IJodssy sluadizol.

wbos g Packet Tracer

IJgpsd sled Idgbeds

<{froot>

FTP client Inside - Packet Tracer for Control Connection : Sane Flow for Active and Passive

# packet-tracer input inside tcp 172.16.1.5 12345 192.168.1.15 21 det



Phase: 5
Type: INSPECT

Subtype: inspect-ftp

Result: ALLOW
Config:
class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class inspection_default
inspect ftp
service-policy global_policy global
Additional Information:
Forward Flow based lookup yields rule:
in 1d=0x76d9al120, priority=70, domain=inspect-ftp, deny=false
hits=2, user_data=0x76d99a30, cs_id=0x0, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0
dst ip/id=0.0.0.0, mask=0.0.0.0, port=21, dscp=0x0
input_ifc=inside, output_ifc=any

Phase: 6
Type: NAT
Subtype:
Result: ALLOW
Config:

obj ect network obj-172.16.1.5

nat (inside,outside) static 192.168.1.5

Additional Information:
NAT divert to egress interface DMZ
translate 172.16.1.5/21 to 192.168.1.5/21

Phase: 7
Type: NAT

Subt ype: rpf-check

Result: ALLOW

Config:

obj ect network obj-172.16.1.5

nat (inside,outside) static 192.168.1.5



Additional Information:
Forward Flow based Tookup yields rule:
out 1d=0x76d6e308, priority=6, domain=nat-reverse, deny=false
hits=15, user_data=0x76d9ef70, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0
dst ip/id=172.16.1.5, mask=255.255.255.255, port=0, dscp=0x0
input_ifc=inside, output_ifc=outside

----Omitted----

Result:
input-interface:

nsi de

input-status: up
input-Tine-status: up
output-interface:

Qut si de

output-status: up
output-Tine-status: up
Action: allow

lJgpsd BOs o ds ¢hrsé

<tfroot>

FTP client Qutside - Packet Tracer for Control Connection : Same Flow for Active and Passive

# packet-tracer input outside tcp 192.168.1.15 12345 192.168.1.5 21 det

Phase: 1

Type: UN-NAT
Subtype: static
Result: ALLOW

Config:
obj ect network obj-172.16.1.5

nat (DM, outside) static 192.168.1.5



Additional Information:
NAT divert to egress interface DMZ
Untranslate 192.168.1.5/21 to 172.16.1.5/21

Phase: 4
Type: INSPECT
Subtype:

i nspect-ftp

Result: ALLOW
Config:
class-map inspection_default
match default-inspection-traffic
policy-map global_policy
class inspection_default
inspect ftp
service-policy global_policy global
Additional Information:
Forward Flow based lookup yields rule:
in 1d=0x76d84700, priority=70, domain=inspect-ftp, deny=false
hits=17, user_data=0x76d84550, cs_id=0x0, use_real_addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0
dst ip/id=0.0.0.0, mask=0.0.0.0, port=21, dscp=0x0
input_ifc=outside, output_ifc=any

Phase: 5
Type: NAT

Subt ype: rpf-check

Result: ALLOW

Config:

obj ect network obj-172.16.1.5

nat (DMZ, outside) static 192.168.1.5

Additional Information:
Forward Flow based lookup yields rule:
out 1d=0x76d6e308, priority=6, domain=nat-reverse, deny=false
hits=17, user_data=0x76d9ef70, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0
dst ip/id=172.16.1.5, mask=255.255.255.255, port=0, dscp=0x0
input_ifc=outside, output_ifc=DMZ

--—-Omitted-----

Result:
input-interface:

Qut si de



input-status: up
input-Tine-status: up
output-interface:

DvZ

output-status: up
output-Tine-status: up
Action: allow
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