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Wersion: V3
Serial Number: 64F2FES13B79C5D362E260AB4ABBTE1E ‘
Signatureslgorithm: SHAZS6withRSA (1.2.840.113549.1.1.11)
Issuer Mame: L=Bogxborouah, ST=MA, CN=CAPF-7f0ae8d?, QU=TAC, O=Cisco Systems, C=US
Validity From: Maon Nov 21 15:49:43 EST 2016
To: Sat Mow 20 15:49:42 EST 2021
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<#root>

I TL Record #:1

BYTEPOS TAG LENGTH VALUE


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuj78330

1 RECORDLENGTH 2 727

2 DNSNAME 2

3 SUBJECTNAME 64 CN=CAPF- 7f 0ae8d7; OQU=TAC; O=Ci sco Syst ens; L=Boxbor ough; ST=MA; C=US
4 FUNCTI ON 2 CAPF

5 | SSUERNAVE 64 CN=CAPF- 7f 0ae8d7; OU=TAC, O=Ci sco Syst ens; L=Boxbor ough; ST=MA; C=US
6 SERI ALNUMBER 16 64: F2: FE: 61: 3B: 79: C5: D3: 62: E2: 6D: AB: 4A: 8B: 76: 1B

7 PUBLI CKEY 270

8 SI GNATURE 256

11 CERTHASH 20 C3 E6 97 DO 8A E1 0B F2 31 EC ED 20 EC C5 BC OF 83 BC BC 5E

12 HASH ALGORI THM 1 nul |

ITL Record #:2

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 717
2 DNSNAME 2

3 SUBJECTNAME 59 CN=aoll5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 59 CN=aoll5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
6 SERIALNUMBER 16 6B:99:31:15:D1:55:5E:75:9C:42:8A:CE:F2:7E:EA:E8

7 PUBLICKEY 270

8 SIGNATURE 256

11 CERTHASH 20 @5 9A DE 20 14 55 23 2D @8 20 31 4E B5 9C E9 FE BD 2D 55 87
12 HASH ALGORITHM 1 null

ITL Record #:3

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1680

2 DNSNAME 2

3 SUBJECTNAME 71 CN=ITLRECOVERY_aol1l5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US



FUNCTION 2 System Administrator Security Token

ISSUERNAME 71 CN=ITLRECOVERY_aol1l5pub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
SERIALNUMBER 16 51:BB:2F:1C:EE:80:02:16:62:69:51:9A:14:F6:03:7E

PUBLICKEY 270

SIGNATURE 256

CERTIFICATE 963 DF 98 C1 DB E@ 61 ©2 1C 1@ 18 D8 BA F7 1B 2C AB 4C F8 C9 D5 (SHA1l Hash HEX)
This etoken was not used to sign the ITL file.

O 00 ~JO U1

ITL Record #:4

BYTEPOS TAG LENGTH VALUE
1 RECORDLENGTH 2 717
2 DNSNAME 2

3 SUBJECTNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
4 FUNCTION 2 TVS

5 ISSUERNAME 59 CN=aoll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
6 SERIALNUMBER 16 65:E5:10:72:E7:F8:77:DA:F1:34:D5:E3:5A:E0:17:41

7 PUBLICKEY 270

8 SIGNATURE 256

11 CERTHASH 20 00 44 54 42 B4 8B 26 24 F3 64 3E 57 8D QE 5F BO 8B 79 3B BF
12 HASH ALGORITHM 1 null

ITL Record #:5

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1652

DNSNAME 2

SUBJECTNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
FUNCTION 2 System Administrator Security Token

ISSUERNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
SERIALNUMBER 16 48:F7:D2:F3:A2:66:37:F2:DD:DF:C4:7C:E6:B9:CD:44

PUBLICKEY 270

SIGNATURE 256

CERTIFICATE 959 20 BD 4@ 75 51 C@ 61 5C 14 @D 6C DB 79 E5 9E 5A DF DC 6D 8B (SHA1 Hash HEX)
This etoken was used to sign the ITL file.

OCoo~NOOULEE WN -

ITL Record #:6

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1652

DNSNAME 2

SUBJECTNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

FUNCTION 2 TFTP

ISSUERNAME 59 CN=ao0ll5sub;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US

SERIALNUMBER 16 48:F7:D2:F3:A2:66:37:F2:DD:DF:C4:7C:E6:B9:CD:44

PUBLICKEY 270

SIGNATURE 256

CERTIFICATE 959 20 BD 4@ 75 51 C@ 61 5C 14 @D 6C DB 79 E5 9E 5A DF DC 6D 8B (SHA1 Hash HEX)

OCoo~NOULEE WNBE-

ITL Record #:7

BYTEPOS TAG LENGTH VALUE

1 RECORDLENGTH 2 1031

2 DNSNAME 9 aoll5sub

3 SUBJECTNAME 62 CN=ao0ll5sub-EC;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
4 FUNCTION 2 TFTP

5 ISSUERNAME 62 CN=ao0ll5sub-EC;0U=TAC;0=Cisco Systems;L=Boxborough;ST=MA;C=US
6 SERIALNUMBER 16 53:CC:1D:87:BA:6A:28:BD:DA:22:B2:49:56:8B:51:6C



7 PUBLICKEY 97
8 SIGNATURE 103
9 CERTIFICATE 651 E@ CF 8A B3 4F 79 CE 93 @3 72 C3 7A 3F CF AE C3 3E DE 64 C5 (SHA1l Hash HEX)

The ITL file was verified successfully.
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@8V, DY@ P8B+ 11.5.1.15038-2 ) ‘ ‘ -
- OB P58 P®DED U... Windows 2016 Uf@®@ED U... DNS Z8U, 2005218 US

U, U, 0800030 @80+ @E U, 38 USU"0~F B¥F B®PEU, DNS U, 82§ U... PUB11 CUCM
@80, 2°0S 2?U... @UfU"USUtUL.



2 DNS Manager

File Action View Help

e 2@z Bmlia
2, DNs Narme Type
w § WINZKIG -

w | Forwand Lookup Zones
d
| _msdes.brigmwl. lab :I'“ ’

briama2.lab anmmnﬂnsi’unﬁ
| ReverseLookup Zones chrﬁtDnsche—s )
Trust Peints _lfsame as parent folder) Start of Authority (S04)
| Conditional Forwarders [ ](same a5 parent folder) Name Server (NS)
['—l[Lame a5 parent foldar) Hest (A)
l—llsame a% parent folder) Host (A)
—l[samt a5 parent folder) Hest (A)
|1car1152 Hest (A)
Fteuerin Hast (A)
[ 11subn Hest (4)
[ Jcerizs Hest (4)
_ll:ucm125 Hest (A)
[ Jimp12s Heost (&)
l_lmfmrnuam.! Hest (A)
l—lpcd|3 Hest (A)
[ lpubizo Host (&)
[ winzki6 Host ()

@280V, 22 T UB" LSC @¥U,U%0 U"?80@~ U..UT @8U,UtU" 080U (8845) U@ US
280,U..000°0 " 0+. B+080-0"' @£UtU+ U,08 US@*@8U, USO U@+ @@8U,00
@'U...U,USQO @8V, UipsQ @©: @§U,0"U...U,USgo U...0"U,U,00.

= Certification Authority Proxy Function {CAPF) Information
Cartificate Operation® [1nstall/Upgrade
Authentication Mode* [ By Mull String -
Authentication String
Generate String
Key Order® [RS4 Only
RSA Key Size (Bits)" [2048 -
EC Key Size (Bits)
Operaton Completes By 2021 a3 13 13 (¥ MM DO HHE)

Certificate Operation Status: Operation Pending  —i—
MNobe: Security Profile Contains Addition CAPF Settings.

V& US 2°0-U,080° U"00 0O @8U,2°0UfU... U€US B8U,U+080° U BE B+B8D-Q"
U...0280"U, 080 @80, Ut080°U¢ U, U,080°0°@'U,28U... @'Ut @°08Uf@+00©

28U, 2°0®@2USUtT @80, U...0=U,0° @80, U...0U,US@© (127.0.0.1)0CE U,0 U, 0¥0'080 @©
?2U"@-USU+ @8U,080°0°@"U, @8U... @¥U, U% @'UtU 08Ut 0®@8@ U... DNS @8U, @°US
@2U... @°UfU"USUTUH.

@475 INF Mar 12 15:07:53.686410 dnsmasq[12864]: query[A] PUB1ll.brianw2.lab from 127.0.0.1

@476 INF Mar 12 15:07:53.686450 dnsmasq[12864]: forwarded PUBll.brianw2.lab to X.X.X.X

@477 INF Mar 12 15:07:53.694909 dnsmasq[12864]: forwarded PUBll.brianw2.lab to X.X.X.X

@478 INF Mar 12 15:07:53.695263 dnsmasq[12864]: reply PUBll.brianw2.lab is NXDOMAIN-IPv4

@479 INF Mar 12 15:07:53.695833 dnsmasq[12864]: query[A] PUBll.brianw2.lab from 127.0.0.1

@480 INF Mar 12 15:07:53.695865 dnsmasq[12864]: cached PUBll.brianw2.lab is NXDOMAIN-IPv4

@481 WRN Mar 12 15:07:53.697091 (12905:13036) JAVA-configmgr MQThread|NetUtil.traceIPv4DNSErrors:? - DN

++ However, we see that the phone is not able to resolve the FQDN of the CUCM Publisher. This is because

@482 ERR Mar 12 15:07:53.697267 (12905:13036) JAVA-configmgr MQThread|cip.sec.TvsProperty:? - Failed to



++ Afterwards, we see the CAPF operation fail. This is expected because we do not have a DNS mapping fo:

@632 NOT Mar 12 15:07:55.760715 (12905:13036) JAVA-configmgr MQThread|cip.sec.CertificateProperty:? - Ce
@633 NOT Mar 12 15:07:55.761649 (322:17812) SECUREAPP-RCAPF_START_MODE: Start CAPF - mode:[1]([NULL_STR]
@634 NOT Mar 12 15:07:55.761749 (322:17812) SECUREAPP-CAPF_CLNT_INIT:CAPF clnt initialized

@635 NOT Mar 12 15:07:55.761808 (322:17812) SECUREAPP-CAPFClnt: SetDelayTimer - set with value <0>

@636 ERR Mar 12 15:07:55.761903 (322:17812) SECUREAPP-Sec create BIO - invalid parameter.

@637 ERR Mar 12 15:07:55.761984 (322:17812) SECUREAPP-SEC_CAPF_BIO_F: CAPF create bio failed

2638 ERR Mar 12 15:07:55.762040 (322:17812) SECUREAPP-SEC_CAPF_OP_F: CAPF operation failed, ret -7

@639 CRT Mar 12 15:07:55.863826 (12905:13036) JAVA-configmgr MQThread|cip.sec.CertificateProperty$l:? -

)
)
)
)

++ What we would expect to see is something similar to the following where DNS replies with the IP addre

4288 INF Mar 12 16:34:06.162666 dnsmasq[12864]: query[A] PUB1l1l.brianw2.lab from 127.0.0.1

4289 INF Mar 12 16:34:06.162826 dnsmasq[12864]: forwarded PUBll.brianw2.lab to X.X.X.X

4290 INF Mar 12 16:34:06.164908 dnsmasq[12864]: reply PUBll.brianw2.lab is X.X.X.X

4291 NOT Mar 12 16:34:06.165024 (12905:13036) JAVA-configmgr MQThread|cip.sec.TvsProperty:? - Resolve T\

28U10, @+ U US 0+0°080 ' U, 0@8U,00 @8V, Ui080°U € B0 Ut@sUIBE GEUT
?8U,Ut080°U¢ @°USO+ U,080 @+ @'U,U%0 @U, PUB11.BRIANW2.lab. @+@£fUS@* @ " @'@~
@°U,Uf @8V, Isc: @GSV, failed G+@*B8U, BO.

Status messages

Cisco IP Phone CP-8845 ( SEP682CTB5C2342)

[14:05:42 03/15/21] DNS unknown IPv4 host PUB11.brianw2.lab
[14:05:44 03/15/21] VPN not configured
[14:05:44 03/15/21] DNS unknown IPv4 host PUB11.brianw2.lab
[11:13:25 03/16/21] SEP682CTB5C2342.cnf.xmlsgn(HTTP)
[11:13:25 03/16/21] DNS unknown IPv4 host PUB11.brianw2.lab
[11:13:27 03/16/21] VPN not configured
I [11:13:27 03/16/21] DNS unknown IPv4 host PUEBLl.brianw2.lab I

| [11:13:27 03/16/21] LSC: Connection failed
[11:13:50 03/16/21] LSC: Connection failed
[11:14:10 03/16/21] LSC: Connection failed

@80, 2USU"F" @8V, 2US USSP~ GEGRD° U8 & @ USUT @8V, O8D'ZPD D8D+:
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCub62243
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuz18034

U...0W, U U...080° 3° @802 B, DO
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https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/116162-trouble-anyconnect-vpn-phone-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/116162-trouble-anyconnect-vpn-phone-00.html
https://www.cisco.com/c/ar_ae/support/docs/security/anyconnect-secure-mobility-client/116162-trouble-anyconnect-vpn-phone-00.html
https://www.cisco.com/site/us/en/products/security/identity-services-engine/index.html
https://www.cisco.com/site/us/en/products/security/identity-services-engine/index.html
https://www.cisco.com/site/us/en/products/security/identity-services-engine/index.html
https://www.cisco.com/site/us/en/products/security/identity-services-engine/index.html
https://www.cisco.com/c/ar_ae/support/docs/unified-communications/unified-communications-manager-callmanager/118779-configure-cucm-00.html
https://www.cisco.com/c/ar_ae/support/docs/unified-communications/unified-communications-manager-callmanager/118779-configure-cucm-00.html
https://www.cisco.com/c/ar_ae/support/docs/unified-communications/unified-communications-manager-callmanager/118779-configure-cucm-00.html
https://www.cisco.com/c/ar_ae/support/docs/unified-communications/unified-communications-manager-callmanager/118779-configure-cucm-00.html
https://www.cisco.com/c/ar_ae/support/index.html
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