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<Connector SSLCertificateFile="C\GCi sco\CVP\conf\security\vxm .crt"
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| TH_AES_256_CBC_SHA, TLS_RSA W TH_AES_128_CBC_SHA, TLS_RSA W TH_AES_128_CBC_SHA256"

client Aut h="fal se" di sabl eUpl oadTi neout ="true" enabl eLookups="fal se" executor="t ontat Thr eadPool "
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keystoreFil e="C:\ C sco\ CVP\ conf\security\. keystore"

keyst or ePass="3W~RHOW Kgyq3CKl $x?7f 0?JU* 7R3} W\ E, | * _RCBw2Lf" keyst or eType="JCEKS"

maxHt t pHeader Si ze="8192" port="7443"

prot ocol ="or g. apache. coyote. httpll. Htt p11Ni oProt ocol " scheme="htt ps" secure="true"
sslEnabledProtocols="TLSvl, TLSvl.1l, TLSv1l.2" sslProtocol ="TLS"/>
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https://docs.oracle.com/javase/6/docs/technotes/tools/solaris/keytool.html

i Upgrade JAVA to 111 and above for 1.2 support and
9.0 customer has to implement custom java code to handle
TL51.2 [ Refer to the example)

Customer has to implement TLS 1.2 in Customer code (

200 ik JEELD Refer to the example).Upgrade to JRE111 or upgrade to 1.7.
105 £S.26 JAVA 1.7 32 bit JAVA In built support for TLS1.2, no update of JAVA required |
11.0 ES-23 JAVA 1.7 32 Bit JAVA In built support for TLS1.2, no update of JAVA required
i e AU an JAVA In built support for TLS1.2, no update of JAVA required
11.6 NA IRE 1.7 64 bit
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HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software Foundation\Procrun
2.0\VXMLServer\Parameters\Java.

lJglogs 2. Iowz Options Key and add -dhttps.client.protocol=TLSv1.2 ws IJuoelss.
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SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc39129/?reffering_site=dumpcr
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HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Apache Software Foundation\Procrun
2.0\VXMLServer\Parameters\Java.

IJgb s 2. s~ Options Key and add -djdk.tls.client.protocols=TLSv1.2 s |Jcelss.
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javaversion "1.6.0 67" Apache Tomcat/6.0
9.0 32 —Bit Server

javaversion "1.6.0 67"
10.0 32 —Bit Server Apache Tomcat/7.0

javaversion"1.7.0 45"
10.5 32 —Bit Server Apache Tomcat/7.0

javaversion "1.7.0 67"
11.0 32 —Bit Server Apache Tomcat/7.0

javaversion"1.7.0 67"
11.5 B84 —Bit Server Apache Tomcat/8.0

javaversion"1.8.0_67"
64 —Bit Server Apache Tomcat/8.0
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