ouisd IJuvedle pu 9be VOS ws 2dJ CCE

lJpzogsle

2l Cloud Connect
2bp CCP - _wl 8l SocialMiner
wz Jlo WebProxy
wzdlo I Joble 1l wl s
Cisco Unified Call Manager (CUCM >l 100 06 [ wl w,s6 112

pelsple Slo o s

|Jp 95006
sued o3l lpuweus Iisle, 1Jpuwegres Joussd Iduedle po ptodd lubes wubvgsd IJuese

(VOS) S wsisé pduwuwd oy IUleuold (CCE).

IJecbdole IJlul jusé

lJeobdolo
9008 Cisco Llu oday Jrsd pe,uds Lldpsluose IJoldss:

* 2dod pauwuwle p)ldj Idleuold 1Jeszss pu Cisco (UCCE)
* 2Jdod pduwuwle el Idlouald 1dezees (PCCE) oy Cisco

IJedoule [Jpuespd
ouwows Idpedsele 1Uglyo WO o3l ldpuwews IJs luosble Ido)lez 9ldedsule 1debss Ideldss:

» Cisco Finesse

* o5 1Us3dle 1Jp9z> pu Cisco (CUIC)

* wslule Cisco Live

o ¢bp lJogss (IDs) ey Cisco

s lJpuwee)uo Idueses IUbloys (VVB) e Cisco



. louold Iduwglus ey Cisco

c lJuble |.Jiu.u|uu§ Joglyo IJg pdle (CCP) oy Cisco - SocialMiner ulo 9l

urO |uu.u|9 IJPE_JSP'U IJS'_).)O \.9;5 03l |JrOL)Uuu) p-19] IJIE_O_)O |J|0323.)0 k_9.,5 u..S..SO ‘DE_PJ.,SO a|uoo
u.)lu E.I‘O‘SE. |J|E_O_)O Urouuua)po 1_9;5 03l |Jpwuu) uudﬁdu PPLJ“JBE. (ldu)luos) |.)| -Jluu

¢l>p Finesse

Spdu wrese wedle ldoze Cluwesle:

. Bbls oyl §us Ise [Jdeds (RTMT)

« lgle, CLI
© poLedz Idsse

lpwegsle RTMT

Loolb oujsd RTMT J Finesse

 https://<Finesse_IP>:8443/plugins/CcmServRtmtPlugin.exe

Collect Files

i Selectfinesse Senvices/Applications |

] Select all Sevices on all Servers

Mame

All Servers

Cisco Finesse Admin Container

[ ucce1262finesse jo123.local

Cizco Finesse Client Logs

Cisco Finesse Diatabase

Cizco Finesse Desktop Container

Cisco Finesse Desktop Websenvices

Cizco Finesse Diagnostic Portal

Cisco Finesse IPPA

Cizco Finesse MNotification Service

Cisco Finesse Orchestration Manager

Cisco Finesse Realm

Cisco Finesse Tomcat

I 1 0

I 1 1

lpuegsle CLI

<ffroot>

Cisco Finesse Cient Logs

file get activelog /desktop/logs/clientlogs




Ci sco Finesse Database

file get activelog /desktop/logs/db

Ci sco Finesse Desktop Webservices

file get activelog /desktop/logs/webservices

Ci sco Finesse | PPA

file get activelog /desktop/Togs/fippa

Cisco Finesse Notification Service

file get activelog /desktop/logs/openfire

Ci sco Finesse Realm

file get activelog /desktop/Togs/realm

Ci sco Finesse Tontat

file get activelog /desktop/logs/tomcat

luvesle poo 9z SSw
wvedlo gpsd Finesse oy Cisco

* https://<finesse_ip>:8445/finesse/log/clientLog
lesé wslule Cisco Finesse

* https://<Finesse_IP>:8445/finesse/log/db
el 95w uwbe lJpdo o Cisco Finesse

* https://<Finesse_IP>:8445/finesse/log/webservices/
Cisco Finesse IPPA

 https://<Finesse_IP>:8445/finesse/log/fippa
&>p6 ledlple FINASE oy Cisco

* https://<Finesse_IP>:8445/finesse/log/openFire/

ulbl g Finesse oy Cisco



 https://<Finesse_|P>:8445/finesse/log/realm
Cisco Finesse Tomcat

* https://<finesse_ip>:8445/finesse/log/tomcat

5150 CUIC

Spdu wgese uwedle CUIC Cluwedsle:

e blé pylus IJsde IJbeds (RTMT)
« l9lo, CLI

lpuegsle RTMT
boovlb wujsd RTMT J CUIC

* 8p wouwesd IUxgsd IJs uodzo CUIC OAMP (https://<cuic-ip>/oamp/Main.jsp) slue$J
IJs: bole >> wyjsd pded RTMT

Collect Files

| Select CUIC Services/Applications |

] Select all Services on all Servers

Mame | All Servers | (] ucce1262cuicjo123.local

Intelligence Center QAMP Senvice

Intelligence Center Perfmon Senvice
Intelligence Center Reporting Senvice
Intelligence Center SMNMP Java Adapter Service
Intelligence Center Serviceability Senvice

I
I

luvegsle CLI
<#root>

Intelligence Center OCAMP Service

file get activelog cuic/logs/oamp/ recurs compress

Intelligence Center Perfnon Service

file get activelog cuic/logs/perfmon/ recurs compress

Intelligence Center Reporting Service (Conbined - Reporting Service & CU C Tontat)

file get activelog cuic/logs/ recurs compress




/1 Just the '"Intelligence Center Reporting Service' |ogs
file get activelog cuic/logs/cuic/ recurs compress

/1 Just the 'CU C Tontat' |ogs

file get activelog cuic/logs/cuicsrvr/ recurs compress
Intelligence Center Serviceability Service

file get activelog cuic/logs/jmx/ recurs compress

che ldoslolo 1Jpol g,y é

Spdu wepse wedle IJoslule 1dpoliyé oluueésle:

e bl pyldus IJsde IJdeds (RTMT)
« l9lo, CLI
lgwegsle RTMT

Lovlb ouisd RTMT Jddeslole IJewli,e:

* https://<LiveData_IP>:8443/plugins/CcmServRtmtPlugin.exe

Collect Files

| SelectLiveData Services/Applications |

[ Select all Services on all Servers

Mame All Servers

CCE Live Data ActiveMQ Service

[[] ucce12621d jo123 local

CCE Live Data Cassandra Senvice

CCE Live Data Event Store Service

CCE Live Data Socket |0 Senvice

CCE Live Data Storm Senvices

CCE Live Data Web Service

CCE Live Data Zookeeper Senvice

I 0

SHMP Java Subagent Adapter Service

I 0

|guegsle CLI

<tfroot>




CCE Live

file get

CCE Live

file get

CCE Live

file get

CCE Live

file get

CCE Live

file get

CCE Live

file get

CCE Live

file get

<tfroot>

Li veDat a

file get

Data ActiveM

activelog Tivedata/logs/Tivedata-activemq

Dat a Cassandra Service

activelog Tivedata/logs/Tivedata-cassandra

Dat a NA NX Service

activelog Tlivedata/logs/Tivedata-nginx

Dat a Socket.| O Service

activelog Tivedata/logs/socketio-service

Dat a St orm Servi ces

activelog Tivedata/logs/Tivedata-storm

Data Web Service

activelog Tivedata/logs/Tivedata-web

Dat a Zookeeper Service

activelog Tivedata/logs/Tivedata-zookeeper

(Al'l of the above conbi ned)

activelog Tivedata/logs/ recurs compress

5150 IDs

Sedu cepse uvedle IperSle Lluwole:

e blé pylus IJsde IJbe s (RTMT)
« l9lo, CLI

lpuegsle RTMT



bovlb oujsd RTMT Jdegyule

* https://<IDs_IP>:8443/plugins/CcmServRtmtPlugin.exe

Collect Files

(" Select1dS Senices/Applications |

L] Select all Services on all Servers

Mame | All Servers

Cisco Identity Service [

lwegsle CLI
<#root>
Cisco ldentity Service

file get activelog ids/log/ recurs compress

5150 VVB

Sedu wepse uwedle VVB Olgueesle:

e blé pyldus IJsde IJbe s (RTMT)
« l9lo, CLI

lpuegsle RTMT

bovlb oujsd RTMT J VVB

.« Gp wouwesd 1Usgsd [Us Lowes 316 VVB (https://<vb-IP>/appadmin/) sloedd 1Js bl

[

>> | Loldle >> bls o)l 8wé IJs e IJbeds 1Je9z36 pu Cisco J Windows

| [ ucce1262ids jo123local |




Zollect Files

| Select VB Senvices/Applications |

] Select all Services on all Servers

Mame

All Servers

Administration

] 125wb2 jo123.local

Cluster View Daemaon

OB Perfmon Counter Service

Database

Engine

SMMP Java Adapter

Voice Subagent

I

I

lguegsle CLI

<#root>

Adm ni stration

file get activelog /uccx/log/MADM recurs compress

Cl uster View Daenpn

file get activelog /uccx/log/MCVD recurs compress

Engi ne

file get activelog /uccx/log/MIVR recurs compress

Dat abase

file get activelog /uccx/log/db recurs compress
file get activelog /uccx/log/out_UccxDB*

DB Perfnon Counter Service

file get activelog /uccx/log/perfmon recurs compress

SNWP Java Adapt er

file get activelog /uccx/log/out_jsadkagt®

Voi ce Subagent

file get activelog /uccx/1og/SNMP recurs compress
file get activelog /uccx/log/out_uccxagt®




SpeechSer ver

file get activelog speechserver/logs/SpeechServer

¢l>p Cloud Connect

Sedu wepse wwedlo logald Iduwelus oluwedsle:

e bl pyldus IJsde IJdeds (RTMT)
« l9lo, CLI

lwegsle RTMT
boolb oujsd RTMT J Cloud Connect:

* https://<cloud-connect_ip>:8443/plugins/CcmServRtmtPlugin.exe

Collect Files -
i Select cloudconnect Services/Applications |
[_] Select all Senices on all Servers
Mame All Servers [_] ucce1262ccpub jo123... ] ucce1262ccsub jold
Ansible Controller [ [ [
Cisco Cloud Connect CLIS ] ] [
Cisco Cloud Connect Cherrypoint [ [ [
Cisco Cloud Connect Config-Merge [ [ [
Cisco Cloud Connect Container Manager [ [ [
Cisco Cloud Connect Dataconnector [ ] [
Cisco Cloud Connect Digitalrouting [ [ [
Cisco Cloud Connect Inventory ] [ [
Cisco Cloud Connect Management ] ] [
Orchestration Audit ] | [

|gwegsle CLI

<#root>

Refer the follow ng docunent - Manage Contai ner Services and Coll ect C oud Connect Logs in Contact Cente

¢l CCP - Lulo il SocialMiner

Spdu ogpse gwedle CCP Lluwedsle:


https://www.cisco.com/c/en/us/support/docs/contact-center/unified-contact-center-enterprise-1262/222318-manage-container-services-and-collect-cl.html

e bls pyldus IUsde IJdeds (RTMT)
« lgle, CLI

lpuegsle RTMT
bovlb oujsd RTMT J CCP

« wwed 1Uxged IJs uowdzs Iblye CCP (https://<ccp-ip>/administration.jsp) sloedd 1Js 16
>> RTMT oujsd

Collect Files -

[ Select CCP Senices/Applications |

L] Select all Senvices on all Servers

Mame All Servers ] ucce1261cep.jo123.local
CCP Chat Gateway Senvice

CCP Datastore Sernvice

CCP Indexer Service

CCP Migration

CCP ORM Sernvice

CCP Public REST API

CCP REST AFI

CCP Runtime Senice

1
1

CCP XMPP Server Senvice

|queésle CLI
<#root>

CCP Chat Gateway Service

file get activelog mmca/logs/ccp-chat-gateway/*
CCP Dat astore Service

file get activelog mmca/logs/ccp-ds-storage/*
CCP | ndexer Service

file get activelog mmca/logs/ccp-ds-indexer/*
CCP ORM Service

file get activelog mmca/logs/orm/*

CCP Public REST API

file get activelog mmca/logs/ccppublicapps/*



CCP REST API
file get activelog mmca/logs/ccpapi/*
CCP Runtine Service

file get activelog mmca/logs/runtime/*

CCP XMPP Server Service

file get activelog mmca/logs/ccp-xmpp-server/*
CCP Tontat

file get activelog mmca/logs/tomcat/*

wwedlo WebProxy

* 1Jzuosd eds pJud ActiveVelog /webproxy/webproxy_cli.log
* |Jzuosd eds pJud ActiveVelog /webproxy/error.log
* 1Jzuosd eds pJud ActiveVelog /webproxy/webproxy_launcher.log

Ilspo IJpJdsle activeModel /webproxy/*
* ¢bl.log

» webproxy_cli.log
* webproxy_launcher.log

PUUPO LYPUVL
« web oY)ble Idpddle Idzuosd eds ActiveVelog e Cat/log
IJo,dse

* oowsw ldpdud system-history.log
* cowsw ldedu install_log*
oo Blises IUpdule 1

¢ Louso Blises Idpddle I oWl uosd IJolst (suvs 03l 1Jle) 1Jpdle 1Je92936 Lopw
sded IJoewse pg olluosd IJobsg sldsse)



lJUU‘”C |-.Jr°C1fo|OxJ

* lzued eds pdV vouuwsd CMitrace/dbl/*dbl_repl_cdr*
* 1Jzue9d eds pJud ActiveVelog cm/trace/dbl/sdi/replication_scripts_output.log

IJodlb 2506 VOS
<#root>

Initiate the packet capture

utils network capture ethO file vos-pcap count 10000000 size all
OR
utils network capture-rotate ethO file vos-pcap count 1000000 size all [for log-rotate]

Li st packet captures
file 1ist activelog platform/cli/*.cap*
Downl oad the packet capture

file get activelog /platform/cli/vos-pcap.cap

Cisco Unified Call Manager (CUCM) 9 wzJlo IJIob 6
lJlwlgwse 1JIE)s

https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callma

pedyple Sl LoJs

sdsd oopse zJs ) CCE
PCCE 12.6(2) - > JsJ lJesile

lJ>g o lJo 90 9l ool - Cisco Systems



https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/211351-Collect-Communication-Manager-Logs-via-t.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/design/guide/ucce_b_ucce_soldg-for-unified-cce-1262.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/design/guide/ucce_b_ucce_soldg-for-unified-cce-1262.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/pcce/pcce_12_6_2/maintenance/guide/pcce_b_features-guide-1262.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/pcce/pcce_12_6_2/maintenance/guide/pcce_b_features-guide-1262.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/configuration/guide/ucce_b_features-guide-1262.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_6_2/configuration/guide/ucce_b_features-guide-1262.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

agy 030 IJUjapd )
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