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leob IJpuwedre eds beld perd oumesd 1dsgad 1Uelue wo Jdpss IJeluss Os yodzs
ouvesd 1Uxged 1Ugluos wp9s; IJogse (IdP).

IJecbdule IUIlguluss
IJpobdolo

w9os Cisco viu oJ9y s pgy9s wldpesluose 1Joldse:

- 0299 oywesd »g9J UCCE SSO 9 AD FS
- w299999d vdd IJuue IJogvgos (HTTP)
- J&s wopss Iduue Idouigws (HTML)
cJEb opsy oldss IUiely 2.0 (SAMLY2)
1Jedssus ldedese 2.0 (OAuthv2)

- 1oy gJs Windows PowerShell (PS)

- lJogsleo pg JavaScript (JS)

lJedyule IJpuuwcsped
ouwow Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Ido)lez 9ldedsule 1Jpebss Ideldss:

- UCCE 11.5(1) slgJs
- Finesse 11.5(1) 90l (99,9
- Cisco Unified Intelligence Center (CUIC) 11.5(1) 9,0l L99.3.



- Microsoft Active Directory (AD) - AD p&wo eJs Windows Server
- AD FS 2.0/3.0
- uble IJouvgsd Windows Server 2012 R2

U logvle LJpE_.J_SIolu I,J_9IJ)6 WIS o3l IJpwews pu I._Jiao)é 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu E_rOgSE_ |.J|E_OJO |.JrD.JUua)fOO k9.5 o5l |.Jrouuuu) uu!J_9gSU rorouuja (ldu_}lkﬂgs) l)l \Jluu

peJsele iu»'uunsa

VS wuwgsd 2¢9d UCCE SSO: szw eds IJpuveese 15¢ld persd ogwesd 1Usgad 1UElue o
posu: Idlads Vs LoWes wuwesd 1Uxged IUs wbosy UCCE (Finesse, CUIC: gds uwesd
lJpeld) sldeluss Ws Lowes wuwesd 1U>g9d 1Us 1dP (W zldo [uwegsle bysds puol> 96
1Jopeldg). WS 1dpeld 1Jp9zes Ws 03l ldpuwowsc Swp luveésle 3006 logls Active Directory (AD
FS) Jpg ).

ewsel sop opdsy SSO W UCCE: v beld persd ouwesd IUsgad sldunélo eds )
lJouwdspelouwesd 1U>89d eJs CUIC/Finesse: swp wgisu p&yd ouwesd IUxgsd 1U3s wp
[>¢ldo Vs pJ vy IJLowlb ce_username ssep Iz lb gJso Jepdsle lebo IJogzso
IJs gbp 1J09so (IDs) ep lJs 1dP. oo 1dppedo luwedsle pdod og)s Idhoulb 03l Bs LoWzs
ouwesd 1Uxged 1Us AP Jugiy pe)od ouwesd 1U>gsd odllssl.

JJpolzesc Ospl sds peld Jpgblb w399 HTTP/SAML 2o Yo Idpuwegsp Iduolss glpd
Finesse gulbws 9 UCCE o9 ¢lsp Finesse.

Finesse User IdP c .
Finesse SAML & OAuth flow for achieving SSO
@@ - in Finesse with IdS
1
I
101 ! 1 : (1) Agent/Supervisor accesses the Finesse desktop URL
: 2 : : : (2) Finesse detects that authentication mode is SSO and redirects
€ i 1 i the browser to IDS
I 1 1 1
I 3 I *I . 1 (3) Browser sends the redirect authorize request to IDS.
I T ]
: : : : (4a) 1dS detects user has invalid access token
4b
:: : —: : {4b) I1dS redirects the browser to Identity Provider {IdP)
} 4c } : ): (4c) Browser sends SAML GET to IdP
: } } 5a : (5a) IdP provides login page for authenticating the user
:‘l' : ; |' (5b) User enters their credential
I sb H ! | (6a) IdP sends SAML assertion back to browser which has UID, IdP Cookie
i 4 i ]
I i 1 6a 1 (6b) Browser sends SAML assertion to the 1dS
I 1 1 1
1€ T T 1 (6c) 1dS validates SAML assertion, creates the access token &
L 6b : - | authcode and sends back to the Browser
o
: : 6a 1 : (7) Browser issues GET of the Finesse desktop with access token
F ; ; : : (8) Finesse gets the access token and validates it with IdS
I 1 I 1
f >| 8 o 1 (9) IdS sends back that token is valid
1 I rl 1
I 10 &——- 9 -l 1 (10) Finesse checks user role and provides user access to resource
I(___I I 1
i 1

o3l peld gds 199w bdole IJgbes 4 HTTP IJpsunds oo puve e 9w Jdpuwodse IJuolss
IJs AD FS (IdP).

Request URL: https://dc01l.omozol.lab/adfs/1ls/?SAM.Request =t ZTBjt owEl bv%2BxSR. . .
Accept: text/htnml,application/xhtm +xm , application/xnm ; g=0.9,imge/ webp, i mage/ apng, */*; q=0. 8
Accept - Encodi ng: gzip, deflate, br



Accept - Language: en-US, en; g=0.9

Cache-Control : no-cache

Connecti on: keep-alive

Cookie: cc_username=agentl%40omozol.lab

Host: dcOl. onozol .| ab

Pragma: no-cache

Referer: https://fnsO0lp. onpzol .| ab/ deskt op/ cont ai ner/ | andi ng. j sp?l ocal e=en_US

Upgr ade- | nsecur e- Requests: 1

User-Agent: Mozilla/5.0 (Wndows NT 6.3; Wn64; x64) AppleWebKit/537.36 (KHTM., |ike Gecko)
Chrone/ 69. 0. 3497. 100 Safari/537.36

IJodssu

pe AD FS 3.0 Jpg ). sup wedsd IJodssu pu gdld wessd pJus onLoad.js: 9lJss s890 AD
FS ohb¢ldo Ws Lozs HTML IJos wpe beleol Jdpuwoése luwozles Jbde hitps://I<AD FS
FQDN>/ADFS/ls/.

IJgb9s 1. Jogsrsd pJud onload.js: §p wouos) IJpdw go,) cmdlet J PowerShell [Js filesystem
(Lblp IJpdSle):

PS C:\> IJoo>s)-AdfsWebTheme -lJl v e IJIW ol o -DirectoryPath c:\temp\adfs\
Swpe 928 pJd onload.js Vs o3l IU>JsJ:
C:\temp\adfs\script

IJgb9s 2. Lule gds couwsd ouwesd 1J>g9d: Bp wlupls §uoluos IJoedsele 1dw,prss JS
IJpolgwes Bsls pdlo Os IpdO Ehe vuslolpoubd IJogdsele 1o, pzsé 1Jpsz9s
ded. pu led Iduwesds: $p luolboo I Iuwdd IUpdos.

v dJ 18)luos wobde (oBzs wuwesd IUsgad IJos swp w@sspeol Jeuwegses SSO

w9l wlos AD FS s Windows Server 2012 R2 | wp puwwgsp SY9G wp9de UserPrincipleName
(UPN). o3l cuuvsd subvwo ldesss IIdYe,gus: podlc user@cisco.com. Vs o) loyold peld
Slzse spdu wedsd Lodes wuwesd 1Usead [Js AD FS JJuwple wpersd puveise wuwshb
sAMAccountNameUser (UID) Jl souopu luvp pgld Jzie po luwpe lJpuweése.

!')I Iy lywp puwegse UPN szolz [ds ig, SY9u pr¢d eds Loz wuwesd 1Uxged IJs AD FS.
luweesp Yuoluod 1)) 0do:

/1 Get cc_usernanme as login ID from HTTP Cooki e header
if (document.cookie) {

/1 If the position of cc_usernanme in the cookie is the first position, 0... if
(docunent . cooki e. i ndexOf (' cc_username') == 0) {
/1 Split the cookie into an array with the delinmtor being '=" var cookies =

docurnent . cookie.split('=");

/1 1f the first element of the array is cc_usernane then...

if (cookies[0] == "'cc_usernane') {

/1 ...the second elenment will be the actual username and we shoul d save that. var cc_| ogi n_name
= cookies[1]; } // Custonize Login page: add domain if needed as AD FS by default require | ogin
IDin UPN form

/1 1f the parsed login is not null, do the following logic if (cc_login_nane != null) {

/1 1f %0 (encoded '=') does not exist in the login nane... if (cc_login_nane.indexCf (' %0') ==
-1) |

/1 ...then add ' @omain.com to ensure a UPN format is input var userNanmeVal ue = cc_| ogi n_nanme +

'@ + 'dommin.com;
/1 Populate the UPN into the userNarel nput of the page, and put the focus


https://docs.microsoft.com/en-us/windows/desktop/ad/naming-properties
https://docs.microsoft.com/en-us/windows/desktop/adschema/a-uid

/1 on the password. document. get El ement Byl d( " user Nanel nput"). val ue = user NaneVal ue;

docunent . get El ement Byl d( " passwor dl nput").focus(); } else {

/1 Otherwise, if %0 does exist in the username, replace it with the @sign

/1 and popul ate the UPN into the userNanel nput of the page, and put the

/1l focus on the password. var userNaneVal ue = cc_l ogi n_nane.replace(' %0', '@);

docunent . get El emrent Byl d( " user Nanel nput ") . val ue = user NaneVal ue;

docunent . get El ement Byl d( " passwordl nput").focus(); } } } }

WO o3l IJuwlo)e sgw wedsd domain.com Jseblod pg peld gpdle UCCE I3 wp luuwgsle UPN
Jperd wywesd 1d>ged.

var userNanmeValue = cc_login_name + '@ + 'domain.com' ;

pdlebé: suvegse AD FS ouwesd 529d UPN b dd lwe,luos. Lee lJs >dsd psié
UCCE: IJ¥ od oywzsd 1Usged IJIzbs: oguosue wodes ouwesd IJ>ged [Js AD FS
l2oshsl Wwes Windows Server 2012 R2 JJwpelg wBuve 89 IJpuwodsp 29d Jsdso
od9sy LoWEo wuwesd 1Uxged IUs AD FS Jduwelz vouvesd >¢9J SAMAccountName.

Bl Yly sew =!.>'CIJ luwe puvwése SAMAccountName (UID w9 pgld) ©Os woWzs wuwzsd 1U>ged
IJs AD FS: Iuweésp i Idogdsele 1o pzss oil:

/1l CGet cc_username as login ID from HTTP Cooki e header
if (docunent.cookie) {

/1 If the position of cc_usernane in the cookie is the first position, 0... if
(docunent . cooki e. i ndexOf (" cc_username') == 0) {
/1 Split the cookie into an array with the delimtor being '=" var cookies =

docurnent . cookie.split('=");

/1 If the first element of the array is cc_usernane then...

if (cookies[0] == "'cc_usernane') {

/1l ...the second elenment will be the actual usernane and we should save that. var cc_| ogi n_nane
= cookies[1]; } // Custonmi ze Login page: renove domain if needed to use login ID in sAMAccount
form

/1 If the parsed login is not null, do the following logic if (cc_login_name != null) {

/1 If %0 (encoded '=") DOES exist in the login nane... if (cc_login_nane.indexOr('%0"') = -1)
{

/1 ...then split the login into an array about the @sign and only keep the usernane.

var domnai nLogin = cc_| ogi n_nane.repl ace(' %40', ' @)

var noDomai nLogi n = domai nLogin.split(' @); var userNaneVal ue = noDonmai nLogi n[ 0] ;

/1 Popul ate the sAMAccount Name into the userNanel nput of the page, and put the focus
/1 on the password. docunent. getEl ement Byl d("user Nanel nput ). val ue = user NaneVal ue;
docunent . get El enent Byl d( " passwor dl nput™).focus(); } else {

I/ Oherwise, if %0 does not exist in the usernane, there is no "@onai n",

/1l so popul ate the sAMAccount Nanme into the userNanel nput of the page,

/1 and put the focus on the password. documnent. get El ement Byl d("user Nanel nput"). val ue =
cc_|l ogi n_name; docunent. get El ement Byl d(" passwordl nput").focus(); } } } }

pdlebs: 111J)095 s 1U)p5 ouvs) IUs |JggJ§é|g. @pdlg 51Js 030 IJglbyb |51 Jly 3JY
plodscl. slde, oo puol 09 Idpuuless s Wop L,6 2lulwd,sww.

IJ¢bogs 3. Iz 81 onLoad.js gle> wepsdo £Js wuwd 95w AD FS 2385 wlgwegsle I9le,
PowerShell IJolJsé:

logsle uuwd AD FS peuouo wluwedsle I8l pu IJouwd ISl os:
IJisé PS C:\> New-AdfsWebTheme -Name 1J ez 0o -SourceName IJIw o)l os

SESSU uuwd AD FS Idpzuoue Jugilb:


https://www.cisco.com/c/ar_ae/support/customer-collaboration/unified-contact-center-enterprise/products-feature-guides-list.html

PS C:\> Set-AdfsWebConfig -ActiveThemeName o¢_o_o
Bp wogpesd pdd onload.js IUeses>d IJs IJouwd [Jpguoue:

PS C:\> Set-AdfsWebTheme -TargetName |Jo¢ oo -AdditionalFileResource
@{Uri="/adfs/portal/script/onload.js"1J e v|,="c:\temp\adfs\script\onload.js"}

pdlelbé: Jl wogs gles Jlglé wuvgsd AD FS. sup wessd IJouwd IJuuvb od@lssl.

IJoedd pu lJuoes
lguegse 03l IUBuwe Joldss gpd IUedsss wuvdd Lozse.

Sp wouwesd IUsgsd 1Js Finesse Iy CUIC Ll wegslp euwle wpdsy SSO Lluuwesle
sAMAccountName Iy UPN Jpg, 8 o wzsd 389J (Seops Js wdsso AD FS) sJlzb iuo Bis
w928 wwesd 1Usg9d [Js AD FS sep odilssl pde persd ldpuwedse pg Iosdss eds edd
pboldos IJps 1Je,9). Sew beld IJes 1des) Béb Jeolugs ouvesd 1J>g9d.

OMOZOLLAB SSO ADFS

Sign in with your organizational account

agent1@omozollab

Passward

Sign in using your cperating system account

© 2013 Microsoft

% (@] Glements Console Sources Network Memory  Application  Security  Audits

Page Filesystem » i [ SAMULRequest=tZ 1ol Tug%30%30 * Bl m - & %

[ top 274 <fdivs | v Threads

- 273 <rdiv> * Main

& dedlemozalist 2 <script type="text/javascript's
v [ adfs 277| frespoparar » Watch
s e s Copyrignt (c) Wicrosoft Corporation. ALl rights reserved. v Call Sack
I TSAMIRequest=tZTBROWE 210/ Tuis FiLe contoins several workorounds on inconsistent browser behawiors thot odeinistrators moy customize.
v B portal 281 “use strict”
282 ¥ Scope
v s
283 s/ Get cc_usernope o5 Lopin ID from HITP Coorie peader
» I illustration 284 if (document.cookie) {

285 if (document.cookie. inage: A username’) == @) {
286 var cookies = doeume e.spait('="): ¥ Breakpoints
287 == * Mo b
288
289 » XHR/fatch Breakpoin
290
201

» DOM Breakpeints

luvoduiles IJIgble 9] oJlzol
S99, 031 1lJBuwp pedsple spdod luueislpol Jluvedld igble IJodssy sluadizol.

B 2lJ8 9295 publdd: swp luwegsle bsle pbg, IJsse JJozdd eel BlIlue ldegssdle po
onLoad.js > wp z9uol Bs LoWes HTML IJeyzeo 9l3l wp pdlzbs ls IEble WO 9236 wedp
pun oo [Jsw.

pedsple dlo Lodé

- Ixole plog, Firefox


https://developer.mozilla.org/en-US/docs/Tools

- bolo pboyg) )90
. Iele 1 plog, J Internet Explorer (F12)

- luwpe 2wl SAM
- userPrincipleName

- UID
. I5Jé p.sjle Cisco Unified Contact Center Enterprise
< ldogp o dus 9l ol - Cisco Systems



https://developers.google.com/web/tools/chrome-devtools/
https://msdn.microsoft.com/en-us/library/hh968260%28v=vs.85%29.aspx?f=255&MSPPError=-2147217396
https://docs.microsoft.com/en-us/windows/desktop/adschema/a-samaccountname
https://docs.microsoft.com/en-us/windows/desktop/ad/naming-properties
https://docs.microsoft.com/en-us/windows/desktop/adschema/a-uid
https://www.cisco.com/c/ar_ae/support/customer-collaboration/unified-contact-center-enterprise/products-feature-guides-list.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



