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IJecbdule IUIlguluss

IJpobdolo

o900 Cisco Llu oday Jssd pe,s Lldeslose IJeldss:
- Juolsle SSL
« bhé Blsow

- 31,6 gl Windows
- wedsd Idodlb 1Jz5e6 wluvegsle Wireshark

lJedyule IJpuuwcsped
ouwow Idpgdsele 1Uglo WO o3l ldpuwews 1Js luesble Ido)lez Ioldse:

- Unified Contact Center Express (UCCX) 11.x
- Finesse 11.x
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wlo zese IJlzejd IJpuwodpd Ss o3l 1dpuwous wodssu peumde (IBlups). Bl Jlve
wedod 98 ldogvgsd Volds po Wopd Jdules) Idpzepd Jls le).

peJsple luwlywss
030 05 1Ub,98 IJos B> spae Besol IJgbl:

e, o wgpsd uwduwds IJguvoble 1Jpsesd wol [Js Finesse
- olds pu lehs wubgsd 1Jesbe/ldgsele 1duozses
-1, lue wew luolws IJbIs 1U3dse |Js wilbsb Finesse wlwegsle guslo URL J
HTTPS sic euwslu URL spdu lJ9e9d [Jso
03l 09 IJg bl IUss wp pdlzboo gus wuvesd IJgpsd 1Usg9d | s Finesse:

"Jlue ould pubddle Vs g0 030 IJi>16 1J39.s6. javax.net.ssl.SSLPirUnverifiedException: Je
oup puob¥s ldubs)"

ol | I ll I+ Agent Another User (another-user) - Extension 5000
Cisco Not Ready ¥ 00:19
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IJuwsoubisy 10 $d9p 1Uehe IJpuossd olJoVly o eds Golise IJopde S
lJsu29d (TLS) s 1Jlewsd

eud Jslp Finesse Server bJdo louold wldghbe 1Jpuosd: wgdu Finesse Tomceat g $lispes
woubds) IJogbds) IJos wgpol.

Jlswp e v lJounlds) vuvow IJogle Uip(;@&
131 Blo IJgbp IJpuosd woeass ks pu 030 IJuud)le: sep ,8uo IJlouold:

- TLS_DHE_RSA_WITH_AES_256_cbc_SHA
- TLS_DHE_RSA WITH_AES_128_CBC_SHA
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1. ©@>p Finesse §lispo lJpivd)le 1Upsg9p6 1UElLoo ol s ¢bgs Client Hello:

¥ TLSv1l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (8x8381)
Length: &7
¥ Handshake Protoceol: Client Hello
Handshake Type: Client Hello (1)
Length: 63
Version: TLS 1.6 (8x8301)
Random: 5cacb293bSefdbdcflbb34464d7deSt5060b08aS%beb81d29...
Session ID Length: @
Cipher Suites Length: 24
v Cipher Suites (12 suites)
Cipher Suite: TLS_RSA_WITH_AES 256 CBC_SHA (©x9035)
Cipher Suite: TLS DHE RSA_WITH AES 256 CBC_SHA (8x0039)
Cipher Suite: TLS _DHE DSS WITH AES 256 CBC SHA (@x0038)
Cipher Suite: TLS_RSA_WITH_AES 128 CBC_SHA (@x002f)
Cipher Suite: TLS_DHE_RSA WITH_AES 128 CBC_SHA (8x8033)
Cipher Suite: TLS_DHE_DSS WITH_AES 128 CBC_SHA (8x8032)
Cipher Suite: TLS RSA WITH RC4 128 SHA (©x08885)
Cipher Suite: TLS RSA_WITH 3DES_EDE_CBC_SHA (©x08880a)
Cipher Suite: TLS DHE_RSA WITH 3DES_EDE_CBC_SHA (8x0016)
Cipher Suite: TLS_DHE_DSS WITH_3DES_EDE_CBC_SHA (8x0013)
Cipher Suite: TLS_RSA WITH_RC4_128 MDS (0x0804)
Cipher Suite: TLS EMPTY RENEGOTIATION_INFO_SCSV (@x00ff)
Compression Methods Length: 1
Compression Methods (1 method)

2. Jo3l lJloold TLS_DHE_RSA_WITH_AES_256_CBC_SHA wp lgosho woluvbs 1 e
lJeuos loule ¢lbgs Server Hello Jly o3l leds Vs $lispwo JJuvd)le 1Jpdsods.



¥ TLSv1 Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)
Version: TLS 1.0 (8x8381)
Length: 2557
¥ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.8 (6x8301)
Random: 5cacb292c4d71836271620a0866T9bbcebd60dcb849b59cae..
Session ID Length: 32
Session ID: 4c2900808ce66898cc994a332193b0dal244chb9fB83T69c26..
Cipher Suite: TLS DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
Compression Method: null (8)
Extensions Length: 5
Extension: renegotiation info (len=1)
Handshake Protocol: Certificate
¥ Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 1832
Diffie-Hellman Server Params
¥ Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length: ©

3. «yuwd Finesse cuwsol Wbzl soog 2ol JJlouold:

¥ TLSv1l Record Layer: Alert (Level: Fatal, Description: Internal Error)
Content Type: Alert (21)
Version: TLS 1.8 (8x8381)
Length: 2
Alert Message
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Windows Server uluuogsle o)) wog peeses Windows (gpedit.msc).
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ogwps Finesse Tomeat g Js 099, ol SUNMSCAPI oy Java Joglds) Isgp Jpgodud
e9besle IUosldse 99blisw IJogvlds) lJos oguagspel Microsoft. wage zese 1Jluosble
lJeldse pu Java (1.7 9 1.8 9 1.9) ¢9ljpsle 1Ju9dse 030 W Yb:

- MD5withRSA

- MD2withRSA

- NONEwithRSA

- SHA1withRSA

- SHA256withRSA
- SHA384withRSA

- SHA512withRSA

lool J8Y)8 2538 Iu wopdd pu luesl Java lUss swop wuvgsde eJs élop Finesse Joldss
IJgsbsesle Idos swp sgpol Os o3l 1dluosh. spdu Idozdd pu lUluosl pu 1dsuesd 1dz3)
wluwegsle o3l 1Jle,: Java -version

pdlebé: Jpiss pu IJodlosd 29d 098, Java SUnMSCAPI Lyze IUs
https://docs.oracle.com/javase/8/docs/technotes/quides/security/SunProviders.html#SunMS
CAPI

I3l wp w98s, Lol pg wodse ) gy 1Updds, ledlo. BJu swpdu Finesse pu luvaésle
IJuiol>e Jlugvle louold TLS Ligbp IUluwouols. syied 3JY IJvoble 1Je9 986 wu9e w9 9SE
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Secure Sockets Layer
- TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Certificate unknown)
Content Type: Alert (21)
version: TLS 1.2 (0x0303)
Length: 2
= Alert Message
Level: Fatal (2)
Description: Certificate unknown (46)

gwd 030 lJu¥bs pu IJuoy9)s IJoedld pu |Ju.u0|.)|u lJp 9506 o0 God IJEbe IUpuosd 9ldoze
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Field Value

Dﬂersiun V3
DSignaturE algorithim RSASSA-PSS
Eﬁgnature hash algorithm shal
Dlssuer =

Tuesday, June 2, 2015 3:41:1...
Wednesday, June 1, 2016 3:4...
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Bloe w9dse i@ u‘bol.)gé I Iduwduvds pg RSASSA-PSS. sw id IJlouold. W 030 IJz1Js
Sbo, oyl 1Uz)eé 10 1desze 1dpuor9 1Uzd) suvegse RSAa-PSS Juobwoe 1UEl06:

- certificates (3906 bytes)

certificate Length: 1728

- Certificate: 308206bc308205a4a003020102021374000000243b805da0g. ..

# signedcertificate
# algorithmIdentifier (sha256withRSAEncryption)
padding: 0

encrypted: e6230df257be9d34c0f57bc2f88c081c4186aaad092c8155. ..

Certificate Length: 1114

- certificate: 308204563082033ea0030201020213160000000a93cd17d6. ..

# signedcertificate
# algorithmIdentifier (sha256withRSAEncryption)
padding: 0

encrypted: 889be6all25c758cd0009b392d3b90a69b64546dcee09c84. ..

certificate Length: 1055

- certificate: 3082041b308202cfa00302010202107b70dbb7c2760dav4f. ..

# signedcertificate
- algorithmIdentifier (id-RSASSA-PSS)
Algorithm Id: 1.2.840.113549.1.1.10 (id-RSASSA-PSS)
# RSASSA-PSS-params
Padding: O

encrypted: d8e9l5ladc76bde55F9277fce916613ce26199e3b50dch54. ..
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https://pkisolutions.com/pkcs1v2-1rsassa-pss/
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