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2. Browser adds additional information to the

1. Client initiates request, request and forwards it to the server.
> | > |=
=)« 2
Client Browser Server
4. Browser decides whether the client should 3. Server decides how to respond to the
have access to the response. request, and sends the response to the
browser.
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HTTP GET fcuic.uccelab.tac/cuic/rest/..
HTTP GET /cuic.uccelab.tac/cuic/rest/.. Origin: https://finessep.uccelab.tac:8445

» T 3

(—— L - <
Client Browser HTTP/1.1 200 OK Server
Access-Control-Allow-Origin:"*"
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1. Browser sends request to server.

g — »

=X
Browser Server

Client

2. Because there is no Access-Control-Allow-Origin
header, browser doesn’t send response to client,

wuig 030 1Jue9,s gpdse CORS wlddled: pe wods; elue eds pozds Idlzeol 1dpwsss:
sldus os luwluwss Jegldes logle pesué pu bdole IUluod IJoubds.

Client initiates request to server through
Browser sends preflight request

the browser
} = 1 ’ .
Server sends preflight response —
3
Browser sends the actual request
>
I -l
< i +
Ciers Client receives actual respanse - Server sends the actual response Server
Browser
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« c © Mot secure Jhtps//finessep.uccelab.tac:8445 Qesktop/container/?locale=en_LUS# /myStatistics

il ; - @ Ready
CISCo Cisco Finesse @ 00:13:26 Y

Agent Summary

Agant Statn Logged On Time Ready Timea Mot Ready Time % Mot Ready Time
Home laty, gt _ 17:27:27 00:13:24 17:14:02 98.7%

My Statistics

D

My History

sope bhuwld bde gsble HTTP (bdo IJiRool) IUpwsss) IUs Ebe wslole CUIC/Live. sgas ol
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48 SAML-tracer - O

® Clear WIREETECE + Au (<!l 7 Filter resources | & Colorize RA=-ToRue Nyl
. cuicpub.uccalab tac/se 4

=k

HTTP

Iﬁ’llﬂhs WLth:EHLuinJh.utLeldh.ld:flivﬁdaLe!dpifInaphw&L%uuuusL!dﬁenLCcrf;g!J>E"Zﬁ"agewtl&lﬂhuﬁazl HTTP/1.1
SULEL . r,

dccess-Control-Request-Method: GET

: e e inadattdile 1, content - type ,domain, ldauthheader,locale, peripheralid

rigin: https://finessep.uccelab.tac:8445
ser-Agent. MoZllla/>. & (Windows o Mingd; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.@.8.8
safari/537.36

sec=-Fetch-Maode: cors

cec-Fetch-5ite: same-site

Sec-Fetch-Dest: empty

leferer: https://finessep.uccelab.tac:8445/

Sdccept-Encoding: gzip, deflate, br, zstd

fdccept-Language: en-US,en;q=0.9

SEMVEr: NELNX
date: Sat, @1 Feb 2825 17:33:34 GMT
content-type: application/octet-stream
itk
ccess-contrel-allow-origin: https://finessep.uccelab,tac:8445 I
ACCeSS-Con Mdx-dge: bgd
access-control-allow-credentials: true
access-control-allow-methods: GET,POST,O0PTIONS,PUT,DELETE
access-control-allow-headers: Content-Type,X-Requested-With,accept,Origin,Authorization,Access-Control-Request-
Method,Access-Control-Request -Headers ,Domain, locale, peripheralid, ldauthheader
access-control-expose-headers: Access-Control-Allow-0Origin,Access-Control-Allow-Credentials,Access-Control-Allow-
Yethods ,Access-Control-Allow-Headers, Access-Control-Max-Age

ro

lo) 9lz06 o, 1JIgle, (CLI) gds euuey IJepde CUIC/Live Data Server Iss swp Iduwele
Jdeuusl oldsuesd IJs pshs Iduslole Ideulyins 1glues wo. sl oe cdsse Iued ¢bp Finesse
(FQDN 9p00930) WO 030 IJlgsbloc Wewsss spdo JJgpdle )00 wdlosd IUblo 1J33s6
Jduoslole IJpolu,é 5lgd Finesse.
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puuldd pg bole wslule poluise g ologs Jzole ghzss W Cisco Finesse. w9W9,) 030 IJp8lJo
Slobl 1Js bls wpes uuyse pu CORS. g0.s 1518 Jlowed gl IJigble 9]l oJlzol op wuopseol
JJpuwlers Vs wuvgsue publdd puivhds 1Jesls so) Idlued IJes oéc‘;_) eJs bole Finesse
lJ3Js0: wpl B 3JY g)9,2 IJoslole Idpoligs 98 pdsle IJodled 1UIR)s IJologs Jzoo
¢bhese.
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Jodiny bls IJoede Vs 1suesd IJuwsse po 1dluesl; 12.6 1s 1dluesl; 1.0 po prds IUleuold
slgd yubz pdoo Finesse:

1. cojsd_edle 1ils 133,56 po pzd> Contact Center Check IJuyse 12.6-V1.0.2.

2. lowg peussle ped> Contact Center CORS Quick Check 12.6-V1.0 |Js >Jsd 3rdpartygadget
wepu wousy Finesse.

3. 1o 1JDs16 1J3ds6 |Js 29, [Jpuweése Idpbdow (IJsdsd 9ldpuin 96l 1Js 3J9) B
oebsb b lJpdoo Finesse. s9 oz IJpeld 1Upeyd, XML IJodyso Iduoese Jlualds o3o
IJIs16 1J38.s6.

<gadget>/3rdpartygadget/files/TestCORSgadget.xml</gadget>

Jlze 1JBLod 1o wldixsle 1U3dss Jdb,s IJelde B s s Finesse Developer 908 0J
"6 Wissle 1Usdss Jloycd IJelJe” B sdisd bls Finesse JJzuesd £ pis> oo Iagdsale
29d cepsd Idbsle 1U3dse JJbyo IJelde gluoldwel |Js gwbe Idpdew.

wpzd weesd pdBle 1Jbls 1U3dss slelhsé wubgsd ¢206 Cisco Finesse Tomeat, o9, 1116
1356 9og)u0 Sleod Idpuwep Idhuwgpss (GUI).
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e c © Notsecure hitps://finessep.uccelab.tac:8445/desktop/container/?locale=en_US#/GadgetTest

MIMIIT

: : @ Ready
ol Cisco Finesse @ i v
Contact Center CORS Quick Check

A

Home

Insert FQDN/IP address of the targeted resource

— Choose which Cisco product yvou are testing: | Cisco CUIC W |

--Please choose an option--
Statistics P

Cisco Finesse

Cisco CUIC

| Other

SpJdud weass CUIC oy Ug§|t5,.°<"> lJpouwsJé IJ&J@I B IJigds. bed luwe IJezld 1pd0J
wldIlpd (FQDN) Jgbspe CUIC s Idewd 1Jpwsw,. IJIReol) IJulee uvsdsw Jpl 09 p9Loz oul.

— c O Notsecure hitps//finessep.uccelab.tacB445/desktop/container/?locale=en_US# /GadgetTest

e : . @ Ready y
CISCO Cisco Finesse @ 00:51:44
Contact Center CORS Quick Check

Insert FQDIN/IP address of the targeted resource: .cuicpub.uccelab.tac

— Choose which Cisco product yvou are testing: | Cisco CUIC w

CORS Preflight Test Succeeded v/

Statistics

O

My History

seus ool IJolze odasy ¢bp CUIC wundd Lozse Jeuulhds 1Jeshs e, 1Jiuod (CORS)
p& ¢bp Finesse. wlbo, ywzdlo wowg SAML IUEIL06 Cldpuues,uo i bdo ¢sble HTTP
(IJI2eoly Idpwsiss CORS) we huwldo IJs Elbp CUIC. wuopu 03l IUbde gugly ¢l e Finesse
B luw IJluod. luwoele gbe CUIC yuulds HTTP 200 OK. slJiop e 3JY. 1o jluw Iuod
IJuwelz wldoede Vs 1d9u0ed B IUlpwozlué seess lsuol sds guslo ¢lop Finesse. o3l s3>



io ¢hp CUIC wp wdssuo Jduwpelz vidbdole pu iuo.J ¢bp Finesse: Jdweg vl pu lesl> CORS
wubdd Lozt

<#root>
OPTI ONS https://cuicpub.uccel ab.tac/cuic/ HITP/ 1.1

sec-ch-ua-platform: "Windows"

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, Tike Gecko) Chrome..
sec-ch-ua: "Google Chrome";v="131", "Chromium";v="131", "Not_A Brand";v="24"

sec-ch-ua-mobile: 70

Accept: */*

Oigin: https://finessep.uccel ab.tac: 8445

Sec-Fetch-Site: same-site

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://finessep.uccelab.tac:8445/
Accept-Encoding: gzip, deflate, br, zstd
Accept-Language: en-US,en;q=0.9

<{froot>
HTTP/ 1.1 200

server: nginx

date: Sat, 08 Feb 2025 01:27:47 GMT

content-length: 0

strict-transport-security: max-age=31536000; includeSubDomains

set-cookie: JSESSIONID=bE73993C4A7C1Fclb33A7AaF897B8428; Path=/cuic; Secure; HttpOnly; SameSite=Strict
pragma: No-cache

cache-control: no-cache

expires: Thu, 01 Jan 1970 00:00:00 GMT

x-frame-options: SAMEORIGIN

X-xss-protection: 1; mode=bTlock

Xx-content-type-options: nosniff

content-security-policy: default-src 'self' ; script-src 'self' data: 'unsafe-inline' 'unsafe-eval' ; s
vary: origin,access-control-request-method,Access-Control-Request-Headers

access-control -alloworigin: https://finessep.uccel ab.tac: 8445

access-control-allow-credentials: true

access-control-expose-headers: access-control-allow-origin,access-control-allow-credentials,access-cont
access-control-max-age: 600

access-control-allow-methods: DELETE,POST,GET,OPTIONS, PUT

access-control-allow-headers: referer,peripheralid,origin,access-control-request-method,locale,accept,a
allow: GET,POST,OPTIONS,PUT,DELETE

B 03l Iduwsobss: wsupe IdbIs wdssu £ Lolde Jdgpd. eIV Idpeld Iduwlode Jp sop
odgsu e Finesse Jpvo,yd gds ¢lbp CUIC. Lodl pu 3JYe sop wdsue W8 gds uluiy
CUIC. suwseé J3Jdd. sbuivd bdu Uizl IJpwsiss CORS. 9 s wozsy éhbp CUIC Lgbl
HTTP 403 (pepu9E).



“ & © Notsecure  hitpsy//finessep.uccelab.tac:B445/desktop/container/?locale=en_US#/GadgetTest

SInlir : . @ Ready .
cISco Cisco Finesse @ 01:03:50

Contact Center CORS Quick Check

Insert FQDN/TP address of the targeted resource: |cuicsub.uccelab tac

Choose which Cisco product you are testing: | Cisco CUIC hl

Statistics

O]

Test CORS Connection

CORS Preflight Test failed X

<#root>
OPTI ONS https://cuicsub.uccelab.tac/cuic/ HTTP/ 1.1

Accept: */*
Access-Control-Request-Method: OPTIONS

Oigin: https://finessep.uccel ab.tac: 8445

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, Tike Gecko) Chrome..
Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-site

Sec-Fetch-Dest: empty

Referer: https://finessep.uccelab.tac:8445/

Accept-Encoding: gzip, deflate, br, zstd

Accept-Language: en-US,en;q=0.9

<tfroot>
HTTP/ 1.1 403

server: nginx

date: Sat, 08 Feb 2025 01:54:52 GMT

content-type: text/html;charset=utf-8

content-length: 2143

strict-transport-security: max-age=31536000; includeSubDomains
set-cookie: JSESSIONID=1C7606841B83d7847486c3d18D31cEfD; Path=/cuic; Secure; HttpOnly; SameSite=Strict
pragma: No-cache

cache-control: no-cache

expires: Thu, 01 Jan 1970 00:00:00 GMT

x-frame-options: SAMEORIGIN

X-Xss-protection: 1; mode=block

X-content-type-options: nosniff



ol 015 p0 [olz 9lz0s uwlbo) I9lo, IJpuie,d IJppss (CLI. Jl sep yuys Cisco Finesse. suvs,
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<#root>
admn:utils cuic cors allowed origin |ist

cors_allowedorigins

1. https://finessep.uccelab.tac
2. https://finesses.uccelab.tac
3. https://finesses.uccelab.tac:8445
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