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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice’
* ":"‘::" General | Security | QoS | Policy-Mapping | Advanced
i g
b
LI Profile Name voica
Type WLAN
=1 xRicg
Status W Enabled
Security Policies [WPAZ][Auth({BD2.1X + CCKM)]
{Modifications done wnder security tab will appear after applying the changes.)
Radio Palicy | BOZ.1laonly
Interface/Interlace f .
Group(G} | rtp-9 voice
Multicast Vian Feature _| Enabled
Broadcast 5510 # Enabled
NAS-ID WLCS508-1

p0 lzd luwagsle 118 pdlese Cisco 1Jp,disé (CCKM): $p wopdso uusluws 1dsuesd Iezes
J Wi-Fi (WPA) 2 pg wuivdes, sesh lJousdes, [Jpcdse (AES) 9 802.1x + CCKM Juse bhs



IJpSlose Idpuosd edsol guspel oo olewd IP susgd IUluosl) 9.1(1) pu Idesulez Idelow I9
luosl) |a.)u Joedsu Jopld Idleo 1w, se.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit "voice'
""w“*mfj: | General | Security | QoS | Policy-Mapping | Advanced |
» Advanced Layer2 | Layer3 | AAAServers |

Layer 2 Security & | WPA+WPRAZ
MAC Filtering® [
Fast Transition

Fast Transition [
Protected Managamant Frame

PMF | Disabled

WPA+WPAZ Parametbers
WPA Policy =
WPAZ Policy
WPAZ Encryption W aES _ITKIP

Authentication Key Managemeant

BOZ.1X i Enable
CCKM o Enable

ne | i

Bl Jlo olotd 1P susgd luosh woolez Sloe Gud 9.1(1) Bép wopdso uusluws WPA
Nowitsle cupdes) w9eads] uwdlips IJpdlose IUpsbes (TKIP) 9 802.1x + CCKM Juse Iohé
lIJedlosz Ideuosd edsol Jopdsu Idogsld IJles Iduusse.

cIsCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice'
* WLANS 4 y Y ’ Y
At General | Security | QoS | Policy-Mapping | Advanced
¥ Advanced Layer 2 | Layer3  AAA Servers

Layer 2 Security £ | WPA+WPAZ

Filtering®

WPA+WPAZ Parameters
WPA Policy E
WPA Encryption AES MTKIP
WPAZ Policy

Authentication Key Management

B02.1X ¥ Enable
CCKM ¥ Enable
PSE [ Enable

WPA gti-randomize State | oo b s |
14

Stw CESSU oz Suwls WiFi lJpcgsss (WMM) gds "elods" Sdb [l I oledd IP Iy
IJosledd Iigs s wp cpdss WMM Gol wousise SSID o3l bis 21Jé 929> gpdle w290 WMM
B Iubveods IJedss IUJlouddss: $900s wouog 0ddle Igpdle gds SSID / WLAN ig)s. Il
Il soeso £Js gpdle WMM g, 11250 luuaesle oduw SSID IUzluo woledd IP. Balds py



ogSssu wog WMM gds "o wpge wo'.

wpdsu Idogde Cbo 1Usgad Ids udls 1dsuesd (AP) 7920 (CAC) JJledlu eu preses [Ugsple
ol usd (Q0S) Jz96 1Jssp6 (QBSS) JJg pes.

cCISCO MOMITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit 'voice’
* WLANS [ i
A General | Security = QoS | Policy-Mapping | Advanced |
b
Adhmnoad Quality of Service [Qos) | Platinurm {voice) : |
Application Visibility a Enabled
AVC Profile | nome :
Metflow Monitor | nane

Override Per-User Bandwidth Contracts (kbps) 12
DownStraam UpStreanm
Average Data Rate .{J . .G .
Burst Data Rate o o
Average Real-Time Rate .{J . .ﬂl
Burst Real-Time Rate D o

| Clear

Override Per-SSID Bandwidth Contracts (kbps) 15
DownStream  UpStream

Aversge Data Rate 0 o
Bomme Pme= P=be ~ L]
ol I Il I I
CISCO MONITOR WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP FEEDBACK
WLANs WLANSs = Edit 'voice'
 WLANs - : : v -.
e General [lln.l'hr | Qos | Policy-Mapping I Advanced
— Burst Real-Time Rate 0 0
b Advanced | Clear
Override Per-SSID Bandwidth Contracts (kbps) 15
DownStream  UpStream
Aversge Data Rate 0 ' o
Burst Data Rate 1] i
Aversge Real-Time Rate | © ' ]
Burst Real-Time Rate 1] i
| Clear
WHMM
WMM Policy | Regquired =
7020 AP CAC # Enabled
7920 Client CAC Enabled
Madia Stream
Multicast Direct # Enabled

Ip wudosy pods gdwd gpd U pdsu euve IUu2,9,0 JIJ pobdolod.



900 lpl wogbsd pods 2duws IJged 5 ©psss 10pods (eds wvwsd IJpeld: 24 Lulgs 186400
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coguw s pldlbgle peopds wuvdd Jled 9JIu pods gduws IUgpd Spdu lu ouwles WS lglo
IJoedd o wslule lecel Idgpsd cuvdd 29,8 Juoelu luvedsle IUgpsd Joslule Idlge el
IJoolJzs.
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lowocole ldepsd” euve 1Ju2u9,6 9spdu Lowb "wlesd IJpuve IULosss JJQule” W 2lds
syl Jolesd ldpuve Iduosss Joskise luwbl) pesws wldluolws [Us s9e wlesd IJpuwe
lJuo9ss.

sedu odosu 1z IIEuos Ideuwesz wo pu IUgedle JIJ zobs Jluwdds Judbs 19,09
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Sew websd vessu euslo wi9wsdsd IJodssu IUssulesds JJpuosd (DHCP) IJpbdse.
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JJzwesd eds 18 pd ble JJoblyss 92956 Jol. luuegsp Beys buwld suwlsd lushs 2,J8 019,
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Cisco

MONITOR  WLANs CONTROLLER  WIRELESS

SECURITY  MANAGEMENT

COMMANDS HELP FEEDBACK

| WLANs

* WLANSs
WLANS

b Advanced

cisco

WLANs > Edit ‘“voice'

| General | Security | QoS | Policy-Mapping | Advanced

Allow AAA Override Enabled

Cowerage Hole Detection & Enabled
=

Enable Sesslon Timeout & 45400
Session Timeout (secs)

Airanet TE o Enabled

Diagnestic Channel _ Enabled

Owverride Interface ACL 1Pvd | Mone * | IPvE | Mome =

LayerZ Acl Mone

P2P Blocking Action Disabled
Client Exclusion 2 Enabled
Maximum Allowed Clients |,

&

Static IP Tunneling 44 Enabled
Wi-Fi Direct Clients Policy | Disabled  * |
Maximum A.Ilmled Cli=nt=s 20

Per AP Radio

Flmme b mak

HMONITOR  WLANS CONTROLLER WIRELESS SECLIRITY  MAMNAGEMENT

DHCP
DHCP Server | Owverride
DHCP Addr. Assignment | Reguired
OEAP
Split Tunnel (Printers) _| Enmbled

Management Frame Protection (MFP)

MFP Client Protection 2 |_Optional  *

DTIM Peried (in beacon intervals)

802.11a/n (1 -255) |2
202.11bfgfn (1 - 258) |2

MNAC

NAC State | None

Load Balancing and Band Select

COMMANDS HELP FEEDBACK

WLANs

* WLAN=
WLANS

¥ Advanced

WLANs > Edit "voice’

| General | Security | QoS | Policy-Mapping = Advanced

Clear HotSpot

|
Configuration S

Client user idle
timeaut(15-100000)

Client user idle threshold

{0- 1000000 g S

Off Channel Scanning Defer

Scan Dafer Priprity 0123 4567

10 fﬂ @ MI |
Scan Defer Time(msecs) 100
FlexConnect

FlaxConnect Lacal

Switching 2 || Enabled
FlexConnect Local Auth 2 Enabled

Learn Client IP Address 5 ¥ Enabled

Vian based Central Enablad

Switching 32

lesble 9228 IJoedp

Load Balancing and Band Select
Client Load Balancing

Chient Band Sebact

Pasalve Client

Passive Client )

Voice
Media Session Snooping Enabled
Re-anchor Roamed Voice Clients Enabled
KTS based CAC Policy _ Enabled

Radius Client Profiling
DHCP Profiling
HTTP Prefiling

Local Client Prafiling

DHCP Profiling
HTTP Profiling

ol pU wd9su luwp puoSY 9236 Iduzdpe Vs Iduveds Idpedss IJJlunddso [Je9ess pu
Cisco v uvdd Lozse.

G vopdso wgese IUboulble (LAG) O 2lds [uwegsle pulds poesss eds 926 Idoede S
IJuiveods Idpzdss (LAN) IJJlpeddss 1Jegess e Cisco.

9 .._,od_gtgu 9UPE L AP lJpwess IJpbdye. Vs U[uc»_l_)lo lJuwlo 9o J 6.0: Sp UI9SU
290306 1Jlzpld 1U 8956 B leshle 9236 Idwpdp IUgles. WO 6.0 9ldluosble Idlzse. syuly IJs 03l



wluve 9506 2pd IJepsd 9lJBled JJodsse v odssy vwds WLAN (leshle SSID).

vl I Il I I
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
Controller General
General Mame WLCSS508-1
Tnventory 802.3x Flow Control Mode | Disabled ¢
Interfaces LAG Mode on next reboct Enabled * {LAG Mode is currently enabled).
Entasfacs Srosps Broadcast Forwarding Disabled *
e AP Multicast Mode 1 Unicast
Mabugri foutes AP Fallback Ensbled
* Redundancy Fast S5ID change Disabled =
¥ Internal DHCP Server oy Mobility Domain Name VTG-VoWLAN
F Mobility Management RF Group Mame VTGE-VaWLAN
Ports User Tdie Timeowt [seconds) ]
F NTP ARP Timeout (seconds) 300
¥ CDP Web Radius Authenticstion PAP
F PMIPvS Operating Envirenment Commercial (0 to 40 C)
b IPVE Internal Temp Alarm Limits Oto 65C
¥ mDNS ‘WebAuth Proxy Redirection Mode Disabled *
b Advanced WebAuth Proxy Redirection Port o
Maximum Allowed APs 2 0
Glabal IPVE Config Enabled £
HA SKU secondary unit Disabled *
1. Multicast is not supperted with FlexConnect an this platform.
2. Value zoero implas there i o restriclion of maximum allowed APs.
lesble G s 802.11

WOS elJé luwegsle 5 zselos,w): olds oU io eldé yvods 802.11a "ppdyud". wessSUy EIORT)
lJeulys |Js 100 pdJs eluss.

olds pU wpdsu dep IJozde ;'92_'__; blgs IJLHuwld Id>ssulesdss (DTPC). Ws zlds luwegsle
uldlb 9,09J CES“CO 802.11n. Wulds py wpIdsy Clientlink. pg IUluosblo 1Jzldss: spdo
odysu e IUIBuos JJgpdle IUpuwpse wop.

SILPS LOESSU 12 pstlue Vs IJeluss Jpesd [Uslps (Iuwluvs) 9 18-24 19 18-54 pszlow B
lJeluse Jpesdle pr9,006 (!ao§I)§6)‘3pe 3JJ @ cobde veuo Idosslo wpdso 6 psglow
O 1Jeluss Jpesd 1Uslps (Iluwluws). 36 - spdo websd 54 pszlow Vs Ideluss lEoshsl
WO 2lds £30 929> wbosdle spduel IJlgue s ey 3o IJpesdle (pod 1JB6S>89).

opdsu Jsluv p9de CCX.



cIsco MONITOR WLAMs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a Global Parameters

* Access Points
All APs General Data Ratas**

= Radios
B02.11a/n/ac A02.11a Network Status [ Enabled & Mbps Disabled
802.11b/g/n Beacon Period {millisecs) 100 3 Mbps Disabled
Dual-Band Radios F ion Threshaold
Global Configuration reprmiation Timesho 2346 12 Mbps Mandatory =
{bytas)

b Advanced DTPC Support., # Enabled 18 Mbps Supparted ¢
Mesh Maximum Allowed Clients 200 24 Mbps S oo
RF Profiles RSSI Low Check Enabled 36 Mbps Supparted  *
FlexConnect Groups :gi]}Thrcshold (-&0 to -90 a0 48 Mbps Supporbed
FlexConnect ACLS 54 Mbps Supporbed -

* B02.11a/n/ac 802.11a Band Status
Network CCX Location Measurement

- RRM Low Band Enabled o
RF Grouping Mid Band Enabled Mode Enabled
TPC Interval (seconds) 60
DCA High Band Enabled

oJsy olowd w9099 IJlue,yuw IJpees pu Cisco bl 9971

Jouudsd lesble Wi- Fi gds olad 1P igucgse Jozs 1Jpslosy 9uiluis 1ddeus JJoudd IUs
IJebosdle > lesble 1deuwdsd > leshs Iduvods > Jesl> WLAN.

lesble IJybeds IJpzdss (LAN) IJJIvddss
Iowegse Idbuuble 1Jeldss Jouvdsd wasosed IJubuds IJeedss IJJlgudIss.

colds pu vessu lJlouold IJdlgwdds gds "ouvesd”
s spdu wessu Iuesd vuvesd IUsesd [Us vboJe WLAN" eds "wuvesd” ez 9uesd
peoLe) B Slises "ldobusile” Jopsse luve IJpuwetse 9 IJps 1Jps)-
- 1x¢d SSID JJuivwds 1dpedss 1UJluwJIdss 1Juo9ess: 909 puwluw Jelds 1diz,u.
S3&p olod w)y9u9ded IUlue,uw 1Jeses pu Cisco byl 9971 w9 o9 Lo do pedss (LAN)
JluwJIso 9lers suwpee wperd SSID glzs.

oo, oJles laole ppoduwds 9088l Jossl) 802.11.

- odyliss

. 802,11a

- 802,11b/g
S22 Idsuse IJediliss Yules 2.4 9 5 zszlosyw) sselad IS el voudbs 1dyuesd wluvhs
5 zselosyu) Bl dlve Idgvedd IJos wp wdysuol pulgs.

Jl sWzuo Idyoe 802. 11a |Jl Busle 5 zselos)wic wsupl Jl sWeuo 9,08 802. 11b/g Juys
lJousle 2. 4 zszlosywj wp sglad IUIgeslo woudlbs 9,09d 1Bl e IUgveds IJos wp
odysuol pules.

Ip wodysy olow IP Jluwegsle Open pg Wired Equivalent Privacy (WEP) 9 IJedule
lJpuivoyd Jouog 1Jlelu 9bgd pedsple pdcle WEP IJolow IJos obled odyse ugbo
lJs,o9J.



s B leals IPVA. 235 ol 31 Juo oyss luwaesle DHCP Iy wdssy pedsple IP IJSluws.

-l de soe wdsso IUgsl 150 19 66 Jogss) euslo IP Jossesdsd udd Idedole ldewyulo
(TFTP) ﬁJ?_b,o lJubeds gu) ubl g DHCP. k.éE_std UESSU w9w9ded TFTP IJossd eds
"uge" 9bed guslu IP 1JglLo wébe TFTP.

+ 11/02/0919:08 | 23675 + 11/02/0919:10 | 23675

Administrator Settings X Administrator Settings

WLAN Setup

Wireless MAC Address
WLAN Sign in Access Domain Name
IPvd Setup 551D :volce

| 7
MAC Address Security Mode EAP-FAST »

Domain Name 802.11 Mode 802.11a >

Apply Apply Revert

$ 11/02/09 19:10 | 23675 £ 11/02/09 19:11 | 23675

Administrator Settings - Administrator Settings

Security Mode EAP-FAST Setup

") Open with WEP User ID ‘migilles

) Shared Key Password e
[ Leap

O EAP-FAST

Revert Rewvert

odosu pds) IJlouoldle 1Jpe9e»é pu Cisco

IUg 096 1. $p wodsss Bldo iy Ideled 1Jeoluve Jolod IP.

= Phone Button Template Information
Button Template Name * [ci.co 70256

= Button Information
Hution Faaturs
1 Line =*

Line b

|:-3E-:rudi Daal |

Frivacy

Sarvice URL
Zpead Cnal BLF
Call Park BLF
Intercom
Hiphility

Do Mot Dusturb ——

Hong
— | Save | | Delate | [Copy | | Reset | | Add Rew |

o &n ks [ I ]




IJglogé 2. | olWs oledd IP |Js CUCM.

IJg 96 3. 1ded 1Jz 89 1Jplboué.

IUg096 4. Bp wogssu Bldu i) 1Joled 1Uss op logilie zasel sélJe Softkey.
IJg 096 5. |uwegsle pdBd g s g, lpw Joleds IP.

Spdo fuwegsle pdSle cersI Idlelo Jopdso IUsuoe Idpuos$ 19 19oe Ipuind): 25 Sep
opdsu lluvble 9ldswlsb 9o ivds) pdd Idodsso s 3JY. see lu oo 9b s 96 9JsJ
ez Ipooa s (CAPF) G5 Idoyiésd Jiwaisle iolss 295€8 peks! (LSC) wpdS censes
loly. sze9s olewd 999l IUloc oo 1Jeses IIlwdIds oo Cisco bbylj 7925G 9 7925G - E X
9 7£926‘G EJs yvobo Idoouse Idpswos (MIC): 9ldos Spdy luvegsleol pg pdd g s
IJloly ls_ol.

NETXK

et uvedle 9226 Idoede pu olow IP. uys Idyuwlisd Idpgodus lJos sop wubdol wsu
olow wy909dsd IUlue,uw 08k 1Usue9d.

Sl oloWd IP B W o IUguwlisb weel gu peyd SSID pu9dd,.

09039 08-10 09: 33:32. 750 649 668 INF wl anngr : [1298@mdrv_nrvl.c] State change(1542),

DI SCONNECTED - > SCANNI NG

09040 08-10 09: 33:32.750 685 2805 DEB LibWfi : wfi_wait_for_event(CTRL- EVENT- STATE- CHANGE i d=0
st at e=3)

09041 08-10 09: 33:32. 750 685 2805 DEB LibWfi : wifi_wait_for_event()

09042 08-10 09: 33:35.390 1063 2652 | NF Unknown : VWWMservice: Waiting for 39961 ns before
attenpting to reconnect.

09043 08-10 09: 33: 35.468 685 807 DEB St ateMachi ne: handl eMessage: E nsg. what =401431

09044 08-10 09: 33: 35.468 685 807 DEB St at eMachi ne: processMsg: Adapt er Connect edSt ate

09045 08-10 09: 33: 35.468 685 807 VBS Et hernet St at eMachi ne: Adapt er Connect edSt at e{ what =401431
when=-1ns }

09046 08-10 09: 33: 35.468 685 807 DEB St ateMachi ne: handl eMessage: X

09047 08-10 09: 33:36.617 649 664 INF wl anngr : [1298@wmdrv_nrvl.c] State change(1559), SCANNI NG
-> | NACTI VE

09048 08-10 09:33:36.617 210 313 INF SWWAN : nl _i pThrd():recvisg() |en=56

09049 08-10 09:33:36.617 210 313 INF SWWAN : NL event: 16 found; device idx:6 flag :0x1002
09050 08-10 09:33:36.617 210 313 I NF SWWAN : Got a nmessge NEW.LINK nessage!!!

09051 08-10 09: 33:36.617 685 2805 DEB LibWfi : wfi_wait_for_event(CTRL- EVENT- STATE- CHANGE i d=0
st at e=2)

09052 08-10 09: 33:36.617 685 2805 DEB LibWfi : wifi_wait_for_event()

09053 08-10 09: 33: 36. 617 685 804 DEB Et hernet St at eMachi ne: Interface nl anO Li nkSt at eChanged:
down

swil olowd IP B 1JlBe,lu o SSID.

09054 08-10 09:33:36.718 649 668 INF W anngr : [1293@mdrv_nrvl.c] State change(2221), "",

I NACTI VE -> ASSOCI ATI NG

09055 08-10 09:33:36.718 649 668 INF W anngr : [2226@mdrv_nrvl.c] Connecting to "l corream
Wrel ess", a0:55:4f:c2:ec:eb, chan 56, rssi -56, |oad 4

09056 08-10 09: 33:36.718 685 2805 DEB Li bWfi : wifi_wait_for_event(CTRL- EVENT- STATE- CHANCE i d=-
1 state=5h)

09057 08-10 09: 33:36.718 685 2805 DEB LibWfi : wifi_wait_for_event()

09058 08-10 09: 33: 36. 734 2348 2348 VBS Settings. AccessPoint: refresh: for SSID | corream Wrel ess
09059 08-10 09: 33:36. 734 2348 2348 VBS Settings.CiscoWfiMdifiable: Translating Wfi nodifiable



state 0 for SSID: "l corream Wrel ess"

Swuod oleW IP Logle wudbo 1y o9J.

09093 08-10 09: 33:38.835 649 664 INF W anmgr : [1293@mdrv_nrvl.c] State change(2479),

"I corream Wrel ess", ASSCCI ATI NG - > ASSOCI ATED

09094 08-10 09: 33:38.835 210 313 INF SWMAN : nl _i pThrd():recvnsg() |en=112

09095 08-10 09:33:38.835 210 313 INF SWWMAN : NL event: 16 found; device idx:6 flag :0x1003
09096 08-10 09: 33:38.835 210 313 INF SWWAN : Got a nessge NEW LI NK nessage!!!

09097 08-10 09: 33:38.835 210 313 INF SWWMAN : nl _i pThrd():recvnsg() |en=80

09098 08-10 09: 33:38.835 210 313 INF SWWMAN : NL event: 16 found; device idx:6 flag :0x1003
09099 08-10 09:33:38.835 210 313 INF SWWAN : Got a nessge NEW.LINK nmessage!!!

09100 08-10 09: 33:38.835 210 313 INF SWWAN : nl _i pThrd():recvnsg() |en=80

09101 08-10 09:33:38.835 210 313 INF SWWMAN : NL event: 16 found; device idx:6 flag :0x1003
09102 08-10 09: 33:38.835 210 313 INF SWWAN : Got a nessge NEW.LINK nmessage!!!

09103 08-10 09: 33:38.835 210 313 INF SWMAN : nl _i pThrd():recvnsg() |en=132

09104 08-10 09:33:38.835 210 313 INF SWWMAN : NL event: 16 found; device idx:6 flag :0x1003
09105 08-10 09: 33:38.835 210 313 INF SWWAN : Got a nessge NEW LI NK nessage!!!

09106 08-10 09: 33:38.835 210 313 INF SWWMAN : nl _i pThrd():recvnsg() | en=68

09107 08-10 09:33:38.835 210 313 INF SWWMAN : NL event: 16 found; device idx:6 flag :0x1003
09108 08-10 09: 33:38.835 210 313 INF SWWAN : Got a nessge NEW LI NK nessage!!!

09109 08-10 09: 33:38.835 685 804 DEB Et hernet St at eMachi ne: Interface nl an0 Li nkSt at eChanged:
down

09110 08-10 09: 33:38.843 685 804 DEB Et hernet St at eMachi ne: Interface nl an0 Li nkSt at eChanged:
down

09111 08-10 09: 33:38.843 685 2805 DEB LibWfi : wifi_wait_for_event(CTRL- EVENT- STATE- CHANCE i d=1
st at e=6)

09112 08-10 09: 33:38.843 685 804 DEB Et hernet St at eMachi ne: Interface nl an0 Li nkSt at eChanged:
down

.___sv.>i olowd 90999 IJlueyue Vs lple puol> 96 p9uwes.

09146 08-10 09: 33:39.039 649 664 INF W anngr : [3492@umn drv_nrvl.c] Supplicant event: EAP-
STARTED EAP aut hentication started

09147 08-10 09: 33:39.039 649 664 INF w anngr : [3492@un drv_nrvl.c] Supplicant event: EAP-
PROPCSED- METHOD vendor =0 net hod=25

09148 08-10 09: 33:39.039 649 664 INF wl anngr : [3492@wmdrv_nrvl.c] Supplicant event: EAP-METHOD
EAP vendor O nethod 25 (PEAP) sel ected

09149 08-10 09: 33:39.046 225 225 INF PAE : paeGetPort(): recvd macAddress: a0:55:4f:c2:ec:eb
09150 08-10 09: 33:39.046 210 749 INF SWWAN : ndk_get _source_port(): mac = a0:55:4f:c2:ec:eb
09151 08-10 09: 33:39.046 210 749 INF SWWAN : get_source_port(): START, MAC=0xa0554f c2eceb

09152 08-10 09: 33:39.054 210 749 INF SWWAN : get_source_port(): DONE, cdk_port = -1, port = -1,
index = 2
09153 08-10 09: 33:39.054 210 749 INF SWWAN : ndk_get _source_port(): rc = 0, port = -1

09154 08-10 09: 33:39.054 225 225 INF PAE : paeGetPort(): 340 bytes rcvd from SWWAN, rcvLen: 340
09155 08-10 09: 33:39.054 225 225 INF PAE : paeCGetPort(): port obtained = -1

09156 08-10 09: 33:39.054 225 225 WRN PAE : PAE rcv: nsg received from unknown port, drop...
09157 08-10 09:33:39.125 225 225 INF PAE : paeGetPort(): recvd macAddress: a0:55:4f:c2:ec:eb
09158 08-10 09: 33:39. 125 2348 2348 VBS Settings. AccessPoint: refresh: for SSID | corream Wrel ess
09159 08-10 09: 33:39.125 2348 2348 VBS Settings.CiscoWfiMdifiable: Translating Wfi nodifiable
state 0 for SSID:. "lIcorream Wrel ess”

09160 08-10 09: 33:39.125 2348 2348 VBS Settings.Ci scoWfiMdifiable: wifi configuration

nmodi fiable state value= 0 internal string value: |ocal

09161 08-10 09:33:39.125 210 749 INF SWWAN : ndk_get _source_port(): mac = a0:55:4f:c2:ec:eb
09162 08-10 09:33:39.125 210 749 INF SWWAN : get_source_port(): START, MAC=0xa0554fc2eceb

Swzdy olew w)y9weded IUlue,uw pu yvolse 1IUghe J PEAP.

09163 08-10 09:33:39.132 649 664 INF W anngr : [3492@mdrv_nrvl.c] Supplicant event: EAP-PEER-
CERT dept h=0 subj ect ="/ CN=CUCM Srv-01. cucm cot ac. com
09164 08-10 09:33:39.132 210 749 INF SWWAN : get_source_port(): DONE, cdk_port = -1, port = -1,



index = 2

09165 08-10 09: 33:39.132 649 664 INF wl anngr : [3492@wmdrv_nrvl.c] Supplicant event: EAP-PEER-
CERT dept h=0 subj ect ="/ CN=CUCM Srv-01. cucm cot ac. com

09166 08-10 09: 33:39.132 210 749 INF SWWAN : ndk_get _source_port(): rc =0, port = -1

09167 08-10 09: 33:39.132 225 225 INF PAE : paeGetPort(): 340 bytes rcvd from SWWAN, rcvLen: 340
09168 08-10 09: 33:39.132 225 225 INF PAE : paeCGetPort(): port obtained = -1

09169 08-10 09:33:39.132 225 225 WRN PAE : PAE rcv: nsg received from unknown port, drop...
09170 08-10 09:33:39.132 225 225 INF PAE : paeGetPort(): recvd macAddress: a0:55:4f:c2:ec:eb
09171 08-10 09: 33:39.132 649 664 INF wl anngr : [3492@wmdrv_nrvl.c] Supplicant event: EAP- PEER-
CERT dept h=0 subj ect ="/ CN=CUCM Srv-01. cucm cot ac. com

09172 08-10 09: 33:39.140 210 749 INF SWWAN : ndk_get _source_port(): mac = a0:55:4f:c2:ec:eb
09173 08-10 09: 33:39.140 210 749 INF SWWAN : get_source_port(): START, MAC=0xa0554fc2eceb

09174 08-10 09: 33:39.148 210 749 INF SWWMAN : get_source_port(): DONE, cdk_port = -1, port = -1,
index = 2
09175 08-10 09: 33:39.148 210 749 INF SWWAN : ndk_get _source_port(): rc =0, port = -1

09176 08-10 09: 33:39.148 225 225 INF PAE : paeGetPort(): 340 bytes rcvd from SWWAN, rcvLen: 340
09177 08-10 09: 33:39.148 225 225 INF PAE : paeCGetPort(): port obtained = -1

ey 1ol 96 IJpsuwes wuzle.

09226 08-10 09:33:39.312 649 664 INF wl anngr : [3492@wn drv_nrvl.c] Supplicant event: EAP-
SUCCESS EAP aut hentication conpl eted successfully

09227 08-10 09:33:39.312 210 749 INF SWWAN : ndk_get _source_port(): mac = a0:55:4f:c2:ec:eb
09228 08-10 09:33:39.312 210 749 INF SWVAN : get_source_port(): START, MAC=0xa0554fc2eceb

09229 08-10 09: 33:39.320 649 664 INF W annmgr : [3492@mdrv_nrvl.c] Supplicant event: CONNECTED
- Connection to a0:55:4f:c2:ec:eb conpleted (auth) [id=0 id_str=]

we lJlogold vugle.

09230 08-10 09: 33:39.320 649 664 INF wl anngr : [1293@wmdrv_nrvl.c] State change(2592),

"I corream Wrel ess", ASSOCI ATED -> CONNECTED

09231 08-10 09:33:39.320 210 749 INF SWWAN : get_source_port(): DONE, cdk_port = -1, port = -1,
index = 2

09232 08-10 09: 33:39.320 649 664 INF wl anngr : [56@mutil.c] Wfi connected[|lcorream Wrel ess]:
a0: 55:4f:c2:ec:eb, co-cucm Ch: 56, RSSI: -57

09233 08-10 09: 33:39.320 210 749 INF SWWAN : ndk_get _source_port(): rc = 0, port = -1

09234 08-10 09: 33:39.320 225 225 INF PAE : paeGetPort(): 340 bytes rcvd from SWWAN, rcvLen: 340
09235 08-10 09: 33:39.320 225 225 INF PAE : paeCGetPort(): port obtained = -1

09236 08-10 09: 33:39.320 225 225 WRN PAE : PAE rcv: nsg received from unknown port, drop...
09237 08-10 09:33:39.320 225 225 INF PAE : paeGetPort(): recvd macAddress: a0:55:4f:c2:ec:eb
09238 08-10 09: 33: 39. 320 685 804 DEB Et hernet St at eMachi ne: Interface nml anO Li nkStat eChanged: up
09239 08-10 09: 33:39.320 210 313 INF SWWAN : nl _i pThrd():recvimsg() |en=1012

09240 08-10 09: 33:39.320 210 313 INF SWWAN : NL event: 16 found; device idx:6 flag :0x11043
09241 08-10 09: 33:39.320 210 313 I NF SWWAN : Got a nmessge NEW.LINK nessage!!!

Swzd olowd 90999 IJlue,ue o wlzs, DHCP.

09588 08-10 09: 33:39. 703 3246 3246 DEB dhcpcd : broadcasting for a | ease of 192.168.110. 236
09589 08-10 09: 33:39. 703 3246 3246 DEB dhcpcd : Starting to send nessage number of nmessage=0
09590 08-10 09: 33: 39. 703 3246 3246 DEB dhcpcd : REQUESTI NG SENT

09591 08-10 09: 33:39. 703 3246 3246 DEB dhcpcd : STATE_RENEW NG STATE_REBI NDI NG ml an0

09592 08-10 09: 33: 39. 703 3246 3246 DEB dhcpcd : *sendi ng DHCP_REQUEST with xi d 0xc89244e9, next
in 3.57 seconds

09593 08-10 09: 33: 39. 703 3246 3246 DEB dhcpcd : get_tos_byte() = 96

09594 08-10 09: 33: 39. 703 3246 3246 DEB dhcpcd : Set ToS byte for DHCP to configured val ue of
[ 96]

09595 08-10 09: 33: 39. 703 2348 2348 VBS Settings. AccessPoint: onBindView [|lcorream Wrel ess]
nodi fiable state was enpty, setting visibility to gone

09596 08-10 09: 33:39. 710 2348 2348 VBS Settings. AccessPoint: onBindView [|corream Wrel ess]
nodi fiable state was enpty, setting visibility to gone

09597 08-10 09: 33:39. 718 2348 2348 VBS Settings. AccessPoint: onBindView [|corream Wrel ess]



nmodi f i
09598
state
09599
state
09600
state
09601
state
09603
state
09604
09604
09605

able state was enpty,
08-10 09: 33:39. 726 2348 2348 VBS
was enpty, setting visibility to
08-10 09: 33: 39. 734 2348 2348 VBS
was enpty, setting visibility to
08-10 09: 33: 39. 742 2348 2348 VBS
was enpty, setting visibility to
08-10 09: 33: 39. 750 2348 2348 VBS
was enpty, setting visibility to
08-10 09: 33: 39. 765 2348 2348 VBS
was enpty, setting visibility to
08-10 09: 33: 39.906 3246 3246 DEB
08-10 09: 33: 39.906 3246 3246 DEB
08-10 09: 33: 39.906 3246 3246 DEB

Settings.
gone
Settings.
gone
Settings.
gone
Settings.
gone
Settings.
gone
dhcpced :
dhcpced :
dhcpced :

setting visibility to gone

AccessPoi nt: onBi ndVi ew. [ CUCM PEAP] nodifiable

AccessPoi nt: onBi ndVi ew. [ CUCM LAB] nodifiabl e

AccessPoi nt: onBi ndView. [Kemirand] nodifiable

AccessPoi nt: onBindView [Flex_CGuest] nodifiable

AccessPoi nt: onBi ndVi ew. [ ASA5506W A] nodi fi abl e
i n handl e_dhcp_packet. ..

i n handl e_dhcp

Sodds olowd wy9099Y9d IJlueyue 28swo pu ¢l DHCP.

09606 08-10 09: 33: 39. 906
192.168. 110. 122.

09607 08-10 09: 33: 39. 906
09608 08-10 09: 33:39.976
09609 08-10 09: 33:40. 046
attached networks

09610 08-10 09: 33:40. 046
attached networks

3246 3246 DEB dhcpcd

3246 3246
3246 3246
3246 3246

DEB dhcpcd
DEB dhcpcd
DEB dhcpcd

3246 3246 DEB dhcpcd

acknow edged 192.168.110. 236 from
cont_init_retry = OLD:0 NEWO
handl e_ti meout:ifname nml an0 state: 9

checking 192.168.110.236 is avail able on

DBG checki ng 192. 168. 110. 236 is avail able on

Souwd olowd wy909dsd IUlue,ue ARP pzlus Joldss 1o IP pole wldwed.

09611 08-10 09: 33:40. 046 3246 3246 DEB dhcpcd : sending ARP probe (1 of 2), next in 1.94 seconds
09612 08-10 09: 33:40. 468 685 807 DEB St at eMachi ne: handl eMessage: E nsg. what =401431

09613 08-10 09: 33: 40. 468 685 807 DEB St at eMachi ne: processMsg: Adapt er Connect edSt ate

09614 08-10 09: 33:40. 468 685 807 VBS Et hernet St at eMachi ne: Adapt er Connect edSt at e{ what =401431
when=-5ns }

09615 08-10 09: 33:40. 468 685 807 DEB St at eMachi ne: handl eMessage: X

09616 08-10 09: 33:41.992 3246 3246 DEB dhcpcd : handl e_tinmeout:ifname man0 state: 9

09617 08-10 09: 33:41.992 3246 3246 DEB dhcpcd : sending ARP probe (2 of 2), next in 2.00 seconds
09618 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : handl e_tinmeout:ifname man0 state: 9

09619 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : binding the DHCP | P address Probe=2

09620 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : startup O | ease of 600

09621 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : get_option2addr: 2054072512

09622 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : get_option2addr: 134744072

09623 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : |eased 192.168.110.122 for 600 seconds....server
192. 168. 110. 122

09624 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : Check values : state=3 m an0O 192. 168. 110. 122
300/ 600 192.168.110. 236

09625 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : executing "/systeni etc/dhcpcd/ dhcped-run-hooks',
reason BOUND

09626 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : Enterning configure_env....

sodds olowd IP ) wlJs gshyle DHCP.

09627 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : option 1*: new_subnet_nmask=255. 255. 255. 0

09628 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : option 150*:

new _ci sco_tftp_server=192. 168. 110. 86

09629 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : option 3*: new_routers=192.168.110.1

09630 08-10 09: 33:43. 992 3246 3246 DEB dhcpcd : option 6*:

new_donai n_name_servers=192. 168. 110. 122 8.8.8.8

09631 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : option 15*: new_donai n_name=cucm cotac. com
09632 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : option 51*: new_dhcp_l ease_ti ne=600

09633 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : option 53*: new_dhcp_nessage_type=5

09634 08-10 09: 33:43.992 3246 3246 DEB dhcpcd : option 54*:



new_dhcp_server _identifier=192. 168. 110. 122
09635 08-10 09: 33: 44. 257 3246 3246 DEB dhcpcd

192. 168. 110. 236

09636 08-10 09: 33:44. 265 3246 3246 DEB dhcpcd :
09637 08-10 09: 33:44. 265 3246 3246 DEB dhcpcd :

/ dat aRoot /. syst emf mi sc/ dhcp/ dhcpcd- nl an0. | ease

09638 08-10 09: 33:
reason BOUND

09639 08-10 09: 33
09640 08-10 09: 33
09641 08-10 09: 33
new_ci sco_tftp_server=192. 168.
09642 08-10 09: 33
09643 08-10 09: 33

09644 08-10 09: 33:44. 265 3246 3246
09645 08-10 09: 33:44. 265 3246 3246
09646 08-10 09: 33:44. 265 3246 3246
09647 08-10 09: 33:44. 265 3246 3246
new_dhcp_server _identifier=192. 168.
33:
33:
33:
33:
33:

09648 08-10
09649 08-10
09650 08-10
09651 08-10
09652 08-10
Ready)

09653 08-10
09654 08-10

09:
09:
09:
09:
09:

09:
09:
09655 08-10
09656 08-10

09:
09:

addr ess

Gat eway

192. 168. 110. 122

09659 08-10 09: 33:

8.8.8.8

09660 08-10 09: 33:
192. 168.
09661 08-10 09: 33

Addr ess

Info

09662 08-10 09: 33:

Nane

192. 168. 110. 86

09664 08-10 09: 33:

09665 08-10 09: 33:

33:
33:
33:
33:
192. 168.
09657 08-10 09: 33
192. 168.
09658 08-10 09: 33

cucm cot ac.
09663 08-10 09: 33

44,265 3246

44,265 3246

3246 DEB dhcpcd :

3246 DEB dhcpcd :

configure: man0 adding | P address

adding route to 0.0.0.0/0 via 192.168.110.1
Witing | ease file:
executing " /systent etc/dhcpcd/ dhcpcd-run-hooks',

Ent erni ng configure_env.. ..

44,265 3246 3246 DEB dhcpcd : option 1*: new subnet _mask=255. 255. 255. 0
44,265 3246 3246 DEB dhcpcd : option 150*:
110. 86
44,265 3246 3246 DEB dhcpcd : option 3*: new_routers=192.168.110.1
44,265 3246 3246 DEB dhcpcd : option 6*:
new_domai n_nanme_servers=192. 168. 110. 122 8.8.8.8

DEB dhcpcd : option 15*: new_domai n_name=cucm cot ac. com

DEB dhcpcd : option 51*: new_dhcp_l ease_ti me=600

DEB dhcpcd : option 53*: new _dhcp_nessage_t ype=5

DEB dhcpcd : option 54*:

110. 122
44,265 214 241 INF NETSD : nl _i pThrd():recvimsg() | en=60
44,265 210 313 INF SWWAN : nl _i pThrd():recvimsg() | en=56
44,265 210 313 INF SWWAN : NL event: 16 found; device idx:6 flag :0x11043
44,265 210 313 I NF SWWAN : CGot a nessge NEW.LINK nessage!!!
44,265 685 2805 DEB Li bW fi wi fi_wait_for_event ( CTRL- EVENT- SCAN- RESULTS
44,265 685 2805 DEB Li bW fi wi fi_wait_for_event()
44,265 685 804 DEB Et hernet St at eMachi ne: Interface nml anO Li nkStateChanged: up
44,398 685 3245 INF dhcp_utils: DHCP is started OK
44,398 685 3245 DEB NetUtils: android_net_utils_runDhcpComon() |pver:4 IP
110. 236
44,398 685 3245 DEB NetUtils: android_net_utils_runDhcpComon() | pver:4
110.1
44,398 685 3245 DEB NetUtils: android_net_utils_runDhcpCommon() |pver:4 DNS 1
44,398 685 3245 DEB NetUtils: android_net_utils_runDhcpCommon() | pver:4 DNS 2
44,398 685 3245 DEB NetUtils: android_net_utils_runDhcpComon() | pver:4 Server
110. 122
44,398 685 3245 DEB NetUtils: android_net_utils_runDhcpComon() | pver:4 Vendor
44,398 685 3245 DEB NetUtils: android_net_utils_runDhcpComon() | pver:4 Domain
com
44,398 685 3245 DEB NetUtils: android_net_utils_runDhcpComon() |pver:4 TFTP 1
44,398 685 3245 DEB NetUtils: android_net_utils_runDhcpComon() | pver:4 TFTP 2
44,398 685 3245 DEB DhcpSt at eMachi ne: DHCP succeeded on m an0O | Pv4
44,398 685 3245 DEB DhcpSt at eMachi ne: Runni ngState: 4

09666 08-10 09: 33:

§v>i olow IP Vs bdy pdule §lises IJoz 99 pu lJogso (ITL) 98lisps [Juvobsle 1Jp9e98 wol

(CTL).

10276 08-10 09:33:47.632 3329 3329 INF dgetfile:

GETXXTP

[ GI3329] [ sr c=CTLSEPOOCCFC4ACCD2. t | v] [ dest =/ dat a/ dat a/ ci p. cf g/ app_ci p. tftp/ CTLSEPOOCCFCAACCD2. t | v
][ serv=][serv6=][sec=0]

10277
10278
10279
10280
10281
10282
ok

08-10
08-10
08-10
08-10
08-10
08-10

09:
09:
09:
09:
09:
09:

33:
33:
33:
33:
33:
33:

47.
47.
47.
47.
47.
47.

632
632
632
632
632
632

3329
3329
3329
3329
3329
3329

3329
3329
3329
3329
3329
3329

I NF
I NF
I NF
I NF
I NF
I NF

dgetfil
dgetfil
dgetfil
dgetfil
dgetfil
dgetfil

e:
e:
e:
e:
e:
e:

In normal node, call - > makeXXTPrequest (...)
DTRACE [ GT3329] nakeXXTPr equest

DTRACE [ GT3329] par seEMCCConfi g

EMCC node is fal se

DTRACE [ GT'3329] par sebDhcpl nfol nt oTft pLi st

Using WRELESS interface for dhcp properties:



10283 08-10 09:33:47.632 3329 3329 INF dgetfile: cisco_tftp_server2 unavail abl e:
10284 08-10 09:33:47.632 927 1611 ERR SQ.iteLog: (1) table 'device' already exists

Swew ol IP g¢ 29 CUCM IJuyivbo JJouwesd [Jsol.

10361 08-10 09: 33:47.640 1095 1540 I NF ccservice-j: Tel ephonyManager Dat a: fetchCal | Serverl nfos
svr Hndl s[ 1] =1584903492 node=CCM st at us=ACTI VE Cal | Server | nfo=[ 192. 168. 110. 86, CCM ACTI VE]

10362 08-10 09: 33:47.640 1095 1540 DEB ccservice: SIPCC SIP_CC PROV: 0x5e77b5bc,

CCAPI _Devi cel nfo_get Cal | Server Name: returned ipv4 192.168.110. 84

10363 08-10 09: 33:47.640 1095 1540 DEB ccservice: SIPCC SIP_CC PROV: 0x5e77b5bc,

CCAPI _Devi cel nfo_get Cal | Server Mode: returned 02

10364 08-10 09: 33:47.640 1095 1540 DEB ccservice: SIPCC SIP_CC PROV: 0x5e77b5bc,

CCAPI _Devi cel nfo_get Cal | Server Status: returned 00

10365 08-10 09: 33:47.640 1095 1540 I NF ccservice-j: Tel ephonyManager Dat a: fetchCal | Serverl nfos
svr Hndl s[ 2] =1584903612 nmode=NONCCM st at us=NONE Cal | Server | nf o=[ 192. 168. 110. 84, NONCCM NONE]

luved bl 1Jizble gl oJlzol
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