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serial Wizard x|
WAN Wizard

Welcome to the Serial WAN Configur ation Wizard

This wizard will allow you fo configure a Serial interface for Internet connectivity

Three types of Serial ¥AN connections are suppored:

*  Frame Relay

*  HOLC

* PR

To confinue, click Mext.

............

- gacy |[[Ned > | Finisn | cancel| Help |
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fscratwizard x|
WAN Wizard Seloctinterface

Select an Interface for the WaK connaction,

Serial 20 (Syncieync)

Ayailable Intarfaces:

<Back | Net> | Firien | cancel| Hep |

Ay aslaslyg Jwlws o lel goi dlunS dulosll -;‘UI>'i 5
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Serial Wizard - Serial2/0{Sync,/Async)

Configure Encapsulation

Interface: Serialdi

Choose the encapsulation tvpe for this connection.

The High-Level Data Link Ciontrol (HDLC) connection connecls
a synchronous serial port (also0 known as a leased ling)

on A router, access server to connact o & router, access
serer, or corporate network. These routers or access

sarvers must be Cisco devices.

" Frame Relay

T Point-to-Polnt Protocal

" High-Level Data Link Control

<Back | Mest> | Finisn | cancel| Heip |
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Serial Wizard - Serial2 /0{Sync/Async)

WAN Wizard IP address:

Enter the IP address forthis connection

& Stallc IP address

IP address |1 82168141
subnetmask:  [255.255.255.0 or [22 §
" IP Unnumbered ta: | Einameti/o =l

You can configure this interface to perform dmamic DMS updates by checking the
checkbox balow.

[™ Enable Dynamic DNS Crymarmic OMNE.. |

<Back | Nest> | Finisi | cancel| meip |

> 192.168.1.2) aJll sglaxll IP ylgic Jio dpylis] claleo plaiuwl (ol iVl azgill oSy p8 .7
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Serial Wizard - Serial2 /0{Sync/Async) EI

“ m Advanced Options

There is no static route configured on the router, & default static route ensures that
outgoing fraffic will always be sent o another router on the network.

W Default Static Route!

~ Usge this Interface a5 Forwarding Interface

{+ NextHop IP address [1921681.2
{ffyour ISP has grven you a next hop IP address enter it here)

PAT is not confipurad on any router interface. Confguring PAT allows miultiple
devices on the LAM to share this WaN connection.

I Port Address Translation

LA rterface to be trans!ated F = otEtharnet i j

-Eackl Mext = I Finish I Cﬂnnall Help I
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Serial Wizard - Serial?2/D{Sync) Async)

WAN Wizard Summary

Flease click Finish to deliver ta the router

delected Imerface Serlalil
Encapsulation : HOLC
IF address: Siatic
IF address: 19216811
Subnet mask 1255.255.255.0

Detault Route:
Deslination Prefiz 0.0.0.0
Destination Prefix Mask 0.0.0.0
Fongarding IF address (B2l Inferface)192.168.1.2

4

[~ Testthe connectivity after configuring

-

Help |

ol Jid Al> 5 clasVl o2 ol My .a>gall | LoVl pulus dl> Lo,=59 6381 0i® gl
0& Sliaoll ol olgVI §3lg5 pac cawsy LoVl

Commands Delivery Status

Command Delivery Status:

X

Freparing commands for deliverny...
submitting 6 commands, please wait. .
iconfiguration delivered to rauter.
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Interface Feature Edit Dialog -Serial2/0 x|

Connection | Azsociation \[ NAT\[ General \[Applicatiun Service \|

Encapsulation: HDLC

IP address |Static IP address j

IP address:  |192.168.1.1

Subnetmask: |255.255.255.0 ar IHE

Cynamic DS Method; Tl

Cancel Help

NAT 295

aSaolibaJl (NAT) aSuill uolie do> i 0S5
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NATing clSiu in order to dage (i JI $Mb] slailayg nat _wlwi<nat< iy o sl .1
bl



Create AT Etlﬂ'lgluilm1 Edit AT Canfiguration |

S0OM can guide you through HAT configuration tasks, FAT allows vou to

connect the hosis on your LAM fothe Internst. Selecia task then click I
= Basic NAT PE with private |P address
I you just have PCs or hosis anbhe LA thel need scoess {o the Interne, zelect (=] "JI_____ .
it opton. o — ST
T Auberanced MAT
It wou Bre hoeting 2ervers (o0, web Severs, e-mall Ssvers) thad Lears outade
Scowity Fudl wiour petweori need pocess to, aelect this ophon.
A I \"‘q
Ficuting Latnch the selectad task |
ﬂf p
ﬁ': &
AT
| (1)
Basic MAT Wizard w3 .
NAT Wizard Welcome to the Basic NAT Wizard
Nebwosk Address Translalon

This wizard lets you connectthe PCs and hosts on your LAN {o the Internet

To connectthe PCs and hosts to the Internet, you must perdorm these tasks:

* Choose the interface that is connected fo the Internet or to vour Internet
semce provider.

* Choose the networks on the LAM that are to share the Internet connection.

g
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- LT FacR FLALITE ]
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Fr|£h| Gancsll Help |
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Basic NAT Wizard

NAT Wizard

Metwirk Adness Transiabon

Sharing the Internet Connection

ITthis router has & connection to the Intemet, specify how you want FCs and hosts
on the LAM to share this connection,

Choose tha interface that connects to the Intermet or your Internet sarvice provider:

|Serial2i0 >|  Details.. |

The fallowing ranges of IP addresses are allocated to netwarks directly connected
to the router, Chack the box next to each network that is to share the connection
that yvou speciiied:

| IF address range Connected Through Comment

Fastethermetl)l

™ [192.168.1.0t0 192.168.1.255 Serial2/

Mote: To configure NAT on an interface marked as Designated, exit this wizard, click
Edit NAT Configuration, and uncheck that interface in the Designate MAT Interfaces
window. For details see help.

=:Elar:|-:| et = | Finish | Cancel| Help

el



NAT Wizard Summary of the Configuration
Metwork Address Trapslation

Click finish to deliver the configuration to the router.

Interface that is connected to the Internet or to your Internet service provider:
Serial2im

IF address ranges that share the Internet connection:
172161 0t 172 16.1.2584

»

< Back | 1o - | Finish |

cnolic @) x5 Jo> 95 p>io IP Gloic go dxSaolisdl NAT 055 NAT (08il i, 638 Lo e .5
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Lraate MAT Conmguration | EUNAT Comfiguration .
DEISIQH-'EHEI HAT Inlarmaces. . | Addrasgs Pool... I Tramslation Tirmeouts

Matwork Addrass Translation Rules
Ingide Interfaceds): FasiEthernetiii

Outside Interfaceds).  Serial2/0

Original address Tranzlaled address Rlule Type g ITEn 1
17216.1.0-172.16.1.255 192.168.1.1 -
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Address Pools

addresses.

Address Pools are used to configure Dyvnamic Metwark Address Translation

Foal Mame

Address

Add...

=ik

Delete

Lo

I Clane selected Entry an Add

ik zancel

Help

(Add)

plaso i g piy o891 I GeSs ol Sy NEtMask go o wlsicy pusl 4l i doglas &9
do> 5) PAT plaziwl uS.nu wl3 &93> aieg Ly, IP u9lic gass iy cu> ol (9 u9liell
siiall loic 2 0 2 P sl a0l adloYl Clllall auld 119 IP olsic go (saiall Gloic

Ly

Add nddress Pool

Foaol Mame:

uay Laic (PAT) Jaiall ploic do> 55 a>gall P£ASuay ol 2 <aS 13] (PAT)

IP address: 192.168.1.3 - [192168.1.10
Metwork Mask: |2595.255.255.10 or |24
Dk Cancel | Help |
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Address Pools are used to configure Dyvnamic Metwork Address Translation

addresses,
Foaol Mame Address
pool Add...
Edit...
Delete
[~ Clane selected Entry on Add
ik icancel Help
(Add)
999 sl .8
Create NAT Configuration | Edit MAT Configuration
Designate NAT Interfaces | Address Pool,. | Translation Timeouts
Metwark Address Translztion Rules
Inside Interacegs): FasiEtharnatlio
Qutzide Interface(s).  Seral2m
Original address Translated address Rule Type

172161.0-172.16.1 255 192.168.1.1

Dynamic
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Edit Address Translation Rule

{ Static {* Dynamic

El

Direction: |Fr|:|m inside to outside

Translate fram interface

Inside Interfacels): FastEthernet1/0
ACL Rule: i Tl
Translate to interface
iDutside Interface(s): Serial2i
Type: Address Poal |
Interface
[mterface: Address Pool
Address Pool: paall Tl
.0k
ousS (999 il . u9liell &Axw i go aSaolyal (NAT) aSuid] u9lic do> i (eSS 0391 03® Lo ,=i .10
olexly
NAT
5 MAT
Coraata MAT Configuration  Bdit NAT Configurathon
Designate NAT Inferfaces... I Address Pool... | Translation Timeoui
Metwork Address Translation Rules
Inside Infarfaca(s). FazlEthemel1io
Culside Interface(s).  Serial2d
Dnginal address Translated address Rule Tyne Tamd T
172.18.1.0-172.16.1.255 192,168.1.3-192,168.1.10 Chnamic
Edit .
Delste
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NAT Interface Sektting |
Select the list of interfaces that you want to designate as
inside f outside.
interface insideftrusted) outsideiuntruste
FastEthernet /0 =2 -
Serial2i0 - =3
4 T
)4 Cancel Help | i
Ayl

d, Wl (NAT) aSaidl -polic da> 55 105G

2235 gluwe Cisco 9 nat (Swliw] oSlw wdSu steps in order to 13® il
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Create MAT Confguration  BEdii WA T Conficuration .

Designate MAT Interfaces,

Address Pool., | Translation Timeouts
Mateork Address Translation Rules
Inside Interfaceis): FasiEthermet!/d
Dutside Interfaceds).  Genallin
original address Translated adiress Rule Type T Add.

oot |
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Add Address Translation Rule :'.":-: : “..ﬁ e x|

{* Static " Dynamic

Direction: |Fr|:|m inside to outside j

Translate from interface —

Inside Interface(s):

IP address: 17216.1.1

MHetwark Maskioptional): ar I %

Translate to interface -

Cutside Interfaceis):

Type: IP address |
Interface; FastEthernet1 /0 =l
IP address: 192168.1.3

v Redirect Port
i TCP - LUDP

Original Port: IEHIIEHII Translated Port |80

2 | Cancel | Help |
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Create MAT Configuration | Eulit MAT Configuration |

Designate MAT Interfaces... | Address Pool.. | Transiation Timeouts... |

—— Metinrk Address Treanslation Rules

Inside Inderfacads):

Outzide Interfaceds);

Ongingl agress Translated address Rule Type S— T =

Add...
172.16.1.1 (30EM 182.168.1.2 (80 S

Deleie

]
Eat. |
|
|

e Route AR

a>qil eSS

o] | 1 PPN IRIN G

4290 CISCO 8 _Silim] oSbw xibxs S steps in order to 13 el

OSbw i Sl in order to wagiay dslnslog ais ((Sliw] oS bw <o < Sy o):>'i.1

© Routing
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Add IP Static Route

— Destination Netwark

Frefix: 10.1.1.0

Frefix Mask: 255.255.255.0

[ Make this as the default route

—— Forwardingd Bext Hop )

™ Interface: Ethernetsm =]
t* |P Address: 182.168.1.2
— Qptional

Distance metric for this route: |1

[~ Permanent route

_ Ik | Cancel | Help |
60Ul 0d® Lo =i .ulgie
églazll IP ylgies 192.168.1.2 g0 10.1.1.0 aSuil) ¢95a)l coldl Lol
Static Routing (add. | Edt. |  Delete | Detetesn
Dastination Mebsork Fomssarding Dptional
Frafix Frefiz Mask Intarface ar P addrass Distance Farmanent Roula Track

255 255 2550 1621661 2 Haone

Sl Lol oSG
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Routing
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bEdit 1F Dynamic Rouking

RIP | OSFF | EIGRP |

..... IF Enahle HIP

RIP version " version 1 f* Varsion? i Default

172.1.0.0
Add...

Lrelete

Available Interface List Make the Interface Passive
Ethernetl/o
Fastethernet1/0
serial2io
Serial2i
Setialdid
serial2la

NN RN . .

] | Cancel | Help

Add a Metwork

Metwark: |1 721.1.0

Ok | Cancel |
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Edit 1P Dynamic Houking

RIP | OSFF | EIGRP |

RIP version " version 1

..... IF Er.lal::llE H”j

* \arsion?2 " Default

1721.0.0

Add...

Lrelete

Available Interface List

Make the Interface Passive

Ethernetlso
FastEthernet10
serialii
Serial2i
seriallil
Serialdis

AN

]

Zancel

Help
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Deliver Contiguration to Roukter

Deliver delta commands to the router's running config.

Freviewy comimands that will he delivered to the router's running configuratian.

rauter rip

wersion 2

ho auto-summary
hetwork 172.1.0.0
exit

K3

The differences between the running configuration and the stadup configuration are lost when
router is turned off.

[ Save running config. to router's startup config.

This operation can take several minutes.

Deliver Cancel Save to file | Help |
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@ Additional Tasks

Device Propertles Edit...

<O DaterTime

B NTPISHTP

-5 Logging Ietn Hame Iterm Yalug |
g, SHMP :

. FlE o Darmain Mame

B8 Rouler Arcess Banner Mong
R s et AtcOURLEN BW Enable Secref Password None

--m = VT

-l Mlanagement Access
BEEH

-4 Secure Device Provizioning
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~fiE DS

“ e Cynamic DHE Methods
(11 ACL Edifar

~fi§ Portto Application Mappingd
H-_4 URL Filtering

E-_ 8 s,

~fl Local Pools

45 Roular Provisioning
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sy
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. 8E MiscnRnaiber and Seciwty Device Manager (SDM): 17206017 =101 %]
[MlCY Edr Wlew Tools Help
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= : %

Vurbe 1o Starup Canig... i] MIO® | Bebesh  Save  Sewch  Hap M

Fresal o Faclory defaos

. . and Cennectians
lle Mararemars

Interface List Sadde & Edt 1] Dekele | @ Bummary |E Defalz @ Cisabn & Tesi Comecion

Intarace IP | Tvpe | zot | stz | Descaption

i Elharme0m rin IF addrass Etharmel 1] & Doy

Firewmd =nd ACL FasEmemerlit 1721612 10100 heme 1 Qu
Burial 2 R =R Burial Sprieifgns ] )
Sersian no IF acdress Seral Snissyrc 1 n Doy
Berial2i? ro P address Berial Syt 1 & Cicras
Senal2r3 no IF address Seral SynCiRsyne 2 W@ Dow
Secuiby Fuck
v
Routing

r

fﬁr:f: Doerhits about Irderface Senal?d 0 administratively Up & Adrninisirafyely Doren

HAT
Hem Hame Ham Yahue

& IP gleresslaubnel magk 182.160.1.1/2559.285.255.0
Encapsulation HOLT

won P 4
[ jugion Peersarbion WAT <MOnE
— Jiccess Rule - inboend =haone=
T.g = Arcess Rule - auound ~kong=
Clunity of Sendos 1PRec Folicy =hone=

U5 oloV dileoioid pasimell oVanss ohls (Sai) oMuiais <z isls pleall oy | Jisl 4
Joxall &bl 6226 6,05] oo 29,31 Jid sl Flash U6 gdeill cale Jaa>.a>gall _J| palusdl
209 xc a8l,all dg>ly Al> dsylio.(SDM)

angall/ el
X

Select your preferences and click the OK button to aclivaie them. These preferences are saved as a
cookie inyour browser. fcookies are disabled inyour browser, it only applies to the current session.
To restore the default seftings, click the Default button and then click Ok

[~ Praview commands before delivering to router.i

v Save signature file to Flash,
v Confirm before exiting from SDM.

v Confinue monitoring interface status when swiltching modeflask
Maximum number of interfaces to monitor: |4

04 Cancel Default Helg
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B Ciscn Router and Security Device Manager (SDMe 1721617 _‘I_n

File Edil QUSR Tools  Help

Home . Cisca Svs1En
@ ta Mamiter @ ) o 2
¥ Confgure Fsie=sh S anm Seach Hela
T Monitar -
Running Coniig... = -
ElrE BT S | Edit Interface/Connection
80N Dafault Rulgs... @ oade - [ ed [0 Cekte summary &) Detals @ Disable 8 Test Connection
Refresh
i TIETTHTE IF |T,'pe I Slol [E‘ta1u5 | Descriphan
oy E Ethemedlrd o P ademess Ethemel 1} @ Doy
Fitmwmll mnd ACL T17E16.1.2 10 DETnermat 1

s
2
Securty Aucik

L 4

Rauli (]

[ntnasion Prevention

o

Camlhy af 5

Senal Symcl

no P addmss Senal Symciksyne )
Eeiial? no P adiness Seral Syneiayne z @ Cirrey
Senal2a no P addqess Sefal SyncRayne 2 i@ Doy
Dietailz about iredace:Sansl20 & Adrinistratmely Up & Adminisirativaly Ciown

ttem Marna Itarn Value

IP addressizubnet mask
Encapsulation

BT =“Fanes
Arcass Ruls - Inbounid AManes
Aooass Ruls - outhound “[Hane=
IPSac Policy =rarge=
LR L TN I o TR B N -

CLI) ,oloVI dg>19 19SS

a9l (19S5

Rout er #show run
...Building configuration

Current configuration : 2525 bytes

!

version 12.4

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption

!

host nane Rout er

!

boot - st art - mar ker

boot - end- mar ker

!

no | oggi ng buffered

enabl e password ci sco

!

no aaa new nodel

|

resource policy

RSA certificate generated after you enable the !--- ---!




.ip http secure-server command

crypto pki trustpoint TP-self-signed-392370502
enrol | ment sel fsigned
subj ect - name cn=| OS- Sel f - Si gned- Certificate-392370502
revocati on-check none
rsakeypair TP-sel f-signed-392370502
|
!
crypto pki certificate chain TP-self-signed-392370502
certificate self-signed 01
3082023C 308201A5 A0030201 02020101 300D0609 2A864886
F70D0101 04050
30312E30 2C060355 04031325 494F532D 53656C66 2D536967
6E65642D 43657
6174652D 33393233 37303530 32301E17 0D303530 69666963
39323330 34333
375A170D 32303031 30313030 30303030 5A303031 2E302C06
03550403 13254
532D5365 6C662D53 69676E65 642D4365 72746966 69636174
652D3339 32333
819F300D 06092A86 4886F70D 01010105 0003818D 35303230
00308189 02818
C86C0F42 84656325 70922027 EF314C2F 17C8BBE1l B478AFA3
FE2BC2F2 3C272
A3B5E13A 1392A158 73DBFEOD 20BFD952 6B22890C 38776830
241BE259 EE2AA
CF4124EA 37E41B46 A2076586 2FOF9A74 FDB72B3B 6159EEF7
ODEC7D44 BE489
9E351BF7 F5C808D9 2706C8B7 F5CE4B73 39EDSA61 508F455A
68245A6B DO72F
01A36630 64300F06 03551D13 0101FF04 05300301 02030100
01FF3011 06035
11040A30 08820652 6F757465 72301F06 03551D23 04183016
80148943 F2369
ACDBCCA6 CAOD4ECA7 C68B8179 E205301D 0603551D OE041604
148943F2 36910
DBCCA6CA 04EC4A7C6 8B8179E2 05300D06 092A8648 86F70D01
01040500 03818
3B93B9DC 7DA78DF5 6D1D0D68 6CE075F3 FFDADOFB 9C58E269
FE360329 2CEE3
D8661EB4 041DEFEF E14AA79D F33661FC 2E667519 E185D586
13FBD678 F52E1
E3CO2ACD 52741FA4 4429D0B7 EB3DF979 OEB9D563 51C950EO
11504B41 4AE79
ODDOBE16 856B688C B727B3DB 30A9A91E 10236FA7 63BAEACB
5F7E8602 0C33D
qui t

Create a user account named sdmsdm with all ---!
.privileges

user nane sdnsdm privil ege 15 password 0 sdnsdm
!
!




|
|
|
!
interface Ethernet0/0
no i p address
shut down
hal f - dupl ex
|
The LAN interface configured with a private IP ---!
address. interface FastEthernet1/0 ip address 172.16.1.2

255. 255. 255. 0 !--- Designate that traffic that
originates from behind !--- the interface is subject to
Network Address Translation (NAT). ip nat inside

ip virtual -reassenbly

dupl ex auto

speed auto

!

This is the WAN interface configured with a ---!
routable (public) IP address. interface Serial2/0 ip
address 192.168.1.1 255.255.255.0 !--- Designate that
this interface is the !--- destination for traffic that
has undergone NAT. ip nat outside

ip virtual -reassenbly

|
interface Serial 2/1

no i p address

shut down

!

interface Serial 2/2

no i p address

shut down

!

interface Serial 2/3

no i p address

shut down

!

RIP version 2 routing is enabled. router rip ---!
version 2 network 172.1.0.0 no auto-sunmmary !--- This is
where the commands to enable HTTP and HTTPS are
configured. ip http server ip http secure-server ! !---
.This configuration is for dynamic NAT

!
Define a pool of outside IP addresses for NAT. ip ---!
nat pool pooll 192.168.1.3 192.168.1.10 netmask

255.255.255.0 /--- In order to enable NAT of the inside
source address, !--- specify that traffic from hosts
that match access list 1 !--- are NATed to the address

pool named pooll. ip nat inside source |list 1 pool pool1l
| I-—- Access list 1 permits only 172.16.1.0 network to
be NATed. access-list 1 remark SDM ACL Category=2
access-list 1 permt 172.16.1.0 0.0.0.255 ! !--- This
configuration is for static NAT

In order to translate the packets between the real ---!
IP address 172.16.1.1 with TCP !--- port 80 and the
mapped IP address 192.168.1.1 with TCP port 500. ip nat
inside source static tcp 172.16.1.1 80 192.168.1.3 500
extendable

!

1




]

The default route is configured and points to —---!
192.168.1.2. ip route 0.0.0.0 0.0.0.0 192.168.1.2 ! | /-
-- The static route is configured and points to
192.168.1.2. ip route 10.1.1.0 255.255.255.0 192.168.1.2

' I control-plane ! ' 1 1 111 1 11 Jine con O line
aux 0 /--- Telnet enabled with password as sdmsdm. |ine
vty 0 4 password sdnmsdmlogin ! ! end

iceadl o aasgl
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Connectivity testing and troubleshook

| IF address f hosthame

X|

Select a ping option, enter the required value and click Start

" Aautomatically determined by SDM (% User-spacified 182168.1.2

= Summary & Detais
[ nformation X
Cheacking inten 1]
Checking inter uccessiul
Checking exit i @ Test Connection successfull uecessful
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The connection is up on the selacted inferface,
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Start Save Report... Close | Help |
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This wandowr displays e router's intemaces and connectoons. The
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