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© Uil Prime Infrastructure

M Administration / Users / Users, Roles & AAA

AAA Mode Settings Add TACACS+ Server

Active Sessions

Change Password

* DNS Name

Local Password Policy
* Port

isale LS alle) Shared Secret Format

SSO Server Settings * Shared Secret
S8O0 Servers * Confirm Shared Secret
TACACS+ Servers * Retransmit Timeout

User Groups Retries

Authentication Type
Users

Local Interface IP

Cancel

O IP Address

49

ASCII j

5 (secs)

PAP M

10.106.68.130 j
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© i Prime Infrastructure

A Administration / Users / Users, Roles & AAA

AAA Mode Settings AAA Mode Settings

Active Sessions

AAA Mode @ “Local (_RADIUS ©Otacacs+ [ sso
Change Password

Enable fallback to Local | ONLY on no server responsj
Local Password Policy

RADIUS Servers

SSO0 Server Settings

S§S0 Servers

TACACS+ Servers

User Groups

Users

lJglbgs 3. z>> TACACS+.
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© !yl Prime Infrastructure EEEEEEEREE 4+ ©3  o-rooTooMAN

A | Administration / Users / Users, Roles & AAA 00
AAA Mode Settings User Groups
Active Sessions Group Name Members Audit Trail View Task
Change Password Admin virtual =] Task List
Local Password Policy Config Managers a8 Task List
RADIUS Servers Lobby Ambassador El Task List
Monitor Lite 5 Task List
SSO Server Settings
NBI Credential a8 Task List
SSO Servers
NBI Read =] Task List
TACACS+ Servers NBI Write a Task List
User Groups North Bound API =] Task List
Users Root root 8 Task List
Super Users El Task List
System Monitoring virtual gj Task List
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Task List

@ Please copy and paste the appropriate protocol data below into the custom/vendor-specific attribute field in your AAA server.

TACACS+ Custom Attributes RADIUS Custom Attributes
@ If the size of the RADIUS attributes on your AAA server is more than 4096 bytes, Please copy ONLY role
retrieve the associated TASKS

role0=Admin NCS:role0=Admin

task0=View Alerts and Events NCS:task0=View Alerts and Events

taskl=Run Job NCS:taskl=Run Job

task2=Device Reports NCS:task2=Device Reports

task3=Alarm Stat Panel Access NCS:task3=Alarm Stat Panel Access

task4=RADIUS Servers NCS:task4=RADIUS Servers

task5=Raw NetFlow Reports NCS:task5=Raw NetFlow Reports

task6=Credential Profile Delete Access NCS:taské=Credential Profile Delete Access

task7=Compliance Audit Fix Access NCS:task7=Compliance Audit Fix Access

task8=Network Summary Reports NCS:task8=Network Summary Reports

task9=Discovery View Privilege NCS:task9=Discovery View Privilege

taskl0=Configure ACS View Servers NCS:taskl0=Configure ACS View Servers

taskll=Run Reports List NCS:taskll=Run Reports List

taskl2=View CAS Notifications Only NCS:taskl2=View CAS Notifications Only

taskl3=Administration Menu Access NCS:taskl3=Administration Menu Access

taskl4=Monitor Clients NCS:taskl4=Monitor Clients

taskl5=Configure Guest Users NCS:taskl5=Configure Guest Users

taskl6=Monitor Media Streams NCS:tasklé=Monitor Media Streams

taskl7=Configure Lightweight Access Point NCS:taskl7=Configure Lightweight Access Point

Templates Templates

taskl8=Monitor Chokepoints NCS:taskl8=Monitor Chokepoints

taskl9=Maps Read Write NCS:task1l9=Maps Read Write

task20=Administrative privileges under Manage and y NCS:task20=Administrative privileges under Manage y
Z A

IUg 056 2. louwg 030 Iduwpele slewdbol gds pJud Notepad.

lJglogs 3. 9> weule lJs !U'ollgéégu»p!o peld bloys o006 WO gbp ACS. w9, el
lJeeld Idbloys 1dpguoueé WS luvdd v uu Lozs 8lisped [Jpole.

@ Virtual Domain custom attributes are mandatory.To add custom attributes related to Virtual Domains, please click here.

IUglogs 4. 108, B96 oul IJesh Jdeuesd eds Lo 8zs uwped Idpeld Idblo)s: 9spdud J9ss
IJuo0zé: Jol 09 p9 oz WO 1due9,é:

TACACS+ Custom Attributes RADIUS Custom Attributes
virtual-domain0=ROOT-DOMAIN NCS:virtual-domain0=ROOT-DOMAIN
virtual-domainl=testl NCS:virtual-domainl=testl

od9osu ACS 4.2

181096 1. 5p woiwzsd 1589 1Us 91206 1Jpuwesse lyuusess (GUI) 1Uglo6 wlslé ACS. &p
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New Services

W @ @

Service Protocol
ciscowlc common
Wireless-WCS HTTP
NCS HTTP
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~ NCS HTTP
~ Custom attributes

virtual-domain0=ROOT-DOMAIN

rolel
task0
taskl
task?2
task3

=Admin

=View Alerts and Events
=Device Reports

=RADIUS Servers

=Alarm Stat Panel Access
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2016- 05-12 15:24: 18,517 [ http-bi o-443-exec-10] DEBUG usermgnt - [ [ TacacsLogi nhvbdul €]
user entered usernane: 138527]

2016- 05-12 15:24: 18,517 [ http-bi o-443-exec-10] DEBUG usermgnt - [ [ TacacsLogi nhvbdul €]
Primary server=172.18. 70. 243: 49]

2016- 05-12 15:24: 18,517 [ http-bi o-443-exec-10] DEBUG usernmgm - Thread Id : [835], Entering
Method : [login], Class : [com cisco.xnp.jaas.tacacs. TacacsLoginCient].

2016- 05-12 15:24: 18,517 [ http-bi o-443-exec-10] DEBUG usernmgm - Thread Id : [835], Entering
Method @ [login], Class : [com cisco.xnp.jaas.tacacs. SecondaryTacacsLogi nClient].

2016- 05-12 15:24: 18,518 [ http-bio-443-exec-10] | NFO usermgnt - [Tacacs:connect Tacacs()]

[ prepare to ping TACACS+ server (> 0):/172.18.70.243

(-D1.

2016- 05-12 15:24: 18,619 [ http-bio-443-exec-10] I NFO usermgnt - [Tacacs: connect Tacacs()]
[ Tacacs: Num of ACS is 3].

2016- 05-12 15:24: 18,619 [ http-bio-443-exec-10] I NFO usermgnt - [Tacacs: connect Tacacs()]
[ Tacacs: acti veACSIndex is 0].

2016- 05-12 15:24: 18,619 [ http-bio-443-exec-10] I NFO usermgnt - [Tacacs:connect Tacacs()]

[ Tacacs: Unable to connect to Server 2: /172.18.70.243 Reason: Connection refused].
2016- 05-12 15:24: 18,619 [ http-bi o-443-exec-10] DEBUG usermgnt - [ [ Thu May 12 15:24:18
EST 2016] [ TacacsLogi nModul e] exception in client.login( primryServer, prinmaryPort, seconda..

com ci sco. xnp. j aas. XnpAut hent i cati onServer Excepti on: Server Not Reachabl e:

s9uoz 03l 1Jpld gsué pu HuwlJs IUg bl slJes spdu v odas voses Jipwole pgodds ped
282 IJlouold woluwbs gl 2elss: Iy Is zoly s wsb 9pl IUs 3JY.

Connection refused]
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