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Session Scenarios

The various session scenarios that are monitored in Cisco Prime Collaboration are as follows:

Table 1 Session Scenarios

Session Classification

Cisco Unified CM intracluster
and intercluster sessions

Cisco Unified CM intracluster
and intercluster sessions

Cisco VCS intracluster and
intercluster sessions

Cisco VCS intracluster and
intercluster sessions (with
MCU)

Cisco VCS intracluster and
intercluster sessions (without
MCU)

Sessions between
Cisco Unified CM and
Cisco VCS clusters *

Cisco Unified CM (8.6(1),
8.6(2), and 9.0) intracluster
sessions?

Cisco Unified CM (8.6(1),
8.6(2), and 9.0) intracluster
sessions

Sessions outside the
enterprise firewall -
Cisco VCS Expressway

Session Type

Ad hoc,Scheduled

Ad hoc,ScheduledStatic

Ad hoc,Scheduled

Ad hoc,ScheduledPermanent

(displayed as static)

Ad hoc,Scheduled

Ad hoc

Ad hoc

Ad hoc,Scheduled

Note  gcheduler must be

CTS-Manager 1.7,
1.8,0r1.9.

Ad hocPermanent (displayed
as static)

Session Structure

Point-to-point

Multipoint

Point-to-point

Multipoint

Multisite

Point-to-pointMultipoint

Point-to-point

Multipoint

Point-to-point,Multipoint, Multisite

Session Topology Elements

Cisco TelePresence System 500,
1000, 3000, TX9000 Series.

Cisco TelePresence System 500,
1000, 3000, TX9000 Series, and
CTMS.

Cisco C series, EX Series, Cisco
MX series, Cisco MXP Series,
Cisco IP Video Phone E20, Cisco
Cius, and Cisco Jabber.

If a call is identified as a traversal
call, Cisco VCS Control or Cisco
VCS Expressway is displayed in the
session topology.

Cisco C series, EX Series, Cisco
MCU, Cisco MSE', or Cisco
TelePresence Server.

If a call is identified as a traversal
call, Cisco VCS Control or Cisco
VCS Expressway is displayed in the
session topology.

Cisco C series, EX Series, Cisco
MX, Cisco MXP Series, Cisco IP
Video Phone E20.

If a call is identified as a traversal
call, Cisco VCS Control or Cisco
VCS Expressway is displayed in the
session topology.

Cisco C series, EX Series, Cisco
MX series, Cisco MXP Series,
Cisco IP Video Phone E20

Cisco TelePresence System
500, 1000, 3000, and TX9000
Series

Cisco TelePresence Server

IX 5000 series TelePresence
endpoints

Cisco C series, EX Series, Cisco
MX series

Cisco TelePresence System
500, 1000, 3000, and TX8000
Series

IX 5000 series TelePresence
endpoints

Cisco C series, EX Series, Cisco
MX series, Cisco IP Video
Phone E20

Cisco TelePresence System
500, 1000, 3000, and TX9000
Series

CTMS 1.8 or Cisco
TelePresence Server

Cisco C series, EX Series, Cisco
MX series, Cisco MXP Series,
Cisco IP Video Phone E20

Cisco MCU or Cisco
TelePresence Server

Cisco VCS Control and Cisco
VCS Expressway



Point-to-point Multipoint conferencing devices

Endpoints in a call (with an Ad hoc
and video endpoints.

MCU in the call) work as a When a call is put in a conference mode or when merged with

conferencing bridge in Cisco another call, it becomes Multipoint. The session does not show For a list of devices supported by

Unified CM. the MCU. When the first participant leaves the call, the session Cisco Prime Collaboration 11.0,
shows it is connected to the MCU, while the second and third see Supported Devices for Prime
participants continue in the same call as a point-to-point call. Collaboration Assurance.
Note This scenario is applicable when in-built video bridge

capability is not present in the endpoint.

Point-to-point, Multipoint, Multisite Cisco Jabber, Cisco TelePresence
MX Series, Cisco TelePresence
System EX Series, and Cisco
TelePresence SX Series.

Sessions between MRA Ad hoc, Scheduled

endpoints- Note Cisco Prime Collaboration does not monitor a Multisite

Cisco Jabber or Cisco session where an MRA endpoint acts as a conference

TelePresence MX Series or bridge.
Cisco TelePresence System

EX Series or Cisco

TelePresence SX Series

1 The codian software must be running on Cisco MSE.
2 This scenario is supported on CTS 1.7.4, and TC 4.1 to 7.0.
3 The troubleshooting workflow is supported on TC 4.2, 5.0, and above.

% Note

« Cisco Cius and Cisco Jabber devices support only ad hoc sessions.
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o
v General SNMP Options
SNMP Timeout 10 w | seconds
SNMP Retries 2 v
SNMP Version 2c v

w
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10.201.160.42

10.201.196.210

* Indicates required fis

(Optional)
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LB Save x Delete Copy HI]; Add Mew

— Application User Information

User ID* EJ.T-"'tF'I'-_JS_‘-‘-‘_T || Edit Credential |
Password f.illIli.iiillIl'iiiillIII....IIIII....II
Confirm Password :oolliiooooouliiooooolllnlnlnoooolul.-ooooll

Digest Credentials
Confirm Digest Credentials;
BLF Presence Gru:uup* | s:‘;?nd.a.fd Presence group r
| Accept Presence Subscription
Accept Out-of-dialog REFER
Accept Unsolicited Motification

| Accept Replaces Header

r Device Information

Available Devices |Auto-registration Template &
|BAT205023177001

|Sample Device Template with TAG usage examples I )
|TCTTEST | Find more Route Points |

[TCTTESTZ i
L LY
Controlled Devices ES-E-PﬁICII.:IEQIﬁS'B??DIj -
|SEPDOS06004ECE3
| SEPDOS0600CFIER
|SEPO0OSAZB04CFAS
:_5EPGD5F3693E4AD e

| Device Association |
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User Device Association
@ Select Al @ Clear Al @ Select All In Search Eﬁ]l Clear All In Search % Save Selected/Changes % Remove All Associated

User Device Association (1 - 14 of 14)

Find User Device Association where | Name ¥ | begins with ¥ Find || Clear Filter |9 || = .

¥ Show the devices already associated with user

Device Name

m SEPOOOS2A3ETZ00 1000
Tagn

7 SEPODS06004ECE3 1011
E#an

" ] SEPO0S0600CFTER 1030
CEn

SEPO0S62B04CFAS 1003
HE61

SEPOOSF3593E4AD 1010
SHE0

7 D SEP7426ACEF09CT 1005
Dxg0

w m SEP7426ACF35AET 1006
D70

w3 Q SEPDOC789141410 1007

138 JTAPI paziuo) dsuzall paziwoll Hlosl a8l (o 25T

CTl J a,keodl oldSall adl,0 -
6,00l (9 aing0 9 laS Juaiall CONF 9 XFER acxi il wilggll (8 aSxilly (uwla)l CTI poww -

— Permissions Information

Groups JTAPIUser
Add to Access Control Group |

| Remove from Access Control Group |

T | Miew Details

Roles [Standard CTI allow Call M-::-nltu:ur.r'g
Standard CTI Allow Control of Phones suppaorting Cn:-rne
Standard CTI Enabled

" | View Details
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Discover Devices X

||":"|| 3 .
i% Manage Credentials — H Device Discovery

D Ensure creating Cluster information using "Manage TMS Cluster” Ul before discovering TMS cluster.

* Indicates required field
Job Name Discovery 2017-Oct-26 12:58:16 EDT

Check Device Accessibility

Discover | Communications Manager (UCM) Cluster and connected devices v
“IP Address
10.201.196.222]10 201 196.221 -
@
A
Associate to Domain Intarnal » | (Optional)

If you have SIP trunks configured between the desired "Communications Manager” cluster and other
"Commurnications Manager” clusters, please exclude all the Destination [Ps of thase SIP trunks in the
Discovery Filter while tnggering Logical Discovery.

v Auto-Configuration

Add the Prime Collaboration server as a COR Destination in the Unified CM servers  (5)
Add the Prime Collaboration server as a Syslog Destination in the Unified CM servers (&)

» Filters

» Advanced Filters o

Back Schedule Run Now
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Edit SEP00562B04CFA8 and 7 more

() Full Visibility () Limited Visibility () Off

Full Visibility: Displays Conference Statistics in the Conference Diagnostics page
Limited Visibility: Does not display Conference Statistics in the Conference Diagnostics page
Off Visibility: Does not display the endpoint in the Conference Diagnostics page

o

The following table lists the default and maximum visibility details for the endpoints:
Endpoint Type Default Visibility | Maximum Visibility

. CTS 500, 1000, and 3000 Series Full Ful
+ Cisco Codec

» Cisco TelePresence SX20

« Cisco TelePresence MXP Series

« Cisco IP Video Phone E20

» Cisco Jabber Video for TelePresence (Movi) Limited Limited
« Polycom

Cisco Cius Off Full
Cisco IP Phones (89xx, 99xx) Off Full
Cisco Desktop Collaboration Experience DX650 and DXB630 Off Full

. Cisco SX80 and Cisco SX10 Full Full

« « Cisco MX200 G2, Cisco MX300 G2, Cisco MX700, and Cisco MX200

Cisco DX70 and DX80 Off Full
MIRA, Endpaints: Limited Limited

« Cisco Jabber
+« Cisco TelePresence MX Series
+ Cisco TelePresence Systemn EX Series

+ Cisco TelePresence System SX Series
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£ el Prime Collaboration Assurance

6)9:0l (9 2ioge oD

_ = Unmanaged:2 -_‘m globaladmin - Enterprise £

A / Diagnose | Conference Diagnostics

& Group | Al v | (@Time Range | 10/2017-10/6/2017 v Apply
® : [V o o S IQ 1 [ s I e R e @ o }
Video Collaboration Conferences Selected 1/ Total 1
& Import Conferences Troubleshoot Show | Conferences in Progress
o .- ¢ LR P Conference Subject Scheduler  Start Time b
® B - QO % SEPT4264CF15 2017-001:06 1251 COT

Endpoint Statistics: SEP7T426ACEF09C7

L Conference Statistics

»System Information
Video

Physical Location
D DXBO

10.201.196.207
SEPTA26ACEFO9CT

PHONE
sipdx80.10-2-4-7dev
2017-0ct-06 11:25:36 CDT
Serial Number FOCL825NT7S)

DSCP In

Conferences in Progress 1 Conferences in Progress with Alarms 0

SEPT426ACF35AET - SEPT426ACEF09CT

5
70

SEPTA26ACF3S

.
Last updated: 2017-Oct-06 12:55:46 CDT
Audio
203 ms | Av 1ms |
Ims I 0ms |
640 * 360 NONE(D)
NONE(0)
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A / Alarm & Report Administration | Event Customization
- Search Clear
Systern Syslog Rules Threshold Rules Carrefation Rules
Basic  Advanced
Click ® on e loTt of the coresponding event name 1o customize the threshold setlings of an event for a device type of a selected device. Splected
' Shaw | Quick Fiter
Name Category - Status Severity Default Severity Custom Rules Notes for Email
Session
w  Packel loss Sagsion 4 T major T major
ftx Packet Loss
Default(D devices) Raise w | Use Bast Practice(Minor-1,Major: 5, Critical: 10) 1 1] 10 % (0to100) Disabled v
+ Custom Rule Save Changes.
Save All
> Laency Sassion T Major T Major
> Jitter Sesshn L T Maior T Maior
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o v ¥
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v & 333 z 3
L ] 3.23 2
» B 318 S
v B Use 308
18
165 2
085
057
wdpoint: SEPCE00B4AABZY0 (1004) Toiz (3 L3 v
| |T
Security esolution
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Change Utilization Settings for Endpoint Model:
DX70

=
|

WWork Hours per Day

Work Days per Week g L
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Discover Devices

|I":\I|l} 2
%"%{.’ Manage Credentials
-

O] VCS-C-E

=3 ‘ HDevice Discovery

VCS/EXPRESSWAY

*Profile Name VCS.C-F

Device Type | yog/EXPRESSWAY

% ;
IP Version i v

*Apply this credential to the given

IP address | 10-201.202.56/10.201.202 67

» General SNMP Options

SNMP Timeout 10 w |[seconds

SNMP Retries 3 v

*SNMP Version

v SNMP V2

2c v

“SNMP Read Community String | sesssess

*Re-enter SNMP Read Community
String

SNMP Write Community String

Re-enter SNMP Write Community

Ctrinn

X

Fy

10.201.202.56]1...

* Indicates required field

(Optional)
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Discover Devices b4

Oye
l\;%;. Manage Credantials e H Device Discovery

@ Ensure creating Cluster information using "Manage TMS Cluster” Ul before discovering TMS cluster.

* Indicates required fizld
Job Name Discovery 2017-0ct-27 11:24:46 COT

Check Device Accessibility

Discover | Video Communications Server (VCS)/ Expressway Cluster and connected devices v

*IP Add
5 | 10.201.202.56/10.201.202 57

®

.

Associate to Domain Extarnal o | (Optional)

If you have SIP trunks configured between the desired "Communications Manager” cluster and other
Corrmm. ca ions "Le'-'ar.ac:ner c-usre s, pi ease excf_ude gil the Destination |Ps of those SIP trunks in the

» Filters
» Advanced Filters

v Schedule

Start Time Date:
(vyywiihdidd hh:mm AMPM)

Recurrence @ Mone O Hourly O Daily O Weekly O Manthly o

Back Run Now
8yl dl> 8 TMS 9 VCS ol (o 25T 4 sglazll

<slS 131 SNMP 9l HTTP sy <8g)l plago (8 aild 8,la0 dl> 8 TMS 91 VCS S, o I3] :ala> Mo
8l dl> (8 VCS/TMS _le Jguaxll TAC > zidl (éacluall oo a0 L axl> Jid

0955 ol 2,20y cawliall IP olgin; IP_VCS_SERVER olsie Jaiwly 138 URL ulsic pasiwl sala>Mo
dwl> g Loxic @il Laiay 1309 VCS I oliase w3158 PCA o315 Jixus v 6l dl> 5 VCS

PCA I 5,51 6,0 VCS lgluy Lill &bl go alSiso 3265 Y 0680

sleicl obly b o3 « location+/status/feedback€https://<ip_address_of_vcs_server>/getxml
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« C | A Notsecure | bitps://10.201.203.103/ 'getumi?location+/5tatus/feedback

BE Apps Work s Cisco's Google [ https/fewdsciscocor [ Mailer [ Tac-wiki-BE4k [ TAC WIKI-Prime & Make

This XML file does not appear to have any style information associated with it. The document tree 1s shown below.

¥<Status xmlns="http://www.tandberg.no/XML/CUIL/1.8" product="TANDBERG VC5" version="XB.9">
¥ <SystemUnit item="1">
<Product item="1">TAMDBERG VCS</Product:
<Uptime item="1"3>935228</Uptime>
<SystemTime item="1"3»2017-10-27 16:50:85<{/SystemTime>
<TimeZone item="1">US/Central</TimeZons>
<LocalTime item="1">2817-18-27 11:50:85</LocalTime>
¥ <Software item="1">
<Verzion item="1">XB.9</Version>
<Build item="1"roak v8.9.8 rc_ 2</Build>
<Mame item="1"3>s542788</Name>
<Releazebate item="1":>2016-11-24</ReleaseDate>
<{ReleasekKey item="1">58268340958101150</Releasckey>
¥ <Configuration item="1">
<MonTraversalCalls item="1">75@</MonTraversalCalls:
<TraversalCalls item="1">188</TraversalCalls>
<Registrations item="1">8</Registrations:
<TPRoom item="1">56</TPRoom>
<UserDevice item="1"3>58</UserDevice>
<Expressway item="1":False</Expressway>
<Encryption item="1":True</Encryption:
<Interworking item="1">True</Interworking>
<FindMe item="1":>True</FindMe>
<DeviceProvisioning item="1">True</DeviceProvisioning:
<DualMetworkInterfaces item="1">False</DualNetworkInterfaces>
<AdvancedAccountSecurity item="1"»True<{/AdvancedAccountSecur
<StarterPack item="1">False</StarterPack>
<Enhanced0C5Collaboration item="1"*False</Enhanced0C5Collaboration:
<ExpresswaySeries item="1">True</ExpresswaySeries>
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The following table lists the default and maximum visibility details for the endpoints:
Endpoint Type Default Visibility | Maximum Visibility

. CTS 500, 1000, and 3000 Series . Full
+ Cisco Codec

« Cisco TelePresence SX20

» Cisco TelePresence MXP Series

« Cisco IP Video Phone E20

« Cisco Jabber Video for TelePresence (Movi) Limited Limited
« Polycom

Cisco Cius Off Full
Cisco IP Phones (89xx, 99xx) Off Full
Cisco Desktop Collaboration Experience DXE650 and DX630 Off Full

« Cisco SX80 and Cisco SX10 Full Full

« « Cisco MX200 G2, Cisco MX300 G2, Cisco MX700, and Cisco MXB00

Cisco DX70 and DX80 Off Full
MIRA Endpaint: Limited Limited

+« Cisco Jabber
« Cisco TelePresence MX Series
+ Cisco TelePresence System EX Series

s Cisco TelePresence System SX Series
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# / Diagnose | Conference Diagnostics

B Group | Al ¥ | (@ Time Range | 10/52017-10/6/2017 v Apply Conferences in Progress 1 Conferences in Progress with Alarms 0
® o ¥ o ° o Q@ 1+ % 3 A o IR o & o |— 3 [P o [H o SEP7426ACF35AET - SEPT426ACEF09C7
Video Collaboration Conterences Selecled1/Total1 (5 L3
& Import Conferences  Troubleshoot Show | Conferences in Progress * | =
o]
*u snference Subjec chedule 9 - bX 70
¢ . L] L Y Conference Subject Scheduler  Start Time b T
(®) — Qg g4 SEP7426ACF35... (§ - 2017-0ct-06 1251 COT
-
S
Endpoint Statistics: SEP7426ACEF09C7 Last updated: 2017-Oct-06 12:55:46 COT
) = Conference Statistics
w»System Information
Video Audio
Physical Location
¢ Avg Period Latency 203 ms | Avg Period Latency 1ms |
Avg Period Jitter Ims | #Avg Period Jitter 0ms |
Resokstion 640 * 360 DSCP In NONE(0)
DSCP In NONE(0)
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stration | Event Customization
- Search Clear
System Sysiog Rules Threshoid Rules Carreiation Rules

Basic  Advanced

Click b an the loft of the corresponding event name to customize the threshold settings of an event for a device type or a selected device, Selected
& Show | Guick Filter
Name Category a status Sevarity Dafault Severity Custom Rules Notes for Email
Session
+ Packelloss Sessian 4 T Major T Major

Rx Packet Loss

Default(D devices) Raise w | Use Besl Practice(Minor-1 Major. 5.Critical: 10) 1 5 10 % (0to100) Disabled v

- Custom Rule Save Changes

» Lawncy Sassion T Major T Major
» ditter Sassion Ex W Major W Major
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Change Utilization Settings for Endpoint Model:
DX70

=1
4

Work Hours per Day

Work Days per Week 5 v
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A / System Administration / Log Management

# Edit I Reset to Default | | ] Download Log

38
39
40
41
42
43

Module 4  LogLevel
W DTV ST OIS LA
O Sensor Regisiration Error
) Sensor Skinny Error
£ Sensor TopN Error
O Service Level View Server Error
.:;‘. Service Quality Manager Error
(@) Session Manitoring Debug
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cucmijtapi.log -
CUCMJTAPIDiag.log -
CSMTracker -
CsmtRackerDiag.log -
CsmtRackerDataSource.log -
PostlnitSessionMon.log -
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